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BEREM

BAEREANEZEEAS

- NAIEHIREMNREMTERIPEFERIE , AFECisco Unified Communications
Manager(CUCM)B &% 4,

- EREFIBEEERRENEFANRFEE R ENtelecasterservice,
telecasterserviceparameter, telecastersubscribedparameter#l
telecastersubscribedservice&k #1,

- EEFEL , E&&E Corporate DirectoryiZIER , BEFERHE P —ECUCME R EE
HTTPEHTTPSEE K , WEAXMLE REAHTTP(S)EEIRE, MRIZHTTPS , RBIEHEUR
PERBITVSIREH EFEREBEHTTPSHES . EXEBEMidlettVEFTE L , ETUEEFE

Midlet EHE , I3 Services Provisionings% E #8728,

EEEHA

- BREEE "B, B TARB%) BHREHATHEE,
- fECorporate DirectoryfR# T , Service URBILERE A T EE ?
- IMERURLERE BApplication:Cisco/CorporateDirectory , RIABIFEZNEEBIRA , EFD
BHHTTPEHHTTPSE R,
- FERRERT , EAEERAIIIRESHRANEFEHHHTTPSHER,
- ERURLERE AApplication:Cisco/CorporateDirectoryl¥ , EiE & 6 HCallManager(CM)#H
H Y 58 —{E ] IR BREIXHT TP(S)FE Ko
- ESFHEEEHTTP(S)FE KM MR ES 2 B H MR,
« EUREEZRE/MHIEHTTPS)REMNEEH , TXEMAME,. WANRELERSE,
- MREAEMFAHTIPS , FRAEFTHERAMRB[ZBANER , YEEREFET,
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THigS

KB SEH | EFEREURLERE BApplication:Cisco/CorporateDirectory , It B BFEFERAHTTPS,

RpIEREBERURLNERRERR.

<phoneService type="1" category="0">
<name>Corporate Directory</name>
<url>Application:Cisco/CorporateDirectory</url>
<vendor></vendor>

<version></version>

</phoneService>

?;"'ﬂﬁgu*éa s , /u\—.I-J‘/{l%ﬁ ]flt= g’%o

1. BFEMEAHTTPS URL,

7949 NOT 11:04:14.765155 CVM-appLaunchRequest: [thread=AWT-EventQueue-0]

[cTass=cip.app.G4ApplicationManager] Creating application module -

Corporate Directory

7950 ERR 11:04:14.825312 CVM-XsiAppData&colon;:getCdUrl:
[thread=appmgr MQThread]

[cTass=xxx.xxx.xx] Using HTTPS URL

2. BFE LT ReEAE B SR AMRERIRH G EFE BN Tomeat WebEE ., REt ,

FIRB(TVS) BT BE

7989 ERR 11:04:15.038637 SECD: -HTTPS cert not in CTL, <10.106.111.100:8443>
7990 NOT 11:04:15.038714 SECD: -TVS service available, can attempt via TVS

3. BREERETVSRINHFEM , MRKRKE , ©HETVSHRRBE,

7995 NOT 11:04:15.039286 SECD: -TVS Certificate Authentication request

7996 NOT 11:04:15.039394 SECD: -No matching entry found at cache

4. HRETVSHERERZ2H , RitExXEEH0BE , MR AIFIELLHES

8096 NOT 11:04:15.173585 SECD: -Successfully obtained a TLS connection

to the TVS server

5. BERREEBERERIENFER,

8159 NOT 11:04:15.219065 SECD: -Successfully sent the certificate Authentication

request to TVS server, bytes written : 962

8160 NOT 11:04:15.219141 SECD: -Done sending Certificate Validation request
8161 NOT 11:04:15.219218 SECD: -Authenticate Certificate : request sent to

TVS server - waiting for response



6. TVSKYEE "0, RNFMDEBMERI,

8172 NOT 11:04:15.220060 SECD: -Authentication Response received, status : O

7. RSB TIHE  RRESEINEE.

8185 NOT 11:04:15.221043 SECD: -Authenticated the HTTPS conn via TVS

8198 NOT 11:04:15.296173 CVM-[truncated] Received
HTTP/1.1 200 OKAM
X-Frame-Options: SAMEORIGINAM
Set-Cookie: JSESSIONID=660646D3655BB00734D3895606BCE76F;
Path=/ccmcip/; Secure; HttpOnlyAM

Content-Type: text/xml;charset=utf-8AM

Content-Length: 966AM

Date: Tue, 30 Sep 2014 11:04:15 GMTAM

Server: AM

AM

<?xml1 version="1.0" encoding="UTF-8" standalone="yes"?><CiscoIPPhonelnput>
<Title>Directory Search</Title><Prompt>Enter search criteria</Prompt><SoftKeyItem>
<Name>Search</Name><Position>1</Position><URL>SoftKey:Submit</URL></SoftKeyItem>
<SoftKeyItem><Name>&1t;&1t;</Name><Position>2</Position><URL>SoftKey:&1t;&1t;</URL>
</SoftKeyItem><SoftKeyItem><Name>Cancel</Name><Position>3</Position>
<URL>SoftKey:Cancel</URL></SoftKeyItem>
<URL>https://10.106.111.100:8443/ccmcip/xmldirectorylist.jsp</URL>
<InputItem><DispTlayName>First Name</DisplayName>
<QueryStringParam>f</QueryStringParam><InputFlags>A</InputFlags>
<DefaultValue></DefaultValue></InputItem><InputItem>
<DisplayName>Last Name</DisplayName><QueryStringParam>1</QueryStringParam>
<InputFlags>A</InputFlags><DefaultValue></DefaultValue></InputItem><InputItem>
<DisplayName>

FEFORIBFBEELURE EHETEREY R B o
BIBEFEIRWENE R THE(PCAP) , &0 LAE A LLiBIEEF — tcp.port==24458 B TVSEA

o

ERFER B

1. REBRWERE(TLS)EFARR
2. TR, MREAN T RECHER,

04:04:15.270 | debug ipAddrStr (Phone) 10.106.111.121
04:04:15.270 |<--debug

04:04:15.270 |-->debug

04:04:15.270 | debug 2:UNKNOWN:Incoming Phone Msg:

04:04:15.270 | debug

HEX_DUMP: Len = 960:

04:04:15.270 |<--debug

04:04:15.270 |-->debug

04:04:15.270 | debug 57 01 01 00 00 00 03 ea

<< o/p omitted >>


https://community.cisco.com:443/t5/collaboration-knowledge-base/communications-manager-security-by-default-and-itl-operation-and/ta-p/3129362

04:04:15.271 | debug MsgType : TVS_MSG_CERT_VERIFICATION_REQ

3. TVSH R M EFMER.

04:04:15.272 |-->CDefaultCertificateReader: :GetIssuerName

04:04:15.272 | CDefaultCertificateReader: :GetIssuerName got issuer name
04:04:15.272 |<--CDefaultCertificateReader: :GetIssuerName

04:04:15.272 |-->debug

04:04:15.272 | debug tvsGetIssuerNameFromX509 - issuerName :
CN=cucml0;0U=TAC;0=Cisco;L=Blore;ST=KN;C=IN and Length: 43

04:04:15.272 |<--debug

4. TVSEREREE,

04:04:15.272 | debug tvsGetSerialNumberFromX509 - serialNumber :
6F969D5B784D0448980F7557A90A6344 and Length: 16
04:04:15.272 | debug CertificateDBCache: :getCertificateInformation -

Looking up the certificate cache using Unique MAP ID :
6F969D5B784D0448980F7557A90A6344CN=cucm10;0U=TAC;0=Cisco;L=Blore;ST=KN;C=IN

04:04:15.272 | debug CertificateDBCache: :getCertificateInformation -
Certificate compare return =0
04:04:15.272 | debug CertificateDBCache: :getCertificateInformation -

Certificate found and equal

5 TVSHEEEMEARIER,

04:04:15.272 | debug 2:UNKNOWN:Sending CERT_VERIF_RES msg
04:04:15.272 | debug MsgType : TVS_MSG_CERT_VERIFICATION_RES

E 5 IRTFFURLER E A Application:Cisco/CorporateDirectory , &5
FEAHTTP

N g BEATLBBURLERESHTTP URL, MAEERERM
SER T EAHTTPH XS B e E RN SRS,

i

mABRRAE, BE , &R

ERNEEERERERIURL,

<phoneService type="1" category="0">
<name>Corporate Directory</name>
<url>Application:Cisco/CorporateDirectory</url>
<vendors></vendor>

<version></version>

</phoneService>

BBEFRZFERR K BUBEELISR,



7250 NOT 11:44:49.981390 CVM-applLaunchRequest: [thread=AWT-EventQueue-0]
[cTass=cip.app.G4ApplicationManager] Creating application module -

Corporate Directory/-838075552

7254 NOT 11:44:50.061552 CVM-_HTTPMakeRequestl: Processing Non-HTTPS URL

7256 NOT 11:44:50.061812 CVM-_HTTPMakeRequestl() theHostname: 10.106.111.100:8080

7265 NOT 11:44:50.233788 CVM-[truncated] Received
HTTP/1.1 200 OKAM
X-Frame-Options: SAMEORIGINAM
Set-Cookie: JSESSIONID=85078CCI96EE59CA822CD607DDAB28C91;
Path=/ccmcip/; HttpOnlyAM

Content-Type: text/xml;charset=utf-8AM

Content-Length: 965AM

Date: Tue, 30 Sep 2014 11:44:50 GMTAM

Server: AM

AM

<?xm1 version="1.0" encoding="UTF-8" standalone="yes"?><CiscoIPPhoneIlnput>
<Title>Directory Search</Title><Prompt>Enter search criteria</Prompt><SoftKeyItem>
<Name>Search</Name><Position>1</Position><URL>SoftKey:Submit</URL></SoftKeyItem>
<SoftKeyItem><Name>&1t;&1t;</Name><Position>2</Position><URL>SoftKey:&1t;&1t;</URL>
</SoftKeyItem><SoftKeyItem><Name>Cancel</Name><Position>3</Position>
<URL>SoftKey:Cancel</URL></SoftKeyItem>
<URL>http://10.106.111.100:8080/ccmcip/xmldirectorylist.jsp</URL><InputItem>
<DisplayName>First Name</DisplayName><QueryStringParam>f</QueryStringParam>
<InputFlags>A</InputFlags><DefaultValue></DefaultValue></InputItem><InputItem>
<DisplayName>Last Name</DisplayName><QueryStringParam>1</QueryStringParam>
<InputFlags>A</InputFlags><DefaultValue></DefaultValue></InputItem><InputItem>
<DisplayName>Number</D

REXNTHESD , BFEFHTTP GETFERMEAIIHRESPONSE, iERZCUCMEIPCAP:

A7 H15-31-23 09:04 ;10. 3H018HH A4, B0, F36. 1 19, 106, 101, 55 HETTF ETZ GET fcomcipl/smldirectoryiepun. ixpTnare=SEFMI ERCCEFFLTE HTTR1.1
% SO 001=21 (8508 |10, BUR0T TG 0, 00 - T T ) TH, ] 'an o

A 3
TR A, BRI E S AT -
TWEH A (NREE)

. Iﬁﬂ%%lP FEMCUCMMBREBF(AEEHTTP(S)E R CMA P A 5 — BRI R2T) HEE R,
- IPEFEEHEB
. ,.,\ﬂTvsa;\&(#%ﬂi ) o

HTVS B E Adetailedtd |, EEEFBME RS S e TIRMRAIER, MEEEINEE | 5
2 [CiscoffFRID CSCuq22327 , LBHEE BRI R EEEFNBE R

3

TRU TSR EE
HER .
ERAUTFHAERE L AFER

|—]


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq22327

Service Name : <Any Name>
Service URL : http://<CUCM_IP_Address>:8080/ccmcip/xmldirectoryinput.jsp
Secure-Service URL : http://<CUCM_IP_Address>:8080/ccmcip/xmldirectoryinput.jsp
Service Category : XML Service
Service Type : Directories
Enable : CHECK
Enterprise Subscription : DO NOT CHECK

BE AR EITRIZIRENETF 2 —

CHAEBEHREER,
. & "Related Links ( M8B3E#E ) 1 TiE#ESubscribe/Unsubscribe Services.
GFTREEM R RE R
d. &7, ERAGELEEEF.
i MAMEENFWIRA M (BEREAHTTPERZHTTPS URL ) |, &FT#AYER 23R HI 65
AHTTP URL,
i. BB EFEFAE L E B AR
i. MREFTEER , AIREERENVB , $HE "TTESFR) FoPRIANIESS
EITHE  IRERENNLE.
iv. IREM , MEBELEHER , fCUCM IPEFERBNAERE , THFEEMBHE,
v. EEEME , EAHTTPS URLWE E%ET‘E‘EEIEF%EEO
vii RfE , BE-ASEIENER K RAEREET—

RENERR K SFERERELXBHFR/ERNEE (BEHTTPMARHTTIPS ) REERE,
HTTPSEATEER , RATHEF W ERREZ—,

HER 2.

O T QO

WERMERIWAR  SEE 'THAESR, BoPRINVNTESETLER , IRERE=NMLE
CHRRATEEZ— :

B ELBETVS A RS-

i. EPCAPSH |, #BiE2445 F @A

i. BREEHNFEREESEHTEEELLE,
EEMBETVSAARES , BTLSEF KK,

EFREHEBREP IS T

5007: NOT 10:25:10.060663 SECD: clpSetupSsl: Trying to connect to IPV4,
IP: 192.168.136.6, Port : 2445

5008: NOT 10:25:10.062376 SECD: clpSetupSsl: TCP connect() waiting,
<192.168.136.6> c:14 s:15 port: 2445

5009: NOT 10:25:10.063483 SECD: clpSetupSs1: TCP connected,
<192.168.136.6> c:14 s:15

5010: NOT 10:25:10.064376 SECD: clpSetupSsl1: start SSL/TLS handshake,
<192.168.136.6> c:14 s:15

5011: ERR 10:25:10.068387 SECD: EROR:clpState: SSL3 alert
read:fatal:handshake failure:<192.168.136.6>

5012: ERR 10:25:10.069449 SECD: EROR:cl1pState: SSL_connect:failed in SSLv3



read server hello A:<192.168.136.6>

5013: ERR 10:25:10.075656 SECD: EROR:c1pSetupSsl: ** SSL handshake failed,
<192.168.136.6> c:14 s:15

5014: ERR 10:25:10.076664 SECD: EROR:c1pSetupSs1: SSL/TLS handshake failed,
<192.168.136.6> c:14 s:15

5015: ERR 10:25:10.077808 SECD: EROR:c1pSetupSsl: SSL/TLS setup failed,
<192.168.136.6> c:14 s:15

5016: ERR 10:25:10.078771 SECD: EROR:c1pSndStatus: SSL CLNT ERR,
srvr<192.168.136.6>

MEFHMET, , HSBICiscosiID CSCuab5618,

. EFEBETVSAMRR X ATLSEFXRL , ERTVSEEZRIFEFFRETHORENEEN
BqEE,

LTHETTVSHFNAER !

BREBEER,

05:54:47.779 | debug 7:UNKNOWN:Got a new ph conn 10.106.111.121 on 10, Total Acc = 6..
05:54:47.835 | debug MsgType : TVS_MSG_CERT_VERIFICATION_REQ
TVSEREZERRE,

05:54:47.836 |-->CDefaultCertificateReader: :GetIssuerName

05:54:47.836 | CDefaultCertificateReader::GetIssuerName got issuer name
05:54:47.836 |<--CDefaultCertificateReader: :GetIssuerName

05:54:47.836 |-->debug

05:54:47.836 | debug tvsGetIssuerNameFromX509 - issuerName :
CN=cucmpub9;0U=TAC;0=Cisco;L=Bangalore;ST=KN;C=IN and Length: 49

TEMREE , BERTERES

05:54:47.836 | debug CertificateCTLCache: :getCertificateInformation
- Looking up the certificate cache using Unique MAP ID :
62E09123B09A61D20E77BE5BF5A82CD4CN=cucmpub9;0U=TAC;0=Cisco;L=Bangalore;ST=KN;C=IN
05:54:47.836 |<--debug
05:54:47.836 |-->debug
05:54:47.836 | debug ERROR:CertificateCTLCache: :getCertificateInformation
- Cannot find the certificate in the cache
05:54:47.836 |<--debug
05:54:47.836 |-->debug
05:54:47.836 | debug getCertificateInformation(cert) : certificate not found


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCua65618

d. HTTPSREEME P KB EME L/ EZE,
REFMCUCME ARZEEE S PCAPLARRE B,

HIR TR EH BENEMESR

1. CUCMfafREFHEM B UR BBFET P EEER.

2. T EFE L T Exmldefault.cnfxmIiE R |, TVSEREEEAZE, (£8.6.20k%F , HABRIEER
ID CSCti64589 , FAERMHEE P I BEERTVSER, )

. EFELFEAREERPNTVSHEE , BAT TE 7 xmidefault.cnfxmiiE R, MFE D FERE
REPHTVSER |, B2 BﬁCISCOfi_EID CSCuq33297 — E5F.

4. ECUCMFA#RE , tXBEKELTHE  RASFIBRSARIESHRE , RRENEERER
TEAHTTPSH T A,
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