FirepowerAl ¥ BIRER S (FXOS)2.2:£H

TACACS+RYISEX:

BB

fii BFXOSHEE

AL B ISERRSS 28
FXOSH 8%k
ISE 2.0% i
R DR ER
HXEE

b))

TIEREE

AV L5 5 10 30 E /4%

AR ST B AESS B 19 BR 55 51 (ISE) A Firepower AT I R 12 AE R Z5(FXOS) M B B TACACS+&

PR UE R

FXOSHAEBEUTHAFRA®

. EBER — TRNBARENEERR, RAEBRAKFRIANSERILAR®  BEEEN,
R —NREEEBENRIFFRE , TERRERS
- BYE — FINTPELE., BREIFTHISmart Call HomeBlEMREHE ( BERZK A SRS/

[ ) WiREiHR. BREERI D MIHRINER,

. AAA — AP, AEMAAAERENIREIE, =ERER
BECL, AIUEENTRE :

fpr4120-TAC-A /security* # show role

A

BEAEMRMLER

aaa

AT ERER D B T3 R ER
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A
S¥i

{E#& : Tony Remirez, Jose Soto , Cisco TAC T2/,
ZRFZH
L3
Cisco BWETHUTER .
. Firepower Al B IR ER S (FXOS) AR

- ISEELEHIR
- ISEREETACACS+IRZEE T AL

ER A K
ARSI BB T TR RE AR -

- BRlFirepower 41202 €18 & iR A82.2

- ERLER S 6 RS5122.2.0.470
AXHEPHNEENEETHESREREFNRZFREN. AXEPEANFMARERVEXAR
wm (BN BE, NMREFANREENGEG , FRREZCLTHMEWTSHNEER I,

[

REMNERZ :
BT ISEX B FFXOSE FWebIGUIFISSHI A F 31T 85 1738

- BEISEREA - ACKRNAFZRXFXOSE TWebHGUIFISSH,
- BRISERIEFXOS £ & AR IE M B NAY EFRMAE

P
P oagca



10.88.244.50

b 14

10.83.180.6
vd
FXOS chassls
Network admin
[
K EBFXOSHLEE
BB TACACS+HRHEF

S 1. 5 EPlatform Settings > AAA,

hY
HRR2. B HTACACSET .,

NTE LDAP  RADIUS

S5H

SNMP Properties

Ll Tirmeout:= 5 Secs
* AAA
TACACS Providers

Sysleg

DNS

FIFS and Commaon Criteria = -

Access List

FRINTFERMHNBNTACACS+HREMEF ( ZZ16MREMERF ) .
31 ETACACSRMRFXFEH , £HFM,
3.2.fTFF“RITACACSRMEF "X EES , MAFENE,
3.3. B HHE XM R ITACACSRERE = "X F1E,



Add TACACS Provider ?X

Hostname/FQDN(or IP Address): ™ 10.88.244.50 | @
I Order:= lowest-available

KEY: SESSEAES Set:MNo

Confirm Key: lll.l.l.l

Port:=* 49

Timeout:* 5 Secs

QK Cancel
PRI BT RE
wTP YL macacs |

S IR5.5fin ZSystem > User Management > Settings.

\

$186.7EDefault Authentication™ , #%&#FTACACS.

Ovarview Irterfaces Logical Devices Security Engine  Platform Settings L Teols  Help  Pecsadmin

EACLIBIZETACACS+HREHERF
SB1.EBATACACSHHRIE , i

B
2N
e
XA
g
g

fpr4120-TAC-AHEE &2



fpr4120-TAC-A /security # scope default-auth
fpr4120-TAC-A /security/default-auth # set realm tacacs
£ IR2 . Fishow detail i FRIEE &,
fpr4120-TAC-A /security/default-auth # show detail
HIAF BRI :
BRI - BFT
EEGE  BFH
Web<iERIFTHE (# ) : 600
Web, ssh, telnet&iEFHiEEE (F) : 600
Web, ssh, telnet&iFM4ET&iEBR (#) : 3600
RITEREFIE2FEEN (¥ ) 600
BITEREHAEN2FEEN (¥ ) : 3600
EERFHRIERSSES
BESHRIIRSESA -
E2REMNMER : K
SIR3. ERETACACSIRSG RS , BETUATH T,
for4120-TAC-A#EE T2
fprd120-TAC-A /security # scope tacacs
fpr4120-TAC-A /security/tacacs #¥ Aserver 10.88.244.50
fpr4120-TAC-A /security/tacacs/server # set descr "ACS Server"
fpr4120-TAC-A /security/tacacs/server* # set key
W s
A R
L4 F FAshow detailin TR B E E.
fprd120-TAC-A /security/tacacs/server* # show detail
TACACS+ fR%5as:

FHlHA. FQDNZIPHbil : 10.88.244.50
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WO ;49

et : 5
A I ISE FR 55 2R
FEFXOSHR Ny P 4 32 iR

S8 1.5 fn ZAdministration > Network Resources > Network Devices.

S22 HADD,

‘thith Identity Services Engine Home  » ContextViskilly  » Operations « Administration

» System  » |dentity Management - Network Resources  » Device Porial Management  pxGrid Services  » Feed Service  » Threat Centric NAC
= Matwork Devicas  MNebtwork Device Groups  Metwork Device Profiles  External RADIUS Sarvers RADIUS Server Sequences  MNAC Managers  Exlernal MOM  » Location Services
<]
Network devices Network Devices
Default Device

# Edi < i Export ¢ PAC s
Devica Security Settings J Edt qpadd hDuphcate | @slmport @Export @) Generate PAC | )€ Delete

Name - IP[Mask Profile Name Lacation Type Description

Mo data available

ST3 M AFTERNE ( Name, IP Address, Device TypeFlEnable TACACS+HRMKEY ) |, &
Submit,



i ey Soeo 900 G vy s iy SRS

b System ¢ ldentity Management = - Network Rescurces  # Device Portal Management  pxGrid Services  » Feed Service  » Threat Cantric NAC

=MNetwark Devices  MNetwork Device Groups  Network Device Profiles  External RADIUS Servers RADIUS Server Sequences  NAC Managers  External MDM ¢ Location Services
——
o

Metwork Devices List > FXOS
Network Devices
Default Device

* Name | FXOS
Device Security Settings
] E—

MNatwork devices

*IP Address: [ 10,83.180.6 | /[32_]

= Device Profile &% Cisco = &

MossNare [ ]
o vesion [ 7]

* Network Device Group

Device Type |Fyos © | [ Set To Default |
IPSEC [ng © | [ set To Default |
Locatian [a)l Locations © | [ Set To Default |

O |+ RADIUS Authentication Settings

=

« TACACS Authentication Settings

Snared Sectet [eesssess | | show i

Enable Single Connact Mode [

# Legacy Cisco Device
TACACS Draft Compliance Single Connect Support

O s snmp Settings
[ |+ Agvanced Trustsee Sattings
EX) (Reset |

tIRSBEANMAF
F IR 1.5M ZEAdministration > Identity Management > Groups > User Identity Groups.
HPR2.82HADD,

Identity Services Engine Home ) ContextVisibilty  » Operations  » Policy [ERENLIECCUlN * Work Centers

» System |~ Identity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» Identiies  Groups  External Identity Sources  |dentity Source Sequences  » Settings

Identity Groups User Identity Groups

& )

& v &, J Edit =bAdd M Delete v @almport (T Export v

» | Endpuoint ldentty Groups MName 4 | Description

» ] Useridentity Groups [J 23 ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
J 52 Employee Default Employee User Group
[0 22 GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group
[0 22 GuestType_Contractor (default) Identity group mirroring the guest type
[0 22 GuesiType_Daily (default) Identity group mirroring the guest type
[ 22 GuesiType_Weekly (default) Identity group mirroring the guest type
[J 2% OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (default) User Group



SWMIMABHE , ARETREX"

.:Il-’-;r‘;- Identity Services Engine Home

+ Context Visibility + Operations

~ Administration

» System =~ |dentity Management = » Network Resources ¢ Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
» ldentiies  Groups  Extemnal [dentity Sources  |dentity Source Sequences  » Settings
Identity Groups Usar Idantity Groups > Mew User Identity Group
[. re) ] Identity Group
S v . R *Name | FXOS ADMIN |
» | Endpoint Identity Groups Description [
3 ; User ldentity Groups
[ Submt JEETTR
SRANFIEFMENAFAREES RS,
‘tletl Identity Services Engine Home  » ContextVisibility  » Operations  » Policy [EEFNUUEIETGIN  » Work Centers
» System |~ ldentity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
b ldentiies  Groups  External Identity Sources  Identity Source Sequences b Settings
v
Identity Groups User Identity Groups
& o)
Sow |l fro J Edit <jeAdd M Delete v @almport P Export v
» [ Endpoint Identity Groups Name Description
v [ User Identity Groups [0 51 ALL_ACCOUMTS idafauity Default ALL_ACCOUNTS (default) User Group
- Name: Currently Sorted -
(0 53 Employee Default Employee User Group
O 52 FX0S AAA
[J &2 FXOS ADMIN
[0 5% FXOS OPER
[0 5% FXOS Read Only
M & Ao il Ace ol IR fdafa. dét P i e P B IR f e 1

FIR5. %M Z£Administration > Identity Management > Identity > Users,

HPR6. 2 HADD,

i |dentity Sarvices Engine Home

» Conbeot Visibility + Operations + Administration
» System = |dentity Management = » Metwork Resources  » Device Portal Management  pwGrid Services  » Feed Senvice
=ldentiies  Groups  External ldentity Sources  |dentity Source Sequences  » Saettings
o
Users Network Access Users
Latest Manual Netwaork Scan Results JEdt deadd | Eorangesots | @olwpet GoBgot | M Delete  yDuplieste
Status Name: «  Description First Name

ST M AFTERE(Name, User Group, Password),

¢ Threat Cantric MAC

Last Name

Email Address User Identity Groups

No data avallable

Admin



‘thuilis  Identity Services Engine Home  » ContetVisbilty  » Operations ~ Administration

» System = ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~Identities  Groups  Extemal Identity Sources  Identity Source Sequences b Settings
(<]

Network Access Users List > New Network Access User
* Network Access User

Users

Latest Manual Network Scan Results

*Name [ fxosadmin

Status Enabled

Email |

» Passwords

Password Type:  Intemal Users -

Password Re-Enter Password
* Login Passworg | ssessess [ smensene [ Generate Password | i
Enable Password | | | Generate Password | (i

= User Information

First Name | |

Last Name | |

« Account Options

Description |

Change password on next login [

= Account Disable Policy

[ bisable account if date exceeds | 2018-03-01 (yyyy-mm-dd)

« User Groups

. {Pwos ADMIN ol
&3 (cancal |

SR N FIALFRFEE LSRG,

il Identity Services Engine = Administration
» Systern | - lgeniity Manggement  » Network Rescurces  » Device Ponal Management  pxGnd Services  » Feed Service  » Threat Centnic NAC

=ldentities  Groups  Ewxiernal Mdentity Sources  |dentity Source Sequences  » Settings

Usars Network Access Users

Latest Manual Network Scan Results Jedt dhndd E Status »  @eImport Gk Export v 3 Delete v LyDupheate

Status Name . Description First Name Last Mame Email Address User Identity Groups
[0 gEnabled g Mxosasa FXOS AR
[ mEnabled g Peosadmin FXDS ADMIN
[} g Enabled ¢ fxosoper FX05 OPER
[J mEnabled § Mosro FXOS Read Only

ABAMRAFAGIRATERH

HB1. S M ZE I {EHL(Work Centers)>i& & & ¥ (Device Administration)>2§ & 7t 3% (Policy
Elements)>45 2 (Results)> TACACSHEL & 3 #F(TACACS Profiles), A j5 & t+# i(ADD).

Admin



sluilis jdentity Services Engine Home

+ Context Visibility + Operations + Policy

+ Administration ~ Work Centers

» Metwork Access ¢ Guest Access  » TrusiSec » BYOD ¥ Profiler  » Posture * Device Administration ¥ PassivelD

b Overview  » [dentities  User Identity Groups

+ Conditions

» Network Conditions

~ Results

Allowed Protocols
TACACS Command Sets

TACACS Profiles

Extld Sources v Network Resources  ~ Policy Elements
e

TACACS Profiles

0 Selected

~
=t

Refresh  + Acd Duplicate @ Tresh~ @& Eant

Name Type
WLC ALL WLC
WLC MONITOR wLe
Deny All Shell Profile Shell
Default Shell Profile Shell

HPR2. 5 ATACACSE E X E

2. 1. ABM,

TACACS Profiles > New

TACACS Profile

Name

Descriptian

FXOS_Admin_Profile

Task Attribute View Raw View

RowsiPage 4 j 1 &N

Description

WLC ALL

WLC MONITOR
Deny All Shell Profile

Default Shell Profile

22 RBIEETm £+ |, BiELL FCISCO-AV-PAIR,

cisco-av-pair=shell:roles="admin"

Device Admin Policy Sets  Reports  Settings

Go 4 Total Rows

T Fiter= 4=



TACACS Profiles > New

TACACS Profile

Name FXOS5_Admin_Profile

Description

Task Attribute View Raw View

Profile Attributes

D D

23 BHER",



TACACS Profiles = FXOS_Admin_Profile

TACACS Profile
Name FXO0S_Admin_Profile|
Description
Task Attribute View Raw View

Common Tasks

b

Common Task Type  Shell

Default Privilege

L

o | (Select 0 1o 15)

Maximum Privilege

(v

| (Select 010 15)

Access Control List

o]

Auto Command

o)
o

|
|
l
|
|
|
|

No Escape (v | (Select true or false)
) Timeout o | Minutes (0-9999)
idle Time o | Minutes (0-9999)
Custom Attributes
o+ Add @ Trash~ @ Edi o
Type Name Value
MANDATORY cisco-av-pair shell:roles="admin" @il
HER3.fE A LA T Cisco-AV-Pairi MR AR B BEE SR,
cisco-av-pair=shell:roles="aaa"
cisco-av-pair=shell:roles="operations"
cisco-av-pair=shell:roles="R i&"
Custom Attributes
4+ Add @ Trashv (& Edit o~
Type Name Value
MANDATORY cisco-av-pair shell:roles="aaa" (]



Custom Attributes

+ Add [ Trash~ @& Edit
Type Name
~| MANDATORY cisco-av-pair
Custom Attributes
+ Add @ Tresh~ (@ Edit
Type Name
MANDATORY Cisco-av-pair
TACACS Profiles
0 Selected
O Refresh <4 Add Duplicate
| Name
o WLC ALL
. WLC MONITOR
Deny All Shell Profile
' Default Shell Profile
. FXOS_Admin_Profile
FXOS_AAA_Shell
“|  FXOS_Operations_Shell

| FXOS_ReadOnly_Shell

BIETACACSE UK Ik

M Trash~

&~
Value
shell:roles="operations" @i
r Y
&
Value
shell:roles="read-only" CE
RowsiPage g :J 1 8|1 Go B Total Rows
@ Edit Y Fiter £~
Type Description
WLC WLC ALL
WLC WLC MONITOR
Shell Deny All Shell Profile
Shell Default Shell Profile
Shell
Shell
Shell
Shell

S 1. 5 ZEWork Centers > Device Administration > Device Admin Policy Sets.

¢ hatwork Access. » Ot Access  » TrumtBies ¢ BYOD  » Profier  » Posture - Dwecs Admwrataton » Passiily

Ch e 1 i WS SARD B0 VR B D it e i 4G
bOvirsew b Werunes  User bty Grogs Bl Boumes b Metwor Amoues b Poly Elmens  Oevice Abmen Fricy Sem  Apens  Semngs
Ll . Dieine e ooy Seis By conauing nos based on condSens. Drag nd 0rop 5048 n Ehe lefl nand 5i6e T change e orer
[ Saarch oy riames & cmeriptions. 0 | Por Py Expoan go o Administrarion » System » Backu & Ruaone = Poiy Expon Page
-0 4% X2 S warme Deserpnen
Defast Tacaes_Dieluit
Summary of Policies )
At of o o poicas Raguar Sequencs
1 Global Exeestions = Proxy Server Sequence
R acrun e ey Py server ssqusnon:|
[ betaun
Tacaca_Dntmit  Authentication Policy
Save Order B Dotaust Rule 0 no mavich] Aliow Proocsis - Dinsll Dirvics Adesn e AN Uner_I0_Siomes B |-

= Austherization Pelicy

* Exceptions (0]

Suns R Nama
B Tacecs Defwa

oo (OsAy TGS B ST SnItons)

Command S Shal Profiss
Doy Al Sl Frofie

SER2ERSODRIERBIEQAEA - BEEXRENFDE,



v Authentication Policy

Default Rule (If no match) : Allow Protocols : Default Device Admin and use : All_User_ID_Stores

SIS RTRABRNKBEARENFL , RERTLAHEARN,

= Authorization Policy

» Exceptions (0)
Standard
Status Rule Name Conditions (identity groups and other conditions) Command Sets Shell Profiles
Tacacs_Dedaut Dany AN Shisl Profile -
Insart Feew Rule Above

FRITMABERESHHIANIE
41 METR : FXOSEEHN,
4.2.%H,
mR : AP 544ERFX0S ADMIN

Status  Rule Name Conditions (identity groups and other conditions) Command Sets Shell Profiles

- [ FXOS Admin Rule | ' | Any = |4 | Condition(s) <> [ Comman... <> |40 [Select a Shell Profile

Tacacs_Default

[Any Q| o
User Identity Groups

L)
M Sy
FX0S AAA
GuestType_Weekly (default)
OWN_ACCOUNTS (default)
GROUP_ACCOUNTS (default) —_—
FX0S ADMIN
FX0S OPER

4
i

Employee

GuestType_Daily (default)
GuestType_Contractor (default)
FXOS Read Only
ALL_ACCOUNTS (default)

IIIIIIIIIII{}'_‘

EX3 [ Reset

RE D RFREETAHRRBREHFXOS



Command Sets Shell Profiles

o malhes hen SS9 IR agd All Conditions Below to Library

Condition Name Description
Of | |pevice:Device Ty... ©f [Equals  ~| [AllDevice Typest.. ] &

( 2]
GrE- =l
¥ Al Device Types

U All Device Types#FXOS
= Ap

£ pevice

| InternalUser

| Network Access

[ Network Condition

[ macacs
SNEBEE X : FXOS_Admin_Profile
Shell Profiles
Shell Profile
L =)
AVE-

4 Default Shell Profile
(4 Deny All Shell Profile
G4 FXOS_AAA_Shell

(i) FXOS_Admin_Profile
4 FXOS_Operations_Shell
4 FXOS_ReadOnly_Shell
€ wLC AL

4 WLC MONITOR

S|5 B H TR



* Exceptions (0)

Stans  Fuie Name Ganditions (identty groups and other canditions) Command Sets Sheil Profies

- [nc N ] | DEVICE-Devi... | :Selaclsr.:eﬁ ] |Peos_dein_profie
Tacacs_Defauit Dy &1 Shadl Profie
(5o JE=

SRONHERAFBEEESIWIN4 , THR/EEESAVE.

+ Authorization Policy

» Exceptions (0)

Standard

Status Rule Name Conditions (identity groups and other conditions) Command Sets
F FX0OS Admin Rule FX0S ADMIN DEVICE:Device Type Select an item
EQUALS All Device Types#FX0S
rd EXOS AAA Rule FXOS5 AAA DEVICE:Device Type
EQUALS All Device Types#FX0S
rFd FXOS Operations Rule FX0S OPER DEVICE:Device Type
EQUALS All Device Types#FXOS
' FXOS Read Only Rule FXOS Read Only DEVICE:Device Type
EQUALS All Device Types#FX05
Tacacs_Default Deny All Shell Profile

Iour
EREALNRENEFPHRIEISPENBAF AR,
FXOSHL¥AE

1. TelnetsLSSHEFXOSHLFE , H EAISELERIECIENAFREZR,
username : fxosadmin

B

fpr4120-TAC-AHEEI RS

fpr4120-TAC-A /security # show remote-user detail

12 A P fxosaa:

Shell Profiles
FXOS_Admin_Profile

EXOS_AAA_Shell

FXOS_Operations_Shell

FXOS_ReadOnly_Shell



DU
RAFae:

E¥ : aaa

B R
=72 A P fxosadmin:
iz
RAFAt:

E% : admin

A R
1 #% A Ffxosoper:

DU
RAFae:

2% BE

7% Rik
iz A Ffxosro:

R
RFae:

7% Rik
BEHANAFS , FXOSHFACIFRXET NI ENAFAGRNNG T,
EERAFAR,
fpr4d120-TAC-A /security #7?
FIATEIA
clear-user-sessionsclear User Sessions
BIRRENR
T BRFEE T R
ZREARS

B RARS



BMABENR

SEEERYAER

REBME

ERRGER

LIETEFCIMCRE
fpr4120-TAC-A#connect fxos
fpr4120-TAC-A(fxos)# debug aaa aaa-requests
fprd120-TAC-A(fxos)#

REAFAe,

fpr4d120-TAC-A /security #?

SEREERS RN
RERMEE

ERREER

fpr4d120-TAC-A#connect fxos

fpr4120-TAC-A(fxos)# debug aaa aaa-requests

L AENNRED L

2 MK EIFXOSHLAEIPHLL , RIREMISE LEMESENAFEF.
EERAFAR,

Overview Interfaces Logical Devices Security Engine JZETaGT0R-To 4015

1 = ——
DNE Add TACACS Provider » (@ o |

FIPS and Common Criteria
Access List -
10.88.244.50 1 Order:= lowest-available &8
Kay: Sat:No
Confirm Key:
Port:= 44
m 5 Secs
OK Cancel
| Save | Cancel |
|

LEAFAR,

\



Onver e iovaionim seom o [ORCON e ee
we_wows 77

Secn

jEIEfEI{ES

s Carmrms Criners

A EIE, BRIMREEREE R,

ISE 2.0

1.”>“TACACS”

Rafrash  Nover j Show LamstZ0recomts | Within  Lastd hours j
Trimr= @-
Status Details Usemame Type Authentication Policy Authorization Palicy Fadlure Reasan Matched Comma. Shell Profile
B 5 tekadein gon ol
8
o a  Tssdmin —-—
o =2 L ult > FX0S Fead Only FXOS_R
B a tuzare ot Dodaut == Dotmdt
[ a on = > Dot D 9 nd re

T HERR

ZRHAAAF BRUEFEN , BEFXOS cliF iz TA TR,
fpr4120-TAC-A#connect fxos

fpr4120-TAC-A(fxos)# debug aaa aaa-requests

fprd120-TAC-A(fxos)# debug aaa event

fpr4120-TAC-A(fxos)# debug aaa errors

fpra120-TAC-A(fxos)# i FR M i 28

BOHRUEZEHRIE , BFEIUATEE.

201851 H17 B 15:46:40.305247 aaa:aaa_req_processi#t 1T & A RIE, session no 0

201841 A 17 H15:46:40.305262 aaa:aaa_req_process:3K B M A EMAAAIE X : login
appln_subtype:ERiA

201841 A 17 H15:46:40.305271 aaa:try_next_aaa_method
201851817 H15:46:40.305285 aaa:BLEM FE LB N1, HRIEZHMNEKREIH0
201841 A 17 H15:46:40.305294 aaa:handle_req_using_method

201841 A17 H15:46:40.305301 aaa:AAA_METHOD_SERVER_GROUP



201841 A 17 H 15:46:40.305308 aaa:aaa_sg_method_handler group = tacacs
201841 817 H15:46:40.305315 aaa:ff A 1&i# 4 b B Bk AYsg_protocol

201841 H17 H15:46:40.305324 aaa:IEfE @ TACACSHRS KiXiER

201841 A 17 H15:46:40.305384 aaa: 2 K EL B 5 EAH

201841 817 H15:46:40.554631 aaa:aaa_process_fd_set

2018451 A 17 H15:46:40.555229 aaa:aaa_process_fd_set:aaa_q_EHImtscallback
201841817 H15:46:40.555817 aaa:mts_message_response_handler:MTSH 57
201841 A 17 H15:46:40.556387 aaa:prot_daemon_reponse_handler
201851817 H15:46:40.557042 aaa:&iF : 0x8dfd68cE M & iE RO Ml BR
201841817 H15:46:40.557059 aaa:is_aaa_resp_status_successiRiS= 1
201841817 H15:46:40.557066 aaa:is_aaa_resp_status_success I TRUE

201841817 H15:46:40.557075 aaa:aaa_send_client_responselAi# 1T B K 1E, session-
>flags=21, aaa_resp->flags=0,

201841 H17H15:46:40.557083 aaa:AAA_REQ_FLAG_NORMAL
201841817 H15:46:40.557106 aaa:mts_send_responseX I
201841817 H15:46:40.557364 aaa:aaa_req_processit T, session no 0

201841 H17 H15:46:40.557378 aaa:aaa_req_processiE IR B MAM ETXAA : login
appln_subtype:default authen_type:2, authen_method:0

201841 A 17 H15:46:40.557386 aaa:aaa_send_req_using_context
2018451 17 H15:46:40.557394 aaa:aaa_sg_method_handlerdl= ( 28 )
201851 A 17 H15:46:40.557401 aaa: A 1&3% 45 Itk BB M sg_protocol

201841817 H15:46:40.557408 aaa: E T1ERHERAAABER(BIF : FRFHER), TLEH
AAAER

201841 H17H15:46:40.557415 aaa:IE £ A TACACSEIRE X% E R

201841 A 17 H15:46:40.801732 aaa:aaa_send_client_response L 1T, session->flags=9.
aaa_resp->flags=0,

201841 H17H15:46:40.801740 aaa:AAA_REQ_FLAG_NORMAL
201841817 H15:46:40.801761 aaa:mts_send_response X I

201851 H17H15:46:40.848932 aaa:|IH#R4EH : accounting_interim_update



201841817 H15:46:40.848943 aaa:aaa_create_local_acct_req:user=, session_id=, log=added
user:fxosadmin to role:admin

201841817 H15:46:40.848963 aaa:aaa_req_process , i Ficik, session no 0
20181 H17H15:46:40.848972 aaa:MTSiER 5| A ANULL, ZA#hiFsR
201851 17 H15:46:40.848982 aaa:i% iEAAA_REQ_RESPONSE_NOT_NEEDEDED

201841817 H15:46:40.848992 aaa:aaa_req_process: 3k B B A EHMAAAIER : default
appIn_subtype:ZRiA

201841817 H15:46:40.849002 aaa:try_next_aaa_method

201851 H17H15:46:40.849022 aaa ;¥ B RINBLE S &

201841 H17H15:46:40.849032 aaa: b ERE B A AMNEE

201841817 H15:46:40.849043 aaa:try_fallback_method

201841817 H15:46:40.849053 aaa:handle_req_using_method

201841 A 17 H15:46:40.849063 aaa:local_method_handler

20184 1A 17 H15:46:40.849073 aaa:aaa_local_accounting_msg

201851 H17H15:46:40.849085 aaa:E#1 : : : BRMAF : fxosadminE|A € : admin
FOHRIEZHARME , BFFEIUATEE.

201851817 H15:46:17.836271 aaa:aaa_req_processit 1T B PR iE, session no 0

201841 H17 H15:46:17.836616 aaa:aaa_req_process:3K B M A EMAAAIE X : login
appin_subtype:ZRiA

201851 817 H15:46:17.837063 aaa:try_next_aaa_method

201851 H17H15:46:17.837416 aaa:BLEM F A SN, HAEZHMNZERSIH0
201851 817 H15:46:17.837766 aaa:handle_req_using_method
2018%F1H17H15:46:17.838103 aaa:AAA_METHOD_SERVER_GROUP
201851817 H15:46:17.838477 aaa:aaa_sg_method_handler group = tacacs
201841817 H15:46:17.838826 aaa:{f FA1&i% 44 Itk BR ¥k BV sg_protocol

201841 A 17 H15:46:17.839167 aaa: IEfE EITACACSHRS K% 18R
201841817 H15:46:17.840225 aaa: ERINELE 7 A4

201841817 H15:46:18.043710 aaa:is_aaa_resp_status_successihZS= 2



201841817 H15:46:18.044048 aaa:is_aaa_resp_status_success I TRUE

201841817 H 15:46:18.044395 aaa:aaa_send_client_responselAi# 1T B K 1E, session-
>flags=21, aaa_resp->flags=0,

201841817 H15:46:18.044733 aaa:AAA_REQ_FLAG_NORMAL

201841817 H15:46:18.045096 aaa:mts_send_responseX Ih

20181 A 17 H15:46:18.045677 aaa:aaa_cleanup_session

20184117 H15:46:18.045689 aaa:mts_drop request msg

201851817 H15:46:18.045699 aaa:aaa_req M # B 1.

201841817 H15:46:18.045715 aaa:aaa_process_fd_set

201851 817 H15:46:18.045722 aaa:aaa_process_fd_set:aaa_q_EHmtscallback

201841 A 17 H15:46:18.045732 aaa:aaa_enable_info_config:GET_REQ for aaa login£gizi# 5

201851 H17H15:46:18.045738 aaa:IREf EREMIREE | RAZLIM

HXRfER

B FATACACS/RADIUS B3I iER} , FX-OS CLIE#YEthanalyzerin S iF R R A S, LITHH
Bug§|@o

Bug ID: CSCvg87518


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg87518/?reffering_site=dumpcr
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