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Cisco BB THUTER :

- UCCE SSOEFMRHMAD FS

- BXAREZEIPHTTP)

- XX APRIZIES (HTML)

- REMEHRICIE S 2.0(SAMLV2)
. FTFF2422.0(OAuthv2)

. #43&Windows PowerShell(PS)
. B JavaScript(JS)

ERAREH
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. UCCE 11.5(1) B LA L kR A

- Finesse 11.5(1) & LA _E kA<

. BRME—1ER 0 (CUIC)11.5(1) R E SR A,

. Microsoft Active Directory(AD) — &3 1EWindows Server EHJAD
- AD FS 2.0/3.0

- Windows Server 2012 R2



ANHEPNEEHRETREXRERNEFHNREZEEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMNELTEIRES , FHRRETHEAARTRBELE,

HRER

EUCCE SSO% %A , AP S4m AHZERIDFAIX : BEEUCCERAE R ( Finesse, CUICE
) E#A , EREIPERR ( R EAForms Authentication53% ) LA, FEARIIAHY R G
, Active DirectoryBx & & 3 B E RS (AD FS)A{EIdP,

FFUCCE™H Z FHSSORT , 5 A B FZIDH #CUIC/Finesse EAISubmit/Loginiz4l /g , M AR B F
IDFF & £ cookie cc_username™ , ARBLUATEE MR F MRS R(dS) , AREEMEIIP,
A LATEIdP& R T £ 5 A k. cookie B 31 E 78 & %ID,

BEY , LU TRHTTP/SAMLERE R , EhHL A BFinessefX , UCCERI F £FinesselR %
2o

Finesse User

Finesse

& :
1
I

IdP

SAML & OAuth flow for achieving SSO
in Finesse with IdS

-

(1) Agent/Supervisor accesses the Finesse desktop URL

(2) Finesse detects that authentication mode is SSO and redirects
the browser to IDS

w

(3) Browser sends the redirect authorize request to 1DS.

(4a) IdS detects user has invalid access token
(4b) 1dS redirects the browser to Identity Provider (IdP)
(4c) Browser sends SAML GET to IdP

(5a) IdP provides login page for authenticating the user
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(5b) User enters their credential
(6a) IdP sends SAML assertion back to browser which has UID, IdP Cookie
(6b) Browser sends SAML assertion to the IdS

5b

6a
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(6c) IdS validates SAML assertion, creates the access token &
authcode and sends back to the Browser
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(7) Browser issues GET of the Finesse desktop with access token

(8) Finesse gets the access token and validates it with 1dS
(9) IdS sends back that token is valid
(10) Finesse checks user role and provides user access to resource

~

———————

XL AP WebRYERREAD FS(IdP) KIEH F BR4c HTTPE R L H =Bl

Request URL: https://dc0l.omozol.lab/adfs/ls/?SAMLRequest=tZTBjtowEIbv%2BxSR...

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp, image/apng, */*;g=0.8
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;g=0.9

Cache-Control: no-cache

Connection: keep-alive

Cookie: cc_username=agentl%40omozol.lab

Host: dc0l.omozol.lab

Pragma: no-cache

Referer: https://fnsOlp.omozol.lab/desktop/container/landing.jsp?locale=en_US
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 6.3; Winé64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/69.0.3497.100 Safari/537.36

Ol



LAAD FS 3.04E51dP , @53 15 2onload.js X #F(AD FSHE ¥ A BIHTMLTT & & LA RIhttps://<AD
FS FQDN>/adfs/ls/)iR B4 i 7 )RS AR B o

$W1.Ef&Ronload.jsX# , 5@ I PowerShell cmdletF X4 S HEIXH R 5 -
PS C:\> Export-AdfsWebTheme -Name default -DirectoryPath c:\temp\adfs\
onload.jsX - # ME L B FH :

C:\temp\adfs\script

FW2BEEFZHEN , EXHPUERBEN/EBZANEAVERNEBNISKBRER. NAE
B, FRERINE RS,

ZRIAER T , Windows Server 2012 R2FAD FSEISSORF E RN EZNEEAFER
userPrincipleName(UPN)& £, iX @R EL B FERH4AEI |, fliluser@cisco.com, #ENMHERR
ROH , AIBEHAD FSERITHE , AATFAEIEFHBENAFE oL
sAMAccountNameUser ID(UID),

WMRAD FSEFN EFEMAUPNAFRSE , BEAUTRBE

// Get cc_username as login ID from HTTP Cookie header
if (document.cookie) {

// If the position of cc_username in the cookie is the first position, 0... if
(document .cookie.indexOf ('cc_username') == 0) {
// Split the cookie into an array with the delimitor being '=' var cookies =

document.cookie.split('=");
// If the first element of the array is cc_username then...

if (cookies[0] == 'cc_username') {

// ...the second element will be the actual username and we should save that. var cc_login_name

= cookies[1l]; } // Customize Login page: add domain if needed as AD FS by default require login

ID in UPN form

// If the parsed login is not null, do the following logic if (cc_login_name != null) {

// If %40 (encoded '=') does not exist in the login name... if (cc_login_name.indexOf ('%40') ==

-1) |

// ...then add '@domain.com' to ensure a UPN format is input var userNameValue = cc_login_name +

'@ + 'domain.com';

// Populate the UPN into the userNameInput of the page, and put the focus

// on the password. document.getElementById("userNameInput") .value = userNameValue;
document .getElementById ("passwordInput") .focus(); } else {

// Otherwise, if %40 does exist in the username, replace it with the @ sign

// and populate the UPN into the userNameInput of the page, and put the

// focus on the password. var userNameValue = cc_login_name.replace('%40', '@');
document .getElementById ("userNameInput") .value = userNameValue;
document .getElementById("passwordInput") .focus(); } } } 1}

T IMRUPNAERRUID , N 478 R domain.com A FLELUCCER B AV 1T,

var userNameValue = cc_login_name + '@' + 'domain.com';

¥E  AD FSERIABEFAUPNE R, BXUMMEZEAD FSERII A FsAMAccHER |, HSH
UCCEMREIS MM B KRB R —E ( W% ) HE X Windows Server 2012 R2HRIAD FSE R
B AYRPIDE 4 countName & .

MEBEREAD FSEFR £ AsAMAccountName ( TEHUID ) BB |, BEAUTRIBE :


https://docs.microsoft.com/en-us/windows/desktop/ad/naming-properties
https://docs.microsoft.com/en-us/windows/desktop/adschema/a-uid
https://www.cisco.com/c/zh_cn/support/customer-collaboration/unified-contact-center-enterprise/products-feature-guides-list.html

// Get cc_username as login ID from HTTP Cookie header
if (document.cookie) {

// If the position of cc_username in the cookie is the first position, 0... if
(document.cookie.indexOf ('cc_username') == 0) {
// Split the cookie into an array with the delimitor being '=' var cookies =

document.cookie.split('=");
// If the first element of the array is cc_username then...

if (cookies[0] == 'cc_username') {

// ...the second element will be the actual username and we should save that. var cc_login_name
= cookies[1l]; } // Customize Login page: remove domain if needed to use login ID in sAMAccount

form

// If the parsed login is not null, do the following logic if (cc_login_name != null) {

// If %40 (encoded '=') DOES exist in the login name... if (cc_login_name.indexOf ('%40') != -1)
{

// ...then split the login into an array about the @ sign and only keep the username.

var domainLogin = cc_login_name.replace('%40', '@')

var noDomainLogin = domainLogin.split('@'); var userNameValue = noDomainLogin[0];

// Populate the sAMAccountName into the userNameInput of the page, and put the focus
// on the password. document.getElementById("userNameInput") .value = userNameValue;
document .getElementById ("passwordInput") .focus(); } else {

// Otherwise, if %40 does not exist in the username, there is no "@domain",

// so populate the sAMAccountName into the userNameInput of the page,

// and put the focus on the password. document.getElementById("userNamelnput") .value =
cc_login_name; document.getElementById("passwordInput").focus(); } } } }

EE ABAN/FSRTER, NRFE |, OJUUMRX LT, HBWREEIEBJavascriptt
B,

3.1 F LU T PowerShellds R Fonload.js 3 55 H E#7 hn &k Z#HTAIAD FS WebEH -
FEARATENERCEZBENAD FSERA :

PS C:\> New-AdfsWebTheme -Name custom -SourceName default

FEENAD FSERIRE NED :

PS C:\> Set-AdfsWebConfig -ActiveThemeName B & .

& s onload.jsXX A MEEI B E L FE :

PS C:\> Set-AdfsWebTheme -TargetName custom -AdditionalFileResource
@{Uri="/adfs/portal/script/onload.js';path="c:\temp\adfs\script\onload.js"}

XX TEEWBIIADFS, EHEEL AR,

1 ur
ARSI HIARBAESEEZT,
£ A )58 FISSORY ik /= & R Finesse= CUIC , 3 B ff FsAMAccountNameZR UPN{ER & FID ( BURT

AD FSELE ) , AMEHEAD FSEFRN L , AFIDLEHHERURERBRTIFZR. RFERWARD
B AT 4k B



[® (0] | ©ements Comsole Sources  Network Memary i Security  Audits
[d] ?5AMLRequest=tZ..rlolTug%30%30 =

Page Filesystem

O top </faivy
<fdive
Rt cseript type="text/javaseript's
v M adfs FrelfCoaTap
4 1 77 Copyright (c) Microsoft Corporation. ALL rights reserved.

279
B 7SAMLRequest=ZTBItOWE 300,/ This Fite contoins severol workorounds on inconsistent browser behoviors thot odeinistrotors moy customize.
v I portal 281 *use strict®;
282
v s 263

» I ilustration

/7 Get cc_usernome os Login ID from HITP Cookie header
4 if (document.cookie) {

2

285 i (docusment.cookie. indexOf( cc_username’) == @) {

286 var cookies = document.cookie.split{'=");

287 i (cookies[@] == 'cc_username’) {

258 var cc_login_name = cookies[11;

289 b3

290 J7 Custosize Login poge, odd domoin iF meeded os AP FS by defouit require Login ID in UPN Form
281 if (cc_login_name t= null) {

R HE R

RO RE T THTHEERITHREHRROER.

OMOZOLLAB S5O ADFS

Sign in with your organizational account

agent1@omozollab

Password

Sign in using your operating system account

@ 2013 Microsoft

Bl m o~ 3 %t 4
v Threads

* Main

» Watch

¥ Call Stack

¥ Scope
¥ Breakpoints

No brecip
» XHR/fetch Breakpein
* DOM Breakpoints

MR HIEE , WebR BEERT XA R TEATHREonload.jstERERHmAEIREAHTMLIT #
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https://developer.mozilla.org/en-US/docs/Tools
https://developers.google.com/web/tools/chrome-devtools/
https://msdn.microsoft.com/en-us/library/hh968260%28v=vs.85%29.aspx?f=255&MSPPError=-2147217396
https://docs.microsoft.com/en-us/windows/desktop/adschema/a-samaccountname
https://docs.microsoft.com/en-us/windows/desktop/ad/naming-properties
https://docs.microsoft.com/en-us/windows/desktop/adschema/a-uid
https://www.cisco.com/c/zh_cn/support/customer-collaboration/unified-contact-center-enterprise/products-feature-guides-list.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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