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Introduction

Este documento descreve os cenarios mais comuns de problemas de conectividade de cliente
sem fio e como resolvé-los nos controladores sem fio Catalyst 9800.

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- Controladores sem fio Cisco Catalyst 9800 Series
- Acesso via Interface de Linha de Comando (CLI) aos controladores sem fio

Componentes Utilizados

As informacgdes neste documento sao baseadas no Cisco IOS® XE Gibraltar 16.10 ou versdes



posteriores de software e hardware.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Coletar logs

O WLC 9800 fornece recursos de rastreamento sempre conectados. Isso garante que todos os
erros, avisos e mensagens de nivel de aviso relacionados a conectividade do cliente sejam
constantemente registrados e que vocé possa exibir registros de uma condi¢ao de incidente ou
falha apds sua ocorréncia.

Observagao: Dependendo do volume de logs gerados, vocé pode voltar de algumas horas a
varios dias.

Para visualizar os rastreamentos que a WLC 9800 coletou por padrao, vocé pode se conectar via
SSH/Telnet a WLC 9800 e seguir estas etapas (certifique-se de que sua sessao esteja registrada
em um arquivo de texto).

Etapa 1. Verifique a hora atual do controlador para que vocé possa acompanhar os registros no
tempo de volta até quando o problema ocorreu.

# show clock
Etapa 2. Colete syslogs do buffer do controlador ou do syslog externo, conforme ditado pela

configuracao do sistema. Isso fornece uma visao rapida da integridade e dos erros do sistema, se
houver.

# show logging

Etapa 3. Verifique se as condi¢des de depuragao estao ativadas.

# show debugging
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Tracing Configs:

Packet Infra debugs:



Ip Address Port

Observagao: se voceé vir qualquer condigao listada, isso significa que os rastreamentos sao
registrados no nivel de depuragao para todos os processos que encontram as condigoes
ativadas (enderego mac, endereco ip e assim por diante). Isso aumenta o volume de
registros. Portanto, recomenda-se limpar todas as condi¢ées quando n&o estiver depurando
ativamente.

Etapa 4. Supondo que o endereco mac em teste nao esteja listado como uma condicao na Etapa
3., colete os rastreamentos de nivel de aviso sempre ativo para o enderego mac especifico.

# show logging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file
always-on-<FILENAME. txt>

Vocé pode exibir o conteudo da sessao ou copiar o arquivo para um servidor TFTP externo.

# more bootflash:always-on-<FILENAME. txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME. txt>

Depuracao condicional e rastreamento ativo de radio:

Se os rastreamentos sempre ativos nao fornecerem informagdes suficientes para determinar o
disparador do problema sob investigacao, vocé podera habilitar a depuracao condicional e
capturar o rastreamento de Radio Ative (RA), que fornece rastreamentos em nivel de depuracao
para todos os processos que interagem com a condigao especificada (endereco mac do cliente,
neste caso). Para habilitar a depuracao condicional, verifique estas etapas.

Etapa 5. Verifique se nao ha condi¢des de depuracao habilitadas.

# clear platform condition all

Etapa 6. Ative a condi¢cao de depuragao para o endereco MAC do cliente sem fio que vocé deseja
monitorar.

Esse comando comecga a monitorar o enderego mac fornecido por 30 minutos (1800 segundos).
Como alternativa, vocé pode aumentar esse tempo para até 2.085.978.494 segundos.

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

Note: Para monitorar mais de um cliente por vez, execute debug wireless mac por
endereco mac.



Observagao: vocé nao vé a saida da atividade do cliente na sessao do terminal, pois tudo é
armazenado em buffer internamente para ser visualizado posteriormente.

Passo 7. Reproduza o problema ou comportamento que vocé deseja monitorar.

Etapa 8. Interrompa as depuragdes se o problema for reproduzido antes que o tempo de
monitoramento padrao ou configurado acabe.

# no debug wireless mac <aaaa.bbbb.cccc>

Quando o tempo do monitor tiver decorrido ou a depuragao sem fio tiver sido interrompida, a WLC
9800 gerara um arquivo local com o nome:

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

Etapa 9. Colete o arquivo da atividade do endereco MAC. Vocé pode copiar 0O ratrace .log @ um
servidor externo ou exibir a saida diretamente na tela.

Verifique o nome do arquivo de rastreamentos de RA.

# dir bootflash: | inc ra_trace

Copie o arquivo para um servidor externo:

# copy bootflash:ra_trace_MAC_aaaabbbbcccc HHMMSS.XXX_timezone_DayWeek Month_Day year.log
tftp://a.b.c.d/ra-FILENAME. txt

Mostre o conteudo:

# more bootflash:ra_trace_MAC_aaaabbbbcccc_ HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

Etapa 10. Se a causa raiz ainda nao for 6bvia, colete os logs internos, que sdo uma visualizagao
mais detalhada dos logs de depuragao. Vocé nao precisa depurar o cliente novamente, pois isso
€ apenas para dar uma olhada mais detalhada nos logs de depuragao que ja foram coletados e
armazenados internamente.

# show logging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> }
to-file ra-internal-<FILENAME>. txt

Observagao: a saida desse comando retorna rastros para todos os niveis de registro de
todos os processos e é bastante volumosa. Envolva o Cisco TAC para ajudar a analisar
esses rastreamentos.



Vocé pode copiar 0 ra-internal-FILENAME.txt @ um servidor externo ou exibir a saida diretamente na
tela.

Copie o arquivo para um servidor externo:

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

Mostre o conteudo:

# more bootflash:ra-internal-<FILENAME>.txt

Etapa 11. Remova as condicdes de depuracao.

# clear platform condition all

Observagao: certifique-se de sempre remover as condi¢goes de depuragao apds uma sessao
de solucao de problemas.

Cenarios em que o cliente ndo pode se conectar
As Credenciais De Autenticagdo Da Web Nao Funcionam

Exemplo de registro:

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [auth-mgr] [27915]: UUID: 100000000015b, ra: 15,
(info): [ed4Db3.1851.90ff:capwap_90800003] Authc failure from WebAuth, Auth event fail

Razao:

- O cliente ndo esta usando credenciais validas
- Nao ha rede de autorizagao padrao definida na WLC 9800
Solugdes possiveis:

- Verifique se o cliente esta usando credenciais validas
- Adicionar um método de rede de autorizagdo padrao
GULI:

Navegue até Configuration > Security > AAA > AAA Method List > Authorization > + Add € criar um novo método de
autorizacdo com esses parametros.



Quick Setup: AAA Authorization x

Method List Name* ‘ default ‘

Type* | netwaork v ‘

Group Type ‘ local v ‘

Avallable Server Groups Assigned Server Groups

radius

Idap

tacacs+
ISF-KCG-grm

=| Save & Apply to Device

CLI:

# config t
# aaa authorization network default local

Nenhuma VLAN valida definida no perfil de politica

Exemplo de registro:

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [epm] [25054]: UUID: 1000000000019, ra: 15, (ERR):
EPM_PLUGIN_VLAN_ERR: [HDL = 0x0] Unable to get active_feature_ctx for vlan group name YYYY/DD/MM
HH:MM:SS.xxx {wncd_x_R0-0}{1}: [sanet-shim-miscellaneous] [25054]: UUID: 1000000000019, ra: 15,
(ERR) : MAC: 0874.0277.1345 Error in fetching vlans YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}:
[sanet-shim-miscellaneous] [25054]: UUID: 1000000000019, ra: 15, (ERR): MAC: 0874.0277.1345
building Mobile Announce Vlanid payload failed

Razéo:

Nao ha VLAN valida definida no perfil de politica atribuido a WLAN.
Solucgao:

1. Verifique qual perfil de politica é usado pelo cliente.

GUI:

Navegue até Monitoring > Wireless > Clients > Client row > Client Properties (pesquisa opcional para um cliente
especifico usando seu endere¢co mac).



Dashboard

Clients

Clients

Sleeping Clients

Excluded Clients

General QOS Statistics

Client Properties AP Properties

ATF Statistics

Maobility History

Security Information Clie

Monitoring MAC Address 000a.ab15.01f5
1PV Address 2.2.160.103
Configuration Total Ciient(s) in the Network: 5 User Name wpazpeap
Client MAC Address IPva/IPvE Address v AP Nan olicy/Frofila dafauli=nalicy= prolia
Administration : ) Flex Profie NIA
, 00:0a:ab:15:01:45 Show items with value that: Karlcis,
: — 1= equal to = : Wireless LAN id r
? Troubleshooting 00:0a:ab:15:01:f8 karlcisn|  wirgless LAN Name peap-ssid
i 28aa.bbbb.ceed
00:0a:ab:15:01:7 karicisn/ BSSID 000a.ad00.fcd
00:0a:ab:15:01:f8 karlcisn Uptime(sec) 5807 seconds
CCX version 5
00:0a:ab:15:01:19 2.2.160.105 karlcisn
E2E Version o
1 n
# show wireless client mac-address <aaaa.bbbb.cccc> detail | inc Policy Profile

Policy Profile

2. Verifique qual VLAN esta atribuida a esse Perfil de politica.

GUI:

default-policy-profile

Naveg ue até Configuration > Tags & Profiles > Policy > Policy Profile row > Access Policies .

Edit Policy Profile

Dashboard
Monitoring
Configuration

Administration

Troubleshooting

CLI:

Policy Profile

Policy Profile Mame
default-policy-profile

1 10

L4

Description

default poi.|

General Access Policies

QOS and AVC

WLAN Local Profiling
HTTP TLV Caching
RADIUS Praofiling
DHCP TLV Caching

Local Subscriber Policy Name

VLAN

WVLAM/VLAN Group

VLAN2G86 v

Multicast VLAN

# show wireless profile policy detailed default-policy-profile | inc VLAN
VLAN2686

VLAN

3. Verifique se o parametro VLAN tem um nome de VLAN ou ID de VLAN valido e ativo.

GUI:

Naveg ue até Configuration > Layer2 > VLAN > VLAN .



Q, Search Menu ltems VLAN

svi VLAN VLAN Group

VLAN ID v Name v Status
1 default active
210 WVLAND210 active
Troubleshooting 2600 VLAN2600 active

2601 WVLANZ2601 active
2602 WLAN2602 active
2686 WLAN2686 active

CLI:

# show vlan brief

VLAN Name Status Ports

1 default active Te0/0/2, Te0/0/3

210 VLANO0210 active

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

VLAN Name Status Ports

2600 VLAN2600 active

2601 VLAN2601 active

2602 VLAN2602 active

2686 VLAN2686 active

Note: Se um nome de VLAN for usado, ele diferencia maiusculas de minusculas, portanto,
certifique-se de que seja exatamente 0 mesmo visto NO show vian brief comando.

4. Corrija a VLAN conforme necessario.
GUI:

Navegue novamente para Configuration > Tags & Profiles > Policy > Policy Profile row > Access Policies € corrigir a
VLAN.

CLI:

config t
wireless profile policy default-policy-profile
shutdown # vlan <vlan-# or vlan-name>

HH H H H*

no shutdown



Senha incorreta

Exemplo de registro:

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-keymgmt] [27782]: UUID: 1000000000088, ra:

(ERR) : MAC: e4b3.187c.3058 Keymgmt: Failed to validate eapol mic. MIC mismatch. YYYY/DD/MM

HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-keymgmt] [27782]: UUID: 1000000000088, ra: 15, (ERR):

MAC: e4b3.187c.3058 Keymgmt: Failed to validate eapol key m2. MIC validation failed
Razao:

O cliente esta inserindo uma senha incorreta.

Solugdes possiveis:

- Corrija a senha no dispositivo de ponto de extremidade
- Corrija a senha no SSID
GUL:

Navegue até Configuration > Wireless > WLANs > WLAN name > Security > Layer2 , € COfTija a senha.

15,



T wiReLEss NE TR

General Security

Mumber of WLANS s

Name Layer 2 Security Mode WRA + WRPAZ 4

open-ssid MAC Filtering

webauth-cert

Administration

Protected Management Frame
mac=-auth

Troubleshooting psk-new |

peap-ssid PMF Disabled .

C WPA Parameters

WPA Policy

WPAZ Paolicy v

WPAZ Encryption AES(CCMP128) |/
CCMP256
GCMP128
GCMP256

Auth Key Mgmt PSK v

PSK. Format ASCN r

Pre=Shared Key | e

CLI:

config t

wlan <wlan-name>

shut

security wpa psk set-key ascii 0 <clear-text-password>

HH o FH H H*

no shut

A lista de controle de acesso (ACL) enviada pelo RADIUS nao existe na WLC 9800

Exemplo de registro:

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [epm-acl] [8104]: (ERR): ACL acl-sent-by-ise is
missing in configuration for mac e4b3.187c.3058

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [epm-acl] [8104]: (ERR): Unable to parse EPM
attributes

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [wncd_0] [8104]: (info): Sanet App Event



EV_PLUGIN_CONF
YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0O-0}{1}: [epm] [8104]: (ERR): Error in activating feature (EPM
ACL PLUG-IN)

EPM Data Base:
Number of Authz_info: 2
Authz info 1 details
Number of feat info: 2, State: Success, Priority: 254
EPM Vlan PLUG-IN Status: Success
VLAN Group: VLAN2602
VLAN-ID: 2602
SM Reauth PLUG-IN Status: Success
Authz info 2 details
Number of feat info: 4, State: Fail, Priority: 100
EPM MISC PLUG-IN Status: Success
Anchor Vlan: 0
EPM ACL PLUG-IN Status: Activate Failure
SM ACCOUNTING PLUG-IN Status: Success
linksec Status: Success

YYYY/DD/MM HH:MM:SS.xxx {wncd_x RO-0}{1}: [9800 WLC-infra-evg-1ib] [8104]: (note): already
started radioactive trace on key:[e4b3.187c.3058]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0O-0}{1}: [wncd_0] [8104]: (info): Sanet App Event
EV_SVM_APPLY_UP_FAIL

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [auth-mgr] [8104]: (ERR):
[edDb3.187c.3058:capwap_90000003] SM unable to apply User Profile for 0x1A000004 - 'Subsystem(4)'
detected the 'fatal' condition 'Code(47)'

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [auth-mgr] [8104]: (ERR):

[e4b3.187c.3058:capwap_90000003] Unable to process authc result for 0x1A000004 - success
handling failed

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [wncd_0] [8104]: (info): Sanet eventQ: AUTH_MGR_MQ,
message:3

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-auth] [8104]: (ERR): MAC: e4b3.187c.3058
client authz result: FAILURE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-exclusion] [8104]: (info): MAC:

e4b3.187¢c.3058 Add client to exclusionlist, sending ipc to add client to client exclusion
table, reason: ACL failure, timeout: 60, AP: MAC: f07f.06ee.f590

Razao:
A ACL enviada pelo servidor RADIUS nao existe na WLC 9800.
Solugdes possiveis:

- Corrija a configuragao do servidor RADIUS para enviar o nome correto da ACL
- Adicione a ACL ausente a WLC 9800

A VLAN enviada pelo RADIUS nao existe na WLC 9800

Exemplo de registro:

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [epm] [8104]: (ERR): Error in activating feature (EPM
Vlan PLUG-IN)

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [wncd_0] [8104]: (info): Sanet App Event EV_START CALL
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [9800 WLC-infra-evg] [8104]: (ERR):

EPM Data Base:



Number of Authz_info: 2

Authz info 1 details

Number of feat info: 2, State: Success, Priority: 254
EPM Vlan PLUG-IN Status: Conflict

SM Reauth PLUG-IN Status: Success

Authz info 2 details

Number of feat info: 4, State: Activate, Priority: 100
EPM MISC PLUG-IN Status: Success

Anchor Vlan: 0

SM ACCOUNTING PLUG-IN Status: Success

EPM Vlan PLUG-IN Status: Activate Failure

VLAN Group: vlan-sent-by-ise

VLAN-ID: O

linksec Status: Success

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0O-0}{1}: [wncd_0] [8104]: (info): Sanet App Event

EV_SVM_APPLY UP_FAIL

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [auth-mgr] [8104]: (ERR):
[edb3.187c.3058:capwap_90000003] SM unable to apply User Profile for 0x0OE000005 - 'Subsystem(4)'
detected the 'fatal' condition 'Code(47)'

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [auth-mgr] [8104]: (ERR):

[e4b3.187c.3058:capwap_90000003] Unable to process authc result for 0x0E000005 - success
handling failed

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [wncd_0] [8104]: (info): Sanet eventQ: AUTH_MGR_MQ,
message:3

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-auth] [8104]: (ERR): MAC: e4b3.187c.3058
client authz result: FAILURE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-exclusion] [8104]: (info): MAC: e4b3.187c.3058

Add client to exclusionlist, sending ipc to add client to client exclusion table, reason: VLAN
failure, timeout: 60, AP: MAC: f07f.06ee.f590

Razao:
A VLAN enviada pelo servidor RADIUS n&o existe na WLC 9800.
Solugdes possiveis:

- Corrija a configuragao do servidor RADIUS para enviar o nome/ID correto da VLAN
- Adicione a VLAN ausente a WLC 9800

Desconectado devido a alteragdes no perfil da WLAN ou da politica

Exemplo de registro:

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [9800 WLC-infra-evqg] [8522]: (note): Mcast: Sent L2
MGID 2602 DEL to AP vap_id 2

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [apmgr-bssid] [8522]: (ERR): 00c8.8b26.d790 Radio:0
BSSID:1 - Bssid ifid is not created so no need to push data to fman

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-sm] [8522]: (info): MAC: e4b3.187c.3058
Deleting the client, reason: 5, CO_CLIENT_DELETE_REASON_BSSID_DOWN, Client state S_CO_RUN
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-sm] [8522]: (note): MAC: e4b3.187c.3058
Client delete initiated. Reason: CO_CLIENT DELETE_REASON_BSSID_DOWN

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-state] [8522]: (note): MAC:

e4b3.187c.3058 Client state transition: S_CO_RUN -> S_CO_DELETE_IN_PROGRESS
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [9800 WLC-gos-client] [8522]: (ERR): MAC:



e4b3.187¢c.3058 Fail to get gos 1lib ctxt while handle sip cac on client delete

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [multicast-main] [8522]: (info): MAC: e4b3.187c.3058
No Flex/Fabric main record exists for client

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [client-iplearn] [8522]: (info): MAC: e4b3.187c.3058
IP-learn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {mobilityd R0-0}{1}: [mm-transition] [19496]: (info): MAC:

e4b3.187¢c.3058 MMFSM transition: S_MC_RUN -> S_MC_HANDOFF_END_RCVD_TR on E_MC_HANDOFF_END_RCVD
from WNCD[O0]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [dpath_svc] [8522]: (note): MAC: e4b3.187c.3058 Client
datapath entry deleted for ifid 0xfa0000001

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [mm-transition] [8522]: (info): MAC: e4b3.187c.3058
MMIF FSM transition: S_MA_LOCAL -> S_MA_DELETE_PROCESSED_TR on E_MA_CO_DELETE_RCVD

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [mm-client] [8522]: (ERR): MAC: e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0O-0}{1}: [wncd_0] [8522]: (info): Sanet App Event
EV_SESSION_DELETE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [auth-mgr] [8522]: (info):

[e4db3.187c.3058:capwap_90000003] Disconnect request from SANET-SHIM (12) for e4b3.187c.3058 /
0xfb6000001 - term: service-unavailable, abort: Unknown, disc: session disconnect

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [aaa-attr-inf] [8522]: (info): [ Applied attribute
:bsn-vlan-interface-name 0 "VLAN2602" ]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [aaa-attr-inf] [8522]: (info): [ Applied attribute
timeout 0 1800 (0x708) 1

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-auth] [8522]: (info): MAC: e4b3.187c.3058
Client auth-interface state transition: S_AUTHIF_PSK_AUTH_DONE -> S_SANET_DELETE_IN_PROGRESS
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [dotll] [8522]: (info): MAC: e4b3.187c.3058 Sent

deauth to client, deauth reason: 252, CLIENT DEAUTH_REASON_ADMIN_RESET delete reason: 5,
CO_CLIENT DELETE_REASON_BSSID_DOWN.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [dotll] [8522]: (info): MAC: e4b3.187c.3058 DOT11l
state transition: S_DOT11_ASSOCIATED -> S_DOT11l_DELETED

Razao:
Foram feitas alteragdes na GUI ou o SSID ou o perfil de politica foi desativado manualmente.
Solucgao:

Esse € um comportamento normal, evite fazer alteragées nos SSIDs ou nos perfis de politica nas
horas de producao.

O cliente é removido manualmente da rede

Exemplo de registro:

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-sm] [8522]: (info): MAC: e4b3.187c.3058
Deleting the client, reason: 12, CO_CLIENT DELETE_REASON_ADMIN_RESET, Client state S_CO_RUN
YYYY/DD/MM HH:MM:SS.xxx {mobilityd R0-0}{1}: [mm-transition] [19496]: (info): MAC:

e4b3.187¢c.3058 MMFSM transition: S_MC_RUN -> S_MC_HANDOFF_END_RCVD_TR on E_MC_HANDOFF_END_RCVD
from WNCD[O0]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-sm] [8522]: (note): MAC: e4b3.187c.3058
Client delete initiated. Reason: CO_CLIENT DELETE_REASON_ADMIN_RESET

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-state] [8522]: (note): MAC:
e4b3.187c.3058 Client state transition: S_CO_RUN -> S_CO_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x RO0-0}{1}: [9800 WLC-gos-client] [8522]: (ERR): MAC:
e4b3.187c.3058 Fail to get gos 1lib ctxt while handle sip cac on client delete

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [multicast-main] [8522]: (info): MAC: e4b3.187c.3058

No Flex/Fabric main record exists for client
YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [client-iplearn] [8522]: (info): MAC: e4b3.187c.3058



IP-learn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [dpath_svc] [8522]: (note): MAC: e4b3.187c.3058 Client
datapath entry deleted for ifid 0xfa0000001

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [mm-transition] [8522]: (info): MAC: e4b3.187c.3058
MMIF FSM transition: S_MA_LOCAL -> S_MA_DELETE_PROCESSED_TR on E_MA_CO_DELETE_RCVD

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [mm-client] [8522]: (ERR): MAC: e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0O-0}{1}: [wncd_0] [8522]: (info): Sanet App Event
EV_SESSION_DELETE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [auth-mgr] [8522]: (info):

[e4dDb3.187c.3058:capwap_90000003] Disconnect request from SANET-SHIM (12) for e4b3.187c.3058 /
0x30000003 - term: admin-reset, abort: Unknown, disc: session disconnect

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [aaa-attr-inf] [8522]: (info): [ Applied attribute
:bsn-vlan-interface-name 0 "VLAN2602" ]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [aaa-attr-inf] [8522]: (info): [ Applied attribute
timeout 0 1800 (0x708) 1

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-auth] [8522]: (info): MAC: e4b3.187c.3058
Client auth-interface state transition: S_AUTHIF_PSK_AUTH_DONE -> S_SANET_ DELETE_IN_PROGRESS
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [dotll] [8522]: (info): MAC: e4b3.187c.3058 Sent

deauth to client, deauth reason: 252, CLIENT DEAUTH_REASON_ADMIN_RESET delete reason: 12,
CO_CLIENT_ DELETE_REASON_ADMIN_ RESET.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [dotll] [8522]: (info): MAC: e4b3.187c.3058 DOT11l
state transition: S_DOT11_ASSOCIATED -> S_DOT11l_DELETED

Razao:

O cliente foi removido manualmente da rede por uma das interfaces de linha de comando:

# wireless client mac-address aaaa.bbbb.cccc deauthenticate

Ou por GUI:
Q, Search Menu tems Clients
: Clients Sleeping Clients Excluded Clients
£ Dashboard
i Gnnﬁguratinn Total Client(s) in the Network: 1
Client MAC Address ~  |PvdfIPvE Address ~ AP Name w
Administration
v ed:b3:18:7c:30:58 172.16.1.253 ar02-02
Troubleshooting 1 10

Solugao:

Nenhum, comportamento normal iniciado pelo usuario.
Desconectado devido a tempo limite de EAP

Exemplo de registro:



YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [errmsg] [8681]: (note): %$DOT1X-5-FAIL: Authentication
failed for client (0874.0277.1345) with reason (Timeout) on Interface capwap_90800003
AuditSessionID 34AD580A0000000D7F735399

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [auth-mgr] [8681]: (info):
[0874.0277.1345:capwap_90800003] Authc failure from DotlX, Auth event timeout
YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [auth-mgr] [8681]: (info):
[0874.0277.1345:capwap_90800003] (Re)try failed method DotlX - 0874.0277.1345
YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [auth-mgr] [8681]: (info):

[0874.0277.1345:capwap_90800003] Retrying (count 3) method dotlx

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [client-orch-sm] [8681]: (info): MAC: 0874.0277.1345
Deleting the client, reason: 7, CO_CLIENT DELETE_REASON_CONNECT_TIMEOUT, Client state
S_CO_L2_AUTH_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-orch-sm] [8681]: (note): MAC: 0874.0277.1345
Client delete initiated. Reason: CO_CLIENT_ DELETE_REASON_CONNECT TIMEOUT
YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [client-orch-state] [8681]: (note): MAC:

0874.0277.1345 Client state transition: S_CO_L2_AUTH_IN_PROGRESS -> S_CO_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [mm-transition] [8681]: (info): MAC: 0874.0277.1345

MMIF FSM transition: S_MA_INIT -> S_MA_LOCAL_DELETE_PROCESSED_TR on E_MA_CO_DELETE_RCVD
YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [mm-client] [8681]: (ERR): MAC: 0874.0277.1345 Client
not present in DB. Responding to CO with Delete Ack

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [wncd_2] [8681]: (info): Sanet App Event
EV_SESSION_DELETE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [auth-mgr] [8681]: (info):

[0874.0277.1345:capwap_90800003] Disconnect request from SANET-SHIM (12) for 0874.0277.1345 /
0x30000003 - term: supplicant-restart, abort: Unknown, disc: authorization failure

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [client-auth] [8681]: (info): MAC: 0874.0277.1345
Client auth-interface state transition: S_AUTHIF_DOT1XAUTH_PENDING -> S_SANET_DELETE_IN_PROGRESS
YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [dotll] [8681]: (info): MAC: 0874.0277.1345 Sent

deauth to client, deauth reason: 252, CLIENT DEAUTH_REASON_ADMIN_RESET delete reason: 7,
CO_CLIENT_DELETE_REASON_CONNECT_TIMEOUT.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [dotll] [8681]: (info): MAC: 0874.0277.1345 DOT11
state transition: S_DOT11_ASSOCIATED -> S_DOT11l_DELETED

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-auth] [8681]: (info): MAC: 0874.0277.1345

Client auth-interface state transition: S_SANET_DELETE_IN_PROGRESS -> S_AUTHIF_DELETED
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [wncd_2] [8681]: (info): Sanet eventQ: EAP_CORE_MQ,
message:2

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-orch-state] [8681]: (note): MAC:

0874.0277.1345 Client state transition: S_CO_DELETE_IN_PROGRESS -> S_CO_DELETED

Razao:

O cliente nao esta respondendo ao pacote EAP (Extensible Authentication Protocol) enviado pela
WLC 9800 no intervalo de tempo limite de solicitacdo EAP nem aos tempos maximos de
tentativas de solicitagao EAP.

Solugdes possiveis:

- Atualize os drivers de cliente sem fio para o mais recente
- Certificado RADIUS de confianca de cliente sem fio
- Aumentar o Tempo Limite de Solicitacao EAP e/ou o0 Maximo de Repeticdes de Solicitacao



EAP
CLI:

# config t
# wireless security dotlx request retries <0-20>
# wireless security dotlx timeout <1-120 seconds>

GUI:

Navegue até Configuration > Security > Advanced EAP € personalizar as configuragdes necessarias.
Desconectado devido a redefinicdo de radio do AP

Exemplo de registro:

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [apmgr-capwap-config] [8621]: (info): f07f.06ee.f590
Radio: 1 is Operationally DOWN.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [apmgr-db] [8621]: (note): MAC: f07f.06ee.f590 Radio 1
is disabled, on receiving change state event message from AP

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [radio-history-reset] [8621]: (info): Radio reset of

the AP f07f.06ee.f590 Slot:1 Band:802.l1la due to Cause:0, Detailed Cause : 56 - Interface UP for
Channel Change

YYYY/DD/MM HH:MM:SS.xxx {mobilityd R0-03}{1}: [mm-transition] [19496]: (info): MAC:
e4b3.187c.3058 MMFSM transition: S_MC_RUN -> S_MC_HANDOFF_END_RCVD_TR on E_MC_HANDOFF_END_RCVD
from WNCD[1]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-sm] [8621]: (info): MAC: e4b3.187c.3058
Deleting the client, reason: 5, CO_CLIENT_DELETE_REASON_BSSID_DOWN, Client state S_CO_RUN
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-sm] [8621]: (note): MAC: e4b3.187c.3058
Client delete initiated. Reason: CO_CLIENT_DELETE_REASON_BSSID_DOWN

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-state] [8621]: (note): MAC:

e4b3.187c.3058 Client state transition: S_CO_RUN -> S_CO_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [dpath_svc] [8621]: (note): MAC: e4b3.187c.3058 Client

datapath entry deleted for ifid 0xfa0000001

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [mm-transition] [8621]: (info): MAC: e4b3.187c.3058
MMIF FSM transition: S_MA_LOCAL -> S_MA_DELETE_PROCESSED_TR on E_MA_CO_DELETE_RCVD
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [mm-client] [8621]: (ERR): MAC: e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [wncd_1] [8621]: (info): Sanet App Event
EV_SESSION_DELETE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [auth-mgr] [8621]: (info):
[e4db3.187c.3058:capwap_90400003] Disconnect request from SANET-SHIM (12) for e4b3.187c.3058 /
0xf89000008 - term: service-unavailable, abort: Unknown, disc: session disconnect

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-auth] [8621]: (info): MAC: e4b3.187c.3058
Client auth-interface state transition: S_AUTHIF_ PSK AUTH_DONE -> S_SANET DELETE_IN_ PROGRESS
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [dotll] [8621]: (info): MAC: e4b3.187c.3058 Sent

deauth to client, deauth reason: 252, CLIENT_ DEAUTH_REASON_ADMIN_RESET delete reason: 5,
CO_CLIENT_ DELETE_REASON_BSSID_DOWN.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [dotll] [8621]: (info): MAC: e4b3.187c.3058 DOT11l
state transition: S_DOT11_ASSOCIATED -> S_DOT11l_DELETED

Razao:



O AP ao qual o cliente estava associado alterou o canal ou a alimentag&o, causando uma
reinicializacao do radio.

Solugdes possiveis:

- Este € um comportamento normal
- Vocé pode configurar a frequéncia com que a WLC 9800 tem permissao para fazer
alteracdes de canal
CLI:

# config t
# ap dotll { 5ghz | 24ghz } rrm channel dca interval <0-24>

Valid values 1,2,3,4,6,8,12 and 24 hours, 0 = 10 minutes (default)

GUI:

Navegue até Configuration > Radio Configurations > RRM >5 GHz Band/2.4 GHz Band > DCA > Increase Interval
Setting.

Desconectado devido a tempo limite de autenticacido da Web

Exemplo de registro:

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [auth-mgr] [8681]: (info):
[0874.0277.1345:capwap_90800003] Authc failure from WebAuth, Auth event no-response

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [wncd_2] [8681]: (info): Sanet eventQ: AUTH_MGR_MOQ,
message: 6

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [wncd_2] [8681]: (info): Sanet App Event
EV_SESSION_AUTHC_FAILED

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [auth-mgr] [8681]: (info):
[0874.0277.1345:capwap_90800003] AUTHC_FAIL - unauthorize by default

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [9800 WLC-infra-evqg] [8681]: (ERR): Authc failure for

mac 0874.0277.1345, username , audit session id 34AD580A0000000E7FFA4ED8, Failure reason: No
Response from Client

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [auth-mgr] [8681]: (info):
[0874.0277.1345:capwap_90800003] Signalling Authc fail for client 0874.0277.1345
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [errmsg] [8681]: (note): %SESSION_MGR-5-FAIL:

Authorization failed or unapplied for client (0874.0277.1345) on Interface capwap_90800003
AuditSessionID 34AD580A0000000E7FFA4EDS8. Failure reason: Authc fail. Authc failure reason: No
Response from Client.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [auth-mgr] [8681]: (info):
[0874.0277.1345:capwap_90800003] Authz failed/unapplied for 0x08000004 (0874.0277.1345), method:
webauth. Signal switch PI.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [wncd_2] [8681]: (info): Sanet App Event
EV_SESSION_AUTHZ_FAILED

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-auth] [8681]: (info): MAC: 0874.0277.1345

Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF WEBAUTH_PENDING
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-auth] [8681]: (ERR): MAC: 0874.0277.1345 13

Authentication FAIL.



YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [client-auth] [8681]: (info): MAC: 0874.0277.1345
Client auth-interface state transition: S_AUTHIF_WEBAUTH_ PENDING -> S_WAIT_FOR_CO_DELETE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [9800 WLC-infra-evqg] [8681]: (ERR): WLAN profile =
prof-name, Policy profile = default-policy-profile, AP name = AP1702-05
YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [client-orch-sm] [8681]: (info): MAC: 0874.0277.1345

Deleting the client, reason: 0, CO_CLIENT DELETE_REASON_NONE, Client state
S_CO_L3_AUTH_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-orch-sm] [8681]: (note): MAC: 0874.0277.1345
Client delete initiated. Reason: CO_CLIENT_DELETE_REASON_NONE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-orch-state] [8681]: (note): MAC:
0874.0277.1345 Client state transition: S_CO_L3_AUTH_IN_PROGRESS -> S_CO_DELETE_IN_PROGRESS
YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [9800 WLC-gos-client] [8681]: (ERR): MAC:
0874.0277.1345 Fail to get gos lib ctxt while handle sip cac on client delete

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [multicast-main] [8681]: (info): MAC: 0874.0277.1345
No Flex/Fabric main record exists for client

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [client-iplearn] [8681]: (info): MAC: 0874.0277.1345
IP-learn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [dpath_svc] [8681]: (note): MAC: 0874.0277.1345 Client
datapath entry deleted for ifid 0xfa0000002

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [mm-transition] [8681]: (info): MAC: 0874.0277.1345
MMIF FSM transition: S_MA_LOCAL -> S_MA_DELETE_PROCESSED_TR on E_MA_CO_DELETE_RCVD

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [mm-client] [8681]: (ERR): MAC: 0874.0277.1345 Invalid
transmitter ip in build client context

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [wncd_2] [8681]: (info): Sanet App Event
EV_SESSION_DELETE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [auth-mgr] [8681]: (info):

[0874.0277.1345:capwap_90800003] Disconnect request from SANET-SHIM (12) for 0874.0277.1345 /
0x08000004 - term: none, abort: Unknown, disc: (default)

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [aaa-attr-inf] [8681]: (info): [ Applied attribute
:bsn-vlan-interface-name 0 "VLAN2602" ]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [aaa-attr-inf] [8681]: (info): [ Applied attribute
timeout 0 1800 (0x708) 1

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-auth] [8681]: (info): MAC: 0874.0277.1345
Client auth-interface state transition: S_WAIT FOR_CO_DELETE -> S_SANET_DELETE_IN_PROGRESS
YYYY/DD/MM HH:MM:SS.xxx {mobilityd R0-0}{1}: [mm-transition] [19496]: (info): MAC:

0874.0277.1345 MMFSM transition: S_MC_RUN -> S_MC_HANDOFF_END_RCVD_TR on E_MC_HANDOFF_END_RCVD
from WNCD[2]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [dotll] [8681]: (info): MAC: 0874.0277.1345 DOT11
state transition: S_DOT11_ASSOCIATED -> S_DOT11l_DELETED

Razao:

O cliente nao concluiu a autenticagédo da Web dentro do tempo permitido (cerca de 120
segundos).

Solucgao:
Certifique-se de que os clientes concluam a autenticacdo da Web em 120 segundos.

Desconectado devido ao tempo limite da sessao

Exemplo de registro:

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-auth] [8621]: (info): MAC: e4b3.187c.3058
Client auth-interface state transition: S_AUTHIF_PSK_AUTH_DONE -> S_SANET DELETED

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-sm] [8621]: (info): MAC: e4b3.187c.3058
Deleting the client, reason: 23, CO_CLIENT_DELETE_REASON_SESSION_TIMEOUT, Client state S_CO_RUN
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-sm] [8621]: (note): MAC: e4b3.187c.3058

Client delete initiated. Reason: CO_CLIENT_DELETE_REASON_SESSION_TIMEOUT



YYYY/DD/MM HH:MM:SS.xxx {mobilityd R0-0}{1}: [mm-transition] [19496]: (info): MAC:
e4b3.187¢.3058 MMFSM transition: S_MC_RUN -> S_MC_HANDOFF_END_RCVD_TR on E_MC_HANDOFF_END_RCVD
from WNCD[1]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-state] [8621]: (note): MAC:
e4b3.187c.3058 Client state transition: S_CO_RUN -> S_CO_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x RO-1}{1}: [9800 WLC-gos-client] [8621]: (ERR): MAC:
e4b3.187¢c.3058 Fail to get gos 1lib ctxt while handle sip cac on client delete

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [multicast-main] [8621]: (info): MAC: e4b3.187c.3058
No Flex/Fabric main record exists for client

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-1}{1}: [client-iplearn] [8621]: (info): MAC: e4b3.187c.3058
IP-learn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-1}{1}: [dpath_svc] [8621]: (note): MAC: e4b3.187c.3058 Client
datapath entry deleted for ifid 0xfa0000001

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_RO0-1}{1}: [mm-transition] [8621]: (info): MAC: e4b3.187c.3058
MMIF FSM transition: S_MA_LOCAL -> S_MA_DELETE_PROCESSED_TR on E_MA_CO_DELETE_RCVD

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [mm-client] [8621]: (ERR): MAC: e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-auth] [8621]: (info): MAC: e4b3.187c.3058
Client auth-interface state transition: S_SANET_DELETED -> S_AUTHIF_DELETED

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [dotll] [8621]: (info): MAC: e4b3.187c.3058 Sent

deauth to client, deauth reason: 252, CLIENT_DEAUTH_ REASON_ADMIN_ RESET delete reason: 23,
CO_CLIENT_DELETE_REASON_SESSION_TIMEOUT.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x RO-1}{1}: [dotll] [8621]: (info): MAC: e4b3.187c.3058 DOT11
state transition: S_DOT11_ASSOCIATED -> S_DOT1l_DELETED
YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-1}{1}: [client-orch-state] [8621]: (note): MAC:

e4b3.187c.3058 Client state transition: S_CO_DELETE_IN_PROGRESS -> S_CO_DELETED
Razao:

O cliente atingiu o tempo limite de sua sesséo.

Solugdes possiveis:

- Este € um comportamento normal
- Aumentar o tempo limite de sessao de perfil de politica associado ao SSID
CLI:

config t

wireless profile policy <policy-profile-name>
shutdow

session-timeout <20-86400 seconds>

HH o H FHF H*

no shutdown

GUI:

Navegue até Configuration > Tags & Profiles > Policy > Policy Profile Name > Advanced > WLAN Timeout € personalize
os temporizadores conforme necessario.

Desconectado devido ao tempo limite ocioso

Exemplo de registro:

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-sm] [7807]: (note): MAC: e4b3.187c.3058



Client delete initiated. Reason: CO_CLIENT_ DELETE_REASON_MN_IDLE_TIMEOUT

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-state] [7807]: (note): MAC:
e4b3.187c.3058 Client state transition: S_CO_RUN -> S_CO_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [9800 WLC-gos-client] [7807]: (ERR): MAC:
e4b3.187¢c.3058 Fail to get gos 1lib ctxt while handle sip cac on client delete

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [dpath_svc] [7807]: (note): MAC: e4b3.187c.3058 Client
datapath entry deleted for ifid 0xfa0000002

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [mm-client] [7807]: (ERR): MAC: e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-state] [7807]: (note): MAC:

e4b3.187c.3058 Client state transition: S_CO_DELETE_IN_PROGRESS -> S_CO_DELETED
Razao:

O cliente nao enviou trafego (ou trafego suficiente) dentro do intervalo de tempo limite ocioso
configurado.

Solugdes possiveis:

- Este € um comportamento normal
- Personalizar as configuragdes ociosas do perfil de politica associadas ao SSID
CLI:

# config t

# wireless profile policy <policy-profile-name>
# shutdow

# idle-timeout <15-100000 seconds>

# idle-threshold <0-4294967295 bytes>

# no shutdown

GUI:

Navegue até Configuration > Tags & Profiles > Policy > Policy Profile Name > Advanced > WLAN Timeout € personalize
as configuragdes ociosas conforme necessario.

Observagao: se vocé nao configurar o idle-threshold, o cliente precisara enviar qualquer
quantidade de trafego dentro do periodo de idle-timeout para néo ser desconectado. Se
vocé configurar o limiar de ociosidade, o cliente devera enviar essa quantidade de bytes
dentro do timeout de ociosidade para nao ser desconectado (isto €, vocé configura um limiar
de ociosidade de 10 bytes e um timeout de ociosidade de 30 segundos, os clientes sem fio
precisam enviar pelo menos 10 bytes de trafego a cada 30 segundos para nao serem
desconectados da rede).

O cliente moveu-se entre SSIDs
Exemplo de registro:
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-sm] [7807]: (note): MAC: e4b3.187c.3058

Assoclation received. BSSID f07f.06ee.f59d, old BSSID f07f.06ee.f59%9e, WLAN 1, Slot 1 AP
f07f.06ee.£590, 3702-02



YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-sm] [7807]: (ERR): MAC: e4b3.187c.3058
Failed to start dotll processing. Failed to populate client record in DB

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-state] [7807]: (note): MAC:
e4pb3.187¢c.3058 Client state transition: S_CO_RUN -> S_CO_RUN

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-sm] [7807]: (note): MAC: e4b3.187c.3058
Client delete initiated. Reason: CO_CLIENT DELETE_REASON_WLAN_CHANGE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-state] [7807]: (note): MAC:
e4b3.187c.3058 Client state transition: S_CO_RUN -> S_CO_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x RO0-0}{1}: [9800 WLC-gos-client] [7807]: (ERR): MAC:
e4b3.187¢c.3058 Fail to get gos 1lib ctxt while handle sip cac on client delete

YYYY/DD/MM HH:MM:SS.xxx {fman_fp_FO0-0}{1}: [wireless-client] [10254]: UUID: 1000000006930, ra: 5
(note) : WLCLIENT 0xa0000002 pd_hdl 0x33 AOM delete succeeded

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [dpath_svc] [7807]: (note): MAC: e4b3.187c.3058 Client
datapath entry deleted for ifid 0xfa0000002

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [mm-client] [7807]: (ERR): MAC: e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-state] [7807]: (note): MAC:
e4b3.187c.3058 Client state transition: S_CO_DELETE_IN_PROGRESS -> S_CO_DELETED

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-sm] [8009]: (note): MAC: e4b3.187c.3058
Association received. BSSID 00c8.8b26.d79d, old BSSID 0000.0000.0000, WLAN 1, Slot 1 AP
00c8.8b26.d790, AP-1700-x

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-state] [8009]: (note): MAC:
e4b3.187c.3058 Client state transition: client_orch_sm_state__ none -> S_CO_ASSOCIATING

Razao:
O cliente foi conectado a um SSID e movido para outro.
Solugdes possiveis:

- Comportamento normal
- Remova o 2° SSID do cliente



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
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A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
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