Coletar pacote DART para cliente seguro
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Introducao

Este documento descreve o DART, uma ferramenta para reunir dados de solucao de problemas
do Cisco Secure Client para analise do Cisco TAC. O assistente DART € executado no dispositivo
que executa o Cisco Secure Client e pode ser iniciado a partir do Secure Client ou sozinho sem o
Secure Client.

Pré-requisitos
Requisitos

A Cisco recomenda que vocé conheca estes topicos:

+ Cisco Secure Client 5.x
+ Dispositivo de seguranca adaptavel (ASA)
» Firepower Threat Defense (FTD)

Componentes Utilizados

As informacgdes neste documento sdao baseadas nestes sistemas operacionais:

* Windows
« MacOS
* Linux

As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de



laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Procedimento

Instalacao
Ha duas maneiras de instalar o DART em endpoints. Podemos instala-lo usando pacotes de pré-
implantagdo manualmente no PC de destino ou ele pode ser implantado a partir do ASA/FTD

configurando-o sob a "politica de grupo" atribuida.

Pré-implantar pacotes

Etapa 1. Faca o download do pacote de pré-implantacao do Secure Client de acordo com o
sistema operacional do site do Cisco Software.

<=3 LINUX

= — MacOsS

<= WINDOWS

Baixar pacote do Secure Client

Etapa 2. Instala-lo manualmente em sistemas operacionais diferentes.
DART para Windows:

1. Extraia o pacote de pré-implantacao.


https://software.cisco.com/download/home/286330811/type
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Extrair pacote de pré-implantacao

2. Clique no instalador do DART MSI.
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3. Siga as instrugdes na tela para a instalagao do DART.

Ctrl +Shift+C

Alt+Enter

Search dart




r
"M Cisco Secure Client - Diagnostics and Reporting Tool Setup

Welcome to the Cisco Secure
Client - Diagnostics and
Reporting Tool Setup Wizard

The Setup Wizard will allow you to change the way Cisco
Secure Client - Diagnostics and Reporting Tool features are
installed on your computer or even to remove Cisco Secure
Client - Diagnostics and Reporting Tool from your computer.
Click "Mext" to continue or "Cancel" to exit the Setup Wizard.

L

Avancar para continuar




]ﬂ Cisco Secure Client - Diagnostics and Reporting Tool Setup

Completing the Cisco Secure
Client - Diagnostics and
Reporting Tool Setup Wizard

Click the "Finish" button to exit the Setup Wizard.
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Instalagdo Concluida

DART para MacOS:

1. Clique duas vezes no arquivo do instalador DMG e, em seguida, em Cisco Secure Client.pkg .
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AirDrop
& cisco-secure-client-macos-5.1.2.42-predeploy-k9.dmg
Recents
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Nacktan

[3 cisco Secure Client 5.1.2.42

stfuen]rs ® Introduction

CIsCo

Ciseo Secure Client.pkg

Cisco Secure Client

m =2 v h & O~ Q
Date Modified Size Kind
Today at 10:04 AM 137.1 MB Disk Image

w Install Cisco Secure Client

Welcome to the Cisco Secure Client Installer

software.

You will be guided through the steps necessary to install this

o]
Instalar pacote do Secure Client
2. Leiaalicenga e continue de acordo.
< dart BB = @M =2 v O O~ Q
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GACR & cisco-secure-client-macos-5.1.2.42-predeploy-k9.dmg Today at 10:04 AM 137.1 MB Disk Image
Recents
v Applications
BARLEAR w Install Cisco Secure Client
&) cisco Secure Client 5.1.2.42
Software Licence Agreement
Supplemental End User License Agreement
@ Introduction
IMPORTANT: READ CAREFULLY
® Licence

Cisco Secure Client.pkg

Cisco Secure Client

dias
CiIsco

Read Licence

L By choking accept of sing tha Cisco Technology, you_agrea that such use i gavemed by ;:

in To continue installing the software you must agree to the terms of the
i software licence agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Print... Save... Eo_Back_

Continu_e_

Concordar em continuar

3. Verifique o Diagnostic and Reporting Tool e clique em Continue .



< dart Bl & . h O @~ Q

Favourites Name ~ | Date Modified Size Kind
AirDrop
X & cisco-secure-client-macos-5.1.2.42-predeploy-k9.dmg Today at 10:04 AM 137.1 MB Disk Image
Recents

Applications

Nacktan W Install Cisco Secure Client a

3 cisco Secure Client 5.1.2.42

Custom Install on "Macintosh HD"

Package Name Action Size
ulll-lhn @ Introduction =
CIsco @ Licence AMP Enabler !
@ Destination Select l + Diagnostics and Reporting Tool Install 7.8 MBI
[ . @ |nstallation Type . &
ThousandEyes Endpoint Agent
- Zero Trust Access Skip 54.9 MB
Space Required: 76 MB Remaining: 300.14 GB
. s Installs the module that enables Zero Trust Access.
Cisco Secure Client
alea]n
Instalar o DART
4. Siga asinstrucoes natelaparaainstalacdo do DART.
4 dart el = W= e o @O @~ Q
Favourites Mame ~  Date Modified Size Kind
AirDrop
b & cisco-secure-client-macoes-5.1.2.42-predeploy-k9.dmg Today at 10:04 AM 137.1 MB Disk Image
Recents

Applications
& Install Cisco Secure Client a

Diaskinn

Cisco Secure Client 5.1.2.42
The installation was completed successfully.

atf e “ Introduction
CISCO @ Licence
@ Destination Select

@ |Installation Type

| LIS R | The installation was successful.
B/ Smmary The software was installed.

Cisco Secure Client

]
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Instalacdo Concluida

DART paralLinux:

1. Descompacte o pacote de pré-implantagdo do Linux usando o comando:



tar xvzf cisco-secure-client-linux64-5.1.2.42-predeploy-k9.tar.gz

Pacote Untar linux

2. Navegue até /cisco-secure-client-linux64-5.x/dart e execute dart_install.sh .

Instalar o DART

3. Aceite os termos do contrato de licenga parainstalar o DART.



Aceitar contrato

4. Apbs ainstalagdo, o DART e o Secure Client podem ser acessados em:

Application > Internet > Cisco Secure Client Application > Internet > Cisco Secure Client - DART

Implantar a partir do ASA/FTD

Headends como ASA e FTD fornecem funcionalidade paraimplantar vérios médul os anyconnect como dart, vpngina, ampenabler e assim por

diante, no endpoint quando o usuério esté se conectando a VPN de acesso remoto.

FTD

Se vocé estiver gerenciando o FTD no FMC ou no FDM, consulte este guia paraimplantar o DART e outros médulos no FTD usando a politica

de grupo.

ASA

Configure anyconnect modules value dart na segdo webvpn da politica de grupo de destino.

group-policy NAME_OF_GROUP_POLICY 1internal group-policy NAME_OF_GROUP_POLICY attributes dns-server valu

Estabelecer uma conexdo bem-sucedidacom o ASA/FTD.

Navegue até Settings > VPN > Message History para ver os detal hes sobre os médul os que foram baixados.


https://www.cisco.com/c/pt_br/support/docs/network-management/remote-access/216495-configure-anyconnect-modules-for-remote.html

@ Cisco Secure Client

NI .
o Oecure Client

Virtual Private Network (VPN)

Preferences Statistics Route Details Firewall | Message History

Diagnostics

22-04-2024

15:42:24 Ready to connect.

15:42:39 Contacting x.x.x.x

15:42:44 User credentials entered.

15:42:44 Establishing VPN session...

15:42:45 The Cisco Secure Client - Downloader is performing update checks...
15:42:45 Checking for profile updates...

15:42:45 Checking for product updates...

15:42:53 Downloading Cisco Secure Client - DART 5.1.2.42 - 100 % |

15:42: ecking for customization updates...

15:42:53 Performing any required updates...

15:42:58 The Cisco Secure Client - Downloader update checks have been completed.
15:43:03 Establishing VPN - Initiating connection...

15:43:03 Establishing VPN session...

15:43:03 Establishing VPN - Examining system...

15:43:03 Establishing VPN - Activating VPN adapter...

15:43:04 Establishing VPN - Configuring system...

15:43:04 Establishing VPN...

15:43:04 Connected to XXx.X

Baixar médulo

Coletando o pacote DART

Windows

Etapa 1. Inicie o DART no menu Iniciar ou no Cisco Secure Client.

Clear




dart

& m Work Apps Documents Web Settings People Folders

Best match

Cisco Secure Client Diagnostics and
- -
@ Reporting Tool l

App
Cisco Secure Client Diagnostics and

Search work and web Reporting Tool

App
Q, Dart - Programming language

Q, dartpad Gon

Q_ darty Run as administrator
Open file location
Pin to Start
Pin to taskbar

Uninstall

s 20231106-000952083 AnyConnect
DART - Update

Menu Iniciar

or



Cisco Secure Client — X
®

n AnyConnect VPN:

p Ready to connect.

XX XX

stlianlns
cisco
Cisco Secure Client

Etapa 2. Clique em Diagnostics (Diagnostico) para coletar os registros do DART.

@ Cisco Secure Client - X

' I ' I ' |
asco Oecure Client

Status Overview Status Overview
AnyConnect VPN
AnyConnect VPN (Disconnected) -
Network Bytes Sent: 0
Bytes Received: 0
T H :00:
ISE Posture Wne:Conaeced 0800 oo
Client Address (IPv4): Mot Available
. Client Address (IPv6): Not Available
Secure Endpoint Server Address: Not Available
Session Disconnect: None
Umbrella Network (Connected) ~
Name: XYZ
1P Address: 192.168.1.8
Security: Secured
Signal Strength: (-61 dBm)
ISE Posture (Compliance Unknown) ~
. Latest Scan Start Time: Mon Apr 22 08:21:51 2024
Collect diagnostic information for all
installed components. Secure Endpoint (Connected) A
Protection Status: Connected

Iniciar Diagnéstico

Etapa 3. Siga as instrugdes na tela para coletar o pacote DART.



Cisco Secure Client - DART X

DART - Proximo

Etapa 4. Selecione a opgao Padrédo para salvar o pacote DART na érea de trabalho e clique em Next .



Cisco Secure Client - DART 4

© Default - Bundle will be saved to Desktop

) Custom

Clear All Logs

Opcdes de criacdo de pacote

Etapa 5. O Windows inicia o processamento e a coleta de logs.



Cisco Secure Client - DART *

=

Processando logs

Etapa 6. Apds o processamento, o pacote DART é salvo na érea de trabalho por padréo.



Cisco Secure Client - DART X

Cemoiowae | e

Dart criado

MacOS

Etapa 1. Inicie o DART no Launchpad do Mac ou no Cisco Secure Client clicando em Generating Diagnostics Report .
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Cisco Secure Client - DART

Launchpad para Mac

or

About Cisco Secure Client oo

. - n atfusn]ns
o 4 ® © ® Cisco Secure Client EIRE

Preferences...

F3 ~

|| Generate Diagnostics Report | ARyL-onmact VRN

c...2.42-predeploy-k9.dmg Connected to
Show Cisco Secure Client Window

Disconnect
2 Show Statistics Window ¥ S

-« Show Notifications
|+ Show Status Menu

ISE Posture:
Hide Cisco Secure Client H GCompliant.
Hide Others CEH MNetwork access allowed. Scan Again
- I T
Quit Cisco Secure Client 3% Q
Umbrella:
Locations Umbrella is active.

Cisco Secure Client

Etapa 2. Selecione as opgdes de log adicionais paraincluir logs herdados e do sistema conforme o requisito e clique em Run .



O Cisco Secure Client - DART

Welcome to the Diagnostic and Reporting Tool (DART).

DART is a tool that helps to bundle the appropriate log files and
diagnostic information that can be used for analyzing and debugging the
Cisco Secure Client.

Inr
CISCO

Bundle Options:
Enable Bundle Encryption

Encryption Password

Additional Log Options:

Include Legacy - Cisco AnyConnect Secure Mobility Client Logs

Include System Logs

Run

Opcdes adicionais de log

Etapa 3. O MacOS inicia o processamento e a coleta de logs.



@® Cisco Secure Client - DART

Processing Application logs...

NI
CISCO

Cancel

Processando

logsEtapa 4. Apds o processamento, o pacote DART é salvo na érea de trabalho por padréo.



® ¢ Cisco Secure Client - DART

The bundle was created successfully on your Desktop.

NIl
CISCO

Finish

Pacote DART criado

Linux

Etapa 1. Navegue até /opt/cisco/secureclient/dart/ e execute ainterface dartui. gréfica do usuério paraque o DART sgja aberto natela e clique

em Next .



|root@localhost dart]#

root@localhost dart]#
[root@localhost dart]# ./dartuil

|

Cisco Secure Client - DART 5.1.2.42 - o x

Diagnostic and Reporting ol I I l I
Tool (DART) CISCO

DART is a tool that helps to bundle the appropriate
log files and diagnostic information that can be used
for analyzing and debugging the Cisco Secure Client.

This wizard will guide you through the steps required
to create the diagnostic bundle. To continue, click
Next.

2> Next @ Cancel

inicializacdo de DART

Etapa 2. Selecione Typical aopgéo de pacote para coletar logs e informagdes de diagnéstico e clique Next como mostrado naimagem.



[root@localhost dart]#
[root@localhost dart]# ./dartui

Cisco Secure Client - DART5.1.242 - @ X |

T
CISCO

Bundle Creation Option

Select a bundle option.

(e) Typical

Typical log files and diagnostic
@ information will be included in the bundle.

(Bundle will be saved to Desktop)

() Custom I

Choose which log files and diagnostic
information to be included in the bundle.

&- Back 2> Next @ Cancel

Opcéo de pacote

Etapa 3. Clique em Finish e o pacote DART sera salvo na area de trabalho por padréo, como mostrado naimagem.



Cisco Secure Client - DART 5.1.242 - 0O X

NIy
CISCO

Bundle Creation Result

The bundle was created successfully in /home/calo/
Desktop/DARTBundle_0421_0125.zip.

Back ‘ ->> Finish ‘ ® Cancel

Pacote DART criado

Troubleshooting

Esta sec¢o disponibilizainformagdes para a solugéo de problemas de configuracéo.

Consulte este guia para correlacionar e identificar efetivamente os registros do DART pararesolver problemas relacionados ao Secure Client.


/content/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



