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!

! Last configuration change at 05:54:08 UTC Fri Apr 26 2013
version 15.2

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

!

hostname MAIB-WDS-AP

1

!

logging rate-limit console 9

enable secret 5 $1SEADDS$SAG47yIKn86GCamKjFf1Sy0

!

aaa new-model

1

1

aaa group server radius rad_eap

server name Local-Radius

!

aaa group server radius Infrastructure

server name Local-Radius

!

aaa authentication login eap_methods group rad_eap
aaa authentication login method_Infrastructure group Infrastructure

aaa authorization exec default local
1



1

1

!

aaa session-id common

no ip routing

no ip cef

1

1

1

!

dotll syslog

1

dotll ssid WDS-EAP

authentication open eap eap_methods
authentication network-eap eap_methods
authentication key-management wpa version 2
guest-mode

!

!

dotll guest

1

1

!

username Cisco password 7 13261E010803
username My3602 privilege 15 password 7 10430810111F00025D56797F65
1

!

bridge irb

1

1

!

interface DotllRadioO

no ip address

no ip route-cache

!

encryption mode ciphers aes-ccm

1

ssid WDS-EAP

!

antenna gain 0

stbc

station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
1

interface DotllRadiol

no ip address

no ip route-cache

!

encryption mode ciphers aes-ccm

1

ssid WDS-EAP

!

antenna gain 0

peakdetect

dfs band 3 block

stbc

channel dfs

station-role root



bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source

no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding

1

interface GigabitEthernetO

no ip address

no ip route-cache

duplex auto

speed auto

bridge-group 1

bridge-group 1 spanning-disabled

no bridge-group 1 source-learning

1

interface BVI1l

ip address 10.106.54.146 255.255.255.192
no ip route-cache

ipvé address dhcp

ipv6 address autoconfig

ipv6 enable

!

ip forward-protocol nd

ip http server

no ip http secure-server

ip http help-path http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag
ip radius source-interface BVI1

1

1

radius-server local

no authentication eapfast

no authentication mac

nas 10.106.54.146 key 7 045802150C2E1D1C5A
user WDSClientl nthash 7
072E776E682F4D5D35345B5A227E78050D6413004A57452024017B0803712B224A
!

radius-server attribute 32 include-in-access-req format $%$h
radius-server vsa send accounting

1

radius server Local-Radius

address ipv4 10.106.54.146 auth-port 1812 acct-port 1813
key 7 060506324F41584B56

!

bridge 1 route ip

1

1

wlccp authentication-server infrastructure method_Infrastructure
wlccp wds priority 254 interface BVI1

!

line con 0

line vty 0 4

transport input all

1

end

WDS #CZIO|SHE AP

CtE2 WDS Z2t0|HE APS| ME Zu|J8|o|MLCt.

Current configuration : 2512 bytes



1
! Last configuration change at 00:33:17 UTC Wed May 22 2013
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
1
hostname MAIB-WDS-Client
1
!
logging rate-limit console 9
enable secret 5 $1$vx/M$gP6DY30TGiXmjvUDVKKjk/
!
aaa new-model
!
!
aaa group server radius rad_eap
server name WDS-Radius
!
aaa authentication login eap_methods group rad_eap
aaa authorization exec default local
1
1
1
1
!
aaa session-id common
no ip routing
no ip cef
1
1
1
!
dotll syslog
!
dotll ssid WDS-EAP
authentication open eap eap_methods
authentication network-eap eap_methods
authentication key-management wpa version 2
guest-mode
!
!
dotll guest
!
eap profile WDS-AP
method leap
1
1
!
username Cisco password 7 062506324F41
username My2602 privilege 15 password 7 09414F000DOD051B5A5E577E6A
1
1
bridge irb
!
1
1
interface DotllRadioO
no ip address
no ip route-cache
1

encryption mode ciphers aes-ccm
1



ssid WDS-EAP

!

antenna gain 0

stbc

station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
1

interface DotllRadiol

no ip address

no ip route-cache

!

encryption mode ciphers aes-ccm

1

ssid WDS-EAP

!

antenna gain 0

peakdetect

dfs band 3 block

stbc

channel dfs

station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
1

interface GigabitEthernetO

no ip address

no ip route-cache

duplex auto

speed auto

bridge-group 1

bridge-group 1 spanning-disabled
no bridge-group 1 source-learning

1

interface BVI1

ip address 10.106.54.136 255.255.255.192
no ip route-cache

ipvé address dhcp

ipv6 address autoconfig

ipv6 enable

!

ip forward-protocol nd

ip http server

no ip http secure-server

ip http help-path http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag
ip radius source-interface BVI1

1

1

radius-server attribute 32 include-in-access-req format $%$h
radius-server vsa send accounting

!

radius server WDS-Radius

address ipv4 10.106.54.146 auth-port 1812 acct-port 1813
key 7 110A1016141D5A5E57

1

bridge 1 route ip



1
!
wlccp ap username WDSClientl password 7 070C285F4D06485744
wlccp ap wds ip address 10.106.54.146
1
line con 0
line vty 0 4
transport input all
1

end
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MAIB-WDS-AP#sh wlccp wds ap


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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HOSTNAME MAC-ADDR IP-ADDR IPV6-ADDR STATE
MAIB-WDS-Client £872.ea24.40e6 10.106.54.136 :: REGISTERED

MAIB-WDS-AP#sh wlccp wds statistics

WDS Statistics for last 10:34:13:
Current AP count: 1

Current MN count: O

AAA Auth Attempt count: 2

AAA Auth Success count: 2

AAA Auth Failure count: 0

MAC Spoofing Block count: 0
Roaming without AAA Auth count: 0
Roaming with full AAA Auth count:0
Fast Secured Roaming count: 0

MSC Failure count: 0
KSC Failure count: 0
MIC Failure count: 0
RN Mismatch count: 0

WDS Z2t0|HE AP2| CLI &9l &7

CtE MRl ME WDS Z2H0|E AP ZI|agfoldE & elst=

MAIB-WDS-Client#sh wlccp ap
WDS = bcl6.6516.62c4, IP: 10.106.54.146 , IPV6:
state = wlccp_ap_st_registered

IN Authenticator = IP: 10.106.54.146 IPV6:
MN Authenticator = IP: 10.106.54.146 IPv6::

= e A

24X of Amago|dof| AHEE + U= &Y EXl a2 HE
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