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Appl D Early Packet Detection APl YA ER

User creates and
activates custom
detector
The APl parses the
and stores the IP,
port and protocol in
cache

wne cacne
Applications defined
in the ua file by user
are assigned to the
connection,

User's netwark
traffic
For every session,
smort looks up the 1P,

If this is false, app
discovery stops for the
session. If value is true, app
port and protocol of discovery continues, and
the first packet in the applications assigned to the

cache. SEssian may change.
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gDetector:addHostFirstPktApp

(gAppldProto, gAppldClient, gAppld, 0, "192.0.2.1", 443, DC.ipproto.tcp );
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o curl€ AF83tod EBlE EIAE: curl https://www.example.com v/s curl hitps://192.0.2.1/(TEST IP &4 & 5tL})

<#root>

> curl https://ww. exanpl e. con!

curl: (35) OpenSSL SSL_connect: SSL_ERROR SYSCALL in connection to ww. exanpl e. com 443

> curl https://192.0.2.1/


https://www.aol.com

curl: (7) Failed to connect to 192.0.2.1 port
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Create A Custom Application Detector

Mame:
[ First_pkt

Description:

[ First packet demo

Application:
| Pandora

Detector Type:
) Basic (@ Advanced

+  Detection Criteria(Ef X| 7|&) otziof Lua g Y2 =fLct B X|7|18 MEsto -8t gt

Upload a Custom Detector File

Custom Detector Fila:
| CiMfakepath\sve_client.lua
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CLI: A|AE X|?4 application-identification-debug

192.0.2.1 443 -> 192.168.1.16 51251 6 AS=4 ID=0 New Appld session
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192
192
192

<#root>

.0.2.1 443 -> 192.168.1.16 51251

.168.1.16 51251 ->
.168.1.16 51251 ->
.168.1.16 51251 ->
.168.1.16 51251 ->

6 AS=4 | D=0 Host cache match found on first packet, service: HITPS(!

app event with client changed, service changed, payload

New firewall session

Starting with minimum 2, 'New-Rule-#1-MONITOR', and Src

match rule order 2,

'New-RuTe-#1-MONITOR', action Audit



192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 I D=0 match rule order 3, 'New Rul e-#2-BLOCK_RESET', action Re

192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 MidRecovery data sent for rule id: 268437504, rule_acti
192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 Generating an SOF event with rule_id = 268437504 ruleAc

192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 | D=0 reset action

192.0.2.1 443 > 192.168.1.16 51251 6 AS-4 ID=0 New Appld session

192.0.2.1 443 > 192.168.1.16 51251 6 AS=4 ID=0 Host cache match found on first
packet, service:

HTTPS (1122), client: AOL(1419), payload: AOL (1419), reinspect: False
192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 app event with client changed,
service changed, payload changed, referred no change, miss no change, Mad no
change, fas host no change, bits 0x1D 192.168.1.16 51251 > 192.0.2.1 443 6 AS=4
ID=0 New firewall session

192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 Starting with minimum 2, 'New-
Rule-#1-MONITOR', and Saclone first with zones 1 —> 1, geo 0(xff0) —> 0, yan 0,
sae, sgt; 0, sag sat, type: unknown, det sat: 0, det sat type: unknown, sve 1122,
payload 1419, client 1419, mise 0, user 9999997, no Mad or host, no xff
192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 match rule order 2, 'New-Rule-#1-
MONITOR', action Audit
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BLOCK_
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268437504, rule_action:5, rev id:3558448739, Eule_match flag:0x1

192.168.1.16 51251 > 192.0.2.1 443 6 AS-4 ID-0 Generating an SOF event with
zuleid - 268437504
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