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PBR(Policy Based Routing)

IP SLA(Internet Protocol Service Level Agreement)
FMC(Firepower Management Center)

* FTD(Firepower Threat Defense)
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ISP1 Internet
10.115.117.1

ISP2 Internet
172.20.20.13
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ISP1=10.115.117 .1
ISP2 =172.20.20.13
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Edit SLA Monitor Object

MName: Description:
| saL

Frequency (seconds): SLA Monitor ID*:
60 1

{1-604800)

Threshold (milliseconds): Timeout (milliseconds):
S000 5000

s e b i m .\_.I:l.-.- -\.l:l-
|_'\. 'E'\-I-I-'I:l_l 1 'E'I- q'\.l L) ('

Data Size (bytes): ToS:
1]

Number of Packets: Monitor Address®:

B ' 10.115.117.1

Available Zones
0, Search Selected Zones/Iinterfaces

Outside

OlOlx| 2. SLA1 2LIE{ 744 &
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Edit SLA Monitor Object (7]

Name: Description:

[ swaz [

Frequency (seconds): SLA Monitor ID*:

| 60 | 2

1 =-604800)

Threshold (milliseconds): Timeout [miliseconds):
| 5000 | 5000

(0= G000 (0= B60LEDIO00]

Data Size (bytes): ToS:
|0

MNumber of Packets: Monitor Address®:
[ 1 [ 172.20.20.13

Available Zones
£, Search Selected Zones/Interfaces

Backbone Backup
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Edit Static Route Configuration

Type: ® |Pud IPvE
Interface®
outside -

(Interface starting with this icon [ signifies it is available for route leak)

Available Netwark O - Selected Network
2, Search any-ipvd

10.10.10.1
10.117.0.250
10.34.24.0
172.16.0.20
172.20.20.13
192.168.1.20

Ensure that egress virtualrouter has route to that destination
Gateway

10.115.117 .1 * |+
Metnc:

1

Tunnelhed: {Used only for default Route)
Route Tracking:
SALT
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Edit Static Route Configuration @

Type: s |Pvd IPvE

Interface®

backup v

(Interface starting with this icon [Bsignifies it is available for route leak)

Available Metwork O -4 Selected Network
4, Search any-ipvd

10.10.10.1
10.117.0.250
10.34.24.91
172.16.0.20
172202013
192.168.1.20

Ensure that egress virtualrouter has route to that destination

Gateway
172.20.20.13 r | +

Maitric:

254

Tunneled: (Used only for default Route)
Route Tracking:
SLAZ2
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Add Policy Based Route

A policy based route consists of ingress inlerface bt and & oot of malch criteia associsied 1o egrets intertsces

Ingress Intertace™
Select

Match Criteria and Egress Interface
Specity fomward action for chosen match crileria

There are o fonward-actions defined yet. Start by defining the first ane

o|0|x| 6. PBR |2 2flo|M &
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o MEHpAddress 0| A sendto SMHE MEHENL|CE.

« 0| ood M= 10.115.117.2347} FTD LHE IP A QIL|Ct.
Edit Forwarding Actions Q
Match ACL:* | all_ipv4_for_pbr | +
Send To:* | IP Address v |
IPv4 Addresses: | 10.115.117.234 |
IPv6 Addresses: | For example, 2001:db8::, 2002:db8::1; |
Don‘t Fragment: | Mone |

[C] Default Interface

IPvd settings IPv6 settings

Recursive: | For example, 192.168.0.1 |
Default: | For example, 192.168.0.1,10.10.10.1 |
[] Peer Address
Verify Availability |£| .
=x
L B
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Edit Forwarding Actions

[T] Default Interface

IPvd settings |IPv6 settings
Recursive: | For example, 192.168.0.1
Default: | For example, 192.168.0.1, 10.10.10.1
[] Peer Address

Verify Availability
IP Address: Sequence:

10.115.1171 1

Track:

olOlx| 8. ML 2 7+ &

o2
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Edit Forwarding Actions 7]

Match ACL:* | internal_networks | + -
Send To:* | IP Address w |
IPv4 Addresses: |172.20.20.77 |
IPv6 Addresses: | For example, 2001-db8, 2002:db8-1: |
Don‘t Fragment: | Mone |

"] Default Interface

IPv4 settings IPv6 settings
Recursive: | For example, 192.168.0.1 |
Default: | For example, 192.168.0.1,10.10.10.1 |
[] Peer Address
Verify Availability |E|

0|0|X| 9. Forwarding Actions Z1I|12{|0|AM &

o CHell S YUt T2 MAE BHE & L|Clverity AvailanilitylSP204| CHEH ZAZ| 28| o| M L|Ct.

Edit Forwarding Actions (]

[] Default Interface -

IPv4 settings IPv6 settings

Recursive: | For example, 192.168.0.1 |

Default: | For example, 192.168.0.1, 10.10.10.1 |

[] Peer Address

Verify Availability [+]
IP Address: Seguence: Track:

172.20.20.13 2 2 |




olOIx[10.7t8d T+ & & lFf LIt

11| el 0| ME FlghLct
=~ Firewall Management Center

FTDb-osmontoy

Cisto Firepower Threat Defense for WhMWare

Ierfaces Infine Sets DHCR® VTER

Palicy Based Routing

Specify ingress interfaces, match critetia and egress interfaces

e rewie tafc accondingly Trafic can be routed across £

Jress inbert;

A0S BCCerEngly

( Cormors o rary | 305 |
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EFLICH system support disagnotsic-cli CHS &

* show routemap: O] WL route-map ZAIL| 20| S E AIELICEH

<#root>
firepower#

show rout e- map

rout e-map FMC_GENERATED PBR 1679065711925

, permit, sequence 5
Match clauses:

ip address (access-1ists): internal_networks
Set clauses:

ip next-hop verify-availability 10.115.117.1 1

track 1 [up]

ip next-hop 10.115.117.234
route-map FMC_GENERATED_PBR_1679065711925,
Match clauses:

ip address (access-1ists):

permit,
all_ipv4_for_pbr

Set clauses:
ip next-hop verify-availability 172.20.20.13 2

track 2 [up]

ip next-hop 172.20.20.77
firepower#

sequence 10



* show running-config sla monitor: Ol %'Ec';'% SLA sﬂ_lﬂ:LE'”OMd% EAlEI'thl'-

<#root>
firepower#

show runni ng-config sla nonitor

sla nonitor 1

type echo protocol ipIcmpEcho 10.115.117.1 interface outside
sla monitor schedule 1 1ife forever start-time now

sla nonitor 2

type echo protocol ipIcmpEcho 172.20.20.13 interface backup
sla monitor schedule 2 1ife forever start-time now
firepower#

* show slamonitor configuration: O] &2 SLA Z1I|22i|0|M Zf2 EA|ELCt.

<#root>
firepower#

show sl a nonitor configuration

SA Agent, Infrastructure Engine-II
Entry number:

1

Owner:
Tag:
Type of operation to perform: echo

Target address: 10.115.117.1

Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active



Enhanced History:

Entry number:

2

Owner:
Tag:
Type of operation to perform: echo

Target address: 172.20.20.13

Interface: backup

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

* show slamonitor operational-state; O] = SLA 20| Q4 HEHE FE A

<#root>
firepower#

show sl a nonitor operational -state

Entry nunber: 1

Modification time: 15:48:04.332 UTC Fri Mar 17 2023
Number of Octets Used by this Entry: 2056

Number of operations attempted: 74

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 17:01:04.334 UTC Fri Mar 17 2023
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1



Entry nunber: 2

Modification time: 15:48:04.335 UTC Fri Mar 17 2023
Number of Octets Used by this Entry: 2056

Number of operations attempted: 74

Number of operations skipped: 0

Current seconds left in Life: Forever

Qperational state of entry: Active

Last time this entry was reset: Never
Connection loss occurred: FALSE
Timeout occurred: FALSE

Over thresholds occurred: FALSE
Latest RTT (milliseconds): 1

Latest operation start time: 17:01:04.337 UTC Fri Mar 17 2023

Latest operation return code: OK
RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1
NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

* show track: O| %’%’8 SLA ZI_Sx—-i EEA'”ﬁO'” 9—|5H ZTSx—'!HE

<#root>
firepower#

show track

Track 1

Response Time Reporter 1 reachability

Reachability is Up

4 changes, last change 00:53:42
Latest operation return code: OK
Latest RTT (millisecs) 1

Tracked by:

ROUTE-MAP 0

STATIC-IP-ROUTING O

Track 2

Response Time Reporter 2 reachability

Reachability is Up

2 changes, Tast change 01:13:41
Latest operation return code: OK
Latest RTT (millisecs) 1

Tracked by:

ZH
21



ROUTE-MAP 0
STATIC-IP-ROUTING O

® show running-config route: O| %'Eé'%

¥
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2 ZAu|ago|Mg EAIELICE

<#root>
firepower#

show runni ng-config route

route
out si de
0.0.0.0 0.0.0.0 10.115.117.1 1

track 1

route
backup
0.0.0.0 0.0.0.0 172.20.20.13 254

track 2

route vlan2816 10.42.0.37 255.255.255.255 10.43.0.1 254
firepower#

* showroute: O] HH2 OI|O|E QIE{H[0]|A 0| 2t & E|O|Z& EA[EfLICH

<#root>
firepower#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS dinter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 10.115.117.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.115.117.1, outside



10.0.0.0 255.0.0.0 [1/0] via 10.88.243.1, backbone
10.88.243.0 255.255.255.0 is directly connected, backbone
10.88.243.67 255.255.255.255 1is directly connected, backbone
10.115.117.0 255.255.255.0 is directly connected, outside
10.115.117.234 255.255.255.255 1is directly connected, outside
10.42.0.0 255.255.255.0 1is directly connected, vlan2816
10.42.0.1 255.255.255.255 1is directly connected, vlan2816
10.42.0.37 255.255.255.255 [254/0] via 10.43.0.1, vlan2816
172.20.20.0 255.255.255.0 is directly connected, backup
172.20.20.77 255.255.255.255 1is directly connected, backup

rOunroror 0 nm

7|2 30l o7t ddstE 2

o show routemap: O| BHEE 237 AIHE B2 route-map ZHL|2 20|22 EA[ELIC}H

<#root>
firepower#

show rout e-map FMC_GENERATED PBR 1679065711925

route-map FMC_GENERATED_PBR_1679065711925, permit, sequence 5
Match clauses:
ip address (access-1lists): internal_networks

Set clauses:
ip next-hop verify-availability 10.115.117.1 1

track 1 [down]

ip next-hop 10.115.117.234

route-map FMC_GENERATED_PBR_1679065711925, permit, sequence 10
Match clauses:

ip address (access-1lists): all_ipv4_for_pbr

Set clauses:
ip next-hop verify-availability 172.20.20.13 2

track 2 [up]

ip next-hop 172.20.20.77
firepower#

* showroute; O] BE2 QUEH[0|AT M 2t T E|O|2 S EAIFLICH

<#root>
firepower#

show route



Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS dinter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 10.115.117.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 172.20.20.13, backup

10.0.0.0 255.0.0.0 [1/0] via 10.88.243.1, backbone
10.88.243.0 255.255.255.0 is directly connected, backbone
10.88.243.67 255.255.255.255 1is directly connected, backbone
10.115.117.0 255.255.255.0 is directly connected, outside
10.115.117.234 255.255.255.255 1is directly connected, outside
10.42.0.0 255.255.255.0 1is directly connected, vlan2816
10.42.0.1 255.255.255.255 1is directly connected, vlan2816
10.42.0.37 255.255.255.255 [254/0] via 10.43.0.1, vlan2816
172.20.20.0 255.255.255.0 is directly connected, backup
172.20.20.77 255.255.255.255 1is directly connected, backup

rOunroror 0 nmn
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