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crypto i saknp policy 10
encr aes
aut hentication pre-share

crypto i saknp key cisco address 0.0.0.0
crypto i saknp keepalive 30 5

crypto i saknp profile DWPN_ | KEvl
keyri ng DWPN_I KEv1l
match identity address 0.0.0.0

crypto i psec transformset | KEvl esp-aes esp-sha-hnac
node transport

crypto i psec profile DWPN_IKEvl
set transformset |KEvl
set isaknp-profile DWPN_|I KEvl

interface Tunnel O

ip address 10.0.0. 101 255. 255.255.0
no ip redirects

ip ntu 1400

ip nhrp map 10.0.0.1 172.25.1.1

ip nhrp map multicast 172.25.1.1

ip nhrp network-id 1

ip nhrp holdtime 900

ip nhrp nhs 10.0.0.1

ip nhrp shortcut

ip tcp adjust-nmss 1360

tunnel source Ethernet0/0

tunnel node gre nulti point

tunnel protection ipsec profile DWPN_ | KEvl

router eigrp 100

network 10.0.0.0 0.0.0. 255
network 192.168.102.0
passive-interface default

no passive-interface Tunnel 0

55 DMVPN 741|128 o|M
512 AI|ag oMol E{E 2 172.25.1.12] IP A E 7}+Z loopback00| A
B ZTZ2ZEZZ EIGRPE A&35l= DMVPN 22| E& 5 lL|CH,

crypto i saknp policy 10
encr aes
aut henti cation pre-share

crypto i saknp key cisco address 0.0.0.0

crypto ipsec transformset |KEvl esp-aes esp-sha-hnmac
node transport

crypto i psec profile DWPN_IKEvl

set transformset |KEvl
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interface Tunnel O

ip address 10.0.0.1 255.255.255.0

no ip redirects

ip ntu 1400

ip nhrp map nul ticast dynamc

ip nhrp network-id 1

ip nhrp holdtime 900

ip nhrp server-only

ip nhrp redirect

ip sumary-address eigrp 100 192.168. 0.0 255.255.0.0
ip tcp adjust-mss 1360

tunnel source LoopbackO

tunnel node gre multi point

tunnel protection ipsec profile DWPN_I| KEvl

router eigrp 100

network 10.0.0.0 0.0.0. 255
network 192.168.0.0 0.0.255. 255
passive-interface default

no passive-interface Tunnel 0
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aaa new node
aaa aut horization network default | ocal
aaa session-id common

crypto i kev2 profile Flex_| KEv2

match identity renote fgdn domai n ci sco.com

local identity fqdn spoke. cisco.com

aut hentication renmpte rsa-sig

aut hentication local rsa-sig

aaa aut horization group cert list default default
virtual -tenplate 1

crypto i kev2 dpd 30 5 on-denand

I 7|2Mo2 EH D= IP FAE MSSE S HYEELIC WatA T(o{2| siE match &
2 FAE 7|’<OE 2l x|3HoF B LICt. 218 A2l DN(Distinguished Name)2 7|8ro 2 x| 5t
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AES GCME X|#stE st=ff042t A AtEst= Zdo|l E&LICH

crypto i psec transformset | KEv2 esp-gcm
node transport

crypto ipsec profile default
set ikev2-profile Flex_I KEv2
I set transformset |KEv2

interface Tunnel 1

i p address negoti at ed

ip mu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1
ip nhrp redirect

ip tcp adjust-nmss 1360

shut down

tunnel source Ethernet0/0

tunnel destination 172.25.2.1
tunnel path-ntu-di scovery

tunnel protection ipsec profile default

interface Virtual - Tenpl atel type tunnel
i p unnunbered Tunnel 1

ip mu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1

ip nhrp redirect

ip tcp adjust-nmss 1360

tunnel path-ntu-di scovery

tunnel protection ipsec profile default



PKI(Public Key Infrastructure)= IKEV20IM T2 2158 s&st= HE SYLICH JELt
PSKO| AMgt2 &1 Q= & A& AL E = U&LICH

CH2 & cisco= PSKEZE AI235H= Z1|aso|Mel of ol ct.

crypto i kev2 keyring Fl ex_key

peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco

crypto i kev2 profile Flex_| KEv2

match identity renpte address 0.0.0.0
aut hentication renpote pre-share

aut hentication | ocal pre-share
keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto i kev2 dpd 30 5 on-denand
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Ml

aaa new node
aaa aut horization network default |oca
aaa session-id comon

crypto i kev2 authorization policy default

pool Fl exSpokes

crypto i kev2 profile Flex_|I KEv2

nmatch identity renpte fgdn domai n ci sco.com

|l ocal identity fqdn hub.cisco.com

authentication renote rsa-sig

authentication |local rsa-sig

aaa aut horization group cert list default default
virtual -tenplate 1

crypto i kev2 dpd 30 5 on- demand

AES GCM2 X|Hsl= stESo{2r &7H At 5t= 20| E&LICH

crypto i psec transformset | KEv2 esp-gcm
nmode transport

&t1: o] 440l A AES GCM E40| FM ® 2| =R & LICE.

crypto ipsec profile default
set ikev2-profile Flex_|KEv2



I set transformset | KEv2

interface LoopbackO

description DWPN term nation

ip address 172.25.2.1 255. 255. 255. 255
interface Loopback100

ip address 10.1.1.1 255.255. 255. 255
interface Virtual - Tenpl atel type tunnel
i p unnunber ed Loopback100

ip nhrp network-id 2

ip nhrp redirect

tunnel path-ntu-di scovery

tunnel protection ipsec profile default
ip local pool FIexSpokes 10.1.1.100 10.1.1.254
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router bgp 65001
network 192.168.0.0
nei ghbor 192.168. 0.2 renote-as 65001
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router bgp 65001

bgp | og- nei ghbor - changes

network 192.168.101.0

nei ghbor 10.1.1.1 renote-as 65001

BGP Li|O|t{7} LIEtLET(CHS MM & X) St M HFAE &&8 & 24X DMVPN 22t¢
Z0iM Mf FlexVPN E2tRER EZfZig AZE = UA&LICH

312 BGP 1|1y 0|4

FlexVPN & & - & BGP HI|1d|o|M
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access-list 1 pernit any
route-map ALL permt 10
match ip address 1

route-map SET_NEXT_HOP permit 10
set ip next-hop 192.168.0.2

router bgp 65001

network 192.168.0.0

bgp | og- nei ghbor - changes

bgp listen range 10.1.1.0/24 peer-group Spokes
aggregate-address 192.168.0.0 255.255.0.0 summary-only
nei ghbor Spokes peer-group

nei ghbor Spokes renote-as 65001

nei ghbor 192.168. 0.1 renote-as 65001

nei ghbor 192.168.0.1 route-reflector-client

nei ghbor 192.168. 0.1 unsuppress-nmap ALL

nei ghbor 192.168. 0.1 route-map SET_NEXT_HOP out

DMVPN & E - % BGP %! EIGRP Z1I|120]4d

DMVPN 512 o| I|ago|Me 7|2 lLIC FlexVPN 3120 EX M5 AR £ A5t T EIGRPO|

router bgp 65001

bgp | og- nei ghbor - changes

redi stribute eigrp 100

nei ghbor 192.168.0.2 renote-as 65001
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interface tunnel 0
shut
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interface tunnel 1
no shut
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show bgp

I or

show bgp i pv4 uni cast

I or

show i p bgp sumary

C}S2 FlexVPN 5{29| 2HtE HEo| of LCt,

BGP router identifier 172.25.2.1, |ocal AS nunber 65001
(...omtted...)

Nei ghbor V AS MsgRcvd MsgSent Tbl Ver |1 nQ Qut Q Up/ Down St at e/ Pf xRcd
*10.1.1.100 4 65001 112 123 16 0 0 01:35:58 1
192.168.0.1 4 65001 97 99 16 0 0 01:24:12 4
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show i p bgp sumary
BGP router identifier 192.168.101.1, |ocal AS nunber 65001
(...omtted...)

Nei ghbor V AS MsgRcvd MsgSent Thl Ver |1 nQ CQut Q Up/ Down St at e/ Pf xRcd
10.1.1.1 4 65001 120 109 57 0 0 01:33:23 2

A2ZF 7 HEM F 7He HFALE HA&LICH o] dHo| B FlexVPN S{E0|M I E[=
o= MSE AL stLt7F =& E|o{ofF & LICt. EE CFE 3tLt= DMVPN AX 30| A BGPE2 XHHHﬂtE'
DMVPN 10.0.0.0/24 HE{ 3 IL|Ct.

EIGRPE At&3t0{ M E{'d £ 0}o|gj|o]M

EIGRPE H|I % ZtEtet 15 9 fiE A Z Q18 DMVPN HE T oM HE| Akl SM
Qluict gLt BGP_‘?'_EP = aﬂl Y E|H, BGPUIM SA|ALE = e Bt 12 HAHLIES

N3stx| et&LIcH CHS MMoME MEZ2 EIGRP Z2MAE AF236104 FlexVPN2 2 0|55t
g = SHLIE M ='EH—IE+

Ax3 3 HOHOIE

9| EIGRP ZZMAZ AMZ2 AS(Autonomous System)7} F7}HElLICH,

router eigrp 200

network 10.1.1.0 0.0.0. 255
net work 192.168.101.0
passive-interface default

no passive-interface Tunnel 1

Fn:A¥x3 8 AR EHIS SHERE ZEEZ QMEE AHX| obe WOl 71 E&
LICt. 2t A tunnel1 2| QIE{H|O|ABF THA[E2 7} | 5 B L|CHspoke-to-hub).

Al 0| EEl FlexVPN 3

Ob&t7HR|2 FlexVPN $1E0| AR AZ F0f TAEl Bt E
SYLZEES "H|°F|_||:}

|E
Hu
Hm
T4
mo

URIAI7A T ASOIM EF

router eigrp 200
network 10.1.1.0 0.0.25

0.
A X 0] CHet 9F S CHAl MSst7| 2lsl & 7HX| &0l ALSELICH

&)]

-nullo2 7tEl7|le 178 B2 & MEZELICHTIE 48 S4).

ip route 192.168.0.0 255.255.0.0 null O
iproute 10.1.1.0 255.255.255.0 null O

ip prefix-list El GRP_SUMVARY _ONLY seq 5 permit 192.168.0.0/16
ip prefix-list El GRP_SUMVARY_ONLY seq 10 permt 10.1.1.0/24

rout e-map El GRP_SUMVARY pernmit 20



match ip address prefix-Iist El GRP_SUMVARY_ONLY

router eigrp 200
distribute-list route-map El GRP_SUWMARY out Virtual - Tenpl atel
redistribute static netric 1500 10 10 1 1500 route-map El GRP_SUMVARY

Ol SME AI235tH 529 VT(VirtuaIization Technology) ZAI|I8|0|ME =X I 2
of I ZHHHZ & Mo{E = ULt AT & 7He HMATL UeE B s VT Az
olMeg =g = g7l H+01I Ol &Lt

. 7t4 R E3210{ DMVPN AEHY Q9F FAE MHFHLIC

Zf 7hef HMAof CHEr LHR ME| 2 sllE 29| SH| w20l o] Zm|zelolde HEE/X &
EL/Cf. &2 07| Ltet AU&LICH

interface Virtual - Tenpl atel type tunnel
ip summary-address eigrp 200 192.168.0.0 255.255.0.0

H2 QIEs{E 2t E W EtL|Ct EIGRP QIAEA S iBGPOI| AiH{E
313
o

DMVPN & - 4d|0|EEl BGP HI|ad o]
ZAn|ago|lMe 7|8 MEl2 SX|ELICH EIGRPOUIA BGPE E7% MSFALE RHHHEZ 8HofF B L|Ct.
router bgp 65001

redi stribute eigrp 100

nei ghbor 192.168.0.2 renote-as 65001
FlexVPN &{E - HC|O|EE BGP Z1x|12i 0|4

FlexVPNO{ A DMVPN 3{E.2t HI=5tH| A EIGRP ZEM|A Q| HFAHE BGPO| AHHH Z5HOF & L|CH

router bgp 65001
redistribute eigrp 200 redistribute static

nei ghbor 192.168.0.1 renote-as 65001

FlexVPN2 2 E2H¥ ofo|do]|M

010|212 0|44 4 85t2{™ DMVPN 7158 2517 2 AZ 301 M FlexVPNE B ol shLt
JhS ok ELICh o MRt A4 ¥¥e EEELC



1.2 AXTJOoM EHEZE CISS =8|

interface tunnel 0
shut

O| A|o|M o] Az 30i HHE IKEV1I MM0| i=X| =IFLICt O|= show crypto isakmp
sa B | £242 = QI3 11 crypto logging session HZ 0| |3l M A El syslog HIAIXIE 2L
E{3st= 420l &g = U&LICH & QlL|™ FlexVPNS Hl& AL E = U&LICH
2. st AZ 30| M CHEE U= LICH

interface tunnel 1
no shut

ol gA

IPsec OH&d4d

BGP2| B2t OtEt7HK| 2 IPsecO| eHEXMQIX| Botatof LI 7 £2 Y2 crypto logging
C}. x

session configuration HE 2 & 43515104 syslogB ZLIE{35t= JRILICH MMOo| =& 2 SEHE|
= 42 oto|ado|lME Al=HstT| Tofl =55l oF 5t= IKEv2/FlexVPN Bl ol EXME LIEFH = QU
&LCt.

EZEZX| Ho|g2 EIGRP HE

EIGRP EZZX| H|O|20| 5{EC| AX 3 LAN &=F1} AX 39| Q0] R U=X| &lghLICt
{2 2 AZ 0] O] HHEE =248t B2 0| & QIE = &LCt.

show ip eigrp [AS_NUMBER] topology
CtE2 AZ 39| £39| of LCt.

Spokel#show ip eigrp 200 topology

El GRP- | Pv4 Topol ogy Table for AS(200)/1D(192.168. 101. 1)

Codes: P - Passive, A - Active, U - Update, Q- Query, R - Reply,
r - reply Status, s - sia Status

P 10.1.1.1/32, 1 successors, FDis 26112000
via Rstatic (26112000/ 0)
via 10.1.1.1 (26240000/ 128256), Tunnel 1

P 192.168.101.0/24, 1 successors, FD is 281600
vi a Connected, Ethernetl/0

P 192.168.0.0/16, 1 successors, FD is 26114560
via 10.1.1.1 (26114560/ 2562560), Tunnel 1

P 10.1.1.100/32, 1 successors, FDis 26112000
vi a Connected, Tunnel 1

P 10.1.1.0/24, 1 successors, FD is 26114560
via 10.1.1.1 (26114560/ 2562560), Tunnel 1

£22 AZ I} ST LAN MEU(7/2 )T 2% thel 21 282 HodFLC



ChE2 5122 39| of &LCh.

hub2# show ip eigrp 200 topology

El GRP- | Pv4 Topol ogy Table for AS(200)/1D(172.25.2.1)

Codes: P - Passive, A - Active, U - Update, Q- Query, R - Reply,
r - reply Status, s - sia Status

P 10.1.1.1/32, 1 successors, FD is 128256
vi a Connected, Loopback200

P 192.168.101.0/24, 1 successors, FD is 26905600
via 10.1.1.100 (26905600/281600), Virtual -Accessl

P 192.168.0.0/16, 1 successors, FD is 2562560
via Rstatic (2562560/0)

P 10.1.1.0/24, 1 successors, FD is 2562560
via Rstatic (2562560/0)
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EZIONHRPE X|SH AZT & Ax 37 BT 224El FlexVPN IPsec Ml440| SHAMIELICH §{E
ollA NHRPE X|R £ Zd2 FlexVPN Aol &8 FX| et& Lt
Ol 7IB™M2 2 FlexVPNO|AM CH2E &35t HE ILICE

. AXIE B SEEX| gt&LICE
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