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C370.7ab> clusterconfig

Do you want to join or create a cluster?
1. No, configure as standalone.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.
[1]> 2

Enter the name of the new cluster.
[1> NameOfCluster

Should all machines in the cluster communicate with each other by hostname or
by IP address?

1. Communicate by IP address.

2. Communicate by hostname.

[2]> 1

What IP address should other machines use to communicate with Machine C370.Tab?
1. 10.1.1.11 port 22 (SSH on interface Management)

2. Enter an IP address manually

[1>1

Other machines will communicate with Machine C370.7ab using IP address
10.1.1.11 port 22. You can change this by using the COMMUNICATION subcommand
of the clusterconfig command.

New cluster committed: DATE

Creating a cluster takes effect immediately, there is no need to commit.

Cluster NameOfCluster

Choose the operation you want to perform:

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a member of.

- RENAMEGROUP - Rename a cluster group.

- DELETEGROUP - Remove a cluster group.

- REMOVEMACHINE - Remove a machine from the cluster.

- SETNAME - Set the cluster name.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COMMUNICATION - Configure how machines communicate within the cluster.

- DISCONNECT - Temporarily detach machines from the cluster.

- RECONNECT - Restore connections with machines that were previously detached.
- PREPJOIN - Prepare the addition of a new machine over CCS.

CCSE St S{AE 44

C370.7ab> clusterconfig

Do you want to join or create a cluster?
1. No, configure as standalone.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.
[1]> 2



Enter the name of the new cluster.
[]> Test

Should all machines in the cluster communicate with each other by hostname or by IP address?
1. Communicate by IP address.

2. Communicate by hostname.

[2]> 1

What IP address should other machines use to communicate with Machine C370.1ab?
1. 10.1.1.1 port 22 (SSH on interface Management)

2. Enter an IP address manually

[1> 2

Enter the IP address for Machine C370.1ab.
[]> 10.1.1.1

Enter the port (on 10.66.71.120) for Machine C370.71ab.
[22]> 2222
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<ffroot>

C370.1ab> clusterconfig

Do you want to join or create a cluster?
1. No, configure as standalone.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.
[1]> 3

While joining a cluster, you will need to validate the SSH host key of the remote machine to which you
To get the public host key fingerprint of the remote host, connect to the cluster and run: Tlogconfig ->
-> fingerprint.

WARNING: A11 non-network settings will be lost. System will inherit the values set at the group or clus
the non-network settings. Ensure that the cluster settings are compatible with your network settings (e
settings)



Exception: Centralized Policy, Virus, and Outbreak Quarantine settings are not inherited from the clus

These settings on this machine will remain intact.

Do you want to enable the Cluster Conmunication Service on C370.1ab? [N]>

Enter the IP address of a machine in the cluster.
[I> 10.66.71.120

Enter the remote port to connect to. This must be the normal admin ssh port, not the CCS port.
[22]>

Enter the name of an administrator present on the remote machine
[admin]>

Enter password:

Please verify the SSH host key for 10.66.71.120:

PubTlic host key fingerprint: d2:6e:36:9b:1d:87:c6:1f:46:ea:59:40:61:cc:3e:ef
Is this a valid key for this host? [Y]>
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(Cluster test)> clusterconfig
Cluster test

Choose the operation you want to perform:

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a member of.

- RENAMEGROUP - Rename a cluster group.

- DELETEGROUP - Remove a cluster group.

- REMOVEMACHINE - Remove a machine from the cluster.

- SETNAME - Set the cluster name.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COMMUNICATION - Configure how machines communicate within the cluster.

- DISCONNECT - Temporarily detach machines from the cluster.

- RECONNECT - Restore connections with machines that were previously detached.
- PREPJOIN - Prepare the addition of a new machine over CCS.

[1> prepjoin

Prepare Cluster Join Over CCS
No host entries waiting to be added to the cluster.
Choose the operation you want to perform:

- NEW - Add a new host that will join the cluster.
[1> new



Enter the hostname of the system you want to add.
[1> ESA.Tab

Enter the serial number of the host ESA.Tab.
[I> XXXXKXXXXXX = XXXXXA

Enter the user key of the host ESA2.lab. This can be obtained by typing
"clusterconfig prepjoin print" in the CLI on ESA.lab.
Press enter on a blank 1line to finish.
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ESA2.lab> clusterconfig Do you want to join or create a cluster? 1. No, configure as standalone. 2. Create anew cluster. 3. Join an existing cluster over SS
To get the public host key fingerprint of the remote host, connect to the cluster and run: logconfig -> hostkeyconfig -> fingerprint. WARNING: All non-ne
the non-network settings. Ensure that the cluster settings are compatible with your network settings (e.g. dnsconfig settings) Exception: Centralized Palicy,
These settings on this machine will remain intact. In order to join a cluster over CCS, you must first log in to the cluster and tell it that this system is being

On amachinein the cluster, run "clusterconfig -> prepjoin -> new" with the following information and commit. Host: ESA2.1ab Serial Number: XXXXXX
not the normal admin ssh port. [2222]>
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(AMAE esalab.cisco.com)> clusterconfig

0| HH2 "cluster 2EE MBHEILICH "SBHAE" ZEE HMESHAIZI&LI? [Y]>
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- RENAMEGROUP - 2B{AE| O£9| 0|2 d}& Lt

- DELETEGROUP - 22{AE O& A7

- REMOVEMACHINE - 2HAE0|M A|ARIS K| HELCt.

- SETNAME - E2{AE O|§2 MHELICt

-LIST - 2HAEO| AlARE LA LICH

- CONNSTATUS - E2{AEH U= AAH 7to| o472 HEHE EAIFLICH
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[1> New_Group

EAH I8 New_GroupO| MM E|RA&LIC.

X 2HAE{Q| ESAE HHE M 250l F7t5t2{2 SETGROUP BE S AFSELICH
(A AE esalab.cisco.com)> clusterconfig

Ol WYL "cluster” REZ MBHEILICH "SHAE" ZEZ MESHAIZELIN? [Y]>

Ee{AE] Cisco
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- SETGROUP- A|AEIO| FMHHOI OF S HAHELICE

- RENAMEGROUP - 2B{AE| 1 E9| 0|2 & "}E Lt

- DELETEGROUP - 28AE & A7

- REMOVEMACHINE - 23 AE{0|M A|ARIZ A& LICH.

- SETNAME - 22{AE| 0|22 MAELIC}.

- LIST -
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- CONNSTATUS - E2{AE{0] U= AIAE 7to| 44 HEHE ZE AlELICE.

- COMMUNICATION(S &l) - 2BAE LHo| M A|AEIO| SAlet= WS FMHELICH

- DISCONNECT - SHAEMM A|ARE LAMSE EE|FLICH

- RECONNECT - O|Z7oi| 22[8t A|AEuto| ddg SELct

- PREPJOIN - CCSO| M| A|ARIE 718 &HIE FLiCt

[]> SETGROUP
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esalab.cisco.com2 group New_Group2 2 A& gFL|C}.
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(A AE esalab.cisco.com)> clusterconfig

Ol WYL "cluster” REZ MBHEILICH "SHAE" ZEZ MESHAIZELIN? [Y]>
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- SETGROUP- A|AEIO| FMHHOI OF S HAHELICE

- RENAMEGROUP - 2B{AE| 1 E9| 0|2 & "}E Lt

- DELETEGROUP - 28AE & A7

- REMOVEMACHINE - 23 AE{0|M A|ARIZ A& LICH.

- SETNAME - 22{AE| 0|22 MAELIC}.
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- CONNSTATUS - E2{AE{0] U= AIAE 7to| 44 HEHE ZE AlELICE.

- COMMUNICATION(S &l) - 2BAE LHo| M A|AEIO| SAlet= WS FMHELICH
- DISCONNECT - SHAEMM A|ARE LAMSE EE|FLICH

- RECONNECT - O|Z7oi| 22[8t A|AEuto| ddg SELct

- PREPJOIN - CCSO| M| A|ARIE 718 &HIE FLiCt
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[New_Group]> Cluster_Group

T1E New_GroupO| Cluster_Group2 £ O|E0| HAE|AR&LICE

ESA 2HAEM B 25 AMXsted™ CFS BYEE AEELICH DELETEGROUP
(A AE esalab.cisco.com)> clusterconfig

Ol WYL "cluster” REZ MBHEILICH "SHAE" ZEZ MESAIZELIN? [Y]>
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- SETGROUP- A|AEIO| #MHOI OF S HAHELIC
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- REMOVEMACHINE - 2 AE{0|M A|ARIZ AN HELICH.

- SETNAME - 2B{AE| 0|22 MAEHLC}
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- COMMUNICATION(S &) - EBAE LM A|AEIO| SAISHE

- DISCONNECT - 2HAE{0| M A|AEIS 2A|Zoz 22|53 L|C}.

- PREPJOIN - CCSO| Af A|ABIS FTIHE EHIE ELICH
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