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Basic Threat Detection2 threat-detection basic-threat @230 2 &M 3=L|C}.

<#root>
ciscoasa(config)#

t hreat - det ecti on basic-threat

7|2 &5 & show run all threat-detection WHO 2 £ £ QU&LICE

<#root>
ciscoasa(config)#

show run all threat-detection

threat-detection rate dos-drop rate-interval 600 average-rate 100 burst-rate 400
threat-detection rate dos-drop rate-interval 3600 average-rate 80 burst-rate 320
threat-detection rate bad-packet-drop rate-interval 600 average-rate 100 burst-rate 400
threat-detection rate bad-packet-drop rate-interval 3600 average-rate 80 burst-rate 320
threat-detection rate acl-drop rate-interval 600 average-rate 400 burst-rate 800
threat-detection rate acl-drop rate-interval 3600 average-rate 320 burst-rate 640
threat-detection rate conn-Timit-drop rate-interval 600 average-rate 100 burst-rate 400
threat-detection rate conn-Timit-drop rate-interval 3600 average-rate 80 burst-rate 320
threat-detection rate icmp-drop rate-interval 600 average-rate 100 burst-rate 400
threat-detection rate icmp-drop rate-interval 3600 average-rate 80 burst-rate 320
threat-detection rate scanning-threat rate-interval 600 average-rate 5 burst-rate 10
threat-detection rate scanning-threat rate-interval 3600 average-rate 4 burst-rate 8
threat-detection rate syn-attack rate-interval 600 average-rate 100 burst-rate 200
threat-detection rate syn-attack rate-interval 3600 average-rate 80 burst-rate 160
threat-detection rate fw-drop rate-interval 600 average-rate 400 burst-rate 1600



threat-detection rate fw-drop rate-interval 3600 average-rate 320 burst-rate 1280
threat-detection rate inspect-drop rate-interval 600 average-rate 400 burst-rate 1600
threat-detection rate inspect-drop rate-interval 3600 average-rate 320 burst-rate 1280
threat-detection rate interface-drop rate-interval 600 average-rate 2000 burst-rate 8000
threat-detection rate interface-drop rate-interval 3600 average-rate 1600 burst-rate 6400

oi| CH&H threat-detection rate &3

o
0
-|>|

AER XM gfe 2 olefet S & ™52 MAE
£ MTdstH Eolct
<#root>
ciscoasa(config)#
threat-detection rate acl-drop rate-interval 1200 average-rate 250 burst-rate 550
UELICHEZ ID7F ST 1, 522, &

=|S=
b 55071/ AMM| =&

ICH 3702 M2 CIE &7} XOo|El 4
T IDE %ASA-4-733100 syslogH| A & ZE

Zt 2 HFoll= &
Q). ZTHE S &
O|T oflo M 21 BfXI= ACL &f A £=7F 1200 S¢F 25071/ E= 40=
Z0t5tE ER0iTt syslog 7331002 MAd&FLCH
X538 2 =Kl
Advanced Threat Detection2 & 435} 5l24™ threat-detection statistics HHEE AFSELICH &3 7|
7|9I= 7t MBEIX| otoE 0| WU DE SH o CHet Fx2 BASHBLICH
<#root>
ciscoasa(config)#
threat-detection statistics ?
configure mode commands/options
access-1ist Keyword to specify access-1list statistics
host Keyword to specify IP statistics
port Keyword to specify port statistics
protocol Keyword to specify protocol statistics
tcp-intercept Trace tcp intercept statistics
<cr>
SAE XE ZZEZ &= ACL A0 sl FHE=E & 2t =8 7451248 number-of-rate
7|19EE AP%E L|Ct.
<#root>

ciscoasa(config)#



threat-detection statistics host nunber-of-rate 2

number-of-rate 7|HEE 7t 2 n7i ZtABF FX ST = Threat DetectionE T4 &LICT.

ol

TCP 7t2&7| SHE & &} 5l24™ threat-detection statistics tcp-intercept HE S AFHE & LICE

<#root>
ciscoasa(config)#

threat-detection statistics tcp-intercept

TCP 7t2AH7| SH[of| CHEt Ar&XF X £ =& F4d5tE{H rate-interval, average-rate ! burst-rate
7| EE AHSELICH

<#froot>

ciscoasa(config)#

threat-detection statistics tcp-intercept rate-interval 45 burst-rate 400 average-rate 100

290 2

!

#x

Scanning Threat Detection2 & 433} 5t2{™ threat-detection scanning-threat B&2 AFS & LICEH

<#root>
ciscoasa(config)#

t hreat - det ecti on scanni ng-t hr eat

A7l @30l CHet £ =2 X %6t24H™ Basic Threat Detection0|l A AF2 5= S Y8t threat-
detection rate &2 Al &tL|Ct.

<#root>
ciscoasa(config)#

threat-detection rate scanning-threat rate-interval 1200 average-rate 250 burst-rate 550

ASATL A7 SAXHIPE AEHE = UL S 5H2d™ shun 7|4 EE threat-detection scanning-
threat @& of| F7tgFL|CtH



<#root>
ciscoasa(config)#

t hreat - det ecti on scanni ng-threat shun

J124™ Scanning Threat Detectiono| Al S Z3Xtoi| CH3H 1 A|Zt SoF AtEH 7|58 H8E = A&LCt
X 7|22 =824 threat-detection scanning-threat shun duration B S AFEEHL|CH.

<#root>
ciscoasa(config)#

t hreat - detecti on scanni ng-threat shun duration 1000

A0 ek ASANM 7 IPE RIEHSHR| RS F & = U&LICH 0|2 2I3H threat-detection
scanning-threat shun except &2 Z 0 2|2 é',*g'?;l—l b,

<#root>
ciscoasa(config)#

t hreat - detecti on scanni ng-threat shun except ip-address 10.1.1.1 255.255. 255. 255

ciscoasa(config)#

threat-detecti on scanni ng-threat shun except object-group no-shun

Performance

Basic Threat Detection= ASAO]| CHEF M50 7Ho| A& O|x[X| &LICH 12 L AL ™
x|l HEEQ CtYst SHE FHM5HoF sI2 2 BM O 2|AAT}FBEO| AFREILICH shun 7[5 0|
& d3tEl Scanning Threat DetectionBt HE EIRIS EEE0l| SSHo2 FE¥S 0|E £ JU&LICH

ASA AT EQ|o{ H{Zi0| et g0l et /3] EMX|e| HZE| AZE0| 3 H #Xe IS LICH 28
Lt Threat DetectionO| 83t |7| 1= 0| ASAS| HIZ 2| A ES ZELIEIZStE{H Fo|E 7|20
of gLct B el EH EME MEMoZ 55t S0 EH 8H(0: ZAE SH)0F LA
Mo 2 g3t Aol E&LCH

Threat Detection M2 2| AL 20l CHE RtAIEH LHE S 2 249 show memory app-cache threat-
detection [detail] SE =S A& LIC.

2| &b &FOA
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7|18 AN £Z7F Z0HE| T %ASA-4-7331000| MMHE B

%ASA-4-733100 syslogll A= El §7H 2IF] HFE =Qlst o HFE o £330t 4B AIZLCH
show threat-detectionrate . O] 2 & AFE5H0q showaspdrop EEHEZ AMA|SH= O|FE =HQlE &= /l&LCh
S7 0|R 2 Qs ALRIE Eai=lol Ci#t REAIEH LIS S 2E4™ ST ALR et E7H ASP A K| Z%i8
A8 5tod ARIEl RE T2l HelFLIc of & S0, ACL AH 0| 2ZE H2 ASP 44X 0%
acl-drop :

<#root>

ciscoasa#

capture drop type asp-drop acl-drop

ciscoasa#

show capture drop

1 packet captured

1: 18:03:00.205189 10.10.10.10.60670 > 192.168.1.100.53: udp 34 Drop-reason:
(acl-drop) Flow is denied by configured rule

O| Zix{= &rA|E mZ!0] 10.10.10.10F E 192.168.1.1007t X| 2| UDP/53 THA! Y& Eo{ELICt.
%ASA-4-7331000{ A HAL I8 E 21 2 A /" BXIE & gdstete AT 2

A
= =

o] & &= &LICH M2 ASAE 221 ZHE AA QLA IPE =
Basic Threat Detection= ASPOA{ O|O| &M El ECHEIE CHEE ZLIEHZSEZ EAfXel 2|3
SXI5H7| I8t 2IH™MOl Zx|l= HRSHK| b&LICH ASAE S1tstE Eci=E 0 2#24E SYN 34

2 A71E 2[E2 of QL.
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2 AS A°I ACLOIX EcfEE RIEHE o AUAELICE TCP 72 7[= Y HHE &
SStE S —TMJ%E* == AXIZ, O[= Conn Limit 0| CHA 2Zk|= ZRtE el = A&Lich
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Al ?{30| EFX|E|T %ASA-4-7331010| 2EZE B

%ASA-4-7331012 CHA SAE/MEY EEE 24X IP TAE LEA6HoF gFLICH CHAN &l 3Kt e
75_"7_(‘” =8 _I?'_E=|I|:'_=| show threat-detection scanning-threat.

34Xt Y/EE thf ot OfFot= ASA QIE{m oA 9| %! HME SHe| 2EE FEetA ot= O

oz =&0| & & A&LIC

S X|E AZHO| of & 5tX| 2 B2 EEHEO| ASAN| =EEH7| Mof| EE{EE XESHU ST E K|
gtot= ZXIE FlolloF ELICH 0{7[0l= HAEE EIHPOI—P_I ACL X QoS7}t Z&E + A&LICH

0| swnO| =42 Scanning Threat Detection(A7H's 93 B X|) Zdm|22i|o]Moll F7HE|H, ASATH
7|2t St 34X IPel 2E T2 M UISHoE AXME = UZSE FLCt otx|He =z
= 27| HME S5l ASANM ESHEES =502 REHE =T &LICH

El AZH0| QEQI AL Scanning Threat £ 72t 48 HEZ 40 o Mgt 2 =

o
ze

24X} 7 XFEHE| T %ASA-4-7331020] 2 E

FI_F

LIC}. O] show threat-detection shun HE S Al 510
? §L|E|' O| show shun %'%'% AP%%M
2 OIS LICHRIE] EFR|7} ofl AAZREE{Q|

%ASA-4-7331022 XIEHEl ZZAXIO| IP TAE L}dEt
2139 EfK|0i| A %tEHEF ZZAXLO| MA| EEL &QlE
ASAOIM SBHOE XIEHE|= 2 E IPQ| A S5
7/:||: ——I-)

2 27} 50| WRSHK| SALICH T THS B B YAE
= tetst= 20| -E—%L|E|' Ol= ACL 2 QoSE
L OIZH 8 B2 ClutolA0lM BHAQ! EBfZof 2lAAE P/ T

il

shunO| g g%

M AAR
IS

off =g

7t &Lt

FO o

shun2 E2|H8t 270 {210| LEIRl Z3L clear threat-detection shun [IP_address) &3S AlSstL|C}.
%ASA-4-733104 LI/EEE %ASA-4-7331050| Z|B &&=

%ASA-4-733104 2! %ASA-4-7331052 ERH TCP 7I2EAM7I|Z2 ES K1 QlE SA9 e SAE
= L‘I-OE=|I3=||- L—l EI‘- ‘3“7—1 £ EJ 23 E A" |:|-|0'|| I:|'|°|' X|-A'||°|' LHo = show threat-detection statistics top tcp-intercept .

<#root>
ciscoasa#

show t hreat -detection statistics top tcp-intercept

Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs

1 192.168.1.2:5000 inside 1249 9503 2249245 Last: 10.0.0.3 (0 secs ago)
2 192.168.1.3:5000 inside 10 10 6080 10.0.0.200 (0O secs ago)

3 192.168.1.4:5000 inside 2 6 560 10.0.0.200 (59 secs ago)



4 192.168.1.5:5000 inside 1 5 560 10.0.0.200 (59 secs ago)
5 192.168.1.6:5000 inside 1 4 560 10.0.0.200 (59 secs ago)
6 192.168.1.7:5000 inside 0 3 560 10.0.0.200 (59 secs ago)
7 192.168.1.8:5000 inside 0 2 560 10.0.0.200 (59 secs ago)
8 192.168.1.9:5000 inside 0 1 560 10.0.0.200 (59 secs ago)
9 192.168.1.10:5000 inside 0 0 550 10.0.0.200 (2 mins ago)
10 192.168.1.11:5000 inside 0 O 550 10.0.0.200 (5 mins ago)
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1. ASA LHE o T ME{(10.11.11.11)2 TS E 2ZE TCP IS HAIHOZ 4X||5t= ASAL
Q& QIE{H| 0|A0]| ACLS M FLCt,
access-1list outside_in extended 1line 1 deny tcp any host 10.11.11.11

access-1list outside_in extended permit ip any any
access-group outside_in in interface outside

2. ASA 2|8 9| ZZ4X}(10.10.10.10) 2R E] nmap2 At 50 CHA ME{e| ZE Z Eof CHal
TCP SYN AZHE AlglsL|Ct

nmap -sS -T5 -p1-65535 -Pn 10.11.11.11
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3. 712 SIE2 ACL AHH|, ¥ s 2 ATl 2IHoll Chah B RIEILIC

%ASA-1-733100: [ Scanning] drop rate-1 exceeded. Current burst rate is 19 per second,

max configured rate is 10; Current average rate is 9 per second,

max configured rate is 5; Cumulative total count is 5538

%ASA-1-733100: [ ACL drop] drop rate-1 exceeded. Current burst rate is 19 per second,

max configured rate is 0; Current average rate is 2 per second,
max configured rate is 0; Cumulative total count is 1472

%ASA-1-733100: [ Firewall] drop rate-1 exceeded. Current burst rate is 18 per second,

max configured rate is 0; Current average rate is 2 per second,
max configured rate is 0; Cumulative total count is 1483
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access-1list outside_in extended line 1 permit tcp any host 10.11.11.11
access-group outside_in in interface outside

2. THA MEH7F AR 2 ZERIsHR| Q7L B74xt0] 017 A B RAKsHE 2, ASAOIM 91X
ARP B2 F445t01 IR QIE{T 0|~ o2 B2 E2iZlg S24E (blackhole)EfLIC}.

arp inside 10.11.11.11 dead.dead.dead
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access-1list tcp extended permit tcp any any
class-map tcp
match access-1list tcp
policy-map global_policy
class tcp
set connection conn-max 2
service-policy global_policy global
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AT

<#root>
ciscoasa(config)#

show t hreat-detection statistics top tcp-intercept

Top 10 protected servers under attack (sorted by average rate)
Monitoring window size: 30 mins Sampling interval: 30 secs

1 10.11.11.11:18589 outside 0 0 1 10.10.10.10 (36 secs ago)

2 10.11.11.11:47724 outside 0 0 1 10.10.10.10 (36 secs ago)

3 10.11.11.11:46126 outside 0 0 1 Last: 10.10.10.10 (6 secs ago)
4 10.11.11.11:3695 outside 0 0 1 Last: 10.10.10.10 (6 secs ago)
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1. ASA(10.11.11.11) LIRS T4 MHE MEE|l= ZE TCP IiZ!
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access-1list outside_in extended Tine 1 permit tcp any host 10.11.11.11
access-group outside_in in interface outside
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arp inside 10.11.11.11 dead.dead.dead
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4. 290 fIgol B XIE[Z, SARL] IP7F FHME|H, SHR= AHEHEILICH

%ASA-1-733100: [ Scanning] drop rate-1 exceeded. Current burst rate is 17 per second,
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max configured rate is 10; Current average rate is 0 per second,
max configured rate is 5; Cumulative total count is 404

%ASA-4-733101: Host 10.10.10.10 1is attacking. Current burst rate is 17 per second,
max configured rate is 10; Current average rate is 0 per second,

max configured rate is 5; Cumulative total count is 700

%ASA-4-733102: Threat-detection adds host 10.10.10.10 to shun Tist
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/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/protect_threat.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/protect_threat.html
/content/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H.html
/content/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H.html
/content/en/us/td/docs/security/asa/syslog/b_syslog.html
/content/en/us/td/docs/security/asa/syslog/b_syslog.html
https://www.cisco.com/c/ko_kr/support/index.html
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