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O] A0 M= VPN HO|EQO|2 A8 K= Cisco ASA(Adaptive Security Appllance)oﬂ Asto
28 MHE AF&ElE= Cisco CUCM(Unified Communications Manager)0l| @425t 7| 2{3H
SSL(Secure Sockets Layer) ZEEZ (CISCO AnyConnect Secure Mobility Client)2 Al&3st= IP T
3t7|o] 2XNIE sHZASH= Lol cHal AHErLIct

VPN &t E A& 3St= AnyConnectl| ZAI|1E[0|M o= CHE EME B ZstAAIR.

- SSLVPN with IP Phones Z1X| 12 0|44 0o

RIZE M 215 Zu|a g o|440]| Y= AnyConnect VPN Phone Ol

-

Ol

i3 EE

IP ™3tet & 74 SSL VPN2 7 536t7| T™oil ASA2| AnyConnect 2tO|MlA & cucMel 0| =& A
gt ol CHEt Ol et =7| @F AHE 2 SRR Felguct

ASAO| A VPN Phone 2} 0|dlA &0l

ASAMIM 7|52 &4d3tErLICt AnyConnectdl] A& &= Q= AFE X £=(IP

VPN Z3t 2to|MdAaE= =
T3t RIx| 05) & & elstEd™ AnyConnect Premium SSL 2tO|MIA S MEASHL|CH P Phone 2! 2 HE
2 VPN 480l HL Pt ASA Eto|MA= FOIQILIN? & MESHHAAMME LIES Qs &A|
(@)

ASAO{ A show version BHE S AI&3510{ 7|S0| & MHSHEIA
2Ig|AQ} CHEL|C}.

- ASA ZIZ2|A 8.0.x:2H0|MlA 0|& 2 Linksys Phone® AnyConnect!L|C},

. ASA Z2/2|A 8.2.x O|4:2t0|MA O|F 2 Cisco VPN Phone& AnyConnect!L|C}.

CI=2 2 ASA ZI2|A 8.0.x2] ol lL|C}.


http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a0080bf2402.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml
http://www.cisco.com/en/US/products/ps12726/products_qanda_item09186a0080bf292f.shtml
http://www.cisco.com/en/US/products/ps12726/products_qanda_item09186a0080bf292f.shtml
http://www.cisco.com/en/US/products/ps12726/products_qanda_item09186a0080bf292f.shtml

ASA5505(confi g)# show ver

Ci sco Adaptive Security Appliance Software Version 8.0(5)
Devi ce Manager Version 7.0(2)

<sni p>

Li censed features for this platform

VPN Peers : 10

VWebVPN Peers : 2

AnyConnect for Linksys phone : Disabled

<sni p>

This platformhas a Base |icense.

Cl22 ASA ZIZ|A 8.2.x 0|49 of lL|C}.

ASA5520- C(confi g)# show ver

Ci sco Adaptive Security Appliance Software Version 9.1(1)
Devi ce Manager Version 7.1(1)

<sni p>

Li censed features for this platform

AnyConnect Prem um Peers : 2 perpetua

AnyConnect Essentials : Disabl ed perpetua

AnyConnect for Cisco VPN Phone : Disabled perpetual
<sni p>

This platform has an ASA 5520 VPN Plus |icense.

Mgt 3 2|8 CUCM LHELH 7|
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- Import/Export(7} K27 [/LHELHZ)E Sl VPN MIEAIE S LIEY & giaLict

. VPN ZZ21t2 VPN HO|EQO|, VPN & L VPN 7|5 Zdm|azlo|4o] &Qlgto| EA|L|X|
or&LCt.
Ls H

2t1:0|1=2 42 MEt Q| CUCMLE af0|EF Fol= LISof 0| AZEQo{o| O|=



TE Mt HHez Hado|=st AL M2 ARIE - &L

ASAZS| Bt ZA

At 3:Cisco CLI Analyzer(S £ &l 1 ZHIHE AL25l0{ show B 20| EME 2 £ Q&L
Ct.debug WHEE AF& 37| 0l Debug Commands Cisco & ‘| | Cist 52 HEE & ZAsHof
st|Ch
= .

ASAGIM ALSE 2IZM

Zt OIE{H|o|A O] StLtC| QB AT B EHE £~ Qloo 2 |D QB AME stLITH AFRE £ Ql&LCt
MEIIE| SSL Q15 A0 722 ASAO| Mxl| ®|Qle Mx|stn =7t U R E QISME Z&HEHLICH
ASA LUELHZ| S CUCM 7K 7|8 |8t A= X|H/eIEM

SSL 4 ol ASA7H IP T&tof xﬂg—af
|—|L_-|'.ASA0'||A-| oftH CIZEME LHE Y ZdQIX
Az x5 HelstalAle.

CIE M= ASAMIM LHEH CHE CUCMEZ 7HA{2toF &
| &o +'='E4E'4 IP 371 ¢d4E|= QlE{m oA EEE

LHEH AME| X[ (1B M)S 2 Q15t24™ show run ssl BHE2 AL & LICHALAIEE LIS 2
AnyConnect VPN Phone with Certificate Authentication Configuration Example2 & X5t AA|2.

5t O| 2| ASAC METHE| QIBME F58H B2 ZH ASAMIA 2 ID RIZEME LHEHA
CtZ CUCMO]| phone-vpn-trust2 7+X42tOF & L|C},


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://cway.cisco.com/go/sa/
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml

ASAE TAE RSA 215 XM Ci&l ECDSA A& AHH 215 MHE LIEFHLICE

Ol EXI7t st =4 R ZollM AZY + X2 oI 2 ZollME EXTH LR 2t &
LICE ol E2xM7t & dlE i ™M3t7|el 2z0& ChEn 2 &Lt

VPNC. -protocol _handler: SSL dpd 30 sec from SG (enabl ed)

VPNC. -protocol _handl er: connect: do_dtls_connect

VPNC. -do_dtls_connect: udp_connect

VPNC. -udp_connect: getsocknane failed

VPNC. -udp_connect: binding sock to ethO | P 63.85.30.39

VPNC. -udp_connect: getsocknane failed

VPNC. -udp_connect: connecting to 63.85.30. 34: 443

VPNC. -udp_connect: connected to 63.85. 30. 34: 443

VPNC. -do_dtls_connect: create_dtls_connection

VPNC. -create_dtls_connection: cipher list: AES256-SHA

VPNC. -create_dtls_connection: calling SSL_connect in non-bl ock node

VPNC. -dtls_state_ch: DTLS: SSL_connect: before/connect initialization
VPNC. -dtls_state_ch: DTLS: SSL_connect: SSLv3 write client hello A

VPNC. -dtls_state_ch: DTLS: SSL_connect: DTLS1 read hello verify request A
VPNC. -dtls_state_ch: DTLS: SSL_connect: SSLv3 write client hello A

VPNC. -dtls_state_ch: DTLS: SSL_connect: SSLv3 flush data

VPNC. -dtls_state _ch: DTLS: wite: alert: fatal:illegal paraneter

VPNC. -vpnc_set _notify netsd : cnd: Ox5 event: 0x40000 status: O0xO error: 0xO
VPNC. -alert_err: DILS wite alert: code 47, illegal paraneter

VPNC. -create_dtls_connection: SSL_connect ret -1, error 1

VPNC. -DTLS: SSL_connect: SSL_ERROR SSL (error 1)

VPNC. -DTLS: SSL_connect: error:140920C5: SSL routines: SSL3_CGET_SERVER HELLO

ol d session cipher not returned VPNC. -create_dtls_connection: DTLS setup failure,
-do_dtls_connect: create_dtls_connection failed VPNC. -protocol _handl er: connect:
do_dtls_connect failed VPNC. -protocol _handl er: connect err: SSL success DTLS fail

cl eanup VPNC:

7% 9.4.1 O|A 0l A= SSL/TLSO]| CHEH ELLIPTIC HE & 535171 R|HELICH A ™st7| 2= Z

2 E}¢d M 75 SSL VPN EC2H0|1ETJF ASA0| 9AZZE|H ELLIPTIC 7HE &5 O &0| A& E|1,
ASAE= RSA 7|dt AE| XMoo 2 7 E CIE{H O|AMAME SSL VPN E2+0|HE 0] ELLIPTIC HE
CISME NBELICHASATE RHA| MHE SSL QIS ME MB5HK| RS sledH #ElXH= ssl

cipher BEE Soll YR|st= &fE I ES K7HsloF FLICEHE S04, RSA AME X|Ho =z FHE
RIE{Ho|A ol AR #E|RH= RSA 7|8t S0t HASIEF o] BHE A™-E = U&LICH

ssl cipher tlsvl1l.2 custom "AES256-SHA:AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA"
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu02848

o E Q X

JeE sl RSARBME ecozmm s oEM 25 o8

RSA &= ¢t RSA 215 M Al RSA AHA| ME S M A RSA QS XA Ab RSA AtAl| HE 215
T T % 5
RSA &2 Al RSA &% AtE RSA 2% A8 RSA &3 AlE

EC 250 =S A Al EC Q1B M AFS EC Q15 M AF8 EC AHH MY Q154

) EC 23 AL EC22 Al EC 23 A8

Forsg RSA Q1B M Ab EC 0I5 A AHS EC 915 M AHZ EC RHAl MB 215 A
g EC 92 A8 EC o2 A8 EC2EAS

o
RSA &5 ALS

IP Phone A&} 21& & 28 2% Ci|o|E{H|o|A

Q|2 O|E{H|O|AE AFE5t0q IP T3t AFEALE Q1B E = AU &LICHLDAP(Lightweight Directory
Access Protocol) &= RADIUS(Remote Authentication Dial In User Service)2t €2 Z2EZS
VPN T8 ALS At Q15 o AEE = AU&LICt

ASA 2IE A2 VPN T3 AE S5 7Ho| QIEAM SHA| X

I 7 CUCMO{| A Phone-VPN-Trust /15 ME ¢
0| @215 M 2| 8{A|7F CUCM M7t M5t
HAIQF L X|GHR| &t & UELICH

(][]

ASA SSL QIE{m|o|A0| EHE QIBME COIREE
ZEolof FLICHOHE &&= ASANIAM XS5t
Zu|aefold mtdE Sall VPN H3t7|of FAZl=

[o][] I'|F

Zdu|agflol4do| 2t= | 1P T3t 7|2F ASA 7H2| VPN 1S E|AESLICHIZO| A& Auie ZF
2 ASA 215 Mol s A|7h IP M3toll M ZICHstE sl Alet YR|stE x| & QIEFLICt

1. ASAM| A M3 35t= SHA1(Secure Hash Algorithm 1) S{A|& & QIELICt
2. CUCMOIAM IP M3t 78 U S CIREESE{M TFTPE AFSELICEH

3. 1610 16 T4+ 2 EE= 7|2 640 M 16 T2 SHA|E C|RZEELICE

SHA1 S A| &l

ASAE IP PhoneO| 91ZA%|= QIE{m| 0| A 0| M ssl trustpoint B SZ MEE QIS AME AMSELICH
0| QIBME &Qlste{H HEt2RX{(0] olof M E Firefox)E @1 M3H7|7F @12 E URL(group-url) S



é @ttp::_-’_-'1[].193.15.14[]_- +C5C0E+/logon.htmlffcadbadd=1

ﬁ} Page Info - https://10.198.16.140/+CSCOE+/logon.htmi?fcadbadd=1
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General Media  Permissions  Security
Website Identity
Website: 10.198.16.140
Owner: This website does not supply ownership information.

Verified by:  ASA Temporary Self Signed Certificate

r

Certificate Viewer"ASA Temporary Self Signed Certificate”

View Certificate

General:| Details

Could not verify this certificate for unknown reasons.

I=
]

Issued To

Commaon Mame (CN) ASA Termporary Self Signed Certificate

Organization (O] < Mot Part Of Certificate=

Organizational Unit (OU)  <Mot Part Of Certificate>

Serial Mumber DF:F2:C4:50

Issued By

Common Mame (CM) ASA Temporary Self Signed Certificate
- Organization (0] ASA Temporary Self S5igned Certificate

Organizational Unit (OU}  <Mot Part Of Certificate>

Validity

Issued On 12/09/2012

Expires On 12/07/2022

SHAL Fingerprint
MD5 Fingeff

= M L] i ] W = = £l

IP Phone 7+'8 I} CIREE

ES:7E:81:EA:99:54:1:44:97:66:78:D0:E2:41:8C:. DF:79: 49:31:76




o

CUCMO]| 21 HM|AE £ Q= PCOHIM 4 EX7I U= HEH7IQ| TFTP 7+ IS CIREE
LICH 5 7IX| CIREC w2 cl S0 24U ch

1. WindowsH| A CLI MM E 41 tftp -i <TFTP Server> GET SEP<Phone Mac
Address>.cnf.xml ¥ AP%E* LICt.
#o:oleh LFe FALS F 7 YUMEH TFTP 2CI0|ME 7|s0| Gt EIA= K| & 2lsH
OF &L(Ct

BN Administrator: Command Prompt

Microsoft Windows [Uersion €.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\pkinane>tftp 14.48.38.5 qet BAT.xtl
"tftp' is not recognized as an internal or external command,
operable program or batch file.




UO ﬂ » Control Panel » Programs » Programs and Features

Control Panel Home :
Uninstall or change a program

View installed updates To uninstall a program, select it from the list

dp‘ Turn Windows features on or
off

Windows Features t :'_M
-
Turn Windows features on or off «*

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

W | Print and Document Services -
| Remote Differential Compression
]} RIP Listener

]} Services for NFS

) Simple Network Management Protocol (SNMP) i
) Simple TCPIP services (i.e. echo, daytime etc)
1} Subsystem for UNIX-based Applications
| Tablet PC Components
]}, Telnet Client
1L TelpetSerye

W TFTP Client g

2. Tftpd328t 22 S8 TS AISsto] ItUS CH2Z =7 LCH

m



http://tftpd32.jounin.net/

< Tfpd32 by Ph. Jounin = Bl 3%

Current Directary ]E:'xF'n:ugram Filez\TFTP Browse
Server intertace | 172.16.250.100 | Shaw Dir

Titp Server  THtp Client ] Syzlog server ]

Host |10.10.10.1 Port [g3

File: 1SEF'EIEE B4F57E11 3 cnfxml

E!sgk“ jDefauIt ""'| [ Send full path ta server
put | | R Thtpd32 e

Get

'“‘-.I 17 blocks transferred in 3 seconds
¥F' 0 block retransmitted

_&bnut

e

oK

3. Y| T2 2 EEM XMLE YT vpnGroup HI| 10| #&L/rkTHS oflolAE el
MM 3l certHashE E0{&LICEH

<vpnGroup>

<m u>1290</ nt u>

<fai | Connect Ti me>30</ f ai | Connect Ti ne>
<aut hMet hod>2</ aut hivet hod>

<pswdPer si st ent >0</ pswdPer si st ent >

<aut oNet Det ect >0</ aut oNet Det ect >

<enabl eHost | DCheck>0</ enabl eHost | DCheck>
<addr esses>

<url 1>https://10.198. 16. 140/ VPNPhone</ url 1>
</ addr esses>

<credenti al s>

<hashAl g>0</ hashAl g>

</credenti al s>
</ vpnG oup>

Al Clzg



T Al 2to| 25 UX|Gt=X| Qe LICH EEIR XM E SHAIE 168l A ZE EA|SHDT XML
I} 2 base 642 AIESI2E UXIE EQISHY| I & HAlS CHE YA HEHELICH S B
Q7= 0| & LICH 8 7}X| 0ol & TRANSLATOR, BINARY &IL|C}.

4 [ HEX ] 6 [ BASEGY |
ES:7Ei81:EA:S9: 541 CL144:197:56: 78 DHEZ 41 :BCiDF:THiAS:31: SHEBERILWUSKZAjQ4kEMIZ mpMITY=
7&

< DECODE >

£ 1:0|7 Al 2to| LxISHR] et VPN T3t 7|0f M ASASt & El A2 AEISHX| §fe
0 20| AmgrLch.

VPN 2= dEH 4 3P 3

F —E—A._F SSL VPN2 VPN Z3toi| CHsl| x| 2| X| §E&LICHVPN T3t7|= X QIS M HEE =
Xl 8t CUCMOIM FAIE SHAIE AFE5t0d MEHE HABELICLVPN 2E WHA2 72X
HTTP ZIC[EMo|2 &2 37|71 0] 1B A | REHE HAISHoF S22 @/ 7+ ghdhL|Ct
VPN 2E #izdy dufol B2 Ot Z&Lch

=3
s
2

- O] M3t= M zhol HZ ol 7t 4|0 44 AlZhol of? e AEIHL 2= AmigfLch

. M8t 20l g3 22 HAIRIZ 2 ELUC

909: NOT 20:59:50.051721 VPNC: do_l ogin: got |ogin response

910: NOT 20:59:50.052581 VPNC:. process_login: HTTP/ 1.0 302 Tenporary noved
911: NOT 20:59:50.053221 VPNC:. process_login: login code: 302 (redirected)
912: NOT 20:59:50. 053823 VPNC:. process_login: redirection indicated

913: NOT 20:59:50. 054441 VPNC. process_login: new 'Location':

/ +webvpn+/i ndex. ht m

914: NOT 20:59:50. 055141 VPNC. set_redirect_url: new URL

<https://xyzl. abc. com 443/ +webvpn+/ i ndex. ht m >


http://home.paulschou.net/tools/xlate/

CSD % IP &3}

X IP T3t = Cisco CSD(Secure Desktop)E X|#6tX| o2 CSD7t E{'d I &0 CHsH & 43t
L ASAUIM Txo 2 EstE M ALK 2 &LICH

x| ASAOIA CSD7I #4458t E|Qi= k| ZQl8tL|CHASA CLIOIA show run webvpn B2iS 1248t
L|Ct.

ASA5510- F# show run webvpn
webvpn
enabl e outside
csd image diskO:/csd_3.6.6210-k9.pkg
csd enable
anyconnect image di sk0:/anyconnect-w n-3.1.00495-k9. pkg 1
anyconnect enable
ASA5510- F#

IP M3l 2474 S0l CSD EX|E &2l5t24{8d ASAMMH 21 = C|HHE & lshL|ct.

ASAE1

YASA- 4- 724002: G oup <VPNPhone> User <Phone> | P <172.6.250. 9> WbVPN sessi on not
term nated. Ci sco Secure Desktop was not running on the client's workstation

ASA C|H

debug webvpn anyconnect 255

<sni p>

Tunnel Group: VPNPhone, Cient Cert Auth Success.
WebVPN: CSD data not sent from client
http_renove_aut h_handl e(): handl e 24 not found
<sni p>

CH 2 50l M= debug webvpn anyconnectE & 4355
242 m g2l

# 1:AnyConnect AFE X7} BE
E{2lsl Qoo 2 Ore oko| XMHE 7} MAMEl £~

(=)

—
x| ef= ROl E&LICHIP FAZ &
A& LICH.



ASA H{7 8.2 0|40l M= tunnel-group2| webvpn-attributes OF 20l A without-csd &S X3l of
ot
=

tunnel-group VPNPhone webvpn-attributes

aut hentication certificate

group-url https://asab5520-c. ci sco. com VPNPhone enabl e
without-csd

O|™ Tl ASAMIA = O]l ol E7tSR7I E0 LS alE Y2 CSDE MMz HIE
HztsteE Aoli&Lict

Cisco ASDM(Adaptive Security Device Manager)0ll A CHS 0i|2F Zt0| 7 @42 =2t o] CH5
CSDE H|gdste = U&Lch

-
Add AnyConnect Connection Profile —ih
- Basc 7| Enable the display of Radus Reject-Message on the logn soreen when authentication is rejected
=] dduan:-ed
i General || Enable the display of Securld messages on the login screen
r-Client Addressing
+-Authentication Connection Aliases
~Gecondary Authenticat | This 551 VP access method wil present a list of alasss configured for al connection profiles. You must enable the
=-Authorization Login Page Setting in the main panel to complete the configuration.
i Accounting T : it
B e Aol LR % Add| @ Delete| (The table is inine editable,) &
Alas Enabled
Group UELs

This 551 WP access method will automatically select the connection profile, without the need for user selection,
% Add| [F Delete| (The table is indine editable.) @

LIRL Enabled

htps: fasa5520-c.cisco. com VPNPhone

Do not run Cisco Secure Desktop (CS0Y on dient machine when using group URLs defined above to acoess H:ne
ASA, [Tf a dient connects using a connection alias, this setting is ignored.]

#1:CSD 7|s€ 1124 group-urlE AF&&rLC}.



DAP %

CHEEQ| THolME IP H3H7|E ASAO| 21Z4E #ot ofL|2} CHFst R ol AlAE (Microsoft,
Linux, Mac OS) & 2 HI C|H}O|A(Android, iOS)E 427 LICt. [F2FA DAP(Dynamic Access
Policy) +&/2| 7|& Z|aso|ME &= o] LEtAL|Ct. CHE &2l B DfitAccessPolicy 2|
Default Action2 422 =2 st= JAILICEH

Folicy MName: _'-TF‘hl:'hune

Descripbion: ACL Priority: |0
Selection Criteria
Define the AAA and endpaint attributes used to select this access policy. A policy is used when a users suthorization attributes match t

below and every endpoint attribute has been satisfied, These attributes can be created using the tables below and/for by expanding the
spedfy the logical expression text.

:Llsa has ANY of the folowing AAA Attrbutes values.., and the following endpoint attributes are satisfied.

AAA Attribute  Operation/\alue Add | Endpoint ID Marme /Operation,Value

[ [ Add AAA Attribute -

Advanced i _
AAA Attribute Type: Cisco -
- Access/Authorization Policy A : - _ |
Lol [T Group Policy: =+ ||GroupPolicy_VPNPhone
group-policy hierarchy. The 7] Assigned IPv4 Address: [

that are not specified in DAR

Action | Metwaork ACL Fil [] Assigned IPv6 Address:

[#] Connection Profile:

Action: (@) Continue
' [[] username:

Specify the message thafl | [T Usemame2: =

[] SCEP Required: |= true
Liser Message:
1




CHEt £ DAP HAMZ M3t X| et 2 B ASAE DfitAccessPolicy OF2Hol| 5|E & Almf
FE A

%ASA- 6- 716038: G oup <Dflt GrpPol i cy> User <CP-7962G SEP8CB64F576113> | P

<172.16. 250. 9> Aut hentication: successful, Session Type: WebVPN

%ASA- 7- 734003: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16.250.9: Session

Attribute aaa.cisco.grouppolicy = G oupPolicy_VPNPhone

<sni p>

%ASA- 6- 734001: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16. 250. 9,

Connecti on AnyConnect: The followi ng DAP records were selected for this

connection: DfltAccessPolicy

%ASA- 5- 734002: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16.250.9: Connection
terminated by the following DAP records: DfltAccessPolicy

A 40| Continue(7%)2 M E IP Ttof CHE 5§74 DAP S HHEM OIS S HZEY =+ UEL
CH.

YASA- 7- 746012: user-identity: Add |IP-User mapping 10.10.10.10 -

LOCAL\ CP- 7962G- SEP8CB64F576113 Succeeded - VPN user

YASA- 4- 722051: G oup <G oupPol i cy_VPNPhone> User <CP-7962G SEP8CB64F576113> | P
<172.16. 250. 9> Address <10. 10. 10. 10> assigned to session

YASA- 6- 734001: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16.250.9, Connection
AnyConnect: The following DAP records were selected for this connection: VPNPhone

DfitGrpPolicy £+ 7|E} 21 B0|A & &E gt

CHE 29| A2 DfitGrpPolicye 042 M2 *E“S'E! LlEP 7|2Mo 2 o[2{8t HE2 IP Phone0i| M
ArZatof st & HHMo| 8522 X|I™HE|X| &= & IP Phone A|4d0i| CHal &% -ElLC.

N

DfitGrpPolicy0ll M & & El 2 40 S & + U= L7 i7f He= chSnt &L

. Il-lzzll.

=

I

vpn-tunnel-protocol
- vpn-simultaneous-logins

vpn-filter



DfitGrpPolicy & GroupPolicy_VPNPhone0i| O] ZAI|22i|0|440]| Q/Ct 7HEEHLICH.

group-policy DfltG pPolicy attributes
vpn-simultaneous-logins 0

vpn-tunnel-protocol ikevl ikev2 l1l2tp-ipsec ssl-clientless
group-lock value DefaultWEBVPNGroup
vpn-filter value NO-TRAFFIC

group-policy G oupPolicy_ VPNPhone attributes
W ns-server none

dns-server val ue 10.198. 29. 20

defaul t -domai n val ue ci sco.com

142 GroupPolicy_VPNPhone0| EA|Mo 2 X|HE|X| &f2 DfltGrpPolicyoll M OH7 -8 A&
5t o1 S0l 2E HEE IP T™E7|of FAIELICE

O|& ¥x|sted™ D E0lM XY ERE 4S8 822 XI™E LI

group-policy G oupPolicy_VPNPhone internal
group-policy G oupPolicy_VPNPhone attributes
W ns-server none
dns-server value 10.198.29. 20
vpn-simultaneous-logins 3
vpn-tunnel-protocol ssl-client
group-lock value VPNPhone
vpn-filter none
defaul t-domai n val ue ci sco.com

T

DfitGrpPolicy2| 7|22t & l5t24T show run all group-policy & & AF& &LICH Ol oM
2§ 7to| At0|& MHELICE.

ASA5510- F# show run group-policy DfltGrpPolicy

group-policy DfltG pPolicy attributes
dns-server val ue 10.198.29.20 10.198. 29.21
vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless
def aul t - domai n val ue ci sco.com

ASA5510- F#

ASA5510- F# sh run all group-policy DfltGrpPolicy
group-policy DfltG pPolicy internal

group-policy DfltG pPolicy attributes

banner none

W ns-server none

dns-server value 10.198.29.20 10.198.29.21

dhcp- net wor k- scope none



vpn- access- hours none

vpn-si mul t aneous-1 ogins 3

vpn-idle-tineout 30

vpn-idle-tineout alert-interval 1

vpn- sessi on-ti meout none

vpn-session-tineout alert-interval 1

vpn-filter none

i pv6-vpn-filter none

vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

CHE S ASDMS S8 S48 44 2 18 HMo 3L,

| Mhame; DOALG pPoby Hame: WP e
Harnes: | Banrer: [ [rhinit
SCER fonmarding LIAL: | E SCEF formanding URL: [ Inhent
Agdress Pools;: Pederess. Pols; W el
[Pyt Addrees Foos: TP Adnesss Paks: B Inberil
More Dphions g e e S o T o s o
Tunnzing Frotoccs: | Cherdess S5 VPN [ SELWEN Chent [ Turrelng Prosoools: [ trherit Chentess SEL YPN SEL U Cent
Filbar: --hone - b |7 rbent
HAL Pokcy: - here - HAL Poiicy: [ Imbwerit
Arcees Hiures (o Urresliicled - Aroeas Houm: [ Trherit
Smlan e Logie: 3 Sireukancous Logins: |& Imherit
Realrcl atiess b VLAN: = = |
sl if by Hneairiae, Restrict access to VLAN: [ trhent
Correction Prafie (Tuonel Grotp) Lock: | - Bana — T
: Connection Profie {Turnel Group] Logk: [ [nbernit
TMaamum Cornect Time: | Unimibed mnubes i
Baxsun Jonde | Time: [ il Lk ] TR
1de Timeout: T hone |20 mirntes ;
Tk Tinneazuk: ¥ Irhwrit Kone niibes
Onmnart cardreroval; @ Cwoorrect ) Keep Bi= connechon
On smart cand removal: |3 trkerit Disranncct Keep the conrectan

X|HElE &8t oF

7962G IP T3t 2 EHeflof ™ 9.1.104 M E|AE S AnyConnect VPN T3t7|= 5 7129 &t 5 0 X| &
50, O|= 25 AES(Advanced Encryption Standard) & L|CHAES256-SHA 2! AES128-
SHAASAO| 2HIE &5 E X|H35IX| o™ ASA 2101 ZA|E CHE o4Z20| HEELCH

YASA- 7- 725010: Devi ce supports the following 2 cipher(s).

%ASA- 7- 725011: Cipher[1] : RC4-SHA

%ASA- 7- 725011: Cipher[2] : DES- CBC3- SHA

YASA- 7- 725008: SSL client outside: 172.16. 250. 9/ 52684 proposes the fol |l ow ng

2 cipher(s).

%ASA- 7- 725011: Cipher[1] : AES256- SHA

%ASA- 7- 725011: Cipher[2] : AES128- SHA

%ASA-7-725014: SSL 1lib error. Function: SSL3_GET_CLIENT HELLO Reason: no
shared cipher



POI'

ASAO SHIE &5 7t #MEE|= K| 22152474 show run all ssl & show ssl B S =AFFLICEH

ASA5510- F# show run all ssl

ssl server-version any

ssl client-version any

ssl encryption rc4-shal aesl28-shal aes256-shal 3des-shal
ssl trust-point SSL outside

ASA5510- F#

ASA5510- F# show ssl

Accept connections using SSLv2, SSLv3 or TLSvl and negotiate to SSLv3 or TLSvl
Start connections using SSLv3 and negotiate to SSLv3 or TLSvl

Enabled cipher order: rc4-shal aesl28-shal aes256-shal 3des-shal

Di sabl ed ci phers: des-shal rc4-nmd5 dhe-aesl128-shal dhe-aes256-shal nul |l -shal
SSL trust-points

outside interface: SSL

Certificate authentication is not enabl ed

ASA5510- F#

cucmel 38 2d
IP 8170 HBE/X| o= VPN 4

Cucme| Ax| a2 0lH(#0lE R 0], 11 "E‘ ES EEE"OEI)Ol A E|H Common Phone Profile(&gh
5t7| =20t )ofl M VPN MAS X235

ot H

1. Device(C|HFO|£) > Device Settings(C|HFO|A &%) > Common Phone Profile(2 & T&}7|
Ene)e 2 o|sE



EN————— |
Device - | Application = User Management =  Bulk Administration + Help -

CTl Route Point
Gatekeeper
Gateway
Phone

Trunk

Remote Destination

Device Seftings 3 Device Defaults

Firmware Load Information
Default Device Profile
Device Profile

Phone Button Template
=oftkey Template

Phone Services i

SIP Profile

Commen Device Configuration

Common Phone Profile

Common Phone Profile Configuration

Q Save x[llelete Copy %i Reset g Apply Config |:|'} Add New

VPN Information
VPN Group Phone -
WPN Profile phone 5

3. Device(C|HIO|A) > Phone(T&t7[)2 2 0|535t04 0| T2t 0| M3t7| Am|aao|Mol &
EIRA=X| gelghct.



wreg v | Device » | Appicafion » User Management + Bulk Administration + Help «
- T} ot Foiws Related Links: ERRrL LTS
Galekeeper
soafl. Gataway
Il )
Phone
MAC BCBE4F576113
Trunk :
Desg Ruto 1000
y Remote Destination -
Devi Default » View Details
: " [ |
Com Device Settings ST » Yiew Detail
Fhone Button Template® Standard 7962G SCCP r
Softkey Template Mlalter Bhapee -
$ Common Phone Profile® Standard Common Fhone Pru_#i;:) -
QIS AM elE 4

IP M&tof Ciet I M 21E & Fdste W= F 7FK|7}F /& LICHMIC(Manufacturer Installed
Certificate) & LSC(Locally Significant Certificate). & &0l 7t& XM3Hst S M2 MEH 5 2™
AnyConnect VPN Phone with Certificate Authentication Configuration Example(21& M 215 Z11|
2¢lo]440] 2= AnyConnect VPN Phone)2 X X5 AAI2.

RIEM QB E FEE [ CUCM MM CIEM(FE CA)E LHELHT ASAE 7HX{SLICt.

1. CUCMO{| 22 Qlgf L}

2. Unified OS Administration > Security > Certificate ManagementZ 0| S gfL|C}.

rlo

3. CAPF(Certificate Authority Proxy Function) &£ = Cisco_Manufacturing_CA;21& M |3
MIC EE= LSC 2B M 2152 AERH =Ko [EPEF SfetEulch

4. 1ol 2Z HAEE o] CtE=8HLC}.

o o| CteEEE|M CLI EE= ASDME S35l ASA0| 2015t QIZEME CA QIS ME 7HXSL
Ct.


http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml

Certificate List (1 - 21 of 21)

Find Certificate List where File Name v begins with [ Find |[ clear Filer || 4 ”?
Cartificate Name Cartificate Typa .PEM File

tomcat certs tomcat.pem
ipsec certs peeC, peiT)
tomcat-trust trust-certs CUCHMBS pem
ipsec-trust trust-certs CUCMES. pam
caliianzgs sets Calizuzazy
CAPF certs CAPE.permn |
TS cens TWS.pam

allManager-trust trust-certs EISCD Manutacturing Eﬁ._gem I
CallManager-trust trust-certs CAP-BTP-001.pam
CallManager-trust trust-certs Cisco Root CA 2048.pem
CallManager-trust trust-certs CAPF-18cfl46e.pem
CallManager-trust trust-certs CAP-RTP-002, pem

7|2X2o 2 VPNE X|&Hsts ZE H3t7|of MIC7|- A 2EELICH7960 & 7940 2 HElol=
MIC7} MBEIX| 2 LSC7t et A SEEIES S+ x| M7t 22 E*L—IEP.

%| 4l Cisco IP Phone(8811, 8841, 8851 &! 8861)0ll= M Z& Manufacturing SHA2 CAO| A A&t
MIC Q& M7t & ELCH

oot

. CUCM H{Z 10.5(1)E M SHA2 QIEME = &3t AMZ|ECt

0| CUCM HHE MAst=s BR M AZECARUABMECIREESI I CISE sdslof & =
AAI:II’|E|-

CAPF-trusto] 42 E=35t0{ 713} 7|7t CAPFE Q155104 LSCE 2 &= UL F LICh

37|71 SIP 5061& MICE Q& 5t & §1&3t24H CallManager-trustol| 42 =8 LTt

El:CUCMO| $Xl 0| BTS2 AdlislE AR SHA2 CAE ¥opiH 0| 213 E Z2IgtLct.

0|1 SC %[0l MICE AFE235l= 7d0| E4LCHCisco= CUCMTFL| TLS A els S
Sl LSCE X|HELICIMIC RE CISM7I &4E £ 9'0 OZ2TLSQISE EE=ECIE L2
MICE M85 & M3 7|E 7ot 02 (=2 Z ok & LICHCisco= MICTH &4 &
A< ofdt AT X|X| f& LTt

Zl2Mo 2 HM3t7|of LSC7t /= B H3t7[o MICT J=X] ofF 2t & 2heio] 2B oME
LSCE ArEELICH 3|0 MIC & LSC7t /e B9 AUB A= LSCE A LICHTE V(o]


http://www.cisco.com/security/pki/certs/cmca2.cer

LSC7} iXIBF MICTI U= B2 2150ME MICE AHEELICH

0B 21E S| B ASAMAM SSL CIEME LHE LI CUCME 2 7tX{etoF & LICt.

BAE D &Pl

CIE MOl M=o A= CN(common name)O| VPNE S35l ASAM| @1Z28517| {5 T3 710i M AHS
= URL(group-url) @t & x|5tX| &S 7L, CUCMOI A Host ID Check(ZAE ID &9Ql) 3t
HLP ASAQ| 3l URLIt YUx|5tE ASAS| QIS AME AL EFLICEH

ASAZS| SSL 1B M7t et EFIE @IE MO[7Lt, SSL @15 Mol CHE SAN(Subject Alternative
Name)O| Z & |01 74Lt, FQDN(Fully Qualified Domain Name) CHa&! IP A2 URLO| M El 4
2 0| &edo| e stL|Ct.

O|Ad2 elE el CNo| M3t7|7t dZst2di= URLY YUXISHX] i 2 i IP T3t 29| of 2lL|Ct.

1231: NOT 07:07:32. 445560 VPNC. DNS has wildcard, starting checks...

1232: ERR 07:07:32.446239 VPNC: Generic third level wildcards are not allowed,
stopping checks on host=(test.vpn.com) and dns=(*.vpn.com)

1233: NOT 07:07:32.446993 VPNC. hostID not found in subjectAltNames

1234: NOT 07:07:32.447703 VPNC. hostID not found in subject name

1235: ERR 07:07: 32. 448306 VPNC. hostIDCheck failed!!

CUCMO{| M Host ID Check(ZAE ID & 9Q1)E H|EA3}t5t2424 Advanced Features(ILg 718) >
VPN > VPN Profile(VPN Z2I}Q)O 2 0|S &L},

—Tunnel Parameters
MTU* 1240

Fail to Connect® =

. | Enable Host ID Check




7t 22X HE

ASACIM A8E 21 S ClH

ASAOIAM EX| siiAE <lsf o218 CIHZ X =8 &dste = U&LICH

| oggi ng enabl e
| oggi ng buffer-size 1048576
| oggi ng buffered debuggi ng

debug webvpn anyconnect 255

#:AnyConnect At&X}t7F i 2 CH 2 75 0i M= CIBH I webvpn anyconnectE & +33}5t
Xl et= [o| FELICHIP FAZE £32 LEHIY + ooz N2 Fo| HET HMHE
A& LICE.

P& 21

Mot 230] HMHASHEAH 2 HMA 7SS E-sHELICH.CUCMO| 2221511 Device(C|HEO|A)
> Phone(F2}7() > Phone(T% 7| Z4u|ado|M)e 2 OIS ELICEO| 7|sS EMstE 1P Ml V|E
ot o HMA MME FHELICHIP M&tol| Am[asolM HE Arg S MLt

system =  Call Routing = Media Resources =  Advanced Features = Device = A

Phone Configuration

B Save x]}elete Copy %H&s&t 4 Apply Config |:|';5 Add New

|—Prm:luct Specific Configuration Layout—

Owerride Common

R Settings

\ Web Access SRR ?



Met7|1E MAESHH HEIR MM IP M 22
st = Qle HAFE{0IM HEH7|2 IP FAE AIEEL
% &t O_.J I r M3 7 |0 5710 IHele Ho{ma 2 245

lllllllll CGHSOIE LOgS

cisco Cisco Unified IP Phone CP-7962G ( SEPSCB64F576113 )

Device Information

/F Sf cache/fsclc fd0a loc

Network Configuration
Network Statistics

/FS/cache/logl81
/FS/cache/logl82
3 /ES/cache/logl78
/FS/cache/logl 79
/FS/cache/logl80

Ethernet Information

Access

Network

Device Logs

Console Logs

ASA 2712} IP Phone 21 79| ApttAH 2|

22 ASA%t IP MEtollH 2O 8 435 445 LEI9| o ILICH O] ofloll M= ASAL| QI M7 Tt
B ME CHAMEZIARZ| Z 0ol ASAL| QIE M A7t T3t 7| o] ZAm|18io]M mhdof U= B A
siAle e x|st x| ek & LICt.

1o riw £1

ASAE1

%ASA- 7- 725012: Devi ce chooses ci pher : AES128-SHA for the SSL session with
client outside:172.16.250.9/50091
%ASA-7-725014: SSL 1lib error. Function: SSL3_READ BYTES Reason: tlsvl alert



unknown ca
YASA- 6- 725006: Device failed SSL handshake with client outside:172.16.250.9/50091

Met 21

902: NOT 10:19:27.155936 VPNC. ssl| _state_ch: TLSv1l: SSL_connect: before/ connect
initialization
903: NOT 10:19:27.162212 VPNC. ssl_state_ch: TLSvl: SSL_connect: unknown state
904: NOT 10:19:27.361610 VPNC. ssl_state_cb: TLSvl: SSL_connect: SSLv3 read server hello A
905: NOT 10:19: 27.364687 VPNC. cert_vfy cb: depth:1 of 1, subject:
</ CN=10. 198. 16. 140/ unst r uct ur edNane=10. 198. 16. 140>
906: NOT 10:19:27.365344 VPNC. cert_vfy cb: depth:1 of 1, pre_err: 18 (self signed certificate)
907: NOT 10:19:27.368304 VPNC. cert_vfy cb: peer cert saved: /tnp/leaf.crt
908: NOT 10:19:27.375718 SECD: Leaf cert hash = 1289B8A7AA9FFD84865E38939F3466A61B5608FC
909: ERR 10:19:27.376752 SECD: EROR seclLoadFile: file not found </tnp/issuer.crt>
910: ERR 10:19:27.377361 SECD: Unable to open file /tnp/issuer.crt
911: ERR 10:19:27.420205 VPNC. VPN cert chain verification failed, issuer certificate not found
and | eaf not trusted
912: ERR 10:19: 27. 421467 VPNC: ssl_state_cb: TLSvl: write: alert: fatal:
unknown CA
913: ERR 10: 19: 27. 422295 VPNC. alert_err: SSL wite alert: code 48, unknown CA
914: ERR 10:19:27.423201 VPNC. create_ssl_connection: SSL_connect ret -1 error 1
915: ERR 10: 19:27.423820 VPNC: SSL: SSL_connect: SSL_ERROR SSL (error 1)
916: ERR 10:19: 27.424541 VPNC: SSL: SSL_connect: error:14090086: SSL
routi nes: SSL3_GET_ SERVER_CERTIFICATE:certificate verify failed
917: ERR 10: 19: 27. 425156 VPNC. create_ssl_connection: SSL setup failure
918: ERR 10: 19: 27. 426473 VPNC. do_l ogi n: create_ssl_connection failed
919: NOT 10: 19: 27. 427334 VPNC. vpn_stop: de-activating vpn
920: NOT 10:19:27.428156 VPNC. vpn_set_auto: auto -> auto
921: NOT 10:19: 27. 428653 VPNC. vpn_set_active: activated -> de-activated
922: NOT 10: 19: 27. 429187 VPNC: set _login_state: LOGN 1 (TRYING --> 3 (FAILED)
923: NOT 10:19:27.429716 VPNC. set_login_state: VPNC : 1 (Loggingln) --> 3
(Logi nFai | ed)
924: NOT 10: 19: 27. 430297 VPNC. vpnc_send_notify: notify type: 1 [LoginFail ed]
925: NOT 10: 19: 27. 430812 VPNC:. vpnc_send_notify: notify code: 37
[Ssl Al ertSrvrCert]
926: NOT 10:19:27.431331 VPNC: vpnc_send notify: notify desc: [alert: Unknown
CA (server cert)]
927: NOT 10: 19: 27. 431841 VPNC. vpnc_send_notify: sending signal 28 w value 13 to
pid 14
928: ERR 10: 19: 27. 432467 VPNC. protocol _handler: login failed

PC ZE HQ| 7|

O|of| A8 CHZE MEHT7|E #4351, CUCMOI M PC Portoll Span to PC PortE & A45}t5t 1 741
JoolME MEFLICHTE 7|7t 24 =R el EAEE PCOl ELHZ| AlEFEHLICH2ME 2I5H Ef
2 Mx{ste{H T2 0|AF0{A ZE0|M WiresharkE AFHE EHLICEH



system = CallRouting = Media Resources +  Advanced Featurez = Device v A

LE Save x]}elete Copy %H&s&t 4 Apply Config |:|'}: Add New

|—Prm:luct Specific Configuration Layout— s W e
e Settings
Span to PC Port* Enabled ¥

VPNo| 2|3 ¢4ZE S92 IP Phone HI|1d|0|Md HA

L Ol ZE 2 AnyConnectE S35l IP T3t 7H HIEHI M HAZAE|0f U= S VPN 4|12 0]
Mg -8 = QK| {2 ULICHINE 2 yesO|X|2F U ZT|Te|o|M Mg & Qlsof g L|ct.

CUCMOIM Rt AtEE BHZESE OHE HE AE S T3t7|ofl MEELICH A Ax|ado|ME T3t
710l FAl5H7] I8t Ml 7FK| 2 4(Apply Config, Reset, Restart)0| Q& LICH37IX| S MH 25 TS}
= o

2t ASAOIAM VPNO| 448 B X|C QIS M Q1B S AF85tE B RS2 CHA| ¢iZdE & Q&L
Ch.AAA(Authentication, Authorization, and Accounting)& A8 35t= 4<% At S3HES CHA| 236t

et= HAIX|7F EAIELICH

System *  CallRouting ~ Media Hesources Advanced Features « | Device - | Application -

& CTl Route Point
Phone Configuration

. Gatekeeper
LB Save x Delete copyf & Reset 2 Apply Config i
| Ly ~Tatus: Keaay
| Phone

B3P M3 7|7} 474 Zof ot QUKo 2 Q|F DHCP MHERE IP TAE gr&LCt
AP T3t 7|0l A cUCMOi| M M| ZAT|28|0|ME 2o 24T Main Office| TFTP Aol A28
OF gL|Cl et x o 2 cUCME S8t TFTP M QILICtH



A AP 2 Ao ool THUE = AlStEA™ M3t 7|of HE R Mo TFTP M2l IP
Tt SHEH HEIR=X] HIFLICHE QIS 2|5 DHCP ME{olA SM 1508 A& St7ALE T
St7[M TFTPE =822 MMFLICHO| TFTP MH&= AnyConnect MM S5l HMAE = QU

&Lt

4 A
o

HXEl <, DHCP

7t & ?
ME A8E + &Lt

IP X3} 7|0l 2Z DHCP MHEZEE{ TFTP MHE £AI5HK|TH s T4
MM MZ5tE TFTP M IP A E R o|5te{™ CHAl TFTP M &
LS ™R = CHA TFTP ME{E XM E5hs o] cHali A= ghLict.

1. Settings(A&™) > Network Configuration(HIE.%3 Z1x|23|0|4d) > IPv4 Configuration(IPv4 £
IaglolM)e 2 o|setch.

2. Alternate TFTP MO 2 AJ ETILICE.

3. M3t 7|0| A CHA| TFTP MHHE ALE5tE{™ Yes(Ml) AZEF|IE FELICLOEX| ot ™
No(OtLIR) AZEF|IE FELICLSMO| HH U B2 **#2 s ¥ 22 HmFLIct

4. ME AZEFIE SELLC]

. TFTP Server 1 S M0l Alternate TFTP ServerE X gtL|C}.

)]

o BeteX B H3t7| diwolM oel HAIXIE 27 HEStod M3t 7(7F SHHE HEE 46t

=
AKX HUELICHSAO| SHZH YT ChEa 22 HIAIX|IZ7E ZAIELICH

—



NI Status Messages

Cisco Cisco Unified IP Phone CP-7962G ( SEPS8CB64F576113 )

Device Logs
11:09:29 Trust List Updated

Console Logs
11:09:29 SEPSCB64F576113.cnf.xml.sgn

Core Dumps
11:09:37 Trust List Updated

Status Messages

11:09:38 SEPSCB64F576113.cnf.xml.sgn
11:11:24 Trust List Updated

11:11:24 SEPSCB64F576113.cnf.xml.sgn

08:21:45 Trust List Updated

Debug Display

08:21:45 SEPSCB64F576113.cnf.xml.sgn
08:22:02 Trust List Updated
08:22:02 SEPSCB64F576113.cnf.xml.sgn

&7 |0|M TFTP MO HEE 7418 4= F

rr

A2 TFTP 25 HIA|X|7F EA|EL|CE



Status Messages

Cisco Unified IP Phone CP-7962G ( SEPSCB64F578B2C))

11:51:10 Trust List Update Failed

11:51:10 TFTP Error : SEPSCB64F578B2C.cnf.xml.sgn
11:53:09 Trust List Update Failed

11:54:10 Trust List Update Failed

11:54:10 TFTP Timeout : SEPSCB64F578B2C.cnf.xml.sgn
11:54:31 TFTP Timeout : SEPSCB64F578B2C.cnf.xml.sgn
11:55:18 Trust List Update Failed

11:535:39 TFTP Timeout : SEPSCB64F378B2C.cnf.xml.sgn
11:58:00 Trust List Update Failed

11:58:00 TFTP Error : SEPSCB64F578B2C.cnf.xml.sgn

ASA SSL 2IEAM ZAAl

715 % AnyConnect VPN T3} A% 0| Q4 X|2H ASA SSL QI A7} = B2 E of 5l B ™3t 7|of
M SSL QIS A E & lst7| s EE IP H3t7|E 7|2 MO|EZ 7IX{E EHR7I 8 % | CHVPNOI
HEE S M UBME FIIHE = J&LCH

ASAS| 2E CA QIBME ID ABM THAl LA LIZLE 7hxd@ ZS 0] 24l Sofl SUs HC|(CAE
A% AHS eI CUCMOIM QIS M7t SUsHHl RXIEIDZ JEME HLE TRt eiaLicd
2L} ID QB ME A8 S 29 o] MAbyF WR LIk I2X| SLo ™ ASASE IP K3t Z+ol s Al 2ol
UxI3Hx] O R37(0lM B MR + siaLit

1. ASAO{A © ’SHE Aalgtc
EHIALMIE LHE 2 ASA 8. xASDME AL&35t0{ SSL QIS ME AAlstD MX|FHL|CtH BT 9|
dE X|HE M oP_T'_ 2 E VPN IP M&tof| 15 ME MEE 7} K| ssl trustpoint <name>
outside BEZ AI835t0{ 0| M CIBME ME3IX| OFMAIL.



http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00809fcf91.shtml
http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00809fcf91.shtml

2. M IS ME LHEHL|Ct.

3. CUCMO] Phone-VPN-Trust QIZEME A IS MHE 7FX{SLCt.
2t T:Phone-VPN-trust A S8t CN2 2 IS ME Y2 E5tH O|H CISMHE EHo{MAH H
LIC}.
4. CUCMOI M VPN Gateway Configuration(VPN H|O|E {0 Ii |Z8o|M)2 = 0[&S5t04 A €l
S ME MELICLOIN F QB M7t 25 Q&LICHE PHE=E Q13 A2 ASAO| O & M|
Xl of2 M 1B M.

|ME 1P ™3t 7(|o M ELICHVPN EE2 3l IP Tstoll Af Zdx| e o]
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ZAm| o] Tt = QI5t0q IP PhoneOl #43 Atg ot
& QIgFLC.
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|

7. ASAO] A SSL AIE| X|Me M35t

A 1:ASA SSL 215 A7} o|O| BFR2 £ T IP X&H7F AnyConnectE Sal| A4E = Qe 49
B473 AFEH(Ol: AH ASA Q1B A SHANS IP A&t 7|ofl FAIE £ Q&LICHIP K370 HEE
?:M*%* = UATF IP 37| TFTPE S8 IP FAE £522 HHELICLZE TFTP AMH

AHE o+04 5'ﬂLI:LEﬂow' o g SAEISHLICEHSH 71X] 0= ASAOIAM ZE NMES MASIT
EEH“"C’ LHE TFTP ME{Z SIC|E Mt ZddL|Ct.
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