ASDMO{| M ASA 18 2AX| s &

=X

274

N QF Abst
k=3 A&k

ASA 1|8 o|M
ZpjAlo] ASDM 0|0O]X]
A8 S21 ASDM 0|0X|
HTTP Mt &5t

Z|Et 7ttt u|Tdo|M 2|

|_.| EQ 3 o474
OHZE|7{0|MH A= EQ]oq
HTTPSZE 0424 AISH

aed me

)|

0| 2 MoilAE Cisco ASA with Cisco ASDMOY HM|A/TAIE I LA sHe 2X]
st Ep{E4E W 2ol ofs) A>EtLict.

M
o
Hm
Q'I_l
rr
L
5]
FO

NE 2T Ag

O] EMol| LIFE AlLt2|2, B4+ 3! EtAl= ASA(Adaptive Security Appliance)0llAd & 7| ZAm| 28|
O|lME Mt & Exll A2 flsl g E[R&Lct. =7| Zdx|aai oMo CHai A= Cisco ASA
Series General Operations ASDM(Adaptive Security Device Manager) Z1I|28{|0|A 7}0|=, 7.12]
Configuring ASDM Access for Appliances MM E & X5t &AL,

O EMoiM= EBEREE 98l ASACLIE AHE35tH, 0| ?IsHA = ASAO| CHEt SSH(Secure
Shell)/&H/E2& HM AT EEHLICH

AFBElE T 24
0| 22| ME = ASA 2! ASDME 7|gte 2 st}
Ol EAMo| HEE EX & 32| CIHIO|AE ECHZE T MHE|FSLICE Ol EMo| A E 2 E L]

=
stEl(7|2) Zu|asolMez AR EIR&LICH B HELIIHS S E* 2
ARl dFE O|2| SXISHAIZ| HHEfLICEH

[nm

P

rn


http://www.cisco.com/en/US/docs/security/asa/asa91/asdm71/general/intro_start.html#wp1281911
http://www.cisco.com/en/US/docs/security/asa/asa91/asdm71/general/intro_start.html#wp1281911

HiE HE

ASDMZ 2% 22| QIEH 0| AE Saf 2ot o{Z 20| A0f CHEF 2ot 22| 2 2 LB MH[A
£ N Z&fct.

2 BXMollE Ml 7tR| F2 Fof ZIETL Ql&LICE o] FEoM YetHQl EFEHE
iEHI E Z45t= 3R 0| 2AME S5 ASDM AFZ/HM|A QL BHEAEl XstHEt 2|2 &H0lg 5=

Hu
_I_

« ASA ZHI|18]0|M
- HER3 AZ

- OHEE|F0|M AxEQ|o]
ASA ZiI|ag|o|M
ASDMO| 3o 2 HAMASHT| |5 ASAM R Ml 7HX| B4 Z4x|aefolMo] /L& LCH.
- Z24Al9] ASDM O|O]%|
- A& &2/ ASDM 0|0l x|
« HTTP Atq M|t

Z 2 Al2] ASDM O|0O| K|

LR {7 0| ASDMO| EZHAI YR IR HQIBHLICH $H2) M% Sl o ASDMO|L}
ASAZo| 7|E} UEHXO| m U M4 weof: TFTP)SE Y28 4 dl&LcH

ASA EZHA| HIZE|0f Q= THUS Ltdshs Ol Z20| BT S ASA CLIO show flashE J243fL]
Ct. ASDM 0| U=X| & IEL|Ct.
<#root>
ciscoasa#
show fl ash
--#-- --length-- ----- date/time------ path
249 76267 Feb 28 2013 19:58:18 startup-config.cfg
250 4096 May 12 2013 20:26:12 sdesktop

251 15243264 May 08 2013 21:59:10 asa823-k8.bin
252 25196544 Mar 11 2013 22:43:40 asa845-k8.bin
253 17738924 Mar 28 2013 00:12:12 asdm-702.bin ---- ASDM Image

ZaAloll = OlOIXI7H RE ST &HEIX| AAER FIH2 OISR verify BB AF5H0of &
ZEQ|o{ 7| X|0 AHE = MD5 sHA|IF EXISI= AN Tt ol MD5 SHA|E H|L& 5= Q& LIC}H.



<#root>
ciscoasa#

verify flash:/asdm 702. bin

Verifying file integrity of disk0:/asdm-702.bin
| A T T T A A A A O |

Done!

Embedded Hash MD5: e441a5723505b8753624243c03a40980
Computed Hash MD5: e441a5723505b8753624243c03a40980
CCO Hash MD5: c305760eclb7f19d910c4ea5fa7dlcfl
Signature Verified

Verified disk0:/asdm-702.bin
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asdm O|0|X| disk0:/asdm-702.bin

ZF7}2 &Ql5t2{™ show asdm image BHEE AIEE £ U&LICH

<#root>
ciscoasa# s

how asdm i mage

Device Manager image file, disk0:/asdm-702.bin
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http server enable
http 192.168.1.0 255.255.255.0 inside

http 10.0.0.1 255.0.0.0 outside
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ciscoasa (config) # show run http
http server enable 8443
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Device IP Address [ Mame: 10, 106,36, 132:8443

Lsername: CISCO

Password: sanee

Ol= ASDM A|Z I 0| X|(https://10.106.36.132:8443/admin)0fl M| ASHE AR HSELICH
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1. ASAO{| A SSL(Secure Sockets Layer) ZA1I|12|0[44E & QIEILICH. ASDM2 ASA%t & 415t
= S0 SSLE ALEELICH ASDMO| A|EfE|= & Alof 2, 2|41 0S AZEQ|o{= SSL Al
2 HYE M o St A5 E MBS SEE = Qi&LICH ASAMM ofH 437t F{E =

2015t 1, show run all ssl BHEE ALE35t04 £ SSL A 0| 4T zl|o|Mof X|HE E=

<#root>
ciscoasa#

show run all ssl

ss1 server-version any <--- Check SSL Version restriction configured on the ASA
ss1 client-version any

ss1 encryption rc4-shal aesl28-shal aes256-shal 3des-shal <--- Check SSL ciphers
permitted on the ASA

A Q=71 urMEEd ASA 20 CH=21F ZH0| EAIEL

fok
It

ASDMO| Al#iE|= S9F SSL &
Ct.

%ASA-7-725014: SSL Tib error. Function: SSL3_GET_CLIENT_HELLO Reason:

no shared cipher

%ASA-6-302014: Teardown TCP connection 3 for mgmt:10.103.236.189/52501 to
identity:10.106.36.132/443 duration 0:00:00 bytes 7 TCP Reset by appliance

o dHo| EAEH 7|2z s

L

LIch Zdxm|Z2|ol4dof A ASAO A 3DES & AES &f

Jm


https://10.106.36.132:8443/admin

2.

3.

ok

E A2 35248 ASAO| A VPN-3DES-AES 2}O|AMIAE & A45}sHoF BFL|CE. O|= CLI2| show
version BHOZ &QIg £+ QI&LICH &332 Ct21F 20| T A|FEL|CH.

<#root>
ciscoasa#

show ver si on

Hardware: ASA5510, 256 MB RAM, CPU Pentium 4 Celeron 1600 MHz
Internal ATA Compact Flash, 64MB

Slot 1: ATA Compact Flash, 32MB

BIOS Flash M50FW080 @ Oxffe00000, 1024KB

<snip>

Failover : Active/Active
VPN-DES : Enabled
VPN-3DES-AES : Enabled
<snip>

VPN-3DES-AES &} 0| MlA = Cisco 2tO[4I 4] 2 AtO|E0|AM HIE 40| b2 == JU&LICt.
Security Products(2 2t XM&)& Z2!8t CtS Cisco ASA 3DES/AES License(Cisco ASA
3DES/AES EtO|MIA)E MEHTFLICE,
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Protocol Socket Local Address Foreign Address State
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<tfroot>

aaa aut hentication http consol e LOCAL

-t

O|x HHS &Mt mf AHSX O|F/HIYUHEE HHsloF gfLiCh
username <username> password <password> priv <Priv level>

O|2{8t EtAHI7t == 0| EIX| &t B FII TAE /5 ASAMIA 0|28t C|H S M ALS

g & A&LICH

debug http 255
debug asdm history 255

HIE®I=Z 44

MMM 22 KB 09745 ASDMO| HMAE = giE B, CHS BHA[= ASDMOY| H Al A 52
HAloI A ASAN| CHEH HIERT 7S &olste X ?:.I—IEP A7P ZEI0|HE HAM 2-E
Met=X| #elsto| 8t E 7tx| 7|2 2 sHZ A7 }U&LCH
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1. ICMP(Internet Control Message Protocol)£ E|AE g LICT.
ASDMOI| HM|ASE{= ASA CIE{HO|AE pingEfLICH ICMP7t HIEQIZE SUSHES 5
|7 ASA QIE{m 0|2 2Hofl RIEto| ¢ AL pingoll HBE 4 & LTt pingOl Aln
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<tfroot>

capture asdmtest interface

mat ch tcp host



eq 443 host

For example, cap asdm_test interface mgmt match tcp host 10.106.36.132
eq 443 host 10.106.36.13

O|E ASDMO]| 4735t = ASA QIE{H0|A Q| ZE 4430 CHSH 2= ZE TCP EEf=E Z&x{&LCt.
ol ASDME S35 235t 7Lt ASDM & A|ZF H|O|X|E ¥L|Ct. I CHF show capture
asdm_test HHE Al235lo{ A E miZlo| A E FL|C}.

<#root>
ciscoasa#

show capture asdm t est

Three packets captured

1: 21:38:11.658855 10.106.36.13.54604 > 10.106.36.132.443:
S 807913260:807913260(0) win 8192 <mss 1260,nop,wscale 2,nop,nop,sackOK>

2: 21:38:14.659252 10.106.36.13.54604 > 10.106.36.132.443:
S 807913260:807913260(0) win 8192 <mss 1260,nop,wscale 2,nop,nop,sackOK>

3: 21:38:20.662166 10.106.36.13.54604 > 10.106.36.132.443:
S 807913260:807913260(0) win 8192 <mss 1260,nop,nop,sackOkK>
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2. 8l Al Sl ASDME LI HIE AZEQ|0{E A™AELICH 33 ASDM Launcher A
%ol EXM7F A2 = UELICH 22H0|HE A|ARIO|M ASDM Al T2 322 K75t
ASA € A|ZF =2 338 XFA|0|A] CHA| A x|EFL|Ct.

3. AFEXto| & CIHIEZ|ol| A ASDM2| FHA| C|RIEZ|E X|ZL|CH ™A FHA| C|RIEE|E A5
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4. SHHE Java HTO| MX||0o{ /U =K| = I LICt Cisco ASDM Release NotesOi| = El|AE
Java HHZO]| CHEE @ 7 At&Ho| L& E|o{ &Lt

5. Java 7| A|E X|ZLICH Java M 0{EH0| A General( ) > Temporary Internet File( Al 2IE
S ot )2 MEfgtL|ct O™ CHS ViewE 2 25104 Java Cache ViewerE A& gfL|Ct.
ASDME & Z8t7Lt ASDMI} HAE 2 E =2 AA|ELICH

6. Ol EtAI7I Mg AR FIF ZALE I 22t0|ME HAM CIHZE HEE =Z&FLich
URL https://<ASAQ| IP F4>?debug=58 Al&3l04 ASDMO]| CHEF C|HZ S & gst&Lchod
: https://10.0.0.1?debug=5).

Java HH™ 6(HHZT 1.60|2t = & oAM= Java Control Panel(Java M[0{E) > Advanced(ZL&

)0l AM Java C|HHZ HIA|X|[7} &-&8HE L|Ct 23 CHS Debugging(ClH{Z) ofeiel &gt 4
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o |

T2 Jova Comtrol Panel = Tl

General | Update | Java | Security | Advanced

Debugging -
----- -] Enable tracing
------ . | Enable logging <.
...... |:| Show applet lifecyde exceptions
Java console
------ @ Show console < I
- ------ ) Hide console B

m

- ) Do not start console |
II Default Java for browsers

- ----- Microsoft Internet Explorer

------ L[| Mozilla family g
Jaua Plug-in

------ | J| Enable the next-generation Java Plug-in {requires browser restart)
Shartcut Creation

------ ) Always allow
- ------ ) Always allow if hinted
--(7) Prompt user

II . ...... @ Prompt user if hinted
L) Never allow

|| JMLP File MIME Association -
4 | m | 3

| QK || Cancel || Apply |
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0 £ £0{ https://10.106.36.137/admin/exec/show verE 235t H 2} 2 X0 show version £210|
EAIELICH

@ hitps://1010636137/admin/exec/show ver

Cizsco Adaptive Security Appliance Software Version B.4(3)

Compiled on Fri 0&-Jan-12 10:249 by builders
Syestem image file iz ™disk0:/asaf43-k8.bin"™
Config file at boot was "startup-config™

ci=zcoasa up 4 mins 41 secs

Hardware: ASAS505, 512 MB RAM, CPU Geode 500 MH=z
Internal ATA Compact Flash, 128ME
BIOS Flash MSOFWO16 R Oxfff00000, Z2048EB

Encryption hardware device : Ciszco ASA-5505 on-board accelerator (revision Ox0)
Boot microcode CH1000-MC-BOOT=-2.00
S5L/IKE microcode CHLite-MC-55Lm-PLUS-2.03
IFSec microcode CHlice-MC-IPSECm-MATIN-2.06
Humber of accelesrators: 1

t Int: Internal-Datal/0
1: Ext: Ethernet0/0
2: Ext: Ethernet0d/1
3: Ext: Ethernet0d/2
4: Ext: Ethernet0/3
E: Ext: Ethernet0/4
&: Ext: EthernetD/S
7: Ext: Ethernet0/6
8: Ext: Ethernet0/7
9: Int: Internal-Datal/1
10:; Int: Hot used
11: Intc: Het used

address is d0d0.fd0f.902d, irg 11
address is d4d0d40.£fd0f.9025, irg 255
address is d0d0.fd0f.9026, irg 255
address is d0d40.£d0f.9027, irg 255
address is d4d040.fd0f.9028, irg 255
address is d4d040.fd0f.9029, irg 255
address is d4d0d4d0.fd0f.%02a, irg 255
address is d0d0.fd0f.902b, irg 255
address is d4d040.fd0f.902¢, irg 255
address is 0000.0003.0002, irg 255
irg 255

irg 255

BE EE EE EE W EE A EBE Ed EE EE B8

Licensed features for this platform:

Maximum Physical Interfaces : B perpetual
VLAN= : 3 OMZ Unrestricted
Dual ISP= : Enabled perpetual
VLAW Trunk Ports - B perpetual

O] 3§24 AlSH dheH2 AF25HE{T HTTP A 7F ASAOI A & Ad5tz|o] Qlo{of st TR 8t HTTP A
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