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vedge1 232

AlAR P & ip 38ip

10.10.10. 192.168.10 198.51.100
232 232 232
10.10.10. 192.168.9. 192.168.9.
233 233 233
10.10.10. 192.168.0. 192.168.0.
228 228 228
10.10.10. 192.168.0. 192.168.0.
231 231 231

vedge2 233

vsmart 1
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vpn 0
interface ge0/0
ip address 192.168.10.232/24
!
tunnel-interface
encapsulation ipsec
color biz-internet
no allow-service bgp
no allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
!
no shutdown
!
ip route 0.0.0.0/0 192.168.10.11
1

vEdge2:

interface ge0/1
ip address 192.168.9.233/24
!
tunnel-interface
encapsulation ipsec
color biz-internet
no allow-service bgp
no allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
!
no shutdown
1
ip route 0.0.0.0/0 192.168.9.1
O] EMolM BEXME Ald517| /30 ASAv(Virtual Adaptive Security Appliance) & &l#32 & vEdge
2t E AlO|ol| U&LICHASAvE CHS Ao 2 T4 #HELS =~
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object network VE1
host 192.168.10.232
object network CONTROLLERS



subnet 192.168.0.0 255.255.255.0
object network VE1_NAT

host 198.51.100.232
object service CONTROL

service udp source range 12346 12445 destination range 12346 12445
object service CC_NAT_CONTROLLERS

service udp source range 52346 52445 destination range 12346 12445
object service CC_NAT_OTHER

service udp source range 42346 42445 destination range 12346 12445

object network ALL

subnet 0.0.0.0 0.0.0.0
nat (vel-iface,ve2-iface) source static VEl VE1_NAT destination static CONTROLLERS CONTROLLERS
service CONTROL CC_NAT_CONTROLLERS
nat (vel-iface,ve2-iface) source static VEl VE1_NAT destination static ALL ALL service CONTROL
CC_NAT_OTHER
nat (vel-iface,ve2-iface) source dynamic VE1l VE1l_NAT

=4

e AlLtEl

to

M4 dEjoi M= dlolE B™ E{20| A k|1 BFD(Bidirectional Forwarding Detection) 7} up & E{
of UASE &elg = USLICH

HEEB{2o| Ao 422 M St7| I8l vEdge1 C|HFO|A(52366)01 M O{iH S& ZEE ALE5t
=X ElstMA|2.

vEdgel# show control local-properties wan-interface-list

NAT TYPE: E -- indicates End-point independent mapping
A -- indicates Address-port dependent mapping
N -- indicates Not learned

Note: Requires minimum two vbonds to learn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE
PRIVATE MAX RESTRICT/ LAST SPI TIME NAT VM
INTERFACE IpPv4 PORT IPv4 IPv6
PORT VS/VM COLOR STATE CNTRL CONTROL/ LR/LB CONNECTION REMAINING TYPE CON
STUN PRF
ge0/0 198.51.100.232 52366 192.168.10.232
12366 2/1 Dbiz-internet up 2 no/yes/no No/No 0:00:00:28 0:11:59:17 N 5

VEdge20i A NAT7} AFE|X| gtoo 2 71l FAQ TEE SUFFLCH.

vEdge2# show control local-properties wan-interface-list

NAT TYPE: E -- indicates End-point independent mapping
A -- indicates Address-port dependent mapping
N -- indicates Not learned

Note: Requires minimum two vbonds to learn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE
PRIVATE MAX RESTRICT/ LAST SPI TIME NAT VM
INTERFACE IPvd PORT IPv4 IPv6



PORT VS/VM COLOR STATE CNTRL CONTROL/ LR/LB CONNECTION REMAINING TYPE CON

STUN PRF
ge0/1 192.168.9.233 12366 192.168.9.233
12366 2/1 Dbiz-internet up 2 no/yes/no No/No 0:00:00:48 0:11:58:53 N 5

vEdge12| show tunnel & 70| M tx/rx 7t 2E{7F B7t5t1 UZ S &EUE £ JU&LICH

vEdgel# show tunnel statistics dest-ip 192.168.9.233

TCP

TUNNEL SOURCE DEST

TUNNEL MSS

PROTOCOL SOURCE IP DEST IP PORT PORT SYSTEM IP LOCAL COLOR REMOTE COLOR
MTU tx-pkts tx-octets rx-pkts rx-octets ADJUST

ipsec 192.168.10.232 192.168.9.233 12366 12366 10.10.10.233 Dbiz-internet biz-internet
1441 223 81163 179 40201 1202

= 5% ; = =L A
vEdge22| S st E20| M rx/rx TZ! FH2E{7t BI7HE S & QI" = A& LICHOHY X E(42366)7F
_ =
Moi ddE HdHste O A8kl ZEQ CHE LICH52366).
vEdge2# show tunnel statistics dest-ip 198.51.100.232
TCP
TUNNEL SOURCE DEST
TUNNEL MSS
PROTOCOL SOURCE IP DEST IP PORT PORT SYSTEM IP LOCAL COLOR REMOTE COLOR
MTU tx-pkts tx-octets rx-pkts rx-octets ADJUST
ipsec 192.168.9.233 198.51.100.232 12366 42366 10.10.10.232 biz-internet biz-internet
1441 296 88669 261 44638 1201

J2{Lt BFD M/M2 & Clutola RS oM 04™5| 7t& SLICH

vEdgel# show bfd sessions site-id 233 | tab

SRC DST SITE
DETECT TX
SRC IP DST IP PROTO PORT PORT SYSTEM IP ID LOCAL COLOR COLOR
STATE MULTIPLIER INTERVAL UPTIME TRANSITIONS

192.168.10.232 192.168.9.233 ipsec 12366 12366 10.10.10.233 233 biz-internet Dbiz-
internet up 7 1000 0:00:02:42 0



vEdge2# show bfd sessions site-id 232 | tab

SRC DST SITE
DETECT TX
SRC IP DST IP PROTO PORT PORT SYSTEM IP ID LOCAL COLOR COLOR
STATE MULTIPLIER INTERVAL UPTIME TRANSITIONS

192.168.9.233 198.51.100.232 ipsec 12366 52366 10.10.10.232 232 biz-internet lbiz-
internet up 7 1000 0:00:03:00 O

ZAEE 2 O|o|E Z8|Ql dZ0f| AIRE|lE ZEJ| Cl20etE EX7F Y6t X| eto i 40| A&}
2|0 U &LICt.

A AlLt2l2

AEXE7L vEdge2 EFHRE{0ll A DIA(Direct Internet Access)E & Aststedn g L|CH 0| 2|3l of &
I|a280|M2 vEdge20l M E|R&LIC.

vpn 0
interface ge0/1
nat
respond-to-ping
1

|
vpn 1

ip route 0.0.0.0/0 vpn 0O
1

2|1 BFD MIAMO| o|7|X| &t A SEEIRSMH CHR2E AEIE RXIELICLEYE SHE XIR £
show tunnel statistics £230{| M RX 7} 2E{7| S7I5tX| A S S &2lE &= U&LICH.
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vEdge2# show tunnel statistics dest-ip 198.51.100.232

TCP

TUNNEL SOURCE DEST

TUNNEL MSS

PROTOCOL SOURCE IP DEST IP PORT PORT SYSTEM IP LOCAL COLOR REMOTE COLOR
MTU tx-pkts tx-octets rx-pkts rx-octets ADJUST

ipsec 192.168.9.233 198.51.100.232 12346 52366 10.10.10.232 Dbiz-internet biz-internet
1442 282 48222 0 0 1368

vEdge2# show bfd sessions site-id 232

SOURCE TLOC REMOTE TLOC
DST PUBLIC DST PUBLIC DETECT X
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP
IP PORT ENCAP MULTIPLIER INTERVAL (msec) UPTIME
TRANSITIONS
10.10.10.232 232 down biz-internet biz-internet 192.168.9.233

198.51.100.232 52366 ipsec 7 1000 NA 0



vEdge2# show tunnel statistics dest-ip 198.51.100.232

TCP

TUNNEL SOURCE DEST

TUNNEL MSS

PROTOCOL SOURCE IP DEST IP PORT PORT SYSTEM IP LOCAL COLOR REMOTE COLOR
MTU tx-pkts tx-octets rx-pkts rx-octets ADJUST

ipsec 192.168.9.233 198.51.100.232 12346 52366 10.10.10.232 biz-internet biz-internet
1442 285 48735 0 0 1368

— | o [ = |SH = o =
AMZ0l= 00| EH'd MTUSt ZHEHE EXE o|alRigLICflel 22 "&2ly] AlLt2|" MMo| &

Z40]|
240} H|mE 75'-?— Y AL 2|0 Bl MTUE 14410|1 AlIit AlLt2| 29| 222 14429 L C}.
MBEME 7|t 2 E+L—* MTUE 1442(E{d @HFI=E2| Z< 1500 7|£ QIE{H| O|A MTU - 58H}0|
E)040F 3+ X|2F BTUZ} upO|® E{' MTUE 1HIO|EZ EO-|.=. |—|EP = E 2|5 show tunnel
statistics 2| £ 211} show tunnel statistics bfd7} down & Ef0f| l= B2 ofelof|l MBS E &=

vEdgel# show tunnel statistics dest-ip 192.168.9.233 ; show tunnel statistics bfd dest-ip
192.168.9.233

TCP
TUNNEL SOURCE DEST
TUNNEL MSS
PROTOCOL SOURCE IP DEST IP PORT PORT SYSTEM IP LOCAL COLOR REMOTE COLOR
MTU tx-pkts tx-octets rx-pkts rx-octets ADJUST
ipsec 192.168.10.232 192.168.9.233 12346 12346 10.10.10.233 Dbiz-internet biz-internet
1442 133 22743 0 0 1362

BFD BFD BFD BFD BFD BFD
BFD BFD

ECHO ECHO ECHO ECHO PMTU PMTU
PMTU PMTU
TUNNEL SOURCE DEST X RX X RX X RX
X RX
PROTOCOL SOURCE IP DEST IP PORT PORT PKTS PKTS OCTETS OCTETS PKTS PKTS
OCTETS OCTETS
ipsec 192.168.10.232 192.168.9.233 12346 12346 133 0 22743 0 0 0

vEdgel# show tunnel statistics dest-ip 192.168.9.233 ; show tunnel statistics bfd dest-ip
192.168.9.233

TCP

TUNNEL SOURCE DEST

TUNNEL MSS

PROTOCOL SOURCE IP DEST IP PORT PORT SYSTEM IP LOCAL COLOR REMOTE COLOR
MTU tx-pkts tx-octets rx-pkts rx-octets ADJUST

ipsec 192.168.10.232 192.168.9.233 12346 12346 10.10.10.233 Dbiz-internet biz-internet



1442 134 22914 0 0 1362

BFD BFD BFD BFD BFD BFD
BFD BFD

ECHO ECHO ECHO ECHO PMTU PMTU
PMTU PMTU
TUNNEL SOURCE DEST TX RX TX RX TX RX
TX RX
PROTOCOL SOURCE IP DEST IP PORT PORT PKTS PKTS OCTETS OCTETS PKTS PKTS
OCTETS OCTETS
ipsec 192.168.10.232 192.168.9.233 12346 12346 134 0 22914 0 0 0

vEdgel# show tunnel statistics dest-ip 192.168.9.233 ; show tunnel statistics bfd dest-ip
192.168.9.233 ;

TCP
TUNNEL SOURCE DEST
TUNNEL MSS
PROTOCOL SOURCE IP DEST IP PORT PORT SYSTEM IP LOCAL COLOR REMOTE COLOR
MTU tx-pkts tx-octets rx-pkts rx-octets ADJUST
ipsec 192.168.10.232 192.168.9.233 12346 12346 10.10.10.233 Dbiz-internet biz-internet
1441 3541 610133 3504 592907 1361

BFD BFD BFD BFD BFD BFD
BFD BFD

ECHO ECHO ECHO ECHO PMTU PMTU
PMTU PMTU
TUNNEL SOURCE DEST X RX X RX X RX
X RX
PROTOCOL SOURCE IP DEST IP PORT PORT PKTS PKTS OCTETS OCTETS PKTS PKTS
OCTETS OCTETS
ipsec 192.168.10.232 192.168.9.233 12346 12346 3522 3491 589970 584816 19 13

20163 8091

vEdgel# show tunnel statistics dest-ip 192.168.9.233 ; show tunnel statistics bfd dest-ip
192.168.9.233 ;

TCP

TUNNEL SOURCE DEST

TUNNEL MSS

PROTOCOL SOURCE IP DEST IP PORT PORT SYSTEM IP LOCAL COLOR REMOTE COLOR
MTU tx-pkts tx-octets rx-pkts rx-octets ADJUST

ipsec 192.168.10.232 192.168.9.233 12346 12346 10.10.10.233 Dbiz-internet biz-internet

1441 3542 610297 3505 593078 1361



BFD BFD BFD BFD BFD BFD

BFD BFD

ECHO ECHO ECHO ECHO PMTU PMTU
PMTU PMTU
TUNNEL SOURCE DEST TX RX TX RX TX RX
TX RX
PROTOCOL SOURCE IP DEST IP PORT PORT PKTS PKTS OCTETS OCTETS PKTS PKTS
OCTETS OCTETS
ipsec 192.168.10.232 192.168.9.233 12346 12346 3523 3492 590134 584987 19 13

20163 8091

2:9 §2(2 =olstol BFD 1}7! 2718 Aastel 8l Y & ASLIC T B2 2ol
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vEdge2# show ip nat filter nat-vpn 0 nat-ifname geO/1 vpn 0 protocol udp 192.168.9.233
198.51.100.232

PRIVATE PRIVATE PRIVATE
PUBLIC PUBLIC
NAT NAT SOURCE PRIVATE DEST SOURCE DEST PUBLIC SOURCE
PUBLIC DEST SOURCE DEST FILTER IDLE OUTBOUND OUTBOUND INBOUND INBOUND
VPN IFNAME VPN PROTOCOL ADDRESS ADDRESS PORT PORT ADDRESS
ADDRESS PORT PORT STATE TIMEOUT PACKETS OCTETS PACKETS OCTETS
DIRECTION
0 ge0/1 0 udp 192.168.9.233 198.51.100.232 12346 52366 192.168.9.233
198.51.100.232 12346 52366 established 0:00:00:59 53 8321 0 0 -

E AICHA|Z| ZE 523660| 42366 CHAl A2 &
vSmartol A Z 1 5t= OMP TLOCO A 0|

1 U&LICt vEdge2= 52366 £EE 04 5+04
P& R7 M2t

1o 10

vEdge2# show omp tlocs ip 10.10.10.232 | b PUBLIC

PUBLIC PRIVATE

ADDRESS PSEUDO

PUBLIC PRIVATE PUBLIC 1IPV6 PRIVATE 1IPV6 BFD

FAMILY TLOC IP COLOR ENCAP FROM PEER STATUS KEY PUBLIC IP
PORT PRIVATE IP PORT IPV6 PORT IPV6 PORT STATUS

ipvd 10.10.10.232 biz-internet ipsec 10.10.10.228 C,I,R 1

198.51.100.232 52366 192.168.10.232 12346 HE 0 HE 0 down



interface gel/1
nat
respond-to-ping
port-forward port-start 12346 port-end 12445 proto udp
private-vpn 0
private-ip-address 192.168.9.233
12346~124469] 9l THs 3 2E Z 7| ZE (12346, 12366, 12386, 12406 ! 12426 + port-
offset)& =& & LICt ofof CHEt 7<HHI°F L2 "HIC|R F#52 et Yt X E"E HXS AL

CLIFES Chdl ClHtolA 7|5 HERE AE3ste B2 SLUE 7SS FRIstti™ o|0|x[of EA|
= EHE oH & (vpn 0) 2E{H| O] A0f CHEF M VPN O|CHH! 7|5 RIE3! 2 O|0|E St HLE F7t5H
O BfLICt sl T™&(vpn 0) QIE{m|O|A0l= sl M ZE ME #%[0| ArSELICH

Cisco vManage i admin ~

L2 CONFIGURATION | TEMPLATES

Device Feature
o
Feature Template - VPN Interface Ethernet
Basic Configuration Tunnel NAT VRRP ACL/QoS ARP 802.1X Advanced
© New Port Forwarding Rule
-
Port Start Range 12346
Port End Range 12445
m g
Protocol udp v
VPN = |0

Private IP o 192.168.9.233

Add Cancel

&R ACLE AI8St=CHE &R ME 7
SEl 2 Ivar/log/tmplog/vdebug It 20| A CFHS IHIAIXIE iﬂ ol

x b
rot
Y 0F
>.

M|
g & &L



local7.notice: Jun 8 17:53:29 vEdge2 FTMD[980]: %Viptela-vEdge2-FTMD-5-NTCE-1000026: FLOW LOG
vpn-0 198.51.100.232/42346 192.168.9.233/12346 udp: tos: 192 inbound-acl, Implicit-ACL, Result:
denyPkt count 2: Byte count 342 Ingress-Intf gel/1 Egress-intf cpu

28 Helg MW= Z vEdge22| ACL(Access Control List)olA CFHS 1k ZHo| =41 C|o|E{ Z&y| 2!
mZIE HAZo 2 &{2sHofF &fLict.
vpn 0

interface ge0/1
ip address 192.168.9.233/24
nat
respond-to-ping
!
tunnel-interface
encapsulation ipsec
color biz-internet
no allow-service bgp
no allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
!
mtu 1506
no shutdown
access-list DATA_PLANE in
1
1
policy
implicit-acl-logging
access-list DATA_PLANE
sequence 10
match
destination-port 12346 12445 protocol 17 ! action accept ! ! default-action drop ! !

ClHO|A 7|5 HIESIE A8 2 B¢ HXIEE YA S HYstn HMA Mo| S5 14 oA
EtAlAM ACLE ~dsHoF BfLICE.



Cisco vManage : admin ~

H * CONFIGURATION | POLICIES Localized Policy > Ac Contral Lists Policy > Edit IPV4 ACL Policy
o Name DATA_PLANE

Description policy to allow data plane traffic

© Add ACL Sequence - Access Control List Access Control List
1) Drag & drop to reorder [+ JEELIEL R EW  Drag and drop to re-arrange rules

.
S
Access Control List E o
i = Match Conditions Actions ’
Default Action
Protocol: 17 Accept rD
[ ]
Destination: Port 12346-12445

PREVIEW Save ACL Policy CANCEL

ek A|™ acl-loggingO| o+ %! & &3t E|X| k2 Z?, Save Policy(S2 X&) HE S Z&l3t7| Tof ot
X2t EFAl0 M O|2 & 445 6tE 7d0| E4LILCH.

Cisco vManage

[ H £X CONFIGURATION | POLICIES | zed F Add Policy
(] Create Groups of Interest Configure Forwarding Classes/QoS Configure Access Control Lists Configure Route Policy ;':;Z Policy Overview
a Enter name and description for your localized master policy
»\ Policy Name LOCAL_POLICY
o= Policy Description vEdge local policy to allow data plane traffic
.
an
Policy Settings
m
Netflow Application Cloud QoS Cloud QoS Service side Implicit ACL Logging
m
Log Frequency Enter in sec

BACK m save Policy RSN

X|§3tE HA(LOCAL_POLICY 2| B?)2 ClHto|A HE 20| M & = F|o{of Lt



Cisco vManage

[ H Q CONFIGURATION | TEMPLATES
Basic Information
o
e
Additional Templates
Q\
Banner
S=8
|
2 Policy
m SNMP

Security Policy

13 Ch& ACL(DATA_PLANEE}HE 0|2 ZH2)
otzHoi| 24 aH ok EL|Ct.

= E-II-H-EI
S BH=

7ls

Cisco vManage

Transport & Management VPN

Choose...

LOCAL_POLICY

Choose...

Choose...

Service VPN

Additional Templates

430 2 VPN QIE{H|O|A O

¢ CONFIGURATION | TEMPLATES

Device Feature
0
Feature Template - Add Template - VPN Interface Ethernet
e
Basic Configuration Tunnel NAT VRRP ACL/QoS ARP 802.1X Advanced
n\
ACL/QOS
=
2 Shaping Rate (Kbps) 9~
m QoS Map 9~
Rewrite Rule 9~
Ingress ACL - IPv4 ® on Off
IPv4 IHQIESS Access List - DATA_PLANE
ACLE Fd5tm QlE{mo|A0] 2{&5t04 CI|O|H Z&Ql EEEE 2 2[6tH BFD M2 ChA| up &
Ejol ==& &ct.

vEdge2# show tunnel statistics dest-ip 198.51.100.232 ;

show bfd sessions site-id 232



TCP

TUNNEL SOURCE DEST
TUNNEL MSS
PROTOCOL SOURCE IP DEST IP PORT PORT SYSTEM IP LOCAL COLOR REMOTE COLOR
MTU tx-pkts tx-octets rx-pkts rx-octets ADJUST
ipsec 192.168.9.233 198.51.100.232 12346 42346 10.10.10.232 Dbiz-internet biz-internet
1441 1768 304503 1768 304433 1361
SOURCE TLOC REMOTE TLOC
DST PUBLIC DST PUBLIC DETECT X
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP
IP PORT ENCAP MULTIPLIER INTERVAL (msec) UPTIME
TRANSITIONS
10.10.10.232 232 up biz-internet biz-internet 192.168.9.233
198.51.100.232 52346 ipsec 7 1000 0:00:14:36 0

7|et eq ALE

ACLO| 3173 2 NAT ZE ST WA CH BN of ASNQILICH T8t S0t 2518 93 #17 A
OlEQ| A4 FAE 7|Z02 HEE 4 200 DDoS BHOZRE| CIHI0|AZ HEE 4+ el

access-1list DATA_PLANE
sequence 10

match
source-ip 198.51.100.232/32
destination-port 12346 12445
protocol 17

éction accept
st CHE =41 ERH 2 (allowed-services2 X|'E | X| &F ) & oilet 2ol 7|& iperf ZE
5001 HAISS ACL AlB 200 CH3H A CiOIE BH Eci=int 22| ol 2H QT OIx|x| &L
Ct.

policy
access-list DATA_PLANE
sequence 10

match
source-ip 198.51.100.232/32
destination-port 12346 12445
protocol 17

1
action accept
!
!
sequence 20
match
destination-port 5001
protocol 6



action accept
1

IE 8t iperf7t S 5tE4™H NAT ZE ME of Q| #2lo| = gLt

vEdgeCloud2# show running-config vpn 0 interface gel0/1 nat
vpn 0
interface gel/1
nat
respond-to-ping
port-forward port-start 5001 port-end 5001 proto tcp
private-vpn 0
private-ip-address 192.168.9.233

a4

Ol= NAT 2AZEQ|o] MH ME AtES
LICtH

2 Ql&l vEdge EHRE{0|M ol & El= SE
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