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Installation Instructions
Release

Notes for Cisco CallManager

e Cisco CallManager

e 1 2 1

Cisco CallManager

Cisco CallManager
CTI Manager Extended Functions Voice Media Streaming

Cisco CallManager

Cisco CallManager IP
IP 4 Cisco CallManager

Cisco CallManager
[ oL-8742-01-J .m



http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/

|

Cisco CallManager IP

IP
IP Cisco IP Phone
Cisco CallManager
URL

http://www.cisco.com/warp/public/130/recovery_index.shtml

1 2 1

Looking for ccmxxxx databases in (local).master.dbo.sysdatabases table

1. NetBIOS
2. NetBIOS
hosts
LMHOSTS
hosts DNS LMHOSTS NetBIOS
SQL NetBIOS
3. Web Cisco CallManager
SQL

Cisco CallManager
m. oL-8742-01-J |



http://www.cisco.com/warp/public/130/recovery_index.shtml

||
Cisco CallManager
[ ]
. Enterprise Parameters
[ ]
Cisco CallManager 3.x
Cisco CallManager
Application Event Viewer Cisco CallManager
SQL Enterprise Manager
Cisco CallManager CCMO030X
SQL Enterprise Manager
1 C:\Program Files\Common

Files\Cisco\Logs

Cisco CallManager
[ oL-8742-01-J .m



4-28-2002 10:54:00 _DBPullSubscription: CALLMANQ01 CCMO0302 sa ********
CALLMANO2

CCMO0302 sa ******** C:\Program Files\Cisco\Bin\ 0

4-28-2002 11:11:32 Pulling subscription from CALLMANO1L to subscribe to the
CCMO0302 Database.

Return Code = 8 DB_SCRIPT_ERROR

Microsoft SQL Server remote-procedure call RPC;
NetBIOS
NetBIOS

LMHOSTS

HOSTS
Windows 2000 C:\winnt\system32\drivers\etc

HOSTS LMHOSTS HOSTS.SAM LMHOSTS.SAM

1. Notepad Cisco CallManager

C:\winnt\system32\drivers\etc\hosts.sam

2. #
Windows
3. IP
ipconfig /all
1
hosts

127.0.0.1 localhost

172.18.110.90 ICSCM1

172.18.110.94 ICSCM2

Cisco CallManager
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C:\winnt\system32\drivers\etc\hosts

v

Notepad Jtxt
Windows
Ixt
N
Windows
rename
Notepad
C:\winnt\system32\drivers\etc\Imhosts.sam
1
#PRE
Imhosts
172.18.110.90 ICSCM1 #PRE
172.18.110.94 ICSCM2 #PRE
C:\winnt\system32\drivers\etc\Imhosts
N
Notepad Jtxt
Windows
Ixt
SN
Windows
rename
nbtstat -R
LMHOSTS NetBIOS
nbtstat Dc LMHOSTS

Microsoft Knowledge Base Q180099

| oL-8742-01-J
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~
NetBIOS
9. Start > Run Services.msc

10. OK
11. DNS Client Service

Restart
12. Cisco CallManager 1 1
13. Cisco CallManager

Cisco CallManager

Enterprise Parameters

Enterprise Parameters

CSCdv65210 Issues occur where an upgrade was not moving all the information to
the database.

C:\Program Files\Cisco\bin\Xmltemp\installxml.vbs

Enterprise Parameters

Cisco CallManager
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||
Cisco CallManager URL
Cisco CallManager
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/
Installation

Instructions
URL TAC

http://www.cisco.com/warp/public/130/upgrade_index.shtml

| oL-8742-01-J
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http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/
http://www.cisco.com/warp/public/130/upgrade_index.shtml

1165

Cisco CallManager

Cisco CallManager  Sti Backup Utility Cancelling Backup

Cisco IP telephony Applications Backup Utility

SQL Server 2000 Cisco CallManager Call Detail Records
CDR

Administrative Reporting Tool ART
DC Directory LDAP
Distribution .ini
Database.dat
HKLM\Software\Cisco Systems, Inc.
Cisco Customer Response Solutions (CRS)

Cisco CallManager URL
Cisco CallManager

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/

Installation

Instructions

Cisco CallManager
m. oL-8742-01-J |



http://www.cisco.com/warp/public/130/upgrade_index.shtml
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/

1165

1165 The device has indicated that cleaning is
required before further operations are attempted.
ERROR_DEVICE_REQUIRED_CLEANING

Cisco CallManager

Cisco IP telephony Applications Backup Utility

Cisco CallManager
Cancel

2

Cisco IP telephony Applications Backup Utility
backup
_stBackSetup.exe

Cisco CallManager
[ oL-8742-01-J .m




Cisco CallManager CD Backup
setup.exe

Cisco CallManager  Sti Backup Utility Cancelling Backup

Sti BackupUtility

"Cancelling backup process. Please wait.."

s

Registry Editor Config
2. Windows  Start Run regedit
Registry Editor HKEY_LOCAL_MACHINE > SOFTWARE >
Cisco Systems > Backup > Config
Config 0
Cisco CallManager StiView.exe
Ctri+Alt+Del Task Manager

Windows Task Manager
6. Processes stiView.exe End Process

Cisco CallManager
m. oL-8742-01-J |




||
C: > WINNT >

SYSTEM32 StiBack.exe

1
Cisco CallManager
S
Cisco NT I1S Admin
sSaL

1 Cisco CallManager 4,0 Start-Programs > Microsoft SQL Server 2000

2 Enterprise Manager

Cisco CallManager

| oL-8742-01-J




3 Microsoft SQL Servers

4 SQL Server Group

5 DNS

6 Databases

7 CCM

8 Tools > Backup Database

9 Database complete Overwrite existing media
10 Add

11

12 OK

SQL

1 SQL

2 Cisco NT IS Admin

3 Start > Programs > Microsoft SQL Server 2000

Cisco CallManager
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10

11

12

13

14

15

16

17

18

19

Enterprise Manager

Microsoft SQL Servers > SQL Server Group

Server Name > Replication
Configure Publishing > Subscribers > Distribution

Publication Database

OK

Cisco NT IS Admin

C:MSSQL2000\BACKUP
Start > Programs > Microsoft SQL Server 2000
Enterprise Manager
Microsoft SQL Servers > SQL Server Group
Databases
CCM

Restore Database

| oL-8742-01-J
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20 first backup to restore

21 Database complete

22 OK

23 Restore  from device

24 Select Devices

25 Add

26 Database complete

27 OK

28

Restore of database CCMxxxx completed successfully.

Server Name > Replication
Configure Publishing > Subscribers > Distribution

Cisco CallManager
m. oL-8742-01-J |
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||

3 CiscoCCMUser CiscoCCMCDR CiscoCCMReader
Enterprise Manager Tools > SQL Server Query Analyzer
Start > Programs > Microsoft SQL Server > Query Analyzer Query Analyzer

Sp_dropuser CiscoCCMUser Go

Play

User CiscoCCMUser successfully removed from database.

Sp_dropuser CiscoCCMCDR Go

Play

| oL-8742-01-J
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User CiscoCCMCDR successfully removed from database.

10 Sp_dropuser CiscoCCMReader Go
11 Play
12

User Cisco CCMReader successfully removed from database.

3
13 Users
14 CiscoCCMUser db_owner
15 OK
16 CiscoCCMCDR db_owner
17 OK
18 CiscoCCMReader db_datareader
19 OK

ProcessConfig
20 Tables > ProcessConfig
21 ProcessConfig

22 open > return all rows

Cisco CallManager
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23

24

25

26

27

28

29

30

31

SQL SQL
SELECT *

FROM ProcessConfig

where

tkservice = 9

ORDER by paramname
choose the exclamation point to run

GlassHouseNodelD  paramValue
GlassHouseNodeld ParamValue
fkProcessNode ProcessNode  pkid

S

Cisco CallManager

DBConnection

DBConnection

ProcessNode

Tables > ProcessNode

ProcessNode open > return all rows
ip
glassHouseNodelD name
CallManager
Tables > CallManager

CallManager open > return all rows

Cisco CallManager

pkid=

| oL-8742-01-J




32 ProcessNode IP
CallManager fkprocessnode=glassHouseNodelD processNodeName

33 HKEY_LOCAL_MACHINE > SOFTWARE

34 Cisco Systems, Inc

35 DBL

36 DBConnection0
SERVER DNS

37 Enterprise Manager

38

39 New > Publication

40 Next

41

42 Next

43 Transactional

44 Next

45 Next

Cisco CallManager
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46 publish all tables

47 Next

48 Next

49 Next

50 Finish

Microsoft

e Hfnetck.exe

e Serverinfo.exe

e Qfecheck.exe

Internet Explorer

1 Internet Explorer

2 Update Versions

Cisco CallManager

SQL Internet Explorer
Qfecheck

Help > About Internet Explorer

Cisco CallManager

(O8]

Knowledge Base

| oL-8742-01-J
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CHAPTER I

Cisco CallManager

Cisco CallManager

. Cisco CallManager

e JTAPI

Cisco CallManager
[ oL-8742-01-J .m




4 Cisco CallManager |

| Cisco CallManager

Cisco CallManager

Cisco CallManager

Cisco CallManager

Cisco CallManager Administration

. Cisco CallManager Administration
[ ]
. Cisco CallManager Administration
[ ]
e IS Web
. Cisco CallManager 1
80

Cisco CallManager
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Cisco CallManager ||

Cisco CallManager

Cisco CallManager

Cisco CallManager ccm.exe

The Cisco CallManager service terminated unexpectedly.
It has done this 1 time. The following corrective action
will be taken in 60000 ms. Restart the service.

Timeout 3000 milliseconds waiting for
Cisco CallManager service to connect.

Cisco CallManager
The service did not respond to the start or control request in a

timely fashion.

Cisco IP Phone Cisco
CallManager
CPU Cisco CallManager
Cisco
CallManager Event Logs

Cisco CallManager

Cisco CallManager

Dr.Watson
C:\Documents and Settings\All Users\Documents\DrWatson
user.dmp P.4-4
Cisco CallManager CPU
CPU 100 %

P.4-7

Cisco CallManager

| oL-8742-01-J




4 Cisco CallManager

| Cisco CallManager
e CPU
P.4-8
. P.4-8
Cisco CallManager TAC
1 15 Cisco CallManager

C:\Program Files\cisco\trace\ccm

2 15 SDL
C:\Program Files\cisco\trace\sdl\ccm

3 Start > Programs > Administrative Tools > Event Viewer System Log

Action > Save Log as

4 Cisco CallManager  SdIMaxUnhandledExceptions 0

5 Dr. Watson
C:\Documents and Settings\All Users\Documents\Dr\Watson

Drwtsn32.log

6 C:\Documents and Settings\All Users\Documents\DrWatson user.dmp

Cisco CallManager
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Cisco CallManager
Cisco CallManager

N
TAC
TAC

ccm.exe

7 Notepad Dr. Watson

Application exception occurred

Drwtsn32.log

Application exception occurred:

App: (pid=680)
When: 3/8/2003 @ 14:01:06.978
Exception number: e06d7363
PID PID
ccmexe  PID Cisco CallManager
S
PID = 680 PID  ccm.exe

Drwtsn32.log

Cisco CallManager [
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4 Cisco CallManager

Cisco CallManager

PID

212
240
264
292
304
424
520
560
696
736
752
824
848
860
884
936
980
1028
1112
1140
1172
1176
1204
1244
1260
1284
1296
1308
1372
1524
1552
276
2400
2412
2752
2700
2704
680
868

PROCESS
System.exe
SMSS . exe
CSRSS.exe
WINLOGON. exe
SERVICES. exe
LSASS.exe
termsrv.exe
svchost.exe
msdtc.exe
DLLHOST . exe
Ipvmsapp.exe
DLLHOST. exe
AudioTranslator.exe
RisDC.exe
LogoutService.E.exe
DCX500.exe
svchost.exe
LLSSRV.exe
sglservr.exe
ntpd.exe
rcmdsvce . exe
regsvc.exe
mstask.exe
SNMP . exe
WinMgmt . exe
cpanimgt . exe
cgmgserv.exe
cgmgstor.exe
sysdown.exe
camghost . exe
aupair.exe
sglagent.exe
svchost.exe
inetinfo.exe
explorer.exe
sglmangr.exe
taskmgr .exe
mmc . exe

ccm. exe
DRWTSN32.exe

r Cisco CallManager

oL-8742-01-J |
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Cisco CallManager ||

PID Drwtsn32.log
Cisco CallManager

Cisco CallManager

Drwtsn32.log

PID  ccm.exe

1 15 Cisco CallManager
C:\Program Files\cisco\trace\ccm

2 15 SDL
C:\Program Files\cisco\trace\sdl\ccm

3 perfmon
4 perfmon

CPU
perfmon

Cisco CallManager
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| Cisco CallManager
CPU
Cisco IP Telephony Applications Backup CPU
Cisco IP
Telephony Applications Backup
Cisco CallManager 3.1(3a)spC Cisco CallManager 3.2(1)spA
ID CSCdt91655
Voice Software Cisco CallManager
Cisco IP Telephony Application Backup
Performance
Cisco IP Telephony Applications Backup
Base Priority below normal low
normal  Base Priority
ccm.exe CPU

CPU

1 Start > Programs > Administrative Tools > Performance

2 Performance Logs > Alerts > Counter Logs

3 Action > New log settings

4 counters Add

Cisco CallManager
m. oL-8742-01-J |




| 4 Cisco CallManager

Cisco CallManager ||
Cisco CallManager
5 Performance Object  Process
6 Select Counters  List > Select Instances
% Processor Time / All Instances
ID Process / All Instance
Virtual Bytes / All Instances
Private Bytes / All Instances
7 Sample Data Every 2 seconds
Log Files Text File - CSV
C:\PerflLogs
20,000 Kb
8 Schedule
9 Start Log Manually
10 When the 20,000 Kb Log File is Full
11 Start a new log file OK

12

13 Action > Start

Cisco CallManager
[ oL-8742-01-J .m
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| Cisco CallManager
Y
14
30 TAC
Y
Microsoft
Cisco CallManager KeepAlive
CPU
.CSV
15 WinZip
8
a. USER.DMP  DRWTSN32.LOG Zip
Cisco CallManager Cisco 10S
b. Cisco CallManager SDL
c.

Cisco CallManager
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Cisco CallManager ||

Cisco CallManager Administration

Administration Web

Cisco CallManager

Cisco CallManager

1. Cisco CallManager Administration Application > Cisco CallManager
Serviceability

Cisco CallManager Serviceability
Tools > Service Activation
Servers

Current Server

Cisco CallManager Activation Status Activated
Deactivated

Activated Cisco CallManager
TAC

Deactivated

Cisco CallManager

Update

Cisco CallManager Activation Status Activated

Cisco CallManager

Cisco CallManager
[ oL-8742-01-J .m




4 Cisco CallManager |

| Cisco CallManager

Cisco CallManager

1. Cisco CallManager Administration Application > Cisco CallManager
Serviceability

Cisco CallManager Serviceability
Tools > Control Center
3. Servers
Current Server

Cisco CallManager Activation Status Activated
Cisco CallManager TAC

Deactivated
Cisco CallManager
5. Update
Cisco CallManager Activation Status Activated

Cisco CallManager

Cisco CallManager

Cisco CallManager
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Cisco CallManager Administration
Cisco CallManager administration
e Internet Explorer The page cannot be displayed.
* Netscape There was no response.The server
could be down or is not responding.
I1IS Admin WWW
1S
Al
1S WWW
WWW
1S
1. Start Start > Programs > Administration Tools > Services

I1S Administration
11S Admin Service
Start

4. Yes
1S

Cisco CallManager
[ oL-8742-01-J .m




4 Cisco CallManager |

| Cisco CallManager
1. Start Start > Programs > Administration Tools > Services
2.
3. Start
Yes
1S
1. Start Start > Programs > Administration Tools > Services
2.
Started
4,
1S
~
1S www
www
s
1. Start Start > Programs > Administration Tools > Services

11S Admin Service
11S Admin Service
3. Start

Cisco CallManager
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Cisco CallManager ||

Yes
5. IS
1. Start Start > Programs > Administration Tools > Services
2.
3. Start
4. Yes
5.

1S administration

administration

You Are Not Authorized to View This Page

You do not have permission to view this directory or page using the credentials
you supplied.

HTTP 401.3 Access denied by ACL on resource Internet Information Services.

Server Application Error.The server has encountered an error while loading an
application during the processing of your request.Please refer to the event log for
more detailed information.Please contact the server administrator for assistance.

Error: Access is Denied.

Cisco CallManager
[ oL-8742-01-J .m
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| Cisco CallManager
Cisco CallManager C
NTFS
NTFS
1S
Microsoft URL Q271071 Minimum NTFS

Permissions Required for 11S 5.0 to Work
http://support.microsoft.com/default.aspx?In=EN-GB&pr=kbinfo&

1S
1. Start Start > Programs > Administration Tools > Services
3. Started
4,
1S
)
IS WWW
www
1S
1. Start Start > Programs > Administration Tools > Services

11S Admin Service
2. 11S Admin Service
Start

Cisco CallManager
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Cisco CallManager ||
4. Yes
1S
1. Start Start > Programs > Administration Tools > Services
3. Start
4. Yes
Cisco CallManager Administration
Cisco CallManager Administration Web

Cisco CallManager
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4 Cisco CallManager

Cisco CallManager

Cisco CallManager

Cisco CallManager Administration

Cisco CallManager 3.x SP2
Q313675 MS Internet Explorer 5.5

submit

The following error occurred while trying to execute the
command.

Sorry, your session object has timed out.
Click here to Begin a New Search

Cisco CallManager
Call_Manager Cisco CallManager Admin

Domain Name System DNS;

A Z a z 0 9
- Q313675
URL DNS
Q313675 MS01-058: File Vulnerability Patch for

Internet Explorer 5.5 and Internet Explorer 6.

IP Cisco CallManager Admin

DNS
URL localhost IP

Cisco CallManager
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SQLSve
SQLSvc
Cisco CallManager SQLServerAgent MSSQLServer COM+ Event
System SQLSvc
SQLSvc
SQLSvc
Cisco CallManager
)

SQLSvc

Cisco CallManager

Cisco CallManager Microsoft SQL

Cisco Music on Hold MOH  Audio Translator
Cisco Trivial File Transfer Protocol TFTP

SQLSvc
1. Start > Programs > Administrative Tools > Computer Management
2. Local Users and Groups +

Users
SQLSvc Set Password

o 0 R w

OK Change Password

Cisco CallManager
[ oL-8742-01-J .m
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| Cisco CallManager

7. Services and Applications +
8. Services
9. MSSQLServer 2000

10. MSSQLServer 2000 Properties

11. Log On

12, 5.

SQLSvc

13. OK Services List

14. SQLServerAgent

15. SQLServerAgent Properties

16. Log On

17. 5. SQLSvc

18. OK Services List

19. Computer Management
20. Start > Programs > Administrative Tools > Component Services

21. Component Services +

22. Computers +

23. My Computer +

24. COM+ Applications +

25. DBL Properties

26. ldentity

27. 5.
SQLSvc

28. OK Component Manager

29. DBL Shut Down

30. DBL Start

31. Component Manager

Cisco CallManager
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Cisco CallManager

URL

http://your-cm-server-name/ccmadmin

e Internet Explorer This page cannot be displayed

* Netscape Not Found.The requested URL / ccmadmin was not found on this server.

Cisco CallManager  IP

URL
your-cm-server-name DNS hosts
IP
1. DNS DNS
your-cm-server-name Cisco CallManager
IP
2. DNS hosts
your-cm-server-name
IP
Cisco CallManager IP
hosts Windows

C:\WINNT\system32\drivers\etc\hosts

http://10.48.23.2/ccmadmin

Cisco CallManager

| oL-8742-01-J
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| Cisco CallManager

Cisco CallManager

Cisco CallManager
CTI Manager Extended Functions Voice Media Streaming

Cisco CallManager

Cisco CallManager IP
)
IP
1. Customer Response Applications Administration System > Engine
Engine Web
)
IP
Extended Services CRS
Extended Services
3.2
IP-Auto Attendant TAPS

Cisco CallManager
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41 Engine

Engine Status

Cisco CallManager ||

Customer Besponse Applications Administration LA Ll

Pt T Trluplmars

Trgame Nlalus "

e i atun

agieg CinPipeyte Bystem @t

oo L aadegd Phas Ergpre ey
Trucs s Bubsysiems  @as
ITaF] firreehes W, SERIE
Ml afs il T gnher IH_SE=1CE
leigfcw LEE Sl yriileem M_SEETCE
HYT Suliiiiem I SERIE
HTTF Subryten IH_SERICE
hppic alon Sabwpn e IH_SDRTCE
Yol Brfwisf Suliipilem  [H_SERECE
Enberpriis Bervmr Dald 4y spurged
[ S PR
Al B N_SEF=TI0
Lo Rl =i p i hrs IH_SEEr=il e
Lol AEpaiTag St DI SERVICE
g TIE Gabryrrams Mi_SER=1CE

Biwi Bsgrw |  Shwg Ergess |

Engine Status

2. Stop Engine

~

CRS

CRS Engine

Windows

Service

Administrative Tools > Services

CRS Engine
Start > Programs >

3. Engine Web

Engine Configuration

Engine Configuration

Cisco CallManager

[ oL-8742-01-J
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| Cisco CallManager

4-2 Engine Engine Configuration

Customer R esponse Apphcations Administration SRRt O
[y f P T P —
Engine
i Epte irgine Qonfigurstlen
L B{apAC ras. [aeren EERE
ot Lardafd el T
i O
By i P El] P D i
By ey e it [ |II:I:I:|:I
Eameiited S1epa*
adghhongl Taie"™ II;‘I1
_bpete | Comca |
4. Application Engine Hostname IP

5. Customer Response Applications Administration
Subsystems > JTAPI

JTAPI Configuration Web

Cisco CallManager
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4-3 JTAPI Configuration

Lustome sponse Apphcations Admimistraton LiEis et

JTAPI Configuration
FTAF Prasises AR Provides
1 Fwert Grwan 1T Al Prareaderal® |ITAFY Priveutan
PR Rk —— [T USERID
Feewmit I"_
* ks e rEgEwd £
_Updsw | | Concel |
6. JTAPI Provider(s) Cisco CallManager CTI Manager
Cisco Media Convergence Cisco MCS IP
7. Customer Response Applications Administration System >

Configuration and Repository
Directory Setup

Cisco CallManager
I oL-8742-01-y .m
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| Cisco CallManager

4-4 Directory Setup Configuration Setup

Einpn Banrme

Customer Besponse Applications Adminsiration

P it [T Tolapdmary Lalsrnen:

Directory Setup

Cosbgewban | Terectory byl fgee |

Empaaday F.._,]
g v i : :
[ Darmrtory U (A" |eerCumprrary Wanager, o=pmia cow
Epprada
s Eory Peareord” I_
fupr Bana ™ Inr-L'llﬂ { s K]
iscw Cormimsi® Il-:.:l_::ln
Sareir Troa® [0 Dirwciery =]
twil | Wews | B
8. Directory Host Name IP
9. Directory Setup Repository
Repository Setup

Cisco CallManager
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4-5

Custommer Hesponse Applications Administragion

Cisco CallManager ||

Directory Setup Repository Setup

Eivin Aortrmy

Poa i T Fylapbary Laisien F F

Directory Setup

Frald i i Doty Lhsir E0T® e lwsrisry Werager, oscrida com
HET
B apetebibny Cwwe 1wy PaEswail™ s

BEEE Cpnrasr” .ﬁl"-ll:ﬁrﬂ"a

v Type™ O Cemctory '-'I

Cwaed | pamr | g
10. Directory Host Name IP
11. Control Panel > Administrative Tools > Services
DC Directory
12. Start > Programs > DC Directory Administrator Directory Manager
13.
14. Directory > cisco.com > CCN > systemProfile
15. Hoteling Profile
16. Modify IP
17. Cisco CallManager Administration System > Server
IP

[ oL-8742-01-J
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| Cisco CallManager
18. Cisco CallManager Administration System > Enterprise Parameters
URL Directories IP
URL
Help Authentication Directories Information Services
Enterprise Parameters URL
19. Cisco CallManager Administration Features > Phone Services
URL IP
URL
Www
WwWw
20. Network Properties Server IP address IP
21. LMHOSTS HOSTS
IP
22. DHCP Option 150 IP
23. Start > Programs Microsoft SQL Server 2000 > Enterprise Manager
SQL Enterprise Manager Plugin URL
IP
24. > Databases > CCMO03xx

25. Tables > Plugln
26. Plugin Return All Rows

N

27. Start > Programs Administrative Tools > Services Console >
stiBack for Cisco IP Telephony Applications stiBackup
IP

28. C:\TAPS\TAPSCCM.txt IP

Cisco CallManager
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IS Web
URL
http://your-cm-server-name/ccmadmin
e Internet Explorer This page cannot be displayed
* Netscape Not Found.The requested URL /ccmadmin was not found on this server.
Cisco CallManager IP http://10.48.23.2/ccmadmin
1S  Default Web Site
1. Cisco CallManager Internet Service Manager Default Web Site
Web Site IP All
Unassigned
Start > Programs > Administrative tools/Internet Service Manager
2. Default Web Site
Web Site
All Unassigned
Y
IP
Web IP
Cisco CallManager
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| Cisco CallManager

Cisco CallManager 1
80

Web http

e Internet Explorer This page cannot be displayed

* Netscape There was no response.The server could be down or is not responding

http

1. Cisco CallManager ping  Telnet

Cisco CallManager Web
http

Cisco CallManager
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e Internet Explorer This page cannot be displayed
e Netscape Not Found.The requested URL / ccmadmin was not found on this server.

e show friendly http error messages
Access to this server is forbidden.

1.

2. Cisco CallManager
Internet Service Manager Default Web Site  Directory Security

3.

Start > Programs > Administrative tools/Internet Service Manager

Default Web Site

6. Directory Security

Cisco CallManager
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| Cisco CallManager

Cisco CallManager

Cisco CallManager
Administration

Web
1. Cisco CallManager IP ping
2,
3.
LAN  TCP-IP

Start > Setting > Network and Dial-up connections

5. Local Area Connection Properties
6. Internet Protocol (TCP-IP) Properties
7. Obtain an ip address automatically set

manually your address, mask and default Gateway

Cisco CallManager
m. oL-8742-01-J |




| 4 Cisco CallManager

Cisco CallManager ||
8. Internet Explorer Tools > Internet Options
9. Connections LAN
LAN
Windows

10. Cisco CallManager

N

TAC

URL

http://www.cisco.com/warp/public/63/initial_config.shtml

Cisco CallManager
[ oL-8742-01-J .m



http://www.cisco.com/warp/public/63/initial_config.shtml
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SQL Cisco CallManager

Cannot update data because the publisher is
not available. Please try again later. (58)

1. NetB1OS
2. NetBIOS
hosts
LMHOSTS
hosts DNS LMHOSTS NetBIOS
SQL NetB10OS

Cisco CallManager
3. SQL
4, Start > Programs > Administrative Tools > Local Security Policy

5. Audit Policy
6. Failure auditing for all events

Cisco CallManager
m. oL-8742-01-J |
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4 Cisco CallManager

||
SQL Authentication
)
SQL DC Directory
7. Web Cisco CallManager
SQL
2
1. Programs > Microsoft SQL Server 2000 > Enterprise
Manager SQL Enterprise Manager
2 Microsoft
SQL Server New SQL Server Registration...
Register SQL Server Wizard From now on | want to

perform the task without using a wizard

Cisco CallManager
[ oL-8742-01-J .m
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3. Next

Cisco CallManager SQL Additional
Servers

Added servers Add
Next

The SQL Server login information that was assigned to me by the system
administrator

6. Next
7. sa

sa
8. Select SQL Server Group Add the SQL
server(s) to the existing SQL Server group
9. Finish
Finish
Registered successfully
10. Close
2
1. Enterprise Manager Microsoft SQL Servers > SQL Server Group >
Machine_name > Databases > CCMO0301 > Publications
CCMO0301

Cisco CallManager
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||

2. Cisco CallManager
)
3. Yes
4. OK
SQL
1. SQL
2.
3. New > Pull Subscription
A Y

Pull Subscription Wizard
4. Next
5. Choose Publication

Cisco CallManager [
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11.
12.

13.
14.

15.
16.

17.

18.

19.

20.

Next
Specify Synchronization Agent Login Using SQL Server
Authentication of this account

sa sa
Specify Immediate-Updating Subscription(s) Yes, make
this an immediate-updating subscription(s)
Next
Initialize Subscription Yes, initialize the schema and data at the
Subscriber
Next
Set Distribution Agent Schedule Continuously
Next

SQL Microsoft DTC

Next
Completing the Pull Subscription Wizard Finish

SQL Replication Monitor > Publishers
> Machine_name >CCMO0301 subscription
Snapshot Start

3 5
3 5
SQL CCMO0301

r Cisco CallManager
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Y
Waiting for snapshot agent to become available
F5
SQL
SQL
1.
Y
2. Insert
3. Update and Close
4. SQL Enterprise Manager SQL

Cisco CallManager
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Cisco CallManager

1. 100/Full

Auto
2. Cisco CallManager

Cisco CallManager
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JTAPI ||
Java Telephony APl JTAPI Cisco Customer Response Solutions
CRS JTAPI
Cisco CallManager
CRS Cisco AutoAttendant Cisco IP ICD Cisco
IP-IVR
JTAPI
Cisco CallManager Cisco CallManager Release Notes
CRS http://servername/appadmin  servername
CRS AppAdmin
JTAPI OUT_OF_SERVICE
JTAPI

MIVR-SS_TEL-4-ModuleRunTimeFailure
MIVR-SS_TEL-1-ModuleRunTimeFailure

Cisco CallManager
[ oL-8742-01-J .m
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N JTAPI

MIVR-SS_TEL-4-ModuleRunTimeFailure

MIVR-SS_TEL-1-ModuleRunTimeFailure

Unable to create provider  bad login or password
Unable to create provider -- Connection refused
Unable to create provider -- login=

Unable to create provider -- hostname

Unable to create provider -- Operation timed out

Unable to create provider -- null

Unable to create provider bad login or password

JTAPI

$MIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time
failure in JTAPI subsystem: Module=JTAPI

Subsystem, Failure Cause=7,Failure
Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl:
Unable to create provider -- bad login or password.
$MIVR-SS_TEL-7-
EXCEPTION:com.cisco.jtapi.PlatformExceptionImpl:
Unable to create provider -- bad login or password.

Cisco CallManager
CCMuser http://servername/ccmuser Cisco CallManager

Cisco CallManager
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JTAPI | |

Unable to create provider -- Connection refused

Cisco CallManager JTAPI Cisco CallManager

$MIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time

failure in JTAPI subsystem: Module=JTAPI Subsystem,

Failure Cause=7,Failure Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl: Unable

to create provider -- Connection refused
$MIVR-SS_TEL-7-EXCEPTION:com.cisco.jtapi.PlatformExceptionImpl:
Unable to create provider -- Connection refused

Cisco CallManager Control Center CTI Manager

Unable to create provider -- login=

JTAPI configuration

$MIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time
failure in JTAPI subsystem: Module=JTAPI Subsystem,
Failure Cause=7,Failure Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl:

Unable to create provider -- login=
$MIVR-SS_TEL-7-EXCEPTION:com.cisco.jtapi.PlatformExceptionImpl:
Unable to create provider -- login=

CRS JTAPI configuration JTAPI

Cisco CallManager
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N JTAPI

Unable to create provider -- hosthame

CRS Cisco CallManager

$MEIMIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time
failure in JTAPI subsystem: Module=JTAPI Subsystem,
Failure Cause=7,Failure Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl:

Unable to create provider -- dgrant-mcs7835.cisco.com

SMIVR-SS_TEL-7-EXCEPTION:com.cisco.jtapi.PlatformExceptionImpl:

Unable to create provider -- dgrant-mcs7835.cisco.com

CRS DNS DNS
IP

Unable to create provider -- Operation timed out

CRS Cisco CallManager IP

101: Mar 24 11:37:42.153 PST
$MIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time

failure in JTAPI subsystem: Module=JTAPI Subsystem,
Failure Cause=7,Failure Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl:
Unable to create provider -- Operation timed out

102: Mar 24 11:37:42.168 PST $MIVR-SS_TEL-7-EXCEPTION:
com.cisco.jtapi.PlatformExceptionImpl:

Unable to create provider -- Operation timed out
CRS JTAPI IP
CRS Cisco CallManager
IP CRS

Cisco CallManager  ping

Cisco CallManager
m. oL-8742-01-J |




4 Cisco CallManager
JTAPI ||

Unable to create provider -- null

JTAPI IP
JTAPI

$MIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time
failure in JTAPI subsystem: Module=JTAPI Subsystem,
Failure Cause=7,Failure Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl:

Unable to create provider -- null
JTAPI IP
JTAPI Cisco CallManager Plugins
JTAPI CRS
MIVR-SS_TEL-1-ModuleRunTimeFailure
JTAPI
CRS Cisco CallManager JTAPI CTI
CTI CTI
CTI JTAPI

255: Mar 23 10:05:35.271 PST $MIVR-SS_TEL-1-ModuleRunTimeFailure:
Real-time failure in JTAPI subsystem: Module=JTAPI Subsystem,
Failure Cause=7,Failure Module=JTAPI_SS, Exception=null

Cisco CallManager [
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W JTAPI
Cisco CallManager  JTAPI CRS
CTI CTI
JTAPI PARTIAL_SERVICE

MIVR-SS_TEL-3-UNABLE_REGISTER_CTIPORT

JTAPI 1 CTI

1683: Mar 24 11:27:51.716 PST
$MIVR-SS_TEL-3-UNABLE_REGISTER_CTIPORT:

Unable to register CTI Port: CTI Port=4503,
Exception=com.cisco.jtapi.InvalidArgumentExceptionImpl:
Address 4503 is not in provider's domain.

1684: Mar 24 11:27:51.716 PST %$MIVR-SS_TEL-7-EXCEPTION:
com.cisco.jtapi.InvalidArgumentExceptionImpl:

Address 4503 is not in provider's domain.

CTI

Cisco CallManager Cisco CallManager
JTAPI

Cisco CallManager
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. IS

IS

1S Cisco CallManager

Cisco CallManager
1S Cisco CallManager

Cisco CallManager

Cisco web
Cisco CallManager

Cisco CallManager
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quality of service QoS;

e Cisco IP Telephony QoS
* Cisco IP Telephony
e |IP

URL
http://www.cisco.com/univercd/cc/td/doc/product/voice/ip_tele/index.htm

Voice/Data VLAN Cisco IP Telephony

s

URL

http://www.cisco.com/univercd/cc/td/doc/product/voice/ip_tele/index.htm

URL Cisco CallManager Security Patch Process
http://www.cisco.com/warp/public/cc/pd/nemnswi/callmn/prodlit/cmspp_ga.pdf

Microsoft CCO

URL  Microsoft

Cisco CallManager
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http://www.cisco.com/univercd/cc/td/doc/product/voice/ip_tele/index.htm
http://www.cisco.com/warp/public/cc/pd/nemnsw/callmn/prodlit/cmspp_qa.pdf

| 4 Cisco CallManager

||
http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/
bulletin/notify.asp
CCco
IP URL

http://www.cisco.com/univercd/cc/td/doc/product/voice/ip_tele/index.htm

| oL-8742-01-J
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4 Cisco CallManager |

URL

http://www.cisco.com/en/US/partner/products/sw/voicesw/ps556/prod_security _advisori
es_list.html

* Cisco CallManager
e Cisco CallManager

e Cisco CallManager Upgrade Assistant Utility

Cisco CallManager
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CHAPTER

Lightweight Directory Access Protocol LDAP
Cisco CallManager DC Directory DCD Microsoft Active Directory
AD

e DC Directory
DC Directory

. DC Directory Administrator
. Active Directory
J SSL Netscape Directory
e SSL LDAP Netscape Directory CA
TAC
‘{h DC Directory Netscape Directory Active Directory

Cisco CallManager

Cisco CallManager
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IP Phone URL

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_ipphon/index.htm

4 Cisco CallManager
P.4-34

Cisco CallManager
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DC Directory ||

DC Directory

DCD 4.0(1) Cisco

CallManager
DCD
DCD
e Cisco CallManager 1
Cisco CallManager
* Cisco CallManager DC Directory

e Cisco CallManager
Application Event Viewer DC Directory Replication

C:\dcdsrvr\run\dcx500\dcx500.0ut

DC Directory
C:\dcdsrvr\run\dcx500\database 100 MB
DC Directory

Cisco Customer Response Solutions CRS
Cisco CallManager 1 CRS
Cisco CallManager

Cisco CallManager DC Directory
CRS Cisco CallManager

Cisco CallManager
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W DC Directory

s

Cisco CallManager
DC Directory

avvid_scfg
DC Directory
Y
DC Directory
CRS Cisco CallManager
cleandsa avvid_scfg
DC Directory
MB
DcDirectory SQLServer
2
Cisco CallManager
DC Directory
CRS DC Directory

Keyboard/Video/Mouse KVM
Media Convergence Server MCS
Telnet MCS
Terminal Services Client

~

Cisco CallManager
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DC Directory 2

DC Directory 100 MB

DCD 100 MB
Cisco CallManager DC Directory
100 MB

DC Directory C:\dcdsrvrirun\dcx500\database
100 MB
Cisco CallManager DC Direcory

1. MCS DOS

dcbckdib /y backup C:\dcdsrvr\backup

v

C:\dcdsrvr\backup

2. Administrator Start > Run
cmd

3. avvid_migrate_save.cmd <servername><password>

Cisco CallManager
[ oL-8742-01-J .m




W DC Directory

C:\>avvid_migrate_save jayas-w2k ciscocisco
A subdirectory or file C:\dcdsrvr\log already exists.

R Rk Sk Sk R R S S S Sk S kg kg kg kg ko

* *
* —-—- CISCO User Preferences Support -- *
* *

R R R R R R R

A subdirectory or file C:\dcdsrvr\suspense already exists.

Run the perl script avvid_migrate_save.pl

A subdirectory or file C:\dcdsrvr\log already exists.
A subdirectory or file
C:\dcdsrvr\run\DCX500\config\Migration-Backup already
exi

sts.

Saving User Information...

Saving Profile Information...

Saving Apps20 Information...

Saving Admin Information...

Saving PA node Information...

Saving E911 node Information...

Saving systemProfile...

Saving MITRA data...

Saving Groups data...

net stop dcdirectory DC Directory

cleandsa.cmd cleandsa.cmd
cleandsa.cmd deletedib.cmd

avvid_migrate_cfg ""<password>"'

avvid_migrate_restore <Server Name> <Directory Manager Password>

reconfig_cluster <Directory Manager Password>

Cisco CallManager
Cisco CallManager

r Cisco CallManager
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Cisco CallManager DC Directory
100 MB
DCD C:\dcdsrvrirun\dcx500\database 100 MB
Cisco CallManager DC Directory
1. reconfig_cluster.cmd
2. Cisco CallManager

Cisco CallManager

A

1 Cisco CallManager
CRS

reconfig_cluster.cmd

Cisco CRS

DC Directory

AutoAttendant  Softphone

DC Directory

1. DC Directory Administrator
2. Directory > cisco.com > CCN
3. systemProfile

Cisco CallManager
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Ml DC Directory

systemProfile Properties
5. Application Install Status
6. AA Installed Softphone
Installed ASR Installed Hotelling Installed
7.
11.

7. Modify

8. true false false true

9. Apply

10. OK

1. 4. 5.

12. Modify

13.

14. true
15. Apply

16. OK

17. Services

18. World Wide Web Publishing Service
19. Restart Service
20.

DC Directory

Cisco CallManager
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DC Directory Administrator

Cisco CallManager Administration DC Directory
Administrator

Sorry your session object has timed out. Click
here to Begin a New search.

DC Directory

v

DC

S

1
Cisco CallManager
1. Cisco CallManager Administration Start > Programs >
DC Directory Administrator
2. Next
Password cisco Finish

DC Directory Administrator

Cisco CallManager
[ oL-8742-01-J .m




Ml DC Directory

4. Tools Change Password
Change User Password

5. Old Value cisco

6. New Value

Confirm New Value

8. OK
DC Directory
9. Windows

Cisco CallManager Administration DC Directory LDAP

Windows

c:\dcdsrvr\bin
2. passwordutils.exe

passwordutils.exe password

3. Enter

Start > Run
Open regedit
Registry Editor

6. My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Cisco Systems,
Inc.\Directory Configuration

LDAPURL
1dap: //host:port

7. DCDMGRPW
Edit String

Cisco CallManager
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8. \Value Data 3.
9. OK
10. Registry Editor MGRPW
Edit String
11. Value Data 3.
12. OK
S
Cisco CallManager
www 1S

13. Control Panel > Administrative Tools
14. Services

Services
15. Worldwide Web Publishing Service
16. Stop
17. Start
18. DC Directory Server
19. Stop
20. Start

Cisco Customer Response Solutions CRS  Cisco IPCC Express 3.5 x
Cisco CallManager Extended Services 3.5 x
CRS Extended Services

Cisco CallManager
[ oL-8742-01-J .m




W DC Directory

CRS Extended Services
1. Windows
2. CRS CMD
c:\winnt\system32\ccn
3. 'dir'<Enter> ‘cendir.ini'

‘copy ccndir.ini
cendir.ini.oldpass'<Enter>

4. 'notepad ccndir.ini'<Enter> cendir.ini
'MGRPW'
1
5. cendir.ini
CRS Application Administration
System Engine
IN_SERVICE
Cisco CallManager DC
1. Cisco CallManager Administration User > Global Directory

User Information
2. Search
3.

Cisco CallManager
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DC Directory

AD

Worldwide Web Publishing DC Directory

Active Directory

1 2 Active Directory
Forest

Cisco CallManager  Active Directory Forest

Cisco CallManager
[ oL-8742-01-J .m




Ml DC Directory

SSL Netscape
Directory
Netscape Directory SSL
Netscape Directory SSL
ND WebServer
Subordinate Certification Authority
Netscape Directory Netscape Directory Service
Cisco CallManager Netscape
Directory
SSL LDAP Netscape Directory
CA
SSL Netscape Directory
CA
CA
Cisco CallManager LDAP Netscape
Directory Server LDAP Server
LDAP Netscape

Directory Server

Cisco CallManager
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URL

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/4_1/install

Cisco CallManager
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Restart_Ack  Channel IE B

Cisco CallManager
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Cisco IP Phone

Voice over IP

Cisco CallManager
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| |
VolP 20 ms 1
A B
Digital Signal Processors DSP;
Cisco IP Phone 7960 1
Cisco IP Phone 7960
quality of
service QoS;
WAN
G.728
G.728
G.729
1.
2
2
2. Voice Activation Detection VAD

| oL-8742-01-J
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Cisco CallManager Administration Service >

Service Parameters
Cisco CallManager 6-1

6-1 Cisco CallManager Administration  Service

Eides Brmiri

Crco Calvlanacper 3.3 Advmdnis iration

L3
Ciprpreghl & 19 = JINOT Uids Lyilemwi, IR
&l nghlbs reserved

BN

3. Cisco CallManager
SilenceSuppression  False

SilenceSuppressionForGateways  False
False

20
RTP

Cisco CallManager
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1 0

2 0.02 20
3 0.04 20
4 0.06 20
5 0.08 20

Call Detail Record CDR

CDR
Cisco CallManager Serviceability
Cisco IP Phone
LAN 100 MB
WAN

Cisco CallManager
[ oL-8742-01-J .m




WAN
WAN
LAN CRC
Cisco IP Phone 7960
1 i 2
Y
5
2
QoS
Cisco CallManager Administration Locations
Cisco 10S
WAN
3.
1

r Cisco CallManager
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4. www.cisco.com  Cisco
Connection Online CCO

2. WAN

VolP

Cisco CallManager
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IP T1/E1
1.
50
PSTN
2.
PSTN
1
3.
T1/PRI -15 dB
-5 dB
4.
16
1

Cisco CallManager
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5. www.cisco.com  Cisco
Connection Online

IP Cisco I0S
2 Cisco
Cisco 10S Gateway
Cisco 10S IP
VG200 Cisco I10S IP

N

no ip routing

IP Cisco 10S

voice-ios-gwy(config)#ip routing

Cisco CallManager
[ oL-8742-01-J .m




1P

IP
UDP

RTP

Cisco IP Phone

Cisco IP Phone 7910 Settings
Default Router

Cisco IP Phone 7960/40  Settings
Default Router

Cisco IP Phone 2sp+/30vip  **#
#

gtwy=

Cisco IP SoftPhone
Interface Card NIC;

SoftPhone
1.2

1.1.x

Network

NIC
Cisco IP

Cisco DT24+ Gateway
Default Gateway (003 router)
003 router

DHCP Scope

PC

Default Gateway
3

r Cisco CallManager
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H.323 Cisco 10S IP
Cisco 10S IP
H.323 1 IP
1
H.323

h323-gateway voip bind srcaddr<ip

address> Cisco CallManager IP
Cisco 10S Release 12.1.2T Configuring H.323
Support for Virtual Interfaces
Y
12.2(6)
Cisco Software Bug Toolkit ID
CSCdw69681
Telco
Telco Cisco 10S
Telco
Cisco 10S
voice rtp send-recv
on
Cisco 10S voice rtp send-recv
RTP
Cisco 10S Connect
RTP Connect

voice rtp send-recv

| oL-8742-01-J

Cisco CallManager [




Cisco 10S cRTP
Cisco I10S
Compressed RTP  cRTP; RTP
cRTP RTP
VolP
cRTP VolP 40 IP/UDP/RTP
1 2 4 G.729
cRTP 12 KB
cRTP
IP cRTP
cRTP
Cisco I0S cRTP
Cisco 10S Software Release 12.0.5T cRTP
Cisco IOS Software Release 12.0.7T cRTP
Cisco Express Forwarding CEF; Cisco
12.1.17

Cisco 10S Software Release 12.1.2T

Cisco 10S I0S Release 12.1 cRTP

CSCds08210 VolIP and FAX not working
with RTP header compression ON 10S
Cisco 10S NAT

Network Address Translation NAT;

NAT  Skinny

NAT  Skinny
Cisco IOS® Software 12.1(5)T 10S NAT
Skinny  H.323v2

Cisco CallManager
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Y
Cisco CallManager  Skinny 2000
TCP ip nat service skinny tcp
port<number> NAT
PIX NAT  Skinny
6.0
)
RAS
AS5350 AS5400  voice-fastpath
Cisco 10S voice-fastpath enable ~ AS5350 AS5400
no voice-fastpath enable
IP UDP
RTP
CPU
voice-fastpath
IP UDP

IP uUbP

voice-fastpath

Cisco CallManager
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VPN IP SoftPhone
Cisco IP SoftPhone PC  Cisco IP Phone 7900
VPN
Network Audio Settings IP
VPN IP
debug cch323 rtp
X R

voice-ios-gwy#debug cch323 rtp
RTP packet tracing is enabled
voice-ios-gwy#
voice-ios-gwy#
voice-ios-gwy#
voice-ios-gwy#
voice-ios-gwy#

I-—- This is an unanswered outgoing call.

!-—- Notice that voice path only cuts through in forward

!--- direction and that packets are dropped. Indeed,

!-—- received packets are traffic from the IP phone to the PSTN
!-—- phone. These will be dropped until the call is answered.

Mar 3 23:46:23.690: ****** cut through in FORWARD direction *****
XXX rXrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr
XrXrXrXrXrXrXrXr
XrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr
XrXrXrXrXrXrXrXr

XrXrXXrrrrrrrrrrrrrrrr

voice-ios-gwy#

voice-ios-gwy#

!-—- This is an example of an answered call:

voice-ios-gwy#

voice-ios-gwy#

*Mar 3 23:53:26.570: ****** cut through in FORWARD direction *****
XKXXrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xy Xr Xr Xr XrXr
XrXrXrXrXrXrXrXr

Cisco CallManager
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XrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr
XrXrXrXrXrXrXrXr
XXrrrrrXrXrXrXrXrXrXrXrXrXrXrXrrXXrrXrXrXrXrXrXX XXX XXX XXX XX XXX r XXX
XXXXXrXrXrXXrrXr

XrXrXrXrXrXrXrXrXXrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

I-- At this point the remote end picks up the phone.

*Mar 3 23:53:30.378: ****** cut through in BOTH direction *****
XRXRXRXRXRXRXRXRXXRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR
RRXRXRXRXRXRXRXR
XRXRXRXRXRXRXRXRXRXRXRXRXRXRXXRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR
RRRRRRXRXRXRXRXR
XXRRXRXRXXRRXRXRXRXRXXRXRXRXRXRXRRXRXXRXRXRXRXRXRXRXRXRXRXRXRXRXRX
RXRXRXRXRXRXRXR
XRXRXRXRXRXRXRXRXRXRXRXRXRXRXRRRRRRRRRRRRRRRRRRRRXRXRXRXRXRXRXRXRX
RXRXRXRXRXRXRXR
XRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXXRRRRRRRRRRRRRRRRRRRRRRRRRRRRXRXRXR
XRXRXRXRXRXRXR
XRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR
RRRRRRRRRRRRRRRRRR
RRRRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRRXXRXRXRXRXRXR
RXRXRXRXRXRXRXRXR
XRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXXRRRRXRXRXRXRXRXRXRXRXRXRXRXR
XRXRXRXRXRXR
XXRRRRRRRRRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRX
RXRXRXRXRXRXRXRXR
XRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXR
XRXRXRXRXRXRXRXR

XRXRXRXRXRXRXRXRXRXRXRXRXXRRRXR

I-- End of conversation.
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1 G.711
N
Cisco 10S
Regionl<->Region2 = G.711 Regionl Region2
G.711
G.711 G.729 G.723 G.711
Y
Cisco IP Phone 7960 G.711A-law/p-law G.729 G729A G.729Annex-B
Cisco IP Phone SP12 VIP 30 G.711la-law/mu-law G.723.1
Cisco Access Gateway DE30 DT-24+ G.711la-law/mu-law G.723.1

Cisco CallManager
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Cisco CallManager
Cisco CallManager

Cisco CallManager

12:42:09.017 Cisco CallManager|Locations:0Orig=1 BW=12Dest=0 Bw=-1 (-1
implies infinite bw available)

12:42:09.017 Cisco CallManager|StationD - stationOutputCallState
tcpHandle=0x4f1ad98

12:42:09.017 Cisco CallManager|StationD - stationOutputCallInfo
CallingPartyName=, CallingParty=5003, CalledPartyName=,
CalledParty=5005, tcpHandle=0x4flad98

12:42:09.017 Cisco CallManager|StationD - stationOutputStartTone:
37=ReorderTone tcpHandle=0x4flad98

Cisco CallManager

. G.711 Cisco CallManager 80k
. G.723 Cisco CallManager 24k
. G0.729 Cisco CallManager 24k

Cisco CallManager
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2
Cisco CallManager TCP
KeepAlive

2. www.cisco.com Cisco Connection Online

3. Event
Viewer Information
4.
5. SDI
VLAN

Cisco CallManager
m. oL-8742-01-J |




||
Cisco IP Phone 7960 Cisco IP Phone 30VIP
6. Sniffer
TCP
7 1
DHCP
7 1
2 1
PRI
1 1 1
2. Event Viewer
Warning Error
1 Cisco CallManager TCP

Cisco CallManager

Microsoft Performance

Cisco CallManager
[ oL-8742-01-J .m




3. Cisco Access DT-24+

Call Detail Record CDR
CDR Cause of
Termination CoT CDR
Cisco CallManager Serviceability

4.
origCause_value destCause_value
Q.931 10
http://www.cisco.com/univercd/cc/td/doc/product/software/ios113ed/dbook/dis
dn.htm
5. PSTN CDR
Cisco
CallManager

Cisco CallManager

Cisco CallManager
m. oL-8742-01-J |
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| |
[ ]
[ ]
PSTN
1.
2. www.cisco.com Cisco Connection Online
3. SDI
Cisco CallManager
SDI

Cisco CallManager
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4. PSTN SDI
Q.931
Q.931
2
Cisco Access AS-X  AT-X
Cisco Access DT-24+ DE-30+
Network Management Processor NMP;
1
Analog Access WS-X6624 Digital Access WS-X6608
Catalyst 6000
NMP
Cisco CallManager
1
1.
LED
1
LED
2 3
10 15

Cisco CallManager
m. oL-8742-01-J |




Cisco Access Analog

LED Cisco Access Digital
LED Cisco Analog Access WS-X6624
LED
Digital Access WS-X6608
8 LED 8
LED
LED 3 2
2 IP
IP DHCP
BOOTP Catalyst
DHCP BOOTP NMP
IP
3. DHCP
IP
DHCP
DHCP
DHCP
IP
6. Sniffer
7. Catalyst 6000 NMP
NMP
IP ping
IP

127.1.module.port

For example, for port 1 on module 7, you would enter
Console (enable) ping 127.1.7.1
127.1.7.1 is alive

| oL-8742-01-J
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Cisco

8. ping

10.

Interface CLI;

tracy_start mod port

APP Version

show port IP
IP TFTP IP
DHCP Cisco TAC
tracy
TAC Cat6000 Command Line
WS-X6624 7 1 860
1 tracy_start 71
860
tracy 860

Yy s tems
CAT6K Analog Gateway (ELVIS)
A0020300, DSP Version : A0030300, Built Jun 1 2000 16:33:01

ELVIS>> 00:00:00.020 (XA) MAC Addr : 00-10-7B-00-13-DE

00:00:00.050 NMPTask:got message from XA Task
00:00:00.050 (NMP) Open TCP Connection ip:7£010101
00:00:00.050 NMPTask:Send Module Slot Info
00:00:00.060 NMPTask:get DIAGCMD
00:00:00.160 (DSP) Test Begin -> Mask<Ox00FFFFFF>
00:00:01.260 (DSP) Test Complete -> Results<O0xO00FFFFFF/0x00FFFFFF>
00:00:01.260 NMPTask:get VLANCONFIG
00:00:02.870 (CFG) Starting DHCP
00:00:02.870 (CFG) Booting DHCP for dynamic configuration.
00:00:06.570 (CFG) DHCP Request or Discovery Sent, DHCPState INIT_REBOOT
00:00:06.570 (CFG) DHCP Server Response Processed, DHCPState INIT_REBOOT
00:00:06.780 (CFG) IP Configuration Change! Restarting now...
00:00:10.480 (CFG) DHCP Request or Discovery Sent, DHCPState INIT
00:00:14:480 (CFG) DHCP Timeout Waiting on Server, DHCPState INIT
00:00:22:480 (CFG) DHCP Timeout Waiting on Server, DHCPState INIT
00:00:38:480 (CFG) DHCP Timeout Waiting on Server, DHCPState INIT
Cisco CallManager
m. OL-8742-01-J |




||
DHCP
11. Catalyst 6000 VLAN
show port
12. DHCP Catalyst 6000 VLAN
DHCP DHCP IP
VLAN
INIT
13. INIT 860
tracy
tracy_close mod port
tracy_start mod port
14. DHCPState = INIT DHCP
15. Sniffer
DHCP tracy
IP
Catalyst NMP
Windows 98/NT/2000
16. tracy
IP
tracy
8
17. TFTP IP
DHCP Option 66 IP Option
150 IP si_addr IP DHCP
Option si_addr
Option 150 Option 150  Option 66

Cisco CallManager

| oL-8742-01-J
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Option66  TFTP DNS_NAME DNS
IP DHCP
Option 66 TFTP IP
NMP DHCP
Catalyst NMP
TFTP
DNS CiscoCM1
CiscoCM1 IP DHCP
NMP  TFTP
NMP  DHCP
18. TFTP IP tracy
TaskID: 0
Cmd: show tl
config CFG Cisco
Access Digital gateway taskID
WS-X6624 DHCP
TaskID: 6
Cmd : show dhcp
19. TFTP IP
IP DHCP
20. TFTP
TFTP tracy
TFTP

Cisco CallManager

00:09:05.620
TFTP Server
00:09:18.620
for .cnf File!

(CFG) TFTP Error:

(CFG) Requesting SAA00107B0013DE.cnf File From

Timeout Awaiting Server Response

r Cisco CallManager
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||
TFTP IP
Cisco CallManager
21. TFTP
Cisco CallManager TFTP
22. Cisco CallManager TFTP
Cisco CallManager
MAC Catalyst
6000 2 NMP
2000 Apr 14 19:24:08 %SYS-4-MODHPRESET:Host process (860) 7/1 got reset asynchronously
2000 Apr 14 19:26:05 %$SYS-4-MODHPRESET:Host process (860) 7/1 got reset asynchronously
2000 Apr 14 19:28:02 %SYS-4-MODHPRESET:Host process (860) 7/1 got reset asynchronously

The following example shows what the tracy output would look like if the
the Cisco CallManager database:
00:00:01.670 (CFG) Booting DHCP for dynamic configuration.

gateway is not in

00:00:05.370 (CFG) DHCP Request or Discovery Sent, DHCPState = INIT_REBOOT

00:00:05.370 (CFG) DHCP Server Response Processed, DHCPState = BOUND
00:00:05.370 (CFG) Requesting DNS Resolution of CiscoCM1

00:00:05.370 (CFG) DNS Error on Resolving TFTP Server Name.
00:00:05.370 (CFG) TFTP Server IP Set by DHCP Option 150 = 10.123.9.2
00:00:05.370 (CFG) Requesting SAA00107B0013DE.cnf File From TFTP Server
00:00:05.370 (CFG) TFTP Error: .cnf File Not Found!

00:00:05.370 (CFG) Requesting SAADefault.cnf File From TFTP Server
00:00:05.380 (CFG) .cnf File Received and Parsed Successfully.
00:00:05.380 (CFG) Updating Configuration ROM. ..

00:00:05.610 GMSG: GWEvent = CFG_DONE --> GWState = SrchActive

00:00:05.610 GMSG: CCM#0 CPEvent = CONNECT_REQ --> CPState = AttemptingSocket

00:00:05.610 GMSG: Attempting TCP socket with CCM 10.123.9.2
00:00:05.610 GMSG: CCM#0 CPEvent = SOCKET_ACK --> CPState = BackupCCM
00:00:05.610 GMSG: GWEvent = SOCKET_ACK --> GWState = RegActive

00:00:05.610 GMSG: CCM#0 CPEvent = REGISTER_REQ --> CPState = SentRegister

00:00:05.680 GMSG: CCM#0 CPEvent = CLOSED --> CPState = NoTCPSocket
00:00:05.680 GMSG: GWEvent = DISCONNECT --> GWState = Rollover
00:00:20.600 GMSG: GWEvent = TIMEOUT --> GWState = SrchActive

00:00:20.600 GMSG: CCM#0 CPEvent = CONNECT_REQ --> CPState = AttemptingSocket

00:00:20.600 GMSG: Attempting TCP socket with CCM 10.123.9.2
00:00:20.600 GMSG: CCM#0 CPEvent = SOCKET_ACK --> CPState = BackupCCM

Cisco CallManager
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00:
00:
00:
00:
00:

00:
00:
00:
00:
00:

07
08
08

.390
.010
.010
08.
08.

010
010

GMSG:
GMSG:
GMSG:
GMSG:
GMSG:

TFTP

TFTP tracy

CCM#0 CPEvent = REGISTER_REQ --> CPState = SentRegister
TFTP Request for application load A0021300

CCM#0 CPEvent = LOADID --> CPState = AppLoadRequest
***TFTP Error: File Not Found***

CCM#0 CPEvent = LOAD_UPDATE --> CPState = LoadResponse

A0020300
A0021300
Catalyst 6000
DSP
DSP

r Cisco CallManager
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ELVIS>> 00:00:00.020 (XA) MAC Addr : 00-10-7B-00-13-DE

00:00:00.050 NMPTask:got message from XA Task
00:00:00.050 (NMP) Open TCP Connection ip:7£010101
00:00:00.050 NMPTask:Send Module Slot Info
00:00:00.060 NMPTask:get DIAGCMD
00:00:00.160 (DSP) Test Begin -> Mask<Ox00FFFFFF>
00:00:01.260 (DSP) Test Complete -> Results<0xO00FFFFFF/0xOO0FFFFFF>
00:00:01.260 NMPTask:get VLANCONFIG
00:00:02.030 (CFG) Starting DHCP
00:00:02.030 (CFG) Booting DHCP for dynamic configuration.
00:00:05.730 (CFG) DHCP Request or Discovery Sent, DHCPState = INIT_REBOOT
00:00:05.730 (CFG) DHCP Server Response Processed, DHCPState = BOUND
00:00:05.730 (CFG) Requesting DNS Resolution of CiscoCM1
00:00:05.730 (CFG) DNS Error on Resolving TFTP Server Name.
00:00:05.730 (CFG) TFTP Server IP Set by DHCP Option 150 = 10.123.9.2
00:00:05.730 (CFG) Requesting SAA00107B0013DE.cnf File From TFTP Server
00:00:05.730 (CFG) .cnf File Received and Parsed Successfully.
00:00:05.730 GMSG: GWEvent = CFG_DONE --> GWState = SrchActive
00:00:05.730 GMSG: CCM#0 CPEvent = CONNECT_REQ --> CPState = AttemptingSocket
00:00:05.730 GMSG: Attempting TCP socket with CCM 10.123.9.2
00:00:05.730 GMSG: CCM#0 CPEvent = SOCKET_ACK --> CPState = BackupCCM
00:00:05.730 GMSG: GWEvent = SOCKET_ACK --> GWState = RegActive
00:00:05.730 GMSG: CCM#0 CPEvent = REGISTER_REQ --> CPState = SentRegister
00:00:06.320 GMSG: CCM#0 CPEvent = LOADID --> CPState = LoadResponse
00:01:36.300 GMSG: CCM#0 CPEvent = TIMEOUT --> CPState = BadCCM
00:01:36.300 GMSG: GWEvent = DISCONNECT --> GWState = Rollover
00:01:46.870 GMSG: CCM#0 CPEvent = CLOSED --> CPState = NoTCPSocket
00:01:51.300 GMSG: GWEvent = TIMEOUT --> GWState = SrchActive
00:01:51.300 GMSG: CCM#0 CPEvent = CONNECT_REQ --> CPState = AttemptingSocket
00:01:51.300 GMSG: Attempting TCP socket with CCM 10.123.9.2
00:01:51.300 GMSG: CCM#0 CPEvent = SOCKET_ACK --> CPState = BackupCCM
00:01:51.300 GMSG: GWEvent = SOCKET_ACK --> GWState = RegActive
00:01:51.300 GMSG: CCM#0 CPEvent = REGISTER_REQ --> CPState = SentRegister
00:01:51.890 GMSG: CCM#0 CPEvent = LOADID --> CPState = LoadResponse
LoadResponse
Cisco CallManager Administration  Device Defaults
Cisco CallManager
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IP
IP
. H.225
H.225
Cisco CallManager
Cisco CallManager
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/4_1/index.htm
Admission Reject ARJ; Cisco CallManager

ARJ
1. Cisco CallManager IP
2.
3.

Cisco CallManager

Cisco CallManager
m. oL-8742-01-J |
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4. Cisco CallManager

5.
Registration Reject RRJ; Cisco CallManager
RRJ
1. Cisco CallManager IP
2,
3.

Cisco CallManager
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W Cisco CallManager B Restart
Cisco CallManager B Restart
e Restart Ack  Channel IE B
Cisco CallManager B
Restart_Ack  Channel IE
B
DsP
S

Release 3.1(2c) Engineer Special 21

ISDN

B Cisco CallManager
B PABX
CO  Release Complete

Cisco CallManager
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Cisco CallManager B

Restart | |

1. Cisco CallManager Administration Device > Gateway

6-2

6-2 Cisco CallManager Administration  Device

Cisco CallMannger 2.3 Adminsstration

|

Copyragi? & |96 = JO0OT Cecd Syilema, 1A
&N rgpivia reyereed

Liidd TeETNmi

Find and List Gateways
2.

6-3 Find and List Gateways

[T L _'||i"|,'|_||'|_||_;__| 'l.||||l|:|.-.l'_|I||l||

o AP Ty Taberans

Find and List Gateways

Mo current search

6-3
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W Cisco CallManager B Restart
3. Find
4,
Gateway Configuration
5.
MGCP
6. Inhibit Restarts at PRI initialization
6-4
6-4 Interface Information
PRI Pratacol Type® |F‘F|II‘H.I.L:' ﬂ
Proveeal Side® |l..|'.:L-= =]
Channel Salection Ordar® [HutumLh.u ﬂ
Channel [E Type® [uee Mumberwhen 18 =
BoMW Typa® [||-Ir|n-r j
Delay for first restart ( 1/9 8o |'!::,
ticks)
Delay batween rastarts (LR sec |_‘
ticks)

FF Irhkibit rastarts at PRI initialization

r enable status pol E
7. Update
8.

9. Cisco CallManager

Cisco CallManager
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Cisco CallManager B

Restart | |

~
Inhibit Restarts at PRI
Initialization
Cisco CallManager
E1/T1PRI Cisco CallManager
Restart_Ack Channel IE B

Cisco CallManager B

ie=channel not available
Restart

Cisco CallManager
Complete

Restart Channel IE

Channel IE

Cisco CallManager
Cisco CallManager

El

MGCP 2600/3600

Release Complete

Cisco CallManager

Restart

Release

Restart_Ack

| oL-8742-01-J




M Cisco CallManager B Restart
B
B
B El
B
El
B
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Cisco CallManager

SDI

Cisco CallManager
Cisco CallManager

SDI

08:38:54.968 Cisco CallManager|StationInit - InboundStim -
OffHookMessageID tcpHandle=0x6b88028

08:38:54.968 Cisco CallManager|StationD - stationOutputDisplayText
tcpHandle=0x6b88028, Display= 5000

08:38:54.968 Cisco CallManager|StationD - stationOutputSetLamp stim:
9=Line instance=1 lampMode=LampOn tcpHandle=0x6b88028

08:38:54.968 Cisco CallManager|StationD - stationOutputCallState
tcpHandle=0x6b88028

08:38:54.968 Cisco CallManager|StationD -
stationOutputDisplayPromptStatus tcpHandle=0x6b88028

08:38:54.968 Cisco CallManager |StationD - stationOutputSelectSoftKeys
tcpHandle=0x6b88028

08:38:54.968 Cisco CallManager|StationD -
stationOutputActivateCallPlane tcpHandle=0x60b88028

08:38:54.968 Cisco CallManager |Digit analysis: match(fgcn="5000",
cn="5000", pss="RTP_NC_Hardwood:RTP_NC_Woodland:Local RTP", dd="")

pss

Cisco CallManager
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RTP_NC_Hardwood;RTP_NC_Woodland;Local RTP

08:38:54.968 Cisco CallManager |Digit analysis:
potentialMatches=PotentialMatchesExist

08:38:54.968 Cisco CallManager |StationD - stationOutputStartTone:
33=InsideDialTone tcpHandle=0x6b88028

08:38:55.671 Cisco CallManager|StationInit - InboundStim -
KeypadButtonMessageID kpButton: 5 tcpHandle=0x6b88028

08:38:55.671 Cisco CallManager|StationD - stationOutputStopTone
tcpHandle=0x6b88028

08:38:55.671 Cisco CallManager |StationD - stationOutputSelectSoftKeys
tcpHandle=0x6b88028

08:38:55.671 Cisco CallManager |Digit analysis: match(fgcn="5000",
cn="5000", pss="RTP_NC_Hardwood:RTP_NC_Woodland:Local RTP", dd="5")
08:38:55.671 Cisco CallManager |Digit analysis:
potentialMatches=PotentialMatchesExist

08:38:56.015 Cisco CallManager|StationInit - InboundStim -
KeypadButtonMessageID kpButton: 0 tcpHandle=0x6b88028

08:38:56.015 Cisco CallManager |Digit analysis: match(fgcn="5000",
cn="5000", pss="RTP_NC_Hardwood:RTP_NC_Woodland:Local RTP", dd="50")
08:38:56.015 Cisco CallManager |Digit analysis:
potentialMatches=PotentialMatchesExist

08:38:56.187 Cisco CallManager|StationInit - InboundStim -
KeypadButtonMessageID kpButton: 0 tcpHandle=0x6b88028

08:38:56.187 Cisco CallManager |Digit analysis: match(fgecn="5000",
cn="5000", pss="RTP_NC_Hardwood:RTP_NC_Woodland:Local RTP", dd="500")
08:38:56.187 Cisco CallManager |Digit analysis:
potentialMatches=PotentialMatchesExist

08:38:56.515 Cisco CallManager|StationInit - InboundStim -
KeypadButtonMessageID kpButton: 3 tcpHandle=0x6b88028

08:38:56.515 Cisco CallManager |Digit analysis: match(fgcn="5000",
cn="5000", pss="RTP_NC_Hardwood:RTP_NC_Woodland:Local RTP", dd="5003")
08:38:56.515 Cisco CallManager |Digit analysis: analysis results
08:38:56.515 Cisco CallManager\\PretransformCal1ingPartyNumber:5000

PotentialMatchesExist

Cisco CallManager 1001

Cisco CallManager
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RTP_NC_Hardwood;RTP_NC_Woodland;Local RTP

08:38:58.734 Cisco CallManager|StationInit - InboundStim -

Of fHookMessageID tcpHandle=0x6b88028

08:38:58.734 Cisco CallManager |StationD - stationOutputDisplayText
tcpHandle=0x6b88028, Display= 5000

08:38:58.734 Cisco CallManager|StationD - stationOutputSetLamp stim:
9=Line instance=1 lampMode=LampOn tcpHandle=0x6b88028

08:38:58.734 Cisco CallManager|StationD - stationOutputCallState
tcpHandle=0x6b88028

08:38:58.734 Cisco CallManager |StationD -
stationOutputDisplayPromptStatus tcpHandle=0x6b88028

08:38:58.734 Cisco CallManager |StationD - stationOutputSelectSoftKeys
tcpHandle=0x6b88028

08:38:58.734 Cisco CallManager|StationD -
stationOutputActivateCallPlane tcpHandle=0x6b88028

08:38:58.734 Cisco CallManager |Digit analysis: match(fgecn="5000",
cn="5000", pss="RTP_NC_Hardwood:RTP_NC_Woodland:Local RTP", dd="")
08:38:58.734 Cisco CallManager |Digit analysis:
potentialMatches=PotentialMatchesExist

08:38:58.734 Cisco CallManager|StationD - stationOutputStartTone:
33=InsideDialTone tcpHandle=0x6b88028

08:38:59.703 Cisco CallManager|StationInit - InboundStim -
KeypadButtonMessageID kpButton: 1 tcpHandle=0x6b88028

08:38:59.703 Cisco CallManager |StationD - stationOutputStopTone
tcpHandle=0x6b88028

08:38:59.703 Cisco CallManager|StationD - stationOutputSelectSoftKeys
tcpHandle=0x6b88028

08:38:59.703 Cisco CallManager |Digit analysis: match(fgecn="5000",
cn="5000", pss="RTP_NC_Hardwood:RTP_NC_Woodland:Local RTP", dd="1")
08:38:59.703 Cisco CallManager |Digit analysis:
potentialMatches=NoPotentialMatchesExist

08:38:59.703 Cisco CallManager|StationD - stationOutputStartTone:
37=ReorderTone tcpHandle=0x6b88028

Cisco CallManager
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Domain Name DN;
Calling Search Space CSS;

a. Marketing/5656 Marketing
5656

b. DN 6000 7000 DN
Marketing/5656

DN 6000 7000 CSS Marketing
CSS

Cisco CallManager
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Cisco CallManager

Cisco CallManager

Directory Number DN;

Cisco CallManager
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3 DN
DN
Cisco IP Phone DN
1000
AccessLevelX 1000
Cisco IP Phone AccessLevelY

Cisco CallManager
AccessLevelX  AccessLevelY

10
7. Cisco CallManager Administration ~ Route Plan Report

Cisco CallManager
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10.
11. Cisco CallManager
12. Cisco CallManager show

tech
13. @
14.
15. 9.@

10
92.@ 7
Cisco IP Phone 10
LOCAL-AREA-CODE DOES-NOT- EXIST END-OF-DIALING

DOES-NOT-EXIST

Cisco CallManager

@ North American Numbering Plan

SDI

| oL-8742-01-J
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CHAPTER 8

Cisco CallManager

Cisco CallManager

. Conference Bridge p.8-2
. P.8-4
. p.8-7

Cisco CallManager
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8 Cisco CallManager |

| Conference Bridge

Conference Bridge

S

S

No Conference Bridge Available

Cisco CallManager
Conference Bridge

Microsoft Performance Admin Serviceability Tool
Unicast AvailableConferences

Cisco CallManager Release 3.1

Cisco
CallManager Serviceability
Cisco IP Voice Media Streaming Conference Bridge
Cisco IP Voice
Media Streaming 1 16 Unicast

Available Conferences 3/

Cisco CallManager

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/3_1/
index.htm Release 3.1

10:59:29.951 Cisco CallManager|UnicastBridgeControl -
wait_capabilities_StationCapRes - Device= CFB_kirribilli -
Registered - ConfBridges= 16, Streams= 48, tcpHandle=4f12738
10:59:29.951 Cisco CallManager|UnicastBridgeManager -
UnicastBridgeRegistrationReq - Device Registration Complete for
Name= Xod 6%8 - DeviceType= 50, ResourcesAvailable= 16,
deviceTblIndex= 0

r Cisco CallManager
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| 8 Cisco CallManager

Conference Bridge ||
1 El WS-X6608-E1
8 El 5 Unicast Available

Conferences =6

11:14:05.390 Cisco CallManager |UnicastBridgeControl -
wait_capabilities_StationCapRes - Device= CFB00107BO000FBO -
Registered - ConfBridges= 5, Streams= 16, tcpHandle=4f19d64
11:14:05.480 Cisco CallManager |UnicastBridgeManager -
UnicastBridgeRegistrationReq - Device Registration Complete for
Name= Xod 6%8 - DeviceType= 51, ResourcesAvailable= 5,
deviceTblIndex= 0

Cisco Catalyst 6000 8 Port Voice T1/E1 Services Module
El 4/1  Conference Bridge
Cisco CallManager

greece-sup (enable) sh port 4/1

Port Name Status Vlan Duplex Speed Type
P enablea 1 full  -Conf Bridge
Port DHCP MAC-Address IP-Address Subnet-Mask
T diminie s son oo ot 000 1a s aemasease
Port Call-Manager (s) DHCP-Server TFTP-Server Gateway
41 10.20072.25 - 1 10.200.72.25 -
Port DNS-Server (s) Domain

P 0.0.00
Port CallManagerState DSP-Type

4/1  registerea csa9

Port NoiseRegen NonLinearProcessing

4/1 disabled disabled

3. Ad Hoc Meet-Me

Cisco CallManager
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Cisco Catalyst 6000 8 Port Voice T1/E1 Services Module

Cisco CallManager

Microsoft Performance Admin Serviceability Tool
MediaTermPointsAvailable

~

Cisco CallManager Release 3.1
Cisco

CallManager Serviceability

1 El WS-X6608-E1

IMTP

Cisco CallManager

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/3_1/inde
x.htm Release 3.1

11:51:09.939 Cisco CallManager|MediaTerminationPointControl -
Capabilities Received - Device= MTP00107B000FB1 - Registered -

Supports 16 calls

Cisco CallManager
m. oL-8742-01-J |



http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/3_1/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/3_1/index.htm

| 8 Cisco CallManager

||
Cisco Catalyst 6000 8 Port Voice T1/E1 Services Module
El 4/2 MTP/
Cisco CallManager
greece-sup (enable) sh port 4/2
Port Name Status Vlan Duplex Speed Type
4/2 enabled 1 full - MTP
Port DHCP MAC-Address IP-Address Subnet-Mask
4/2 disable 00-10-7b-00-0f-bl 10.200.72.32 255.255.255.0
Port Call-Manager(s) DHCP-Server TFTP-Server Gateway
4/2 10.200.72.25 - 10.200.72.25 -
Port DNS-Server (s) Domain
4/2 - 0.0.0.0
Port CallManagerState DSP-Type
4/2 registered C549
Port NoiseRegen NonLinearProcessing
4/2 disabled disabled
A
Conference Bridge  Transcoder/MTP El
G.729 G.723
2
Regionl  Region2 G.729 Cisco CallManager
Phone A Cisco CallManager
Cisco IP Phone 7960 G.729

Cisco CallManager

| oL-8742-01-J

Cisco CallManager [



Cisco CallManager

r Cisco CallManager

Region2 User D G.729
Phone A Phone D
Cisco IP Phone 12SP+  Phone B Phone D
Cisco CallManager G.723 G.711
Phone B
G.711 Phone D G.729
Cisco CallManager
Phone D
Phone B Cisco IP Phone 12SP+  Phone F
G.729
2 G.723 G.723
G.723 G.729
oL-8742-01-J |



| 8 Cisco CallManager

H323v2 H.323
MTP

Cisco CallManager
MTP

Microsoft Performance Admin Serviceability Tool
MediaTermPointsAvailable

A

Cisco CallManager Release 3.1

Cisco CallManager Serviceability

H.323v2 H.323
MTP 1
MTP 24

v

Cisco CallManager

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/3_1/
index.htm Release 3.1

10:12:19.161 Cisco CallManager|MediaTerminationPointControl -
Capabilities Received - Device= MTP_kirribilli. - Registered -
Supports 24 calls

| oL-8742-01-J
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8 Cisco CallManager |

1 El WS-X6608-E1
8 El 16
MTP

11:51:09.939 Cisco CallManager|MediaTerminationPointControl -
Capabilities Received - Device= MTP00107B000FBl1 - Registered -
Supports 16 calls

Cisco Catalyst 6000 8 Port Voice T1/E1 Services Module
El 4/2  MTP/
Cisco CallManager

greece-sup (enable) sh port 4/2

Port Name Status Vlan Duplex Speed Type
a2 enablea 1 fu11 - wre
Port DHCP MAC-Address IP-Address Subnet-Mask
42 disable 00-10-7b-00-0f-bl 10.200.72.32  255.255.255.0
Port Call-Manager(s) DHCP-Server TFTP-Server Gateway
42 10.20072.25 - 10.200.72.25 -
Port DNS-Server (s) Domain

a2 - 0.0.000
Port CallManagerState DSP-Type

P

Port NoiseRegen NonLinearProcessing

4/2 disabled disabled

3. Cisco CallManager Administration ~ Gateway Configuration Media
Termination Point Required

4. Cisco CallManager MTP

Cisco CallManager

oL-8742-01-J |




e Unity

Cisco CallManager
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Cisco Unity
URL Cisco Unity

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_unity/unity31/tsg/index.htm

Cisco Unity URL

http://www.cisco.com/univercd/cc/td/doc/product/voice/index.htm
Cisco Unity URL

http://www.cisco.com/japanese/warp/public/3/jp/service/manual_j/index_uc_cu.shtml

30

Cisco CallManager Cisco Unity 3.x
30
30
30

1. Media Gateway Control Protocol MGCP;
2. MGCP no mgcp timer receive-rtcp

3. MGCP Cisco Unity

Skinny Cisco CallManager

Cisco CallManager
m. oL-8742-01-J |



http://www.cisco.com/univercd/cc/td/doc/product/voice/c_unity/unity31/tsg/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/voice/index.htm
http://www.cisco.com/japanese/warp/public/3/jp/service/manual_j/index_uc_cu.shtml

Cisco Unity 3.x Skinny
URL Configuring Unity Traces with MaestroTools.exe

http://www.cisco.com/warp/public/788/AVVID/unity_trace_maestrotools.html

Cisco Unity 3.1 MaestroTools Cisco Unity Diagnostic Tool
URL
Cisco Unity Diagnostic Tool
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_unity/unity31/tsg/tsg31/t
sg_0900.htm#xtocid13

| oL-8742-01-J
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http://www.cisco.com/warp/public/788/AVVID/unity_trace_maestrotools.html
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_unity/unity31/tsg/tsg31/tsg_0900.htm#xtocid13

e Unity
. Unity
J Cisco Unity
e Cisco Unity 3.1.2 3.13
Unity
Unity 2

Call 5000 from 1001
Get Unity

Place the call on Hold
Press New Call

Dial 5000

Get Busy tone

Press End Call

Press Resume Call
Press End Call

Messaging Interface  Unity 5000
CMI

CMI voicemaildn

Cisco CallManager
m. oL-8742-01-J |




Unity ||

Unity

Unity 245135 TSP 6.0(1) Cisco CallManager  3.1(31)spD

IP Phone IP Phone
Unity
Redial

TSP originalCalledPartyName
Voicemail

Cisco CallManager Unity

1. Cisco CallManager Cisco Voice Mail Display
VoiceMail

2. Unity HKLM\Software\ActiveVoice\AvSkinny\voiceMail display
Name= anything other than VoiceMail Registry

| oL-8742-01-J
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W unity

Cisco Unity

System Administrator SA
Unity

1. SA GrantUnityAccess

C:\commserver\grantunityaccess.exe

)

GrantUnityAccess URL
Granting Administrative Rights to Other Cisco Unity Servers
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_unity/unity3
1/sag/sag312/sag_0255.htm#xtocid8
2.
SA
TempAdministrator MyDOMAIN DOS

GrantUnityAccess -u MyDOMAIN\TempAdministrator -s Installer -f.

SQL

Cisco CallManager
m. oL-8742-01-J |



http://www.cisco.com/univercd/cc/td/doc/product/voice/c_unity/unity31/sag/sag312/sag_0255.htm#xtocid8

Unity ||
Cisco Unity 3.1.2 3.13
Automatic Gain Control AGC

e AGCsamplesize 16 4e20 10 20000 16 1f40

10 8000
e AGCqgainthreshold 16 28 10 40 16 5 10

5

Cisco Unity 3.1.2 AGC

Cisco Unity 3.1.3

URL  Cisco Unity

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_unity/index.htm

Cisco CallManager
[ oL-8742-01-J .m



http://www.cisco.com/univercd/cc/td/doc/product/voice/c_unity/index.htm

W unity

Cisco CallManager
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TAC

Cisco TAC

TAC Web
¢ CCO

e Cisco Live!

Cisco CallManager

[ oL-8742-01-J




A TAC |

TAC TAC

Cisco CallManager
Cisco CallManager Administration  Details

Cisco CallManager

e Unity
Cisco CallManager Administration

e IP/

(OF]

Show tech 10S

Cisco CallManager Skinny

0os

VLAN

Cisco CallManager
m. oL-8742-01-J |




| A TAC

Visio JPG
Cisco Live!

. Cisco CallManager

DN IP

Call-Path

Cisco CallManager
[ oL-8742-01-J .m




A TAC I

W TAC Web
TAC Web

TAC Web TAC

TAC Web URL

http://www.cisco.com/public/support/tac/home.shtml

CCO

P1 P2
CCoO
URL
TAC

Cisco CallManager
m. oL-8742-01-J |
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| A TAC

Cisco Live!

KB zip

URL Manage a TAC Case

http://www.cisco.com/public/support/tac/contact.shtml

Java Cisco Live!
Web Browsing URL Telnet
Cisco TAC

Cisco Live! URL

http://c3.cisco.com/

Cisco CallManager

100

please login

Collaborative

| oL-8742-01-J



http://www.cisco.com/public/support/tac/contact.shtml
http://c3.cisco.com/

A TAC |

Terminal Services
3389 HTTP 80 Telnet
23

login:cisco password:cisco

TAC

. 1P

Integrated Services Digital Network ISDN;
Virtual Private Network VPN;

e Network Address Translation NAT;
IP 10S Private
Internet Exchange PIX
10S PIX
Terminal Services

s

TAC

Cisco CallManager
m. oL-8742-01-J |
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| A TAC

Cisco Secure Telnet W

Cisco Secure Telnet

Cisco Secure Telnet Cisco Service Engineer CSE;
Cisco CallManager

Cisco Secure Telnet
Telnet
Telnet
Cisco CallManager

v

TCP/IP

Cisco CallManager
[ oL-8742-01-J .m




A TAC I

W Cisco Secure Telnet

Cisco Secure Telnet

Cisco Secure Telnet Telnet

Cisco Technical Assistance Center TAC
TCP/IP

A-1 Cisco Secure Telnet

Cisco Secure Telnet

BER Cisco TAC
BEHRD
tndconnect I7AT LA B—FRyk Telnet #5547k
s g U
Cisco — 4
CallManager Cisco ® TAC Ioo=7F
I7AT
VA=

34433

Cisco CallManager
m. oL-8742-01-J |




| A TAC

Cisco Secure Telnet ||
Cisco Secure Telnet
Telnet

Cisco CallManager IP CSE

~
CSE
Telnet
TCP Telnet
Telnet

Y

Cisco TAC  Telnet Windows NT Windows 2000

UNIX

Cisco CallManager

Telnet
Telnet

Telnet CSE

Cisco CallManager

CSE

Cisco CallManager

Cisco TAC

Cisco CallManager

| oL-8742-01-J




A TAC I

Cisco CallManager Serviceability

Cisco CallManager
m. oL-8742-01-J |




APPENDIX

2 Cisco IP Phone

Cisco IP Phone
Cisco CallManager
Cisco CallManager

Cisco CallManager
Cisco CallManager
Cisco CallManager

Cisco CallManager

KeepAlive

Cisco CallManager

Cisco IP Phone

| oL-8742-01-J




Cluster 1 Cluster 2 2 Cluster 1 CCM3
CCM4 2 Cisco CallManager  Cluster 2 CCMm1
2 Cisco CallManager
Cluster 2 ccml
B-1 Cluster 2 2
Cisco IP Phone 2 Cisco IP Phone IP
172.16.70.230 1000 172.16.70.231 1001
B-1 Cisco IP Phone Cisco IP Phone
10S Gatekeeper
_\ay- pa—

|

ﬁ
-k

172.16.70.243

172.16.70.241
172.16.70.255

— — —=Ti/PRI
=T1/CAS
— =RAS

_w
CCM2
172.16.70.229

45436

r Cisco CallManager

oL-8742-01-J |
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Cisco IP Phone ||
Cisco IP Phone
Cisco IP Phone
1 DHCP Option 066 Option 150
Cisco IP Phone DHCP IP
Domain Name System DNS;
TFTP DHCP
Option 003
2 DHCP TFTP DNS IP
DNS IP DHCP
TFTP IP
DNS DHCP TFTP
IP
3 TFTP DHCP Cisco IP Phone
4 .cnf TFTP .cnf

SEP<mac_address>.cnf
Cisco CallManager
Cisco IP Phone
CiscoIP Phone IP

172.16.70.230 MAC

SEPdefault.cnf
1
SEP0010EB001720

2 Cisco IP Phone IP 172.16.70.231 MAC
SEP003094C26105
5 .cnf Cisco CallManager
IP Cisco IP Phone IP

Cisco CallManager

Cisco CallManager

| oL-8742-01-J




W Cisco IP Phone

6 Cisco IP Phone  Cisco CallManager Cisco CallManager
ID Cisco IP
Phone Cisco IP Phone
Cisco IP Phone
TFTP

Cisco CallManager
m. oL-8742-01-J |




Cisco CallManager ||

Cisco CallManager

CCM1 IP 172.16.70.228
Cisco CallManager
SDI

Cisco CallManager
Cisco CallManager

Cisco CallManager SDI

Cisco CallManager 1 CCM1
. Cisco CallManager
e 2 Cisco CallManager
e 3 Cisco CallManager TCP 8002
e 4
Cisco CallManager 2 Cisco CallManager CCM2 172.16.70.229
e 5 Cisco CallManager Cisco CallManager
3.1(2)

16:02:47.765 CCM|CMProcMon - CallManagerState Changed - Initialization
Started.

16:02:47.796 CCM|NodeId: 0, EventId: 107 EventClass: 3 EventInfo:
Cisco CM Database Defaults Read

16:02:49.937 CCM\ SDL Info - NodeId: [1l], Listen IP/Hostname:
[172.16.70.228], Listen Port: [8002]

16:02:49.984 CCM\dBProcs - Adding SdlLink to NodeId: [2], IP/Hostname:
[172.16.70.229]

16:02:51.031 CCM|NodeId: 1, EventId: 1 EventClass: 3 EventInfo:
Cisco CallManager Version=<3.1(1l)> started

| oL-8742-01-J
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Cisco CallManager
MulticastPoint Manager UnicastBridge Manager

Cisco CallManager

Cisco CallManager  RoutePlanManager RouteL.ists

RouteListName="ipwan" RouteGroupName="ipwan"

16:02:51.031 CCM|MulicastPointManager - Started
16:02:51.031 CCM|UnicastBridgeManager - Started
16:02:51.031 CCM|MediaTerminationPointManager - Started

16:02:51.125 CCM|MediaCoordinator (1) - started

16:02:51.125 CCM\NodeId: 1, EventId: 1543 EventClass: 2 EventInfo:
Database manager started

16:02:51.234 CCM|NodeId: 1, EventId: 1542 EventClass: 2 EventInfo:
Link manager started

16:02:51.390 CCM\NodeId: 1, EventId: 1541 EventClass: 2 EventInfo:

Digit analysis started

16:02:51.406 CCM|RoutePlanManager - Started, loading RouteLists
16:02:51.562 CCM|RoutePlanManager - finished loading RouteLists
16:02:51.671 CCM|RoutePlanManager - finished loading RouteGroups
16:02:51.671 CCM|RoutePlanManager - Displaying Resulting RoutePlan
16:02:51.671 CCM\RoutePlanServer - RouteList Info, by RouteList and
RouteGroup Selection Order

16:02:51.671 CCM|RoutelList - RouteListName=''ipwan''

16:02:51.671 CCM|RouteList - RouteGroupName=''ipwan''

16:02:51.671 CCM\RoutePlanServer - RouteGroup Info, by RouteGroup and
Device Selection Order

16:02:51.671 CCM\RouteGroup - RouteGroupName="'"'ipwan''

RouteGroup 172.16.70.245
Cluster 1 CCM3 H.323
RouteGroup Cisco 10S
Gatekeeper Cluster1  CCM3
Cluster 1 Cisco IP Phone

Cisco CallManager
m. oL-8742-01-J |




||
16:02:51.671 CCM|RouteGroup - DeviceName=''172.16.70.245""
16:02:51.671 CCM|RouteGroup -AllPorts
Cisco CallManager Dn

Cisco
CallManager
16:02:51.671 CCM\NodeId: 1, EventId: 1540 EventClass: 2 EventInfo:
Call control started
16:02:51.843 CCM|ProcessDb - Dn = 2XXX, Line = 0,
Display = , RouteThisPattern, NetworkLocation = OffNet,
DigitDiscardingInstruction = 1, WhereClause =

16:02:51.859 CCM\Digit analysis: Add local pattern 2XXX , PID: 1,80,1
16:02:51.859 CCM|ForwardManager - Started

16:02:51.984 CCM|CallParkManager - Started

16:02:52.046 CCM|ConferenceManager - Started

Cisco CallManager  Device Manager 2
IP 172.17.70.226
IP 172.17.70.245
Cisco CallManager Cisco CallManager H.323 Gateway
Cisco CallManager

16:02:52.250 CCM|DeviceManager: Statically Initializing Device;
DeviceName=172.16.70.226
16:02:52.250 CCM|DeviceManager: Statically Initializing Device;
DeviceName=172.16.70.245

Cisco CallManager
[ oL-8742-01-J .m




M Cisco CallManager

Cisco CallManager

SDI
DHCP TFTP .cnf
.cnf Cisco CallManager
MGCP Skinny
Cisco IP Phone Cisco AVVID

Cisco CallManager
MTP_nsa-cml1 CCM1 MTP
CFB_nsa-cml1 CCML1 Conference Bridge
Cisco CallManager
TCPHandle

16:02:52.750 CCM\StationInit - New connection accepted. DeviceName=,
TCPHandle=0x4fbaa00, Socket=0x594, IPAddr=172.16.70.228, Port=3279,
StationD=[0,0,0]

16:02:52.750 CCM\StationInit - New connection accepted. DeviceName=,
TCPHandle=0x4fe05e8, Socket=0x59c, IPAddr=172.16.70.228, Port=3280,
StationD=[0,0,0]

16:02:52.781 CCM|StationInit - Processing StationReg. regCount: 1
DeviceName=MTP_nsa-cml, TCPHandle=0x4fbaa00, Socket=0x594,
IPAddr=172.16.70.228, Port=3279, StationD=[1,45,2]

16:02:52.781 CCM|StationInit - Processing StationReg. regCount: 1
DeviceName=CFB_nsa-cml, TCPHandle=0x4fe05e8, Socket=0x59c,
IPAddr=172.16.70.228, Port=3280, StationD=[1,96,2]

Cisco CallManager

oL-8742-01-J |




Cisco CallManager KeepAlive ||

Cisco CallManager KeepAlive

Cisco CallManager

Cisco CallManager
KeepAlive
Cisco CallManager

16:03:02.328 CCM|StationInit - InboundStim - KeepAliveMessage -
Forward KeepAlive to StationD. DeviceName=MTP_nsa-cm2,
TCPHandle=0x4fa7dc0, Socket=0x568, IPAddr=172.16.70.229, Port=1556,
StationD=[1,45,1]

16:03:02.328 CCM|StationInit - InboundStim - KeepAliveMessage -
Forward KeepAlive to StationD. DeviceName=CFB_nsa-cm2,
TCPHandle=0x4bf8a70, Socket=0x57c, IPAddr=172.16.70.229, Port=1557,
StationD=[1,96,1]

16:03:06.640 CCM|StationInit - InboundStim - KeepAliveMessage -
Forward KeepAlive to StationD. DeviceName=SEP0010EB001720,
TCPHandle=0x4fbb150, Socket=0x600, IPAddr=172.16.70.230, Port=49211,
StationD=[1,85,2]

16:03:06.703 CCM|StationInit - InboundStim - KeepAliveMessage -
Forward KeepAlive to StationD. DeviceName=SEP003094C26105,
TCPHandle=0x4fbbc30, Socket=0x5a4, IPAddr=172.16.70.231, Port=52095,
StationD=[1,85,1]

Cisco CallManager
KeepAlive
Cisco CallManager

16:03:02.328 CCM|MediaTerminationPointControl -
stationOutputKeepAliveAck tcpHandle=4fa7dcO

16:03:02.328 CCM|UnicastBridgeControl - stationOutputKeepAliveAck
tcpHandle=4bf8a70

16:03:06.703 CCM|StationInit - InboundStim - IpPortMessagelD:
32715(0x7fcb) tcpHandle=0x4fbbc30

16:03:06.703 CCM|StationD - stationOutputKeepAliveAck
tcpHandle=0x4fbbc30

Cisco CallManager
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M Cisco CallManager

Cisco CallManager

SDI
Cisco IP Phone dn tcpHandle IP
Cluster 2 Cisco IP Phone dn 1001 tcpHandle
Ox4fbbc30 IP 172.16.70.231 Cisco IP Phone
dn 1000 tcpHandle O0x4fbb150 IP 172.16.70.230
TCP
TCP

Cisco IP Phone 1001
TCP
Cisco IP Phone

Cisco IP Phone  Cisco CallManager Skinny Station

16:05:41.625 CCM|StationInit - InboundStim - OffHookMessageID
tcpHandle=0x4£fbbc30

16:05:41.625 CCM|StationD - stationOutputDisplayText
tcpHandle=0x4fbbc30, Display= 1001

Cisco CallManager Cisco IP Phone Skinny
Station Cisco IP Phone

16:05:41.625 CCM|StationD - stationOutputSetLamp stim: 9=Line
instance=1 lampMode=LampOn tcpHandle=0x4fbbc30

Cisco CallManager stationOutputCallState

16:05:41.625 CCM|StationD - stationOutputCallState tcpHandle=0x4fbbc30

Cisco CallManager
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Cisco CallManager ||

Cisco CallManager stationOutputDisplayPromptStatus
Cisco IP Phone
16:05:41.625 CCM|StationD - stationOutputDisplayPromptStatus

tcpHandle=0x4£fbbc30

Cisco CallManager stationOutputSelectSoftKey Skinny
Station
16:05:41.625 CCM|StationD - stationOutputSelectSoftKeys

tcpHandle=0x4£fbbc30

Cisco CallManager
Skinny Station

16:05:41.625 CCM|StationD - stationOutputActivateCallPlane
tcpHandle=0x4fbbc30

cn=1001 dd=""
Stationlnit
Cisco CallManager StationD Cisco
CallManager
16:05:41.625 CCM|Digit analysis: match(fqgcn="", cn="1001", pss="",
dd= nwn )

16:05:41.625 CCM|Digit analysis:
potentialMatches=PotentialMatchesExist

Cisco CallManager Cisco IP Phone

16:05:41.625 CCM|StationD - stationOutputStartTone: 33=InsideDialTone
tcpHandle=0x4£fbbc30

Cisco CallManager
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l Cisco CallManager

Cisco CallManager Cisco IP Phone
1

16:05:42.890 CCM|StationInit - InboundStim - KeypadButtonMessageID
kpButton: 1 tcpHandle=0x4fbbc30

16:05:42.890 CCM|StationD - stationOutputStopTone tcpHandle=0x4fbbc30
16:05:42.890 CCM|StationD - stationOutputSelectSoftKeys
tcpHandle=0x4£fbbc30

16:05:42.890 CCM|Digit analysis: match(fgcn="", cn="1001", pss="",
dd="1")

16:05:42.890 CCM|Digit analysis:
potentialMatches=PotentialMatchesExist

16:05:43.203 CCM|StationInit - InboundStim - KeypadButtonMessageID
kpButton: 0 tcpHandle=0x4fbbc30

16:05:43.203 CCM|Digit analysis: match(fgcn="", cn="1001", pss="",
dd="10")

16:05:43.203 CCM|Digit analysis:
potentialMatches=PotentialMatchesExist

16:05:43.406 CCM|StationInit - InboundStim - KeypadButtonMessageID
kpButton: 0 tcpHandle=0x4fbbc30

16:05:43.406 CCM|Digit analysis: match(fgcn="", cn="1001", pss="",
dd="100")

16:05:43.406 CCM|Digit analysis:
potentialMatches=PotentialMatchesExist

16:05:43.562 CCM|StationInit - InboundStim - KeypadButtonMessageID
kpButton: 0 tcpHandle=0x4fbbc30

16:05:43.562 CCM|Digit analysis: match(fgcn="", cn="1001", pss="",
dd="1000")

Cisco CallManager

Cisco CallManager

16:05:43.562 CCM|Digit analysis: analysis results
16:05:43.562 CCM| |PretransformCallingPartyNumber=1001
|callingPartyNumber=1001

|DialingPattern=1000
|DialingRoutePatternRegularExpression=(1000)

| PotentialMatches=PotentialMatchesExist
|DialingSdlProcessId=(1,38,2)

| PretransformDigitString=1000

| PretransformPositionalMatchList=1000
|CollectedDigits=1000

|PositionalMatchList=1000
|RouteBlockFlag=RouteThisPattern

Cisco CallManager
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Cisco CallManager

Cisco CallManager
tcpHandle

16:05:43.578 CCM|StationD - stationOutputCallInfo
CallingPartyName=1001, CallingParty=1001, CalledPartyName=1000,
CalledParty=1000, tcpHandle=0x4fbbl50

Cisco CallManager Cisco IP Phone

16:05:43.578 CCM|StationD - stationOutputSetLamp stim: 9=Line
instance=1 lampMode=LampBlink tcpHandle=0x4fbbl50

Cisco CallManager
Cisco IP Phone
tcpHandle
Cisco IP Phone

16:05:43.578 CCM|StationD - stationOutputSetRinger: 2=InsideRing
tcpHandle=0x4fbb150

16:05:43.578 CCM|StationD - stationOutputDisplayNotify
tcpHandle=0x4£fbbl150

16:05:43.578 CCM|StationD - stationOutputDisplayPromptStatus
tcpHandle=0x4fbbl150

16:05:43.578 CCM|StationD - stationOutputSelectSoftKeys
tcpHandle=0x4fbbl150

Cisco CallManager Cisco IP Phone
Cisco IP Phone  tcpHandle

16:05:43.578 CCM|StationD - stationOutputCallInfo
CallingPartyName=1001, CallingParty=1001, CalledPartyName=,
CalledParty=1000, tcpHandle=0x4fbbc30

16:05:43.578 CCM|StationD - stationOutputCallInfo
CallingPartyName=1001, CallingParty=1001, CalledPartyName=1000,
CalledParty=1000, tcpHandle=0x4fbbc30

Cisco CallManager
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l Cisco CallManager

Cisco CallManager
Cisco IP Phone

16:05:43.578 CCM|StationD - stationOutputStartTone: 36=AlertingTone
tcpHandle=0x4£fbbc30

16:05:43.578 CCM|StationD - stationOutputCallState tcpHandle=0x4fbbc30
16:05:43.578 CCM|StationD - stationOutputSelectSoftKeys
tcpHandle=0x4£fbbc30

16:05:43.578 CCM|StationD - stationOutputDisplayPromptStatus
tcpHandle=0x4£fbbc30

Cisco IP Phone Cisco CallManager

16:05:45.140 CCM|StationD - stationOutputStopTone tcpHandle=0x4fbbc30

Cisco CallManager  Skinny Station ~ Unicast RTP
Cisco CallManager
IP
PacketSize RTP

v

30 20

16:05:45.140 CCM|StationD - stationOutputOpenReceiveChannel
tcpHandle=0x4fbbc30 myIP: e74610ac (172.16.70.231)
16:05:45.140 CCM|StationD - ConferenceID: 0 msecPacketSize: 20
compressionType: (4)Media_Payload_G711Ulaw64k

Cisco CallManager 1000

16:05:45.140 CCM|StationD - stationOutputOpenReceiveChannel
tcpHandle=0x4fbb1l50 myIP: e64610ac (172.16.70.230)
16:05:45.140 CCM|StationD - ConferenceID: 0 msecPacketSize: 20
compressionType: (4)Media_Payload_G711Ulaw64k

Cisco CallManager
m. oL-8742-01-J |




Cisco CallManager ||

Cisco CallManager RTP

Skinny Station 2
Cisco CallManager 1
1
RTP IP ipAddr
PortNumber  RTP IP

16:05:45.265 CCM|StationInit - InboundStim -
StationOpenReceiveChannelAckID tcpHandle=0x4fbbl50, Status=0,
IpAddr=0xe64610ac, Port=17054, PartyID=2

Cisco CallManager Cisco IP Phone
IP

16:05:45.265 CCM|StationD - stationOutputStartMediaTransmission
tcpHandle=0x4fbbc30 myIP: e74610ac (172.16.70.231)

16:05:45.265 CCM|StationD - RemoteIpAddr: e646l0ac (172.16.70.230)
RemoteRtpPortNumber: 17054 msecPacketSize: 20

compressionType: (4)Media_Payload_G711Ulaw64k

16:03:25.328 CCM|StationD(1): TCPPid=[1.100.117.1]
OpenMultiReceiveChannel conferenceID=16777217 passThruPartyID=1000011
compressionType=101 (Media_Payload_H263) qualifierIn=?. myIP:

€98e6b80 (128.107.142.233) |<CT::1,100,11,1.1><IP::><DEV::>

16:03:25.375 CCM\StationInit: TCPPid=[1.100.117.1]
StationOpenMultiMediaReceiveChannelAck Status=0, IpAddr=0xe98e6b80,
Port=65346,
PartyID:16777233\<CT::1,100,105,1.215><IP::128.107.142.233>

16:03:25.375 CCM|StationD(2): TCPPid = [1.100.117.2]
star_StationOutputStartMultiMediaTransmission conferenceID=16777218
passThruPartyID=16777250 remoteIpAddress=e98e6b80(66.255.0.0)
remotePortNumber=65346 compressType=101(Media_Payload_H263)
qualifierOut=?. myIP: e€98e6b80

(128.107.142.233) |<CT::1,100,105,1.215><IP::128.107.142.233>

Cisco CallManager
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M Cisco CallManager

RTP

16:05:45.312 CCM|StationD - stationOutputStartMediaTransmission
tcpHandle=0x4fbbl50 myIP: e6461l0ac (172.16.70.230)

16:05:45.328 CCM|StationD - RemoteIpAddr: e7461l0ac (172.16.70.231)
RemoteRtpPortNumber: 18448 msecPacketSize: 20

compressionType: (4)Media_Payload_G711Ulaw64k

16:05:46.203 CCM|StationInit - InboundStim - OnHookMessageID
tcpHandle=0x4£fbbc30

Cisco IP Phone Skinny
Station  Cisco CallManager Skinny Station
RTP

16:05:46.203 CCM|StationInit - InboundStim - OnHookMessageID
tcpHandle=0x4£fbbc30

Cisco CallManager
m. oL-8742-01-J |




APPENDIX

Cisco IP Phone
Cisco 10S Gateway

B
PBX Public Switched Telephone
Network PSTN; Cisco 10S Gateway
Cisco IP Phone
Cisco 10S Gateway FXS
PBX PBX
PBX PBX
PSTN PSTN
e Cisco I0S Gatekeeper
e Cisco 10S Gateway
e TI1/PRI Cisco I10S Gateway
e TI1/CAS Cisco 10S Gateway

| oL-8742-01-J
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C Cisco IP Phone Cisco IOS Gateway |

Cisco CallManager CCM000000000

KeepAlive

Cluster 2 Cisco IP Phone 1001
PSTN 3333 TCP

TCP

Cisco IP Phone 1001
TCP
Cisco IP Phone

16:05:46.37515:20:18.390 CCM|StationInit - InboundStim -
OffHookMessageID tcpHandle=0x5138d98

15:20:18.390 CCM|StationD - stationOutputDisplayText
tcpHandle=0x5138d98, Display=1001

DN 3333 1
3333
PSTN Cisco CallManager
B

15:20:18.390 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="")
15:20:19.703 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="3")
15:20:20.078 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="33")
15:20:20.718 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="333")
15:20:21.421 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="3333")

15:20:21.421 CCM|Digit analysis: analysis results

Cisco CallManager
m. oL-8742-01-J |




| c Cisco IP Phone Cisco I0S Gateway

|callingPartyNumber=1001
|DialingPattern=3333
|DialingRoutePatternRegularEXpression=(3333)
| PretransformDigitString=3333

| PretransformPositionalMatchList=3333
|collectedDigits=3333
|PositionalMatchList=3333

BW=-1
-1
LAN Cisco IP Phone
BW = 64
PSTN
G.711 64 Kbps

15:20:21.421 CCM|Locations:0rig=0 BW=-1 Dest=1 BW=64 (-1 implies
infinite bw available)

John Smith

15:20:21.421 CCM|StationD - stationOutputCallInfo
CallingPartyName=1001, CallingParty=1001, CalledPartyName=,
CalledParty=3333, tcpHandle=0x5138d98

H.323 H.225
HDLC SAPI 16
IP

15:20:21.421 CCM\Out Message -- H225SetupMsg -- Protocol= H225Protocol
15:20:21.421 CCM|MMan_Id= 1. (iep= 0 dsl= 0 sapi= 0 ces= 0
IpAddr=e24610ac IpPort=47110)

Cisco CallManager
[ oL-8742-01-J .m




C Cisco IP Phone Cisco IOS Gateway |

H.225
Cisco IP Phone 16 IP
Cisco IP Phone 1001 IP 172.16.70.231

15:20:21.437 CCM|StationD - stationOutputCallInfo
CallingPartyName=1001, CallingParty=1001, CalledPartyName=,
CalledParty=3333, tcpHandle=0x5138d98

15:20:21.453 CCM|In Message -- H225AlertMsg -- Protocol= H225Protocol
15:20:21.953 CCM|StationD - stationOutputOpenReceiveChannel
tcpHandle=0x5138d98 myIP: e74610ac (172.16.70.231)

G.711 mu-law

15:20:21.953 CCM|StationD - ConferenceID: 0 msecPacketSize: 20
compressionType: (4)Media_Payload_G711Ulaw64k

H.225 H.323 H.245
H.245
TCP

ONE FOR EACH Channel- 16:53:36.855 CCM|H245Interface(3) paths
established ip = e98e6b80, port =
1304|<CT::1,100,105,1.1682><IP::128.107.142.233>

ONE FOR EACH Channel- 16:53:37.199 CCM\H245Interface(3) OLC outgoing
confirm ip = b870701, port = 49252\<CT::1,100,128,3.9><IP::1.7.135.11>

H323 EP has answered the call and H245 channel setup in progress:
16:53:13.479 CCM|In Message -- H225ConnectMsg -- Protocol=
H225Protocol |

16:03:25.359 CCM\StationD(l): TCPPid = [1.100.117.1] CalllInfo
callingPartyName='"' callingParty=13001 cgpnVoiceMailbox=
calledPartyName="'"' calledParty=11002 cdpnVoiceMailbox=
originalCalledPartyName='"' originalCalledParty=11002
originalCdpnVoiceMailbox= originalCdpnRedirectReason=0
lastRedirectingPartyName="'"' lastRedirectingParty=11002
lastRedirectingVoiceMailbox= lastRedirectingReason=0

callType=2 (OutBound) linelInstance=1 callReference=16777217. version:
O|<CT::1,100,11,2.1><IP::><DEV::>

Cisco CallManager
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| c Cisco IP Phone Cisco I0S Gateway

16:03:25.328 CCM\StationD(l): TCPPid = [1.100.117.1]
OpenReceiveChannel conferenceID=16777217 passThruPartyID=16777233
millisecondPacketSize=20

compressionType=4 (Media_Payload_G711Ulaw64k) qualifierIn=?. myIP:
€98e6b80 (128.107.142.233) |<CT::1,100,11,1.1><IP::><DEV::>

16:03:25.359 CCM|StationD(2): TCPPid = [1.100.117.2]
StartMediaTransmission conferenceID=16777218 passThruPartyID=16777249
remoteIpAddress=e98e6b80(64.255.0.0) remotePortNumber=65344

milliSecondPacketSize=20 compressType=4 (Media_Payload_G711Ulaw64k)
qualifierOut=?. myIP: e98e6b80

(128.107.142.233) |<CT::1,100,105,1.213><IP::128.107.142.233>
16:03:25.375 CCM|StationD(2) : TCPPid = [1.100.117.2]
star_StationOutputStartMultiMediaTransmission conferenceID=16777218
passThruPartyID=16777250 remoteIpAddress=e98e6b80(66.255.0.0)
remotePortNumber=65346 compressType=101 (Media_Payload_H263)
qualifierOut=?. myIP: e€98e6b80

(128.107.142.233) |<CT::1,100,105,1.215><IP::128.107.142.233>

16:03:25.328 CCM|StationD(1): TCPPid=[1.100.117.1]
OpenMultiReceiveChannel conferenceID=16777217 passThruPartyID=1000011
compressionType=101 (Media_Payload_H263) qualifierIn=?. myIP:

€98e6b80 (128.107.142.233) |<CT::1,100,11,1.1><IP::><DEV::>

H.225
H.225
15:20:22.968 CCM\In Message -- H225ConnectMsg -- Protocol=
H225Protocol

15:20:22.968 CCM|StationD - stationOutputCallInfo
CallingPartyName=1001, CallingParty=1001, CalledPartyName=,
CalledParty=3333, tcpHandle=0x5138d98

15:20:22.062 CCM\MediaCoordinator - wait_AuConnectInfoInd
15:20:22.062 CCM|StationD - stationOutputStartMediaTransmission
tcpHandle=0x5138d98 myIP: e74610ac (172.16.70.231)

15:20:22.062 CCM|StationD - RemoteIpAddr: e246l0ac (172.16.70.226)
RemoteRtpPortNumber: 16758 msecPacketSize: 20

compressionType: (4)Media_Payload_G711Ulaw64k

15:20:22.062 CCM|Locations:0rig=0 BW=-1Dest=1 BW=6(-1 implies infinite
bw available)

16:03:25.359 CCM\MediaManager(l) - wait_AuConnectInfo - recieved
response, fowarding,

CI(16777217,16777218) |<CT::1,100,105,1.213><IP::128.107.142.233>
16:03:25.359 CCM|MediaCoordinator -
wait_AuConnectInfoInd\<CT::1,100,105,1.213><IP::128.107.142.233>
16:03:25.359 CCM\ConnectionManager - wait_AuConnectInfoInd,
CI(16777217,16777218)\<CT::1,100,105,1.213><IP::128.107.142.233>

Cisco CallManager
[ oL-8742-01-J .m
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Cisco IP Phone 1001

H.225 Skinny Station
H.225

15:20:27.296 CCM|StationInit - InboundStim - OnHookMessageID
tcpHandle=0x5138d98

15:20:27.296 CCM|ConnectionManager -wait_AuDisconnectRequest
(16777247,16777248) : STOP SESSION

15:20:27.296 CCM|MediaManager - wait_AuDisconnectRequest - StopSession
sending disconnect to (64,5) and remove connection from list
15:20:27.296 CCM\ Device SEP003094C26105 , UnRegisters with SDL Link
to monitor NodelID= 1

15:20:27.296 CCM|StationD - stationOutputCloseReceiveChannel
tcpHandle=0x5138d98 myIP: e74610ac (172.16.70.231)

15:20:27.296 CCM|StationD - stationOutputStopMediaTransmission
tcpHandle=0x5138d98 myIP: e74610ac (172.16.70.231)

15:20:28.328 CCM\In Message -- H225ReleaseCompleteMsg -- Protocol=
H225Protocol

16:03:33.344 CCM|StationInit - InboundStim - StationOnHookMessageID:
Msg Size(received, defined) = 4,

12|<CT::1,100,105,1.219><IP::128.107.142.233>

16:03:33.359 CCM|ConnectionManager -

walt_AuDisconnectRequest (16777217,16777218): STOP
SESSION|<CT::1,100,105,1.219><IP::128.107.142.233>

16:03:33.359 CCM|StationD(2): TCPPid = [1.100.117.2]
CloseReceiveChannel conferenceID=16777218 passThruPartyID=16777249.
myIP: e€98e6b80

(128.107.142.233) |<CT::1,100,105,1.219><IP::128.107.142.233>
16:03:33.359 CCM|StationD(2): TCPPid = [1.100.117.2]
StopMediaTransmission conferenceID=16777218 passThruPartyID=16777249.
myIP: e€98e6b80

(128.107.142.233) |<CT::1,100,105,1.219><IP::128.107.142.233>
16:03:33.359 CCM\StationD(Z): TCPPid = [1.100.117.2]
star_StationOutputCloseMultiMediaReceiveChannel conferenceID=16777218
passThruPartyID=16777249. myIP: e98e6b80
(128.107.142.233)\<CT::1,100,105,1.219><IP::128.107.142.233>
16:03:33.359 CCM|StationD(2): TCPPid = [1.100.117.2]
star_StationOutputStopMultiMediaTransmission conferenceID=16777218
passThruPartyID=16777250. myIP: e€98e6b80

(128.107.142.233) |<CT::1,100,105,1.219><IP::128.107.142.233>

Cisco CallManager
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| c Cisco IP Phone Cisco I0S Gateway
Cisco 10S Gatekeeper ||

Cisco 10S Gatekeeper

Cisco CallManager SDI
debug ras
Cisco 10S Gatekeeper

Cisco 10S Gatekeeper Cisco CallManager
172.16.70.228 admission request ARQ;
Remote Access Server RAS
Cisco 10S Gatekeeper ~ admission confirmed
ACF; Cisco CallManager

*Mar 12 04:03:57.181: RASLibRASRecvData ARQ (seqg# 3365) rcvd from
[172.16.70.228883] on sock [0x60AF038C]

*Mar 12 04:03:57.181: RASLibRAS_WK_TInit ipsock [0x60A7A68C] setup
successful

*Mar 12 04:03:57.181: RASlibras_sendto msg length 16 from
172.16.70.2251719 to 172.16.70.228883

*Mar 12 04:03:57.181: RASLibRASSendACF ACF (seg# 3365) sent to
172.16.70.228

*Mar 12 04:03:57.181: RASLibRASRecvData successfully rcvd message of
length 55 from 172.16.70.228883

Cisco 10S Gatekeeper  Cisco CallManager
172.16.70.228 disengaged request (DRQ; Cisco 10S
Gatekeeper  disengage confirmed DCF; Cisco CallManager

*Mar 12 04:03:57.181: RASLibRASRecvData DRQ (seqg# 3366) rcvd from
[172.16.70.228883] on sock [0x60AF038C]

*Mar 12 04:03:57.181: RASlibras_sendto msg length 3 from
172.16.70.2251719 to 172.16.70.228883

*Mar 12 04:03:57.181: RASLibRASSendDCF DCF (seqg# 3366) sent to
172.16.70.228

*Mar 12 04:03:57.181: RASLibRASRecvData successfully rcvd message of
length 124 from 172.16.70.228883

Cisco CallManager
[ oL-8742-01-J .m
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Cisco I0S Gateway |

M Cisco I0S Gatekeeper

Cisco 10S Gatekeeper
Cisco CallManager

Cisco CallManager
2

show gatekeeper endpoints 4
Cisco 10S Gatekeeper
2 4
Cisco 10S Gatekeeper
2 Cisco CallManager

R2514-1#show gatekeeper endpoints

GATEKEEPER ENDPOINT REGISTRATION

CallSignalAddr Port RASSignalAddr Port Zone Name Type
172.16.70.228 2 172.16.70.228 1493 gka.cisco.com
VOIP-GW

H323-ID: acl046ed4->acl046f£5
172.16.70.229 2 172.16.70.229 3923 gka.cisco.com
VOIP-GW

H323-ID: acl046e5->acl046f£5
172.16.70.245 1 172.16.70.245 1041 gkb.cisco.com
VOIP-GW

H323-ID: acl046f5->acl046e4
172.16.70.243 1 172.16.70.243 2043 gkb.cisco.com
VOIP-GW

H323-ID: acl046f5->acl046e4

Total number of active registrations = 4

r Cisco CallManager
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Cisco IP Phone Cisco I0S Gateway

Cisco 10S Gateway ||

Cisco 10S Gateway

Cisco 10S Gatekeeper Cisco 10S
Gatekeeper
Cisco 10S Gateway
Cisco 10S Gateway
Cisco 10S Gateway T1/CAS T1/PRI
PSTN PBX debug voip ccapi inout debug
H225 events debug H225 asnl

Cisco 10S Gateway  Cisco CallManager 172.16.70.228
TCP H.225 2328

*Mar 12 04:03:57.169: H225Lib::h225TAccept: TCP connection accepted
from 172.16.70.228:2328 on socket [1]

*Mar 12 04:03:57.169: H225Lib::h225TAccept: Q.931 Call State is
initialized to be [Null].

*Mar 12 04:03:57.177: Hex representation of the received
TPKT03000065080000100

TCP Cisco CallManager H.225

H.323 protocolldentifier
H.323 2

- Source Address H323-ID

- Destination Address el64

*Mar 12 04:03:57.177: H225Lib: :h225RecvData: Q.931 SETUP
received from socket [l]value H323-UserInformation ::=

*Mar 12 04:03:57.181: ({

*Mar 12 04:03:57.181: h323-uu-pdu

*Mar 12 04:03:57.181: {

*Mar 12 04:03:57.181: h323-message-body setup
*Mar 12 04:03:57.181: {

*Mar 12 04:03:57.181: protocolIdentifier { 0 0 8 2250 0 2 },
*Mar 12 04:03:57.181: sourceAddress

*Mar 12 04:03:57.181: {

*Mar 12 04:03:57.181: h323-ID : "1001"
*Mar 12 04:03:57.181: },

*Mar 12 04:03:57.185: destinationAddress
*Mar 12 04:03:57.185: {

*Mar 12 04:03:57.185: el6d : "3333"

Cisco CallManager
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C Cisco IP Phone Cisco IOS Gateway |
M Cisco I0S Gateway

*Mar 12 04:03:57.185: T,
*Mar 12 04:03:57.189: H225Lib: :h225RecvData: State changed to
[Call Present].

Call Control Application Programming Interface CCAPI
Call Control APi
CCAPI 0 0
CCAPI 0

*Mar 12 04:03:57.189: cc_api_call_setup_ind (vdbPtr=0x616C9F54,
callInfo={called=3333, calling=1001, fdest=1 peer_tag=0},
callID=0x616C4838)

*Mar 12 04:03:57.193: cc_process_call_setup_ind (event=0x617A2B18)
handed call to app "SESSION"

*Mar 12 04:03:57.193: sess_appl: ev(19=CC_EV_CALL_SETUP_IND), cid(17),
disp (0)

*Mar 12 04:03:57.193: ccCallSetContext (callID=0x11,
context=0x61782BBC)

Mar 12 04:03:57.193: ssaCallSetupInd finalDest cllng(1001),
clled(3333)

*Mar 12 04:03:57.193: ssaSetupPeer cid(17) peer list: tag(l)

*Mar 12 04:03:57.193: ssaSetupPeer cid(17), destPat(3333), matched(4),
prefix (), peer(6179E63C)

*Mar 12 04:03:57.193: ccCallSetupRequest (peer=0x6179E63C, dest=,
params=0x61782BD0 mode=0, *callID=0x617A87C0)

*Mar 12 04:03:57.193: callingNumber=1001, calledNumber=3333,
redirectNumber=

*Mar 12 04:03:57.193: accountNumber=, finalDestFlag=1,
guid=0098.89c8.9233.511d.0300.cddd.acl0.46e6

CCAPI 1 3333
peer_tag

*Mar 12 04:03:57.193: peer_tag=1l

*Mar 12 04:03:57.197: ccIFCallSetupRequest: (vdbPtr=0x617BE064, dest=,
callParams={called=3333, calling=1001, fdest=1, voice_peer_tag=1},
mode=0x0)

Cisco CallManager
m. oL-8742-01-J |




| C Cisco IP Phone

Cisco 10S Gateway

*Mar 12 04:03:57.197:

context=0x61466B30)

*Mar 12 04:03:57.197:
*Mar 12 04:03:57.197:

callID=0x12,

callID=0x12,

disp (0)

Cisco 10S Gateway ||

H.225 Cisco CallManager

ccCallSetContext (callID=0x12,

ccCallProceeding (callID=0x11l, prog_ind=0x0)
cc_api_call_proceeding (vdbPtr=0x617BE064,

prog_ind=0x0)
*Mar 12 04:03:57.197:
prog_ind=0x8, sig_ind=0x1)
*Mar 12 04:03:57.201:
cid(18),
*Mar 12 04:03:57.201:

cc_api_call_alert (vdbPtr=0x617BE064,

sess_appl: ev(17=CC_EV_CALL_PROCEEDING),

ssa:

cid(18)st(1l)oldst(0)cfid(-1)csize(0)in(0)fDest(0)-cid2(17)st2(1)oldst2

(0)
*Mar
*Mar

12
12

disp(0)

*Mar

12

04:03:57.201:
04:03:57.201:

04:03:57.201:

ssaIgnore cid(18), st(l),o0ldst(l), ev(1l7)
sess_appl: ev(7=CC_EV_CALL_ALERT), cid(18),

ssa:

cid(18)st(l)oldst(l)cfid(-1)csize(0)in(0)fDest(0)-cid2(17)st2(1)oldst2

(0)

*Mar 12 04:03:57.201:
*Mar 12 04:03:

sig_ind=0x1)

*Mar 12 04:03:

callID1=0x11,

*Mar 12 04:03:
srcIF=0x616C9F54,
tag=0x0)value
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

12
12
12
12
12
12
12
12
12
12
12

03
03
03
03
03
03
03
03
03
03
03

57.201:

57.201:

ssaFlushPeerTagQueue cid(17) peer list: (empty)
ccCallAlert (callID=0x11l, prog_ind=0x8,

ccConferenceCreate (confID=0x617A8808,

calliD2=0x12, tag=0x0)

57.201:

: 57
: 57
: 57
: 57
: 57
:57
:57
: 57
: 57
: 57
: 57

cc_api_bridge_done (confID=0x7,

srcCallID=0x11, dstCallID=0x12, disposition=0,
H323-UserInformation

.201:
.201:
.201:
.201:
.201:
.201:
.205:
.205:
.205:
.205:
.205:

{
h323-uu-pdu
{
h323-message-body alerting
{
protocolIdentifier { 0 0 8 2250 0 2 },
destinationInfo
{
mc FALSE,
undefinedNode FALSE
},

| oL-8742-01-J
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C Cisco IP Phone Cisco IOS Gateway |
M Cisco I0S Gateway

Cisco I0S  H.245 Cisco CallManager
Cisco 10S Gateway

*Mar 12 04:03:57.205: h245Address ipAddress
*Mar 12 04:03:57.205: {

*Mar 12 04:03:57.205: ip 'ACl1046E2'H,
*Mar 12 04:03:57.205: port 011008

*Mar 12 04:03:57.205: },

*Mar 12 04:03:57.213: Hex representation of the ALERTING TPKT to send.0300003D0100
*Mar 12 04:03:57.213:

*Mar 12 04:03:57.213: H225Lib: :h225AlertRequest: Q.931 ALERTING sent from socket
[1]. Call state changed to [Call Received].

*Mar 12 04:03:57.213: cc_api_bridge_done (confID=0x7, srcIF=0x617BE064, srcCallID=0x12,
dstCallID=0x11, disposition=0, tag=0x0)

H.245

*Mar 12 04:03:57.217: cc_api_caps_ind (dstVdbPtr=0x616C9F54, dstCallId=0x11,
srcCalllId=0x12, caps={codec=0xEBFB, fax_ rate=0x7F, vad=0x3, modem=0x617C5720
codec_bytes=0, signal_type=3})

*Mar 12 04:03:57.217: sess_appl: ev(23=CC_EV_CONF_CREATE_DONE), cid(17), disp(0)
*Mar 12 04:03:57.217: ssa:
cid(17)st(3)oldst(0)cfid(7)csize(0)in(1l)fDest(1l)-cid2(18)st2(3)oldst2(1)

*Mar 12 04:03:57.653: cc_api_caps_ind (dstVdbPtr=0x617BE064, dstCallId=0x12,
srcCalllId=0x11l, caps={codec=0x1l, fax_rate=0x2, vad=0x2, modem=0xl, codec_bytes=160,
signal_type=0})

Cisco CallManager
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| c Cisco IP Phone Cisco I0S Gateway
Cisco 10S Gateway ||

160
G.711

*Mar 12 04:03:57.653: cc_api_caps_ack (dstVdbPtr=0x617BE064, dstCallId=0x12,
srcCallld=0x11l, caps={codec=0x1l, fax_rate=0x2, vad=0x2, modem=0xl, codec_bytes=160,
signal_type=0})

*Mar 12 04:03:57.653: cc_api_caps_ind (dstVdbPtr=0x617BE064, dstCallId=0x12,
srcCallld=0x11l, caps={codec=0x1l, fax_rate=0x2, vad=0x2, modem=0x, codec_bytes=160,
signal_type=0})

*Mar 12 04:03:57.653: cc_api_caps_ack (dstVdbPtr=0x617BE064, dstCallId=0x12,
srcCallld=0x11l, caps={codec=0x1l, fax_rate=0x2, vad=0x2, modem=0xl, codec_bytes=160,
signal_type=0})

*Mar 12 04:03:57.657: cc_api_caps_ack (dstVdbPtr=0x616C9F54, dstCallId=0x11,
srcCallld=0x12, caps={codec=0x1l, fax_rate=0x2, vad=0x2, modem=0xl, codec_bytes=160,
signal_type=0})

*Mar 12 04:03:57.657: cc_api_caps_ack (dstVdbPtr=0x616C9F54, dstCallId=0x11,
srcCallld=0x12, caps={codec=0x1l, fax_rate=0x2, vad=0x2, modem=0xl, codec_bytes=160,
signal_type=0})

H.323

*Mar 12 04:03:59.373: cc_api_call_connected(vdbPtr=0x617BE064, callID=0x12)
*Mar 12 04:03:59.373: sess_appl: ev(8=CC_EV_CALL_CONNECTED), cid(18), disp(0)
*Mar 12 04:03:59.373: ssa:
cid(18)st(4)oldst(1l)cfid(7)csize(0)in(0)fDest(0)-cid2(17)st2(4)oldst2(3)

*Mar 12 04:03:59.373: ccCallConnect (callID=0x11)

*Mar 12 04:03:59.373: {

*Mar 12 04:03:59.373: h323-uu-pdu

*Mar 12 04:03:59.373: {

*Mar 12 04:03:59.373: h323-message-body connect

*Mar 12 04:03:59.373: {

*Mar 12 04:03:59.373: protocolIdentifier { 0 0 8 2250 0 2 },
*Mar 12 04:03:59.373: h245Address ipAddress

*Mar 12 04:03:59.373: {

*Mar 12 04:03:59.377: ip 'ACl1046E2'H,

*Mar 12 04:03:59.377: port 011008

*Mar 12 04:03:59.377: },

*Mar 12 04:03:59.389: Hex representation of the CONNECT TPKT to send.03000052080

*Mar 12 04:03:59.393: H225Lib::h225SetupResponse: Q.931 CONNECT sent from socket [1]

*Mar 12 04:03:59.393: H225Lib::h225SetupResponse: Q.931 Call State changed to [Active].
*Mar 12 04:04:08.769: cc_api_call_disconnected (vdbPtr=0x617BE064, callID=0x12, cause=0x10)
*Mar 12 04:04:08.769: sess_appl: ev(12=CC_EV_CALL_DISCONNECTED), cid(18), disp(0)
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C Cisco IP Phone

Cisco I0S Gateway |

W Ti/PRI Cisco 10S Gateway
T1/PRI Cisco 10S Gateway
2 Cisco 10S Gateway Cisco 10S
Gateway T1/CAS T1/PRI PSTN
PBX Cisco 10S Gateway  T1/PRI
Cisco 10S Gateway  debug isdn q931 ISDN
D 3 Q.931
T1/PRI
pd=38 callref 16
callref 2
callref RX
0x8890 64 Kbps
0x8890218F 56 Kbps
0x8090A3 0x8090A3
callref ™ RX 2
SETUP 0 CONNECT_ACK
0 PSTN PBX
Bearer B PSTN PBX
ALERTING 0x800B
CONNECT
DISCONNECT RELEASE
RELEASE _COMP RELEASE_COMP
ID ID 16
16
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| c Cisco IP Phone Cisco I0S Gateway
T1/PRI Cisco IOS Gateway WM

*Mar 1 225209.694 ISDN Sell5 TX -> SETUP pd = 8 callref = 0x000B

*Mar 1 225209.694 Bearer Capability i = 0x8090A3

*Mar 1 225209.694 Channel ID i = 0xA98381

*Mar 1 225209.694 Calling Party Number i = 0x2183, '1001"'

*Mar 1 225209.694 Called Party Number i = 0x80, '3333'

*Mar 1 225209.982 ISDN Sell5 RX <- ALERTING pd = 8 callref = 0x800B
*Mar 1 225209.982 Channel ID i = 0xA98381

*Mar 1 225210.674 ISDN Sell5 RX <- CONNECT pd = 8 callref = 0x800B
*Mar 1 225210.678 ISDN Sell5 TX -> CONNECT_ACK pd = 8 callref = 0x000B
*Mar 1 225215.058 ISDN Sell5 RX <- DISCONNECT pd = 8 callref = 0x800B

*Mar 1 225215.058 Cause 1 = 0x8090 - Normal call clearing 225217 %ISDN-6
DISCONNECT Int S10 disconnected from unknown , call lasted 4 sec

*Mar 1 225215.058 ISDN Sell5 TX -> RELEASE pd = 8 callref = 0x000B

*Mar 1 225215.082 ISDN Sell5 RX <- RELEASE_COMP pd = 8 callref = 0x800B

*Mar 1 225215.082 Cause 1 = 0x829F - Normal, unspecified or Special intercept, call
blocked group restriction
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C Cisco IP Phone Cisco IOS Gateway

W Ti/CAS Cisco I0S Gateway

T1/CAS Cisco 10S Gateway

2 Cisco 10S Gateway Cisco 10S Gateway
T1/CAS T1/PRI PSTN PBX
Cisco 10S Gateway  T1/CAS
Cisco 10S Gateway  debug cas

Cisco 10S Gateway

Apr 5 17:58:21.727: from NEAT(0): (0/15): Tx LOOP_CLOSURE (ABCD=1111)

Cisco 10S Gateway

Apr 5 17:58:21.859: from NEAT(0): (0/15): Rx LOOP_CLOSURE (ABCD=1111)
Apr 5 17:58:22.083: from NEAT(0): (0/15): Rx LOOP_OPEN (ABCD=0000)

Cisco 10S Gateway

Apr 5 17:58:23.499: from NEAT(0): (0/15): Rx LOOP_CLOSURE (ABCD=1111)

Cisco 10S Gateway show call active voice brief

R5300-5#show call active voice brief

<ID>: <start>hs.<index> +<connect> pid:<peer_id> <dir> <addr> <state> tx:<packets>/<bytes>
rx:<packets>/<bytes> <state>

IP <ip>:<udp> rtt:<time>ms pl:<play>/<gap>ms lost:<lost>/<early>/<late>
delay:<last>/<min>/<max>ms <codec>

FR <protocol> [int dlci cid] vad:<y/n> dtmf:<y/n> seq:<y/n> sig:<on/off> <codec> (payload
size)

Tele <int>: tx:<tot>/<v>/<fax>ms <codec> noise:<1l> acom:<1> i/o:<1>/<1> dBm
511D : 156043737hs.1 +645 pid:0 Answer 1001 active

tx:1752/280320 rx:988/158080

IP172.16.70.228:18888 rtt:0ms pl:15750/80ms lost:0/0/0 delay:25/25/65ms g7l1llulaw
511D : 156043738hs.1 +644 pid:1 Originate 3333 active

tx:988/136972 rx:1759/302548

Tele 1/0/0 (30): tx:39090/35195/0ms g7llulaw noise:-43 acom:0 1i/0:-36/-42 dBm
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Cisco IP

Phone Cisco IP Phone
Cisco IP Phone

o H.323
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2
2 Cisco CallManager Cisco 10S
Gateways  Cisco 10S Gatekeeper
H.323
Cluster1  Cisco IP Phone  Cluster2  Cisco IP Phone
Cisco CallManager H.323 2
Cisco 10S Gatekeeper
Cisco IP Phone  Skinny Station Cisco CallManager
Cisco CallManager ~ H.323 Registration, Admission, and Status RAS
Cisco 10S Gatekeeper admission request ARQ;
Cisco 10S Gatekeeper
Gatekeeper  H.323 2
admission confirmed ACF;

RTP
Cisco IP Phone
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| |
CCM000000000 SDI
Cluster 2 Cisco IP Phone 2002 Cluster
1 Cisco IP Phone 1001 TCP
TCP
Cisco IP Phone 2002
TCP
Cisco IP Phone
1001 H.225 H.245

G.711 mu-law

16:06:13.921 CCM|StationInit - InboundStim - OffHookMessageID
tcpHandle=0x1c64310

16:06:13.953 CCM|Out Message -- H225ConnectMsg -- Protocol=
H225Protocol

16:06:13.953 CCM|Ie - H225UserUserIe IEData= 7E 00 37 05 02 CO 06
16:06:13.953 CCM|StationD - stationOutputCallInfo CallingPartyName=,
CallingParty=2002, CalledPartyName=1001, CalledParty=1001,
tcpHandle=0x1c64310

16:06:14.015 CCM\H2451nterface(2) OLC indication chan number = 2
16:06:14.015 CCM|StationD - stationOutputOpenReceiveChannel
tcpHandle=0x1c64310 myIP: e74610ac (172.16.70.231)

16:06:14.015 CCM|StationD - ConferenceID: 0 msecPacketSize: 20
compressionType: (4)Media_Payload_G711Ulawé64k

16:06:14.062 CCM|StationInit - InboundStim -
StationOpenReceiveChannelAckID tcpHandle=0x1c64310, Status=0,
IpAddr=0xe74610ac, Port=20444, PartyID=2

16:06:14.062 CCM\H2451nterface(2) paths established ip = e74610ac,
port = 20444

16:06:14.187 CCM|H245Interface(2) OLC outgoing confirm ip = fc46l0ac,
port = 29626

Cisco CallManager
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16

16:06:14.187 CCM|StationD - stationOutputStartMediaTransmission
tcpHandle=0x1c64310 myIP: e74610ac (172.16.70.231)
16:06:14.187 CCM|StationD - RemoteIpAddr: fc46l0ac (172.16.70.252)

Cisco IP Phone 2002 MAC

RemoteRtpPortNumber: 29626 msecPacketSize: 20

compressionType: (4)Media_Payload_G711Ulaw64k

16:06:16.515 CCM\ Device SEP003094C26105 , UnRegisters with SDL Link
to monitor NodelID= 1

16:06:16.515 CCM|StationD - stationOutputCloseReceiveChannel
tcpHandle=0x1c64310 myIP: e74610ac (172.16.70.231)

16:06:16.515 CCM|StationD - stationOutputStopMediaTransmission
tcpHandle=0x1c64310 myIP: e74610ac (172.16.70.231)

16:06:16.531 CCM\In Message -- H225ReleaseCompleteMsg -- Protocol=
H225Protocol

16:06:16.531 CCM\Ie - Q931CauseIe -- IEData= 08 02 80 90
16:06:16.531 CCM|Ie - H225UserUserle -- IEData= 7E 00 1D 05 05 80 06

16:06:16.531 CCM|Locations:0rig=1 BW=64Dest=0 BW=-1 (-1 implies
infinite bw available)

16:06:16.531 CCM|MediaManager - wait_AuDisconnectRequest - StopSession
sending disconnect to (64,2) and remove connection from list
16:06:16.531 CCM|MediaManager - wait_AuDisconnectReply - received all
disconnect replies, forwarding a reply for partyl(16777219) and
party2 (16777220)

16:06:16.531 CCM|MediaCoordinator - wait_AuDisconnectReply - removing
MediaManager (2) from connection list

16:06:16.734 CCM|StationInit - InboundStim - OnHookMessageID
tcpHandle=0x1c64310
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SDI
Cisco IP Phone 1001
TCP Cisco IP Phone

16:05:33.468 CCM|StationInit - InboundStim - OffHookMessageID
tcpHandle=0x4fbbc30

16:05:33.468 CCM|StationD - stationOutputDisplayText
tcpHandle=0x4£fbbc30, Display= 1001

16:05:33.484 CCM|StationD - stationOutputSetLamp stim: 9=Line
instance=1 lampMode=LampOn tcpHandle=0x4fbbc30

Cisco IP Phone 2000

16:05:33.484 CCM|Digit analysis: match(fgcn="", cn="1001", pss="",
dd="")

16:05:33.484 CCM|Digit analysis:
potentialMatches=PotentialMatchesExist

16:05:35.921 CCM|Digit analysis: match(fgcn="", cn="1001", pss="",
dd="2")

16:05:35.921 CCM|Digit
analysis:potentialMatches=ExclusivelyOffnetPotentialMatchesExist
16:05:36.437 CCM|Digit analysis: match(fqgcn="", cn="1001", pss="",
dd="20")

16:05:36.437 CCM|Digit
analysis:potentialMatches=ExclusivelyOffnetPotentialMatchesExist
16:05:36.656 CCM|Digit analysis: match(fgcn="", cn="1001", pss="",
dd="200")

16:05:36.656 CCM|Digit
analysis:potentialMatches=ExclusivelyOffnetPotentialMatchesExist

16:05:36.812 CCM|Digit analysis: match(fgcn="", cn="1001", pss="",
dd="2000")
PotentialMatches=NoPotential MatchesExist Cisco CallManager
1001

Cisco CallManager
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16:05:36.812 CCM|Digit analysis: analysis results
16:05:36.812 CCM| |PretransformCallingPartyNumber=1001
|callingPartyNumber=1001

|DialingPattern=2XXX
|DialingRoutePatternRegularExpression= (2XXX)

| PotentialMatches=NoPotentialMatchesExist
|collectedDigits=2000

16:05:36.828 CCM|StationD - stationOutputCallInfo
CallingPartyName=1001, CallingParty=1001, CalledPartyName=,
CalledParty=2000, tcpHandle=0x4fbbc30

16:05:36.828 CCM|StationD - stationOutputStartTone: 37=ReorderTone
tcpHandle=0x4£fbbc30

16:05:37.953 CCM|StationInit - InboundStim - OnHookMessageID
tcpHandle=0x4fbbc30
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