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Access_SW#ping

Protocol [ip]:

Target IP address: 10.10.10.10

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: vy

Source address or interface:

Type of service [0]: 3

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte Intelligent Contact ManagementP Echos to 10.10.10.10, timeout
is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
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\Delete entries from SsManagerTable, now this table has 75
entries|<CLID::V030-7835-1-Cluster><NID::V030-7835-2><CT::0,0,0,0.0><IP::><DEV:
>

|Delete entries from FeatActTable, now this table has 70
entries|<CLID::V030-7835-1-Cluster><NID::V030-7835-2><CT::0,0,0,0.0><IP::><DEV:
>

|Digit analysis: Remove remote pattern /5000020 , PID:
7:34:1|<CLID::V030-7835-1-Cluster><NID: :V030-7835-2><CT::0,0,0,0.0><IP::><DEV::
>

|Digit analysis: Remove remote pattern /5000066 , PID:
7:34:2‘<CLID::VO30—7835—1—Cluster><NID::VO30—7835—2><CT::0,0,0,0.0><IP::><DEV::
>

|Digit analysis: Remove remote pattern /5001002 , PID:
7:34:106|<CLID::V030-7835-1-Cluster><NID: :V030-7835-2><CT::0,0,0,0.0><IP::><DEV
>
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3-1 6500-SW1

interface Vlan 10

description Data VLAN 10

ip address 64.100.10.11 255.255.255.0
standby preempt

standby ip 64.100.10.1

standby track Vlan 200

interface Vlanll0

description Voice VLAN 110

ip address 10.100.10.11 255.255.255.0
standby preempt

standby ip 10.100.10.1

standby track Vvlan 200

standby priority 95

interface Vvlanl20

description Voice VLAN 120

ip address 10.100.20.11 255.255.255.0
standby preempt

standby ip 10.100.20.1

standby track Vlan 200

3-2 6500-SW2

interface Vlan 10

description Data VLAN 10

ip address 64.100.10.12 255.255.255.0
standby preempt

standby ip 64.100.10.1

standby track Vvlan 200

standby priority 95

interface Vvlanll0

description Voice VLAN 110

ip address 10.100.10.12 255.255.255.0
standby preempt

standby ip 10.100.10.1

standby track Vlan 200

interface vlanl20

description Voice VLAN 120

ip address 10.100.20.11 255.255.255.0
standby preempt

standby ip 10.100.20.1

standby track Vvlan 200

standby priority 95

HSRP HSRP  Hello
3

Hello HSRP

Hello 10
CPU
Hello 1
HSRP
Hello

Cisco Unified Communication

10

LAN
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N LAN

Open Shortest Path First OSPF

passive-interface

Enhanced Interior Gateway Routing Protocol EIGRP

CPU
passive-interface
LAN
3 1 3
3 Catalyst 6000
3
STP
VLAN 30
Cisco Unified CallManager
DSP
Cisco
Unified CallManager
SRND

H Cisco Unified Communication
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VLAN
VLAN

IP Communications

Host Configuration Protocol
NTP

DNS
DNS

DNS

DNS 1

Communications DNS
DNS
Cisco Unified CallManager

IP

DNS
Cisco Unified CallManager

IP
IP
1
DNS
IP Communications

DNS

Cisco Unified Communication

LAN | |

TFTP Trivial File Transfer Protocol

DoS
DNS DHCP Dynamic
IP
DNS
IP Communications
DNS
IP

Cisco Unified CallManager  IP

Server SRV

DNS

Cisco Unified CallManager

DNS
DNS
DNS
Cisco Unified CallManager
DNS

[ oL-10030-02-J
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N LAN

S
Cisco Unified CallManager DNS
Cisco Unified CallManager 5.0 HOSTS LHOSTS
HOSTS
Cisco Unified
CallManager LMHOSTS
Cisco Unified CallManager 5.0
DNS IP
Communications IP Phone Cisco Unified CallManager Network
Address Translation NAT,; NAT
DNS
IP
IP
DNS
DNS DNS
DNS IP
DNS
DNS DNS
DNS IP
S
HOSTS DNS
HOSTS DNS
Cisco CallManager
Dynamic Host Configuration Protocol DHCP
DHCP IP
TFTP DHCP
IP
DHCP
DHCP DHCP
DHCP DHCP
DHCP IP Communications
RFC 2131 DHCP IP
Communications
IP
DHCP DHCP IP
DHCP IP
DHCP 2
DHCP
SRND

H Cisco Unified Communication
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DHCP DHCP
DHCP IP
DHCP 150
IP DHCP 150 TFTP
TFTP
150 TFTP IP
2 TFTP DHCP 150
2 IP TFTP
2 TFTP
DHCP 2
TFTP 150
TFTP
TFTP
150 IP DNS
DNS
IP Phone 150 2 TFTP 3
TFTP Cisco Unified CallManager 3
WAN 3 TFTP 1
150 TFTP DHCP
TFTP
1
TFTP
TFTP
CPU
3 TFTP
DHCP
DHCP PC
DHCP
1 DHCP
DHCP
DHCP
DHCP
IP
DHCP
IP

Cisco Unified Communication
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N LAN

Cisco Unified IP Phone DHCP DHCP
DHCP IP Phone
DHCP DHCP
IP Phone IP IP
DNS TFTP
DHCP IP Phone DHCP
IP Phone IP
Cisco Unified CallManager DHCP
DHCP
CiscolOS IP DHCP
IP Phone DHCP
IP Phone DHCP
IP
DHCP
DHCP
DHCP 4 WAN
DHCP
2 IP Phone WAN
2
WAN DHCP WAN
WAN 4 DHCP
e DHCP 8
DHCP
. DHCP Cisco 10S DHCP
WAN IP
P.3-14 DHCP
DHCP
IP DHCP 2
. DHCP
IP DHCP
DHCP
Cisco Unified CallManager
IP
DHCP
ip helper-address
DHCP IP
ip helper-address
DHCP 2 WAN
DHCP DHCP
SRND

H Cisco Unified Communication
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LAN ||
)
service dhcp  Cisco 10S
DHCP ip helper-address
. DHCP Cisco 10S DHCP
Cisco Unified CallManager DHCP
DHCP DHCP

Cisco I0S DHCP
DHCP

3-3 Cisco 10S DHCP

3-3 Cisco I0S DHCP
! Activate DHCP Service on the IOS Device

service dhcp

WAN

! Specify any IP Address or IP Address Range to be excluded from the DHCP pool

ip dhcp excluded-address <ip-address>|<ip-address-low> <ip-address-high>

! Specify the name of this specific DHCP pool, the subnet and mask for this

! pool, the default gateway and up to four TFTP

ip dhcp pool <dhcp-pool name>
network <ip-subnet> <mask>
default-router <default-gateway-ip>
option 150 ip <tftp-server-ip-1> ...

! Note: IP phones use only the first two addresses supplied in the option 150

! field even if more than two are configured.

Cisco Unified CallManager DHCP

Trivial File Transfer Protocol TFTP

DHCP
DNS Windows Internet Naming Service WINS
1000 Cisco Unified
CallManager DHCP  Cisco Unified CallManager
CPU DHCP
1000
DHCP  Cisco Unified CallManager
Cisco Unified CallManager SCCP SIP
IP Phone TFTP
MAC
MAC ABCDEF123456  IP Phone
SEPABCDEF123456.cnf.xml

Cisco Unified CallManager

Cisco Unified Communication
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TFTP
WAN
WAN
Cisco Unified CallManager 5.0 3400
SCCP Cisco Unified IP Phone 7960
P00308000100.loads  P00308000100.sbn P00308000100.sb2 830,239
256 kbps  WAN 1
26
10
45
S
SCCP MGCP SIP
TFTP
TFTP
TFTP
150 2 IP DHCP
TFTP
TFTP TFTP
TFTP
TFTP
. 10.1.1.0/24 150 TFTP1_Primary TFTP1_Secondary
. 10.1.2.0/24 150 TFTP1_Secondary TFTP1 Primary
10.1.1.0/24 TFTP1_Primary  TFTP
10.1.2.0/24 TFTP1 Secondary  TFTP TFTP1_Primary
TFTP1 Secondary  TFTP
TFTP
TFTP
Cisco Unified CallManager
TFTP

Cisco Unified Communication SRND
m. 0L-10030-02-J |



LAN ||
TFTP
VLAN
VLAN
TFTP
TFTP 1
TFTP TFTP
TFTP
TFTP Cisco Unified CallManager 5.0
TFTP TFTP
1 TFTP HOST
TFTP 1
3-4 Cluster 3
Cluster 1 TFTP C1_TFTP_Primary
TFTP TFTP
C1_TFTP_Secondary
TFTP
3-4 TFTP
Gt)
‘--'///, ‘\\\\‘--"
g\ —ane pa—
\ Gl
ca T Te.primary Gt ) &\ G
,\ N9
ISR T 2 7
’
1
fe8 TFTP ARk :
ADTAFTER :
! ity
1
| = =
. GER) MK

\
A
.

e
C1_TFTP_Primary ‘_’ C1_TFTP_Secondary

ﬁ DHCP #7723 150 T ESh iz
Cisco CallManager TFTP H—/\

~O TFTP B3R

153371

Cisco Unified Communication SRND
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N LAN

Cisco Unified CallManager

TFTP
Cisco Unified CallManager Cisco Unified CallManager 5.0
TFTP
Cisco Unified CallManager 5.0 TFTP
TFTP
Cisco Unified CallManager 5.0 Cisco Unified
CallManager 5.0 TFTP
Cisco Unified CallManager 5.0

Cisco Unified CallManager 4.1(3)SR3a TFTP

s

Cisco Unified CallManager Release 4.1(3)SR3a

CTFTP
Cisco Unified CallManager 4.1(3)SR3a TFTP HOST
Cisco Unified CallManager 5.0 Cisco
Unified CallManager 4.1(3)SR3a 3-5
Cisco Unified
CallManager 4.1(3)SR3a
3-5
=

Paramister hamis |! Paramster ¥alse Suggested Yalus

altgrnate Filh Lasation 1 [HOST ind 455 10

Alngrndte Fild LoE50A 2 [I:'I.P'ﬂulgrum Flas\Ciiad, TF TFp Al Ehoahs

dligmate File Locaton 3 [I-il:l'.ir_.'."ll.ﬂl:ﬂl L0

altgrrate Fils Losation + [HOST G adad b

Altamate Fill Location S |

Altgrmate File Location & |

altgrrate Filp Losation T |

Alternate Fils Location 8 |

Altaenate Fils Lozation 9 |

Altgrmiate File Location 10 | B
Fip Location® [ Frogeam FlenCisco\ TR TFpam :'I:{f'f::':'w “Poath .
Some parameters in this group are hidden, chick an advanced button to tee hidden parsssterd ﬂ?

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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Maximum Serving Count
TFTP 3000
5000
Cisco Unified CallManager 4.1(3)SR3r
TFTP TFTP
Cisco Unified CallManager 4.1(3)SR3
TFTP
3-4 TFTP
3
TFTP Clusterl TFTP TFTP1 TFTP
TFTP Cluster2
TFTP2 Cluster3 TFTP3 DHCP
150 TFTPL IP
TFTP2  TFTP3 TFTP1
e TFTP2 \TFTPL_IP\Program Files\Cisco\TFTPpath\TFTP2
e TFTP3 \TFTP1_IP\Program Files\Cisco\TFTPpath\TFTP3
TFTP1
. 1 c:\Program Files\Cisco\TFTPpath\TFTP2
. 2 c:\Program Files\Cisco\TFTPpath\TFTP3
Y
TFTP1_IP  TFTPL IP TFTP1 TFTP2
TFTP3 Windows NT
TFTP Universal Naming Convention UNC;
\\<IP >\< >
NT DNS
Cisco TFTP ID
Cisco CallManager Release 3.2 Cisco TFTP IP Phone
RAM TFTP
TFTP
TFTP

e Enable Caching of Configuration Files False

e Enable Caching of Constant and Bin Files at Startup  False

Cisco Unified Communication
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N LAN

NTP
NTP

Cisco Unified CallManager NTP
Cisco Unified CallManager

Cisco Unified CallManager 5.0

NTP

Stratum-1  Stratum-2 Stratum-3 NTP

NTP

CDR

NTP

CDR

IPSec

NTP.conf

CiscolOS CatOS NTP

NTP

3-5 Cisco I10S CatOS

3-5 CiscolOS CatOS NTP
Cisco I10S

ntp server 64.100.21.254

CatOS

set ntp server 64.100.21.254
set ntp client enable

NTP
Cisco 10S set timezone

Cisco I10S

syslog

NTP

Catalyst

clock timezone

CatOS

SRND

H Cisco Unified Communication

OL-10030-02-J |



Power over Ethernet PoE

LAN | |

PoE Unshielded Twisted-Pair UTP;
48V DC IP Phone Aironet Wireless
Access Points Powered Device PD;
Catalyst Power Source
Equipment PSE
Catalyst
Uninterrupted Power Supplies UPS;
IP Phone
IP Phone
IP Phone
Cisco PoE 12 3 6
4 5 7 8
PoE
PoE PoE
Cisco PoE IEEE 802.3af PoE
802.3af
802.3af PoE Catalyst 6500 4500
3750 802.3af 802.3af PoE Cisco Unified
IP Phone P.19-43
3
3 IP
e PC PC IP Phone Cisco Unified IP Phone 7971 7970

7961 7960 7941 7940 7911

PC PC NIC

10 Mb

10 Mb

Cisco Unified Communication

7910+SW 10 Mb
10 Mb
PC
PC NIC 10Mb
PC NIC

[ oL-10030-02-J
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H LAN
e PC 10 Mb IP Phone Cisco Unified IP Phone 7902 7905
7910 10 Mb
10 Mb
10 Mb 10 Mb
e PC IP Phone Cisco Unified IP Phone 7971
7970 7961 7960 7941 7940 7912 7911 7910+SW 10Mb
10 Mb
10Mb
~
Cisco Unified IP Phone 7912 PC 3
pPC 10 Mb
IBM 1A 2A
IBM Cabling System ICS 1A 2A
IP
o 100
e Universal Data Connector UDC RJ-45
N
2 IP Phone
Cisco Inline Power  802.3af
3
1A 2A
IBM Web Shielded

Twisted-Pair Cabling Support for Cisco Fast Ethernet Products

http://www.cisco.com

SRND

H Cisco Unified Communication
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LAN

QoS

LAN

QoS

QoS

LAN

3-6

LAN

3-6

a7

T—EDF—N—
HIRYYT Ay

BEE 41

EE 20:1
F—8DF—/5—

$IRYYTay

FTAAM)E2—>3>

691vLL

WAN

LAN

SRND

Cisco Unified Communication
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N LAN

2
QoS
QoS
Class of Service CoS;
PC
QoS
. pP.3-24
. P.3-26
o P.3-26
¢ QoS IP p.3-27
Cisco
WAN
IP Phone RTP
3-2 IP Phone
3-2 LAN

Cisco Unified Communication SRND
m. 0L-10030-02-J |



LAN

Cisco IP Video Telephony

PHB AF41

Cisco Unified Communication

CoS 4

CoS 4

IP Precedence 4
Cisco Corporate QoS Baseline
IP Precedence 4

3 2
Differentiated
IP Precedence Per-Hop Services Code
IPP Behavior PHB |Point DSCP CoS
6 CS6 48 6
Real-Time Transport Protocol RTP |5 EF 46 5
4 AF41 34 4
4 Cs4 32 4
! 3 CS3 24 3
AF31 26
2 AF21 18 2
2 CS2 16 2
Scavenger 1 CSs1 8 1
0 0 0 0
DSCP/PHB 26/AF31 24/CS3
26/AF31
AF31 CS3
Web Enterprise QoS Solution
Reference Network Design (SRND)
http://www.cisco.com/go/srnd
IP
CoS5 IPPrecedence5 PHB EF DSCP 46
CoS4 IP Precedence 4 PHB AF41 DSCP 34
CoS 3 IP Precedence 3 PHB CS3
DSCP 24 PHB AF31 DSCP 26
Cisco Unified Communications
2
CoS5 IP Precedence 5 PHB EF

PHB AF41

[ oL-10030-02-J
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N LAN

SCCP MGCP
SCCP H.225 RAS CAST
P.19-33
QoS
2
2 CoS 3 DSCP PHB
QoS
QoS
2 2 3 QoS
Cisco Catalyst 6000 4000 3750 35XX 2950 2
LAN
LAN LAN
G.711
86 Kbps 100 Mbps
LAN LAN

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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QoS IP
QoS
SRST
LAN 100 Mbps
IP
WAN
LAN

2 Mbps

Cisco Unified Communication SRND
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N waN
IP WAN
WAN WAN
WAN QoS
e WAN p.3-28
e WAN QoS P.3-31
. RSVP  P.3-38
. pP.3-48
WAN
WAN
WAN
WAN
. p.3-28
. P.3-30
. P.3-30
WAN
1
1 WAN 2 WAN
WAN
2 WAN
3
2
WAN
MPLS VPN Cisco Unified
CallManager
WAN 2
WAN
WAN
RSVP
WAN P.3-38
RSVP P.9-1
Multiprotocol Label
Switching MPLS p.2-1 IP

Cisco Unified Communication SRND
m. 0L-10030-02-J |



WAN | |
WAN
WAN
/
WAN
LAN WAN
QoS WAN
WAN
1
WAN
WAN
DHCP Survivable

Remote Site Telephony SRST Cisco Unified CallManager Express CME

WAN
WAN WAN
G.729
MoH
International Telecommunication Union I1TU; G.114
150
WAN
150 WAN
WAN
20

P.2-19 IP WAN

Cisco Unified Communication SRND
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WAN
WAN

. ATM

ATM/

Multiprotocol Label Switching MPLS

e Cisco IP Security VPN  IPSec V3PN

WAN

Committed Information Rate CIR;
WAN
WAN

WAN

QoS

WAN

e DSL

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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WAN
S
DSL QoS
WAN QoS
LAN

WAN WAN

WAN Link Fragmentation and Interleaving

LFI
QoS
3-3 WAN
QoS
3-3 WAN IP QoS
WAN 56 kbps 768 kbps 768 kbps
e MLP * LLQ
e MLPLFI Link Fragmentation and Interleaving
e LLQ
. cRTP RTP
FR . .

e LFI FRF.12 e LLQ
¢ LLO . VATS
. CRTP
. Voice-Adaptive Traffic Shaping VATS
. Voice-Adaptive Fragmentation VAF

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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3-3 WAN IP QoS
WAN 56 kbps 768 kbps 768 kbps
e TX-ring e TX-ring
ATM e MLP over ATM e LLQ
e MLP LFI
e LLQ
. cRTP MLP
ATM e TX-ring e TX-ring
e MLPover ATM FR e MLPoverATM FR
SIW « MLPLFI e LLO
e LLQ
. cRTP MLP
Multiprotocol Label . J
Switching MPLS
WAN
. P.3-32
. P.3-34
. P.3-36
WAN
IP WAN
Low-Latency Queuing LLQ
64
WFQ WFQ
3-7
SRND

H Cisco Unified Communication
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3-7 WAN VolP

LAV 3Fa—a2T HITVRTL LAV 2Xa—A2Y HTVRATFL
/{/7-\y|~§ = 1&&@#1_’(:/7’ U:/7 757}:/7_-_:/3:/

BEUAE—1)—T
T ’

mmmm— PQVoice

\ RIS =3
—

[413]2]1]1}

)
]

>V5R=X \I
[4]4]4|+—>|V5R= Y [ CBWFQ|+—> —> —)
_+_>-|/ Prob

LLQ
J Differentiated Services Code Point DSCP 46
Per-Hop Behavior PHB EF
. DSCP 34 PHB
AF41
768 Kbps WAN
768 Kbps
WFQ CBWFQ
Y
CBWFQ
¢ WAN
IP Phone  IP WAN
H.323 MGCP Skinny Client Control Protocol SCCP

WFQ DSCP 24 PHB  CS3

)
DSCP 26 PHB AF31 DSCP 24

PHB CS3
DSCP 26 PHB AF31
AF31 CS3
1

FIFO

Cisco Unified Communication SRND
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Transmission Control Protocol TCP 3
DSCP/PHB

fair WFQ

WAN

Compressed Real-Time Transport Protocol cRTP;RTP

cRTP 40 IP
UDP RTP 2 4
cRTP cRTP
. 33%
. G.729
cRTP
cRTP
CPU
ATM SIW cRTP
MLP
cRTP LLQ
Cisco 10S Release 12.(2)2T cRTP
LLQ
12.(2)2T Cisco 10S
LLQ
3-4 512 Kbps G.729 10
3-4 cRTP G.729 24 Kbps CRTP  G.729 10 Kbps
IP/UDP/RTP 2
2 WAN

3-4 512 Kbps G.729 10 LLQ
Cisco I0S Release cRTP cRTP
12.2(2)T 240 kbps 240 Kbps?
12.2(2)T 240 kbps 100 kbps
1. 140 Kbps LLQ

Cisco 10S Release 12.2(13)T Class-Based cRTP CRTP
cRTP

Cisco Unified Communication SRND
m. 0L-10030-02-J |



show policy interface
cRTP

IPSec VPN V3PN cRTP
Web V3PN

http://www.cisco.com/go/srnd

LFI Link Fragmentation and Interleaving

768 Kbps
3-8

MLP LFI
FRF.12

3-8 LFl Link Fragmentation and Interleaving

S
—
B 74

214-ms EXRALELE
T SLTL T e Kbps T —

1500/ \1 FDIFE)

ar

1]

G

UE

mt
Bt
S
I
iy
77296

Voice-Adaptive Fragmentation VAF

WAN

IP/RTP

LFI LFI

Fragmentation VAF VAF FRF.12

H.323
WAN

WAN

VAF Voice-Adaptive Traffic Shaping
Traffic Shaping VATS VAF LFI

VAF
LFI

Cisco 10S Release 12.2(15)T

Cisco Unified Communication

LFI
LLQ

LFI

ATM

p.3-37
VAF
LFI

SIW

Voice-Adaptive
VAF

Voice-Adaptive

30
VAF
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H waN

ATM

3-9 IP WAN

39 ATM

FST499 VI—EVTNRELRER:
@) =szzoszyr
YE—h FARDBHEY AFAD
EHEOA—N\—YTRH) T3y
CIR(ZEEIEHL—N) 2B A f=/\—

ArORFLE
JL—LJL— j
EJAES AT
CIR = 64 kbps
F s
Vi
JE—k H1k S
3-9 3
1.
T1
64 Kbps
2.
1
ATM
T1 WAN

Cisco Unified Communication SRND
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1 T1
3. CIR
1 CIR CIR
T1 CIR 64 Kbps
64 Kbps WAN
WAN 3-10
R
3-10
f _X \
g | 7 hI1v7 ZrmeLTEL
L—k
" cST499 x—ELTHY

~J

77298

Voice-Adaptive Traffic Shaping VATS
VATS

H.323
PVvC
PVC

WAN

VATS  Voice-Adaptive Fragmentation VAF
Fragmentation and Interleaving

CIR

Cisco Unified Communication

WAN
Permanent Virtual Circuits PVC;
LLQ
VATS
CIR
CIR
WAN
PVC VATS

WAN CIR

P.3-35 LFI  Link

WAN

[ oL-10030-02-J
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VAF VATS
VATS
CIR
30
VATS
WAN
VATS Cisco 10S Release 12.2(15)T
Voice-Adaptive Traffic Shaping
Web
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t15/ft_vats.htm
RSVP
RSVP QoS
RSVP IP
IETF RFC 2205 RSVP
RSVP
QoS
RSVP
RSVP WAN
QoS RSVP
P.9-1
e RSVP p.3-38
 WAN RSVP QoS P.3-41
e RSVP ID P.3-45
e RSVP p.3-47
RSVP
RSVP
RSVP IP
46 IP
RSVP RSVP
RSVP
RSVP
QoS

Cisco Unified Communication SRND
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WAN | |
RSVP 3-11 1 1IP
10.10.10.10 2 IP 10.60.60.60
3-11 RSVP Path Resv
RS_VP RSVP xtfis RSVP xtfis RSVP JExtit RSVP xtfis B_S_VP
E(E A IL—4 IL—4 IL—4 IL—73 S
10.10.10.10 10.20.20.20 10.30.30.30 10.40.40.40 10.50.50.50 10.60.60.60

S

FTINAR
1
PATH
(0l Dest: 10.60.60.60
P Hop: 10.10.10.10 PATH
(0l Dest: 10.60.60.60
P Hop: 10.20.20.20 PATH PATH
Dest: 10.60.60.60 Dest: 10.60.60.60
P Hop: 10.30.30.30 P Hop: 10.30.30.30 PATH
(0l Dest: 10.60.60.60
P Hop: 10.50.50.50
RESV
Dest: 10.50.50.50
RESV RESV N Hop: 10.60.60.60
Dest: 10.30.30.30 Dest: 10.30.30.30
RESV N Hop: 10.50.50.50 N Hop: 10.50.50.50
Dest: 10.20.20.20 (O
RESV N Hop: 10.30.30.30
Dest: 10.10.10.10 ﬂ
N Hop: 10.20.20.20
| ABI: O =RSVP MEBORE B = 12 58— T4 RATHFHSNI-HHEIE §
3-11 RSVP
1. 1 Path RSVP
IP 10.60.60.60 IP
router alert Path
session IP UDP/TCP
RSVP
sender Tspec
P Hop Path
IP P Hop 1 10.10.10.10
2. router alert Path RSVP 3-11  10.20.20.20
CPU RSVP RSVP
Path session sender Tspec
P Hop P Hop IP

10.20.20.20

Cisco Unified Communication SRND
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3. RSVP 3-11  10.30.30.30 CPU  Path
P Hop 10.30.30.30
4. Path RSVP 3-11 10.40.40.40
RSVP IP
5. Path RSVP 10.50.50.50
P Hop RSVP IP
10.30.30.30
6. 2 RSVP P Hop 10.50.50.50  Path
Resv
RSVP Resv
Resv IP IP
2 IP 10.50.50.50 Resv
Resv
session
N Hop IP
N Hop 2 10.60.60.60
7. 10.50.50.50 RSVP Resv
session
8. 10.50.50.50
Tspec
1 2
10.50.50.50 P Hop
IP 10.30.30.30 IP
Resv N Hop 10.50.50.50
9. Resv 10.40.40.40 RSVP IP
10.30.30.30 RSVP
RSVP
10. 10.30.30.30 RSVP Resv 7 8
Resv
10.20.20.20
11. 10.20.20.20 Resv RSVP 1
RSVP
2 RSVP Path  Resv
RSVP
ResvErr
SRND

H Cisco Unified Communication
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3-11 10.50.50.50
ResvErr 2
1 RSVP
Path Resv
RSVP
S
RSVP
http://www.ietf.org
RSVP RFC
WAN RSVP QoS
RSVP Cisco
Cisco 10S Release 12.2(2)T RSVP Scalability Enhancements
Cisco 10S Cisco 10S
RSVP RSVP
ip rsvp bandwidth [interface-kbps] [single-flow-kbps]
interface-kbps RSVP
single-flow-kbps
A
RSVP RSVP
RSVP RSVP
RSVP RSVP
75%
Cisco 10S 2 RSVP RFC 2210
IntServ RFC 2998 /
IntServ/DiffServ RFC
IETF Web

http://www.ietf.org

Cisco Unified Communication
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H waN
3-12 Cisco 10S 2
3-12 2 RSVP IntServ  IntServ/DiffServ
IntServ ET /L IntServ/DiffServ €5 /L
WO WO ]
R
@7 || |D >|Rsveszris ><fgy? - B0 >
1O 100 p
O] O]
a—J)L 7RIy a il a—J)L 7RIy 3 il
avka—)L FL—r arvka—)L FL—>

T 1] [:>
I I
== == <
R Sa—Ysy + KYSLY R Sa—YLy + KYSLY &
IntServ
3-12 IntServ RSVP
RSVP
RSVP
RSVP IP
IP 5
RSVP
RSVP 5
RSVP
3-13 IntServ Low Latency Queuing LLQ
RSVP LLQ RSVP RSVP

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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3-13 IntServ LLQ
——————————————————————————————————————— -—-— 100%
‘ip rsvp pg-profile’ [Z#: {5 F AT BE7G SRR DD T SR
SNTTSA4YF4 EONVCHAFEIFIERS
Fa—ICEYETSH iz RSVP 7A—
7= RSVP 70—
————— . — 75%
‘ip rsvp bandwidth’ (&, -
RSVP Tf FrIAe7a & &7 I\
HRICEREIND Ny
S
A VAR » — 50%
—+
= == 3t
ISR TvT BRI &
DSCP) IZEDUL\T LLQ S
ISRIZEIYHTSENT=/N
Tk
— 25%
RY— TS —ER R
L—ITE DT LLQ/CB!VFQ %
IS RIZFHSni-FEE L 0% I
Cisco 10S IntServ
ip rsvp resource-provider wfq [interface | pvc]
no ip rsvp data-packet classification
RSVP
ip rsvp bandwidth
bandwidth LLQ RSVP
LLQ
RSVP
LLQ
RSVP
QoS 75%
33% RSVP LLQ
75-33 =42%
RSVP Cisco
10S PQ
RSVP
ip rsvp pg-profile [r [b [p-to-r]]l]
RSVP r b p-to-r
PQ
L] = /
L[] =
* p-to-r= %

Cisco Unified Communication SRND
[ oL-10030-02-J .m



H waN

RSVP
RSVP PQ
G.711

e =12,288 /

e b=592

e p-to-r =110%

IntServ/DiffServ
3-12 IntServ/DiffServ RSVP
LLQ
IntServ/DiffServ QoS
RSVP
RSVP
DSCP LLQ
3-14 75% LLQ
RSVP
RSVP
RSVP
RSVP RSVP
3-14
RSVP Cisco Unified CallManager
RSVP
RSVP
RSVP RSVP

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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3-14 RSVP LLQ
LLQ Y5 R (@& (& DSCP)
R DNTTISAA YT F[ A 17— 100%
1—ICEYHTENT
RSVP 7O—
'ip rsvp bandwidth' 721+
ICEDWNTEFAIE (R
E&hf- RSVP 7O—
s —— 75%
=
\l
JE RSVP U7 ILAA L A\
FIr—avhihB S
B, TRIBLT g — 50%
T4 T4 Fa—% -+
JOEva= 545 £
oS
=
Hl
IR TyT (BEE
DSCP)IZEDL\TLLQ &
SRIZENYETONT /Y —— 25%
vk
R)o— 2y TEF—ER KR
—[z&31 T LLQ/CBWFQ °
I RICF RSN -FEIE @
ffffff — L 0% *
Cisco 10S IntServ/DiffServ
ip rsvp resource-provider none
ip rsvp data-packet classification none
RSVP ip rsvp bandwidth
RSVP RSVP
LLQ
RSVP DSCP
PQ CBWFQ RSVP
RSVP ip rsvp pg-profile
RSVP ID
ID app-id RSVP RSVP
RFC 2872
RSVP
RSVP app-id

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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app-id RSVP
RSVP

1000 RSVP

RSVP

app-id

. ID APP

i GUID

. ID SAPP

e APP = AudioStream

e GUID = CiscoSystems
e VER=50.1.0

e SAPP=

Cisco Unified CallManager ID
RSVP ID

e RSVP Audio Application ID
e RSVP Video Application ID

RSVP
RSVP Audio Application ID

RSVP
RSVP Audio Application ID
ID

RSVP 1

RSVP 2 384 kbps

RFC 2872

VER

Cisco Unified CallManager RSVP

AudioStream

VideoStream

RSVP Video Application

SRND

H Cisco Unified Communication

OL-10030-02-J |
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P.9-1 ID

RSVP Audio Application ID

RSVP
Cisco Unified CallManager RSVP  IP WAN

J IntServ/DiffServ

IP WAN PQ RSVP

PQ RSVP

Cisco Unified CallManager Cisco 10S
. 2 PQ RSVP ip
rsvp bandwidth priority
. 1 RSVP RSVP
RSVP
RSVP
75%
. PQ RSVP ip rsvp bandwidth
priority
. RSVP ID
ID Cisco 10S Release 12.4(6)T
P.3-45 RSVP ID

¢ WAN WAN RSVP
. WAN RSVP
. MPLS WAN
e MLPPP ATM-IMA FRF.16 RSVP 1
. RSVP
e Catalyst RSVP

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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75%
75% 2
3-15

3-15

FHEH
VOOBE 2
75%
LLQ 33%
33%
33%
CPU 50
20 ms
CPU
First-in, First-out FIFO;
QoS
FIFO QoS
33%
33%
192 Kbps 33%
33%

H Cisco Unified Communication SRND

0OL-10030-02-J |



WAN ||
IP 2
. RTP Real-Time Transport Protocol
. H.323
MGCP SCCP (N)TAPI
WAN
WAN
3
. WAN P.3-49
. WAN
P.3-56
. WAN
p.3-61
J P.3-49
. p.3-51
3-16 VoIP Voice-over-1P IP
UDP Real-Time Transport Protocol RTP
2 20 ms
VolP G.711 160 G.729 20
SRTP  Secure Real-Time Transport Protocol
4 20 ms SRTP VolP
G.711 164 G.729 24
IP 20 UDP 8 RTP 12
2
3-16 VolP
VoIP /847 yk > ‘
=1 RTP UDP P vy R
R4O—F AYF— | AYE—| AYE— | AyH— &
PEATES 12846 884k 20 °\A}F X\ Ak

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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VolP
1 50
3-5 50 pps VolP
3-5
RTP cRTP
Cisco Unified CallManager Administration  Service Parameters
3-5 IP
50 / pps
33.3 pps
3-5 IP
1 1
G.711 20 ms 160 50.0 80.0 kbps
G.711 SRTP 20 ms 164 50.0 81.6 kbps
G.711 30 ms 240 33.3 74.7 kbps
G.711 SRTP 30 ms 244 33.3 75.8 kbps
G.729A 20 ms 20 50.0 24.0 kbps
G.729A SRTP 20 ms 24 50.0 25.6 kbps
G.729A 30 ms 30 33.3 18.7 kbps
G.729A SRTP 30 ms 34 333 19.8 kbps
2 3-6
2
3-6 2
ATM
53
PPP 48 MLPPP MPLS WLAN
14 6 4 10 4 24
G.711 50.0 pps 85.6 kbps 82.4 kbps 106.0 kbps  |81.6 kbps 84.0 kbps 81.6 kbps 89.6 kbps
G.711 SRTP  50.0 pps [87.2 kbps 84.0 kbps 106.0 kbps  |83.2 kbps 85.6 kbps 83.2 kbps
G.711 33.3pps 78.4 kbps 76.3 kbps 84.8 kbps 75.7 kbps 77.3 kbps 75.7 kbps 81.1 kbps
G.711 SRTP  33.3pps |79.5 kbps 77.4 kbps 84.8 kbps 76.8 kbps 78.4 kbps 76.8 kbps
G.729A 50.0 pps 29.6 kbps 26.4 kbps 42.4 kbps 25.6 kbps 28.0 kbps 25.6 kbps 33.6 kbps
G.729A SRTP 50.0 pps |31.2 kbps 28.0 kbps 42.4 kbps 27.2 kbps 29.6 kbps 27.2 kbps
G.729A 33.3 pps 22.4 kbps 20.3 kbps 28.3 kbps 19.7 kbps 21.3 kbps 19.7 kbps 25.1 kbps
G729A SRTP 33.3pps [23.5 kbps 21.4 kbps 28.3 kbps 20.8 kbps 22.4 kbps 20.8 kbps
SRND

H Cisco Unified Communication

OL-10030-02-J |
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30 ms
3-17 1
CPU
1 IP
1
20 ms 30 ms 1
40 ms
3-17 1
fL—FA2
50 120
45 -
,/
R + 100
40
\ )
35 & e
/‘-n\ '/ 1 80 L
€ 30 A\ N
e 7 °
m 25 - 60 &
S /'\M\ =
RS 20 — \)
T ~ [
4 \ 0 :
D15 o =
& | =
o E—
T 20
5
0 0
10 ms 20 ms 30 ms 40 ms
YT AR o
=@ XryMEDBE —l— 1 LY DRT Y T
20%
20% ATM PPP HDLC

3-7

Cisco Unified Communication

[ oL-10030-02-J
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3-7
2
128 kbps 153.6 kbps
256 kbps 307.2 kbps
384 kbps 460.8 kbps
512 kbps 614.4 kbps
768 kbps 921.6 kbps
1.5 Mbps 1.766 Mbps
2.048 Mbps 2.458 Mbps
7 Mbps 8.4 Mbps
3-7
RSVP
RSVP 2
Quality of Service QoS
RSVP QoS
RSVP Path Tspec
RFC 2210 Tspec
e Token Bucket Rate [r] /
e Token Bucket Size [b]
e Peak Data Rate [p] /
e Minimum Policed Unit [m]
e Maximum Packet Size [M]
Cisco Unified CallManager RSVP
Cisco Unified CallManager  Cisco RSVP Agent
Cisco Unified CallManager
/
G.729 G.711
* Preferred G711 millisecond packet size 20 ms
e Preferred G729 millisecond packet size 20 ms

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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S
Cisco Unified CallManager RSVP SRTP 2
RSVP
3-6 3-7
G729
. 40 kbps 10 ms
. 24 Kbps 20 ms
G711
. 96 kbps 10 ms
. 80 kbps 20 ms
p.15-1 IP
P.3-51 Cisco Unified CallManager
. 256 kbps 20%
. 256 kbps 7%
G.729 384 kbps
. 384 * 1.07 = 410 kbps
. (384 - 8) = 1.07 = 402 kbps
G.711 384 kbps
. 384 * 1.07 = 410 kbps
. (384 - 64) * 1.07 = 342 kbps
RSVP
LLQ
N RSVP N N

Cisco Unified Communication

[ oL-10030-02-J

SRND m
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e 4 G729
(3 * 24) + 40 = 112 Kbps

e 4 G711
(3 * 80) + 96 = 336 kbps

e 4  384kbps G.729
(3 * (384 - 8) + 384) * 1.07 = 1618 kbps

e 4  384kbps G.711

(3 * (384 - 64) + 384) * 1.07 = 1438 Kbps

ID Cisco I0S
RSVP ID Cisco 10S Release 12.4(6)T
Cisco Unified CallManager ID
p.3-47 ID
1
match-all match-any

class-map match-any IPC-RTP

match ip dscp ef

match ip dscp af4l af42

33%

policy-map Voice-Policy

class IPC-RTP

priority percent 33
ID RSVP ID
RSVP ID
ID ip rsvp policy identity RSVP
RSVP ID
ID ID
1
RSVP CLI Unix
ID Border Gateway
Protocol BGP; Cisco 10S CLI
Cisco I10S

e Access and Communication Servers Command Reference

http://www.cisco.com/univercd/cc/td/doc/product/software/ios103/acscr103/index.htm

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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WAN | |

e Using Regular Expressions in BGP
http://www.cisco.com/warp/public/459/26.html

e Regex Engine Performance Enhancement
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123t/123t_4/gt_rexpe.htm

Cisco Unified CallManager ID RSVP
ID

ip rsvp policy identity rsvp-video policy-locator .*VideoStream.*
ip rsvp policy identity rsvp-voice policy-locator .*AudioStream.*

RSVP
ID RSVP
ip rsvp bandwidth < >
ID 1 RSVP
RSVP
RSVP
1D ip rsvp policy local identity
e RSVP
e RSVP
Serial T1 384 kbps

interface Serial0/0/1:0

ip rsvp bandwidth 506

ip rsvp policy local identity rsvp-video
maximum bandwidth group 384
forward all

catch-all
RSVP
RSVP ID

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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H waN

P.3-46 Cisco Unified CallManager ID

352 kbps
154 kbps
RSVP

interface Serial0/0/1:0
ip address 10.2.101.5 255.255.255.252
service-policy output Voice-Policy
ip rsvp bandwidth 506
ip rsvp data-packet classification none
ip rsvp resource-provider none
ip rsvp policy local identity rsvp-voice
maximum bandwidth group 506
forward all
ip rsvp policy local identity rsvp-video
maximum bandwidth group 154
forward all
ip rsvp policy local default
no accept all ! Will not show in the configuration
no forward all! Will not show in the configuration

ID RSVP
ID 2 RSVP
RSVP Cisco Unified CallManager Cisco RSVP Agent
IP-IP RSVP
Cisco Unified CallManager RSVP

RSVP
RSVP RSVP

Cisco Unified CallManager
IP WAN
Cisco Unified CallManager

IP WAN Cisco Unified CallManager

. IP WAN SCCP
SIP H.323 MGCP CTI-QBE
Cisco Unified CallManager

. RSVP Cisco Unified CallManager
Cisco RSVP Agent SCCP

WAN

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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WAN 2

Cisco RSVP Agent Cisco Unified CallManager

Cisco Unified CallManager

IP Phone
1
10
S
P.3-59

1A SCCP

bps =265 * IP Phone
1B SIP

bps =538 * IP Phone

SCCP SIP
2
1 25%
Cisco I0S  Class-Based Weighted Fair
Queuing CBWEFQ; WFQ 64

64

25%

Cisco Unified CallManager

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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2A SCCP
bps =415 = IP Phone
2B SIP
bps =619 = IP Phone
Cisco 10S 8 Kbps
3-8
3-8 3
SCCpP SCCP SiP SIP
IP Phone
1 10 8 kbps 8 kbps 8 kbps 8 kbps
20 8 kbps 9 kbps 11 kbps 12 kbps
30 8 kbps 13 kbps 16 kbps 19 kbps
40 11 kbps 17 kbps 22 kbps 25 kbps
50 14 kbps 21 kbps 27 kbps 31 kbps
60 16 kbps 25 kbps 32 kbps 37 kbps
70 19 kbps 29 kbps 38 kbps 43 kbps
80 21 kbps 33 kbps 43 kbps 49 kbps
90 24 kbps 38 kbps 48 kbps 56 kbps
100 27 kbps 42 kbps 54 kbps 62 kbps
110 29 kbps 46 kbps 59 kbps 68 kbps
120 32 kbps 50 kbps 65 kbps 74 kbps
130 35 kbps 54 kbps 70 kbps 80 kbps
140 37 kbps 58 kbps 75 kbps 87 kbps
150 40 kbps 62 kbps 81 kbps 93 kbps
N
3-8 10 RSVP
RSVP P.3-59 RSVP
N
RSVP 3-8
Cisco RSVP Agent 10%
WAN 3-8 11

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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1 10
1 CH
3A SCCP
bps =(53+ 21 * CH) * IP Phone
3B SIP
bps =(138 + 40 * CH) = IP Phone
4A SCCP
bps = 735+339*CH = IP Phone
4B SIP
bps = 159+46 *CH = IP Phone
S
3A  4A SCCP 30 3B
4B SIP 120
RSVP
RSVP WAN IP
Cisco Unified CallManager Cisco RSVP Agent SCCP
5 SCCP Cisco RSVP Agent
bps = (21 * CHW) = IP Phone
CHW IP Phone
IP WAN 20
10 20% IP WAN
CHW =2 (21%2)*20 = 840 bps
5
2
CH CH
WAN
3 4 CH
CHS = CHL = /

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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CHS 3 4 CHL
5
6 2 4
=5
= 2 4 3 1
=(2x4)+3=11
CHL=6
CHS=6*(11/5)=13.2
Cisco Unified CallManager
Cisco Unified CallManager 100 Mbps
100 Mbps 2 WAN
WAN
Cisco 10S 64
WAN
1
SCCP Cisco Unified CallManager 4.x 14
SCCP Cisco Unified CallManager 5.0 10
SIP Cisco Unified CallManager 5.0 6
Cisco Unified CallManager 4.1 5
70
3-9
3-9
SCCP SIP
Cisco Unified CallManager |Cisco Unified CallManager |Cisco Unified CallManager
4x 5.0 5.0
5 70 64 64
10 140 100 64
15 210 150 90
20 280 200 120
25 350 250 150

2 WAN

SRND

H Cisco Unified Communication

OL-10030-02-J |
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MPLS 3 WAN
Cisco Unified CallManager 4.1 10
5 WAN
700
IP WAN
Cisco Unified CallManager
e WAN H.323 SIP
. Cisco 10S Cisco Unified CallManager
Cisco Unified CallManager
Cisco Unified CallManager WAN
Cisco Unified CallManager WAN
WAN
WAN
. Cisco Unified CallManager
. 2
Cisco Unified CallManager Cisco
RSVP Agent
WAN
WAN
2 100%
30
5
bps =116 *
Cisco 10S 8 Kbps 8 Kbps

70

Cisco Unified Communication

[ oL-10030-02-J
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[ | LAN

LAN

LAN WLAN

WLAN

QoS

e WLAN p.3-62
e WLAN QoS P.3-68

WLAN

http://www.cisco.com/go/srnd

Cisco Wireless IP Phone 7920

Web

IP Phone 7920 Design and Deployment Guide

http://www.cisco.com/go/srnd

WLAN
WLAN

WLAN

. AP P.3-65

. P.3-67

WLAN

VLAN P.3-62

. P.3-63

. P.3-63
. P.3-64
WLAN

VLAN

LAN
2 VLAN
AP

P.3-65

IP

LAN

LAN

Cisco Unified Wireless IP Phone 7920 IP

WLAN

WAN

WLAN

Cisco Wireless LAN SRND

Web

AP

P.3-62

LAN
LAN

SRND

Cisco Unified Wireless

AP

H Cisco Unified Communication

OL-10030-02-J |
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VLAN Voice VLAN
Cisco 10S Auxiliary VLAN CatOS Voice

/ Auxiliary VLAN Voice VLAN
LAN RFC

1918
WLAN AP VLAN
VLAN WLAN
Service Set Identifier SSID WLAN
2 IP
100 400 ms
Cisco LEAP Extensible Authentication Protocol EAP
AP AP
Inter-Access Point Protocol 1APP 2

3 VLAN AP AP
Cisco Catalyst 6500 Wireless LAN Services Module WLSM Cisco
Wireless IP Phone 7920 3 Cisco Wireless

IP Phone 7920 WEP Cisco Centralized Key Management Cisco CKM
3 Cisco CKM Cisco Wireless IP Phone 7920
WEP 128 TKIP 3
3
Cisco WLSM 3 Web
http://www.cisco.com
LAN  802.1x
Cisco CKM 2
300 400 ms 100 ms Cisco CKM Access Control Server
ACS ACS
S
Cisco Catalyst 4000 3
Supervisor Engine 2+ SUP2+ Supervisor Engine 3
SUP3 Supervisor Engine 1 2 SUP1 SUP2
Cisco Catalyst 2948G 2948G-GE-TX 2980G
2980G-A 4912
AP 1
2.4 GHz 802.11b 5
1 11 16 11 AP

Cisco Unified Communication

[ oL-10030-02-J

SRND m
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3 1 13
5 1 14
5
AP AP
19 dBm
AP
15%  20%
AP
15%  20%
AP
3 802.11b 2.4 GHz
3
3
~
AP
AP
AP
1
AP
. AP
. 2.4 GHz 2.4 GHz
AP 2.4 GHz
WLAN

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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WLAN
WLAN
e AP AP
Cisco Unified Wireless IP Phone 7920 AP
AP
Music On Hold
e WLAN
AP
WLAN
LAN
pP.7-1 Music on
Hold
AP
AP
AP
AP
e Aironet 350 AP
e Aironet 1100 AP
e Aironet 1130 AP
e Aironet 1200 AP
e Aironet 1240 AP
e Aironet 1300 AP
e Airespace 1000 AP
AP Cisco 10S Release 12.3(4) JA
AP
Cisco AP AP 15 25
AP
1 AP 15 25
AP

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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AP 25
AP
AP
AP
AP
e Address Resolution Protocol ARP;
AP ARP ARP AP
ARP
e AP
AP AP
AP
AP
Y
Cisco Wireless IP Phone 7920 1.0(8)
Dynamic Transmit Power Control DTPC AP
Limit Client Power mwW
. 11 Mbps
11 Mbps AP
e RF Search for Least Congested Channel
AP
e AP VLAN  Service Set Identifier SSID
SSID VLAN
VLAN SSID VLAN
Voice VLAN
e AP QoS Element for Wireless Phones
AP QoS Basic Service Set QBSS
QBsS AP QBsS
Cisco
Cisco 10S Release 12.3(7)JA AP
802.11e Clear Channel Assessment CCA QBSS
CCA QBSS
e AP 2 QoS VLAN
VLAN
P.3-69

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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e Extensible Authentication Protocol-Flexible Authentication via Secure Tunneling EAP-FAST
Protected Access Credential PAC

AAA
802.1X
TKIP WEP 802.1X
Cisco Secure Access Control Server ACS EAP Remote Authentication
Dial-In User Service RADIUS
e Wi-Fi Protected Access WPA
802.1X PSK
Temporal Key Integrity Protocol
TKIP 802.1X Cisco Secure Access Control Server
ACS EAP Remote Authentication Dial-In User Service RADIUS
e Cisco LEAP
Cisco LEAP
Cisco Secure Access Control Server
ACS EAP Remote Authentication Dial-In User Service RADIUS
. Wired Equivalent Privacy WEP
WEP 40 128
AP
WEP
ACS
Extensible Authentication Protocol EAP Voice VLAN
EAP RADIUS Cisco Secure ACS for Windows Server
Version 3.1
EAP-FAST WPA Cisco LEAP
ACS ACS
. ACS
ACS
o ACS
WAN
ACS
WAN
ACS

[ oL-10030-02-J
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e Cisco AP RADIUS
WAN
Cisco 10S AP Cisco 10S
Release 12.2(11)JA AP ACS
AP 50
ACS WAN ACS
ACS ACS
ACS
ACS
ACS WAN
ACS AP  RADIUS
ACS ACS
ACS
Microsoft Active Directory AD ACS
AD
ACS
WLAN QoS
LAN WAN QoS
LAN QoS
LAN
QoS
802.1p CoS DSCP PHB
QoS
. P.3-68
. P.3-69
. P.3-70
3-2
SRND

H Cisco Unified Communication
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Cisco Wireless IP Phone 7920
RTP DSCP 46 PHB EF
SCCP DSCP 24 PHB CS3
AP QoS
LAN
2
AP
AP
AP
AP
Cisco Wireless IP Phone 7920
LAN
AP 15
25
QoS Cisco AP
8
DSCP Access Control List ACL; VLAN
8
2
2 AP 2 QoS 1
voice Default Classification for all packets on the Vian Voice <10 ms
Latency (6) 2 data Default
Classification for all packets on the Vlan Best Effort (0)
data VLAN voice
Voice VLAN QoS VLAN
AP

Cisco Unified Communication

[ oL-10030-02-J

SRND m



[ | LAN

QoS 1
AP
AP
100 Mbps AP
100 Mbps 802.11b
11 Mbps 802.11b
7 Mbps
AP
AP
AP
AP CPU
AP 7 Mbps
AP AP
P.19-37 Cisco Unified Wireless IP Phone 7920
QoS
7 Mbps AP
802.11b AP 7
G.711 8 G.729
A Y
AP 2
Cisco Wireless IP Phone 7920 AP
QoS Basic Service Set QBSS
AP QBSS
AP
QBSS IP Phone
Network Busy IP Phone
QBSS QBSS
AP
N
Cisco 10S Release 12.3(7)JA 802.11e CCA QBSS

QBSS

QBSS AP

P.3-65

AP QoS Element for Wireless Phones
AP

SRND

H Cisco Unified Communication
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1P PSTN PBX

Cisco Catalyst

Cisco

e Cisco p.4-2

. P.4-3

e QSIG P.4-21

e FAX P.4-22

. P.4-34

Cisco Unified Communication SRND
| oL-10030-02-J .m



Ml Cisco
Cisco
Cisco Cisco Unified CallManager  IP
Cisco 2
Cisco
Cisco
2
Cisco Unified CallManager POTS Plain Old Telephone
Service; IVR Interactive Voice Response;
FAX
FXS Foreign Exchange Station
Cisco Unified CallManager
CoO PBX PBX
FXO Foreign Exchange Office PBX
E&M recEive and transMit ear and mouth
Direct Inward Dialing DID;
Centralized Automatic Message Accounting CAMA
Cisco
Cisco PRI Basic Rate
Interface BRI; T1 CAS
Cisco Unified CallManager PBX Tl
PRI

Cisco Unified Communication SRND
m. 0L-10030-02-J |



. P.4-3

. P.4-3

. P.4-6
. P.4-13

e DTMF Dual tone multifrequency

DTMF DTMF DTMF
H.323 SCCP MGCP SIP
DTMF
DTMF
e FAX/
FAX over IP FAX IP
FAX
P.4-22 FAX
e Cisco Unified CallManager
Cisco Unified Communications
Cisco Unified CallManager Cisco Unified CallManager
Cisco Unified CallManager
Cisco Unified CallManager re-home
Cisco Unified CallManager
IP
IP
DID P.4-13
Cisco Unified CallManager Release 3.1
e H.323
. MGCP
Cisco Unified CallManager Release 4.0 Session Initiation Protocol SIP

Cisco Unified CallManager Release 5.0  SIP

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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Cisco Unified IP Phone SCCP SCCP /
H.323 MGCP /
Cisco 2600XM 2800 3700 3800
Cisco I0S Release 12.2.11(T)
Cisco Unified CallManager Release 3.1 H.323 MGCPO0.1
MGCP H.323
H.323 MGCP
SMDI Simplified Message Desk Interface PBX Centrex
SMDI FXS
T1PRI SCCP MGCP H.323
H.323
Cisco Message Interface
SMDI
Cisco Unified CallManager
P.2-1 IP
4-1
P.4-6
41 Cisco Unified Communications
Cisco MGCP 0.1 H.323 SCCP SIP
Cisco 3800 Cisco I0S Release Cisco 10S Cisco 10S SIP
12.3.11T Release 12.3.11T Release 12.3.11T
Cisco 2800 Cisco 10S Release Cisco I10S Cisco 10S SIP
12.3.8T4 Release 12.3.8T4 Release 12.3.8T4
Cisco 3700 Cisco 10S Release SIP
12.2.13T DSP
. FXS/FXO
e T1ICAS E&M Wink
Start; Delay Dial
e TI1/E1PRI
CMM
e T1CASFXS
e TI1/E1PRI
e FEXS
SRND

H Cisco Unified Communication
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4-1 Cisco Unified Communications
Cisco MGCP 0.1 H.323 SCCP SIP
Catalyst 6000
WS-X6608-x1
FXS e T1CASE&M
WS-X6624 e TI1CASFXS
e T1/E1PRI
e FXS with WS-6624
VG224 FXS FXS Cisco 10S SIP
Cisco 10S Release 12.3(T) Release 12.4(2)T
VG224
VG248 !
Cisco ATA 188 FXS FXS FXS
SIP
Cisco AS5350 SIP
Cisco AS5400
Cisco AS5850 SIP
Cisco 5300 SIP
Cisco 3640 3660 Cisco 10S Release SIP
12.2.13T DSP
. FXS/FXO
e T1ICAS E&M Wink
Start; Delay Dial
e TI1/E1PRI
Cisco 2600 Cisco 10S Release SIP
2600XM? 12.2.13T DSP
. FXS/FXO
e T1CAS E&M Wink
Start; Delay Dial
e TI1/E1PRI
Cisco 1751 1760 SIP
VG200® DSP
. FXS/FXO

T1CAS E&M Wink
Start; Delay Dial

T1/E1 PRI

Cisco Unified Communication
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41 Cisco Unified Communications
Cisco MGCP 0.1 H.323 SCCP SIP
Cisco 7200 SIP
Catalyst 4000
WS-X4604-GWY
Cisco ICS7750-MRP
Cisco ICS7750-ASlI
DE-30+ DT-24+*
Cisco 827-v4* FXS
1. VG248 H.323 MGCP SIP SCCP
2. IP Cisco 2800 Cisco 2600
Web http://www.cisco.com/warp/customer/cc/pd/rt/2600/prodlit/1675_pp.htm
3. VG200 Cisco 2800 VG200 IP
4,
S
Cisco 10S
SCCP H.323 MGCP SIP
e DTMF P.4-6
o P.4-8
e Cisco Unified CallManager P.4-11
DTMF
DTMF Dual-Tone Multifrequency
64 kbps PCM
DTMF
VoIP Voice over IP DTMF
SCCP
Cisco VG248 SCCP TCP 2002
DTMF DTMF VG248
Cisco Unified Communication SRND
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||
H.323
Cisco 3700 H.323 DTMF
H.245 Cisco Unified CallManager Cisco 10S
DTMF
dial-peer voice 100 voip
destination-pattern 555...
session target ipv4:10.1.1.1
CODEC g729ar8
dtmf-relay h245-alphanumeric
preference 0
MGCP
Cisco I0S VG224 2600XM 2800 3700 3800 Cisco Unified
CallManager MGCP MGCP
MGCP DTMF MGCP
DTMF Cisco Unified
CallManager DTMF
DTMF
mgcp dtmf-relay CODEC all mode out-of-band
Cisco Unified CallManager MGCP
Catalyst 6000 DE-30+ DT-24+ Cisco Unified CallManager Release 3.1 MGCP
DTMF
SIP
Cisco 10S VG224 2600XM 2800 3700 3800 Cisco Unified CallManager
SIP DTMF
Cisco Unified CallManager
e Named Telephony Events NTE RFC 2833
e Unsolicited SIP Notify UN
NTE

dial-peer voice 100 voip
destination-pattern 555...
session target ipv4:10.1.1.1
session protocol sipv2
dtmf-relay rtp-nte

UN

dial-peer voice 100 voip
destination-pattern 555...
session target ipv4:10.1.1.1
session protocol sipv2
dtmf-relay sip-notify

DTMF P.6-1

Cisco Unified Communication
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IP
MTP
SCCP
Cisco VG224 VG248 ATA 188
SCCP Cisco Unified CallManager
SCCP
H.323
H.323v2 Open/Close LogicalChannel emptyCapabilitySet Cisco 10S
Release 12.0(7)T Cisco Unified CallManager Release 3.0 H.323
H.323v2 MTP
Cisco Unified CallManager Release 3.1 G.711
WAN G.729
H.323v2 Cisco 10S Release 12.1.1T
Cisco Unified CallManager  H.323 Cisco 10S IP Phone
H.323v2 IP Phone
RTP Real-Time Transport Protocol Cisco 10S IP Phone
4-1 2 IP Phone
1. 1  CiscolOS 2 1
SCCP Cisco Unified CallManager
2. Cisco Unified CallManager H.323v2 CloseLogicalChannel Cisco
10S SessionID
Cisco 10S 1 RTP
Cisco Unified CallManager SCCP Cisco 10S RTP
2 Cisco Unified CallManager
SessionlD Cisco 10S
OpenLogicalChannel
5. Cisco I0S RTP 2
Cisco 10S
SRND
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4-1 H.323

Cisco
CallManager
A—

_m
7L

2TvF 1
S ATYT 2
N

RN

\J

EEEH 1

/|
P ——— /\%
I BRI
H.323

A 2 -
T—boxA

Cisco
CallManager

fn

n—— ATv7 3

B P \\)( ——
./—,'

I H.323

Zv‘-‘y;"5 R
F—kozA

27y 4 .
N
N

N

DR

EEEH 2

SCCP (Skinny control client protocol)
— — — H.323v2
EFE/RTP /SR

77299

MGCP

MGCP MGCP

MGCP

Cisco Unified CallManager

MGCP

Cisco Unified Communication

Cisco Unified CallManager

Cisco Unified CallManager MGCP
1P IP Phone
SCCP Cisco Unified CallManager
Session 1D RTP
MGCP UDP
MGCP 4-2

Cisco Unified CallManager
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4-2 MGCP
MGCP #— k7 A4 DO BEHADEEI—IL :
MTP [EFE,
Cisco
CallManager
e,
win 1 M
1 EIP -,
! p— P~ =) T
fi= (4
Bt 2 MGCP
— F—bozA
Cisco
CallManager
il
s ‘
e _I/ ||:> MGCP
BaEH 2 E K=k
MGCP #— kA&, I—ILERELZLED
HRY—EXRZTRHBLET,
SCCP (Skinny Client Control Protocol) .
«====MGCP e
/R "
SIP
Cisco I0S SIP Cisco Unified CallManager SIP
INVITE REFER SIP

e Cisco Unified CallManager 5.0 System Guide
http://www.cisco.com
e Cisco 10S SIP Configuration Guide

http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/vvfax_c/callc_c/sip_c/sipcl_
c/index.htm

Cisco Unified Communication SRND
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Cisco Unified CallManager

IP
PC
Cisco Unified CallManager
2
Cisco Unified CallManager

SCCP

Cisco VG224 VG248 ATA 188

CallManager
Unified CallManager

Cisco Unified CallManager
CallManager

H.323
Cisco H.323

Cisco Unified CallManager

Cisco 10S Release 12.1(2)T

PBX

Cisco Unified CallManager

Cisco Unified CallManager
Cisco Unified
Cisco

Cisco Unified

dial-peer voice class

Cisco Unified CallManager

H.225 tcp timeout <seconds>
H.323 H.225

Cisco Unified CallManager

dial-peer
H.323 preference
H.323

dial-peer voice 101 voip
destination-pattern 1111
session target ipv4:10.1.1.101
preference 0
voice class h323 1

dial-peer voice 102 voip
destination-pattern 1111
session target ipv4:10.1.1.102
preference 1
voice class h323 1

voice class h323 1
h225 tcp timeout <1-30 sec>

MGCP

H.323
H.323

H.225
Cisco Unified CallManager

dial-peer
Cisco Unified CallManager

MGCP Cisco Unified CallManager

Cisco Unified CallManager

MGCP
call-agent <hostname>
ccm-manager redundant-host
CallManager MGCP
MGCP
Cisco Unified CallManager
Unified CallManager TCP

Cisco Unified Communication

Cisco Unified CallManager
Cisco Unified CallManager
Cisco Unified

MGCP notify NTFY
Cisco

[ oL-10030-02-J
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Cisco Unified CallManager MGCP
Cisco Unified CallManager re-home
ccm-manager redundant-host <hostnamel | ipaddressl > <hostname2 | ipaddress2>
[no] call-manager redundancy switchback [immediate|graceful|delay <delay_ time>]
SIP

Cisco 10S SIP
Cisco Unified CallManager

H.323

SIP

dial-peer Cisco Unified CallManager
Cisco 10S SIP dial-peer Cisco Unified CallManager
IP SIP INVITE 6 SIP Cisco Unified
CallManager dial-peer Cisco
Unified CallManager
Cisco I0S SIP INVITE SIP 100 500 ms
Cisco 10S SIP Cisco Unified CallManager 3
SIP INVITE sip-ua retry invite <number>
Cisco IOS SIP SIP INVITE SIP 100
sip-ua timers trying <time>
Cisco Unified CallManager
dial-peer monitor probe icmp-ping Cisco Unified CallManager
Internet Control Message Protocol ICMP;
ping
Cisco Unified CallManager ICMP
10
Cisco 10S SIP Cisco Unified CallManager
sip-ua

retry invite <number>
timers trying <time>

dial-peer voice 101 voip
destination-pattern 2...
session target ipv4:10.1.1.101
preference 0
monitor probe icmp-ping
session protocol sipv2

dial-peer voice 102 voip
destination-pattern 2...
session target ipv4:10.1.1.102
preference 1
monitor probe icmp-ping
session protocol sipv2

SRND
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N PBX
. PBX

Q.931 PRI E1CAS

s PBX
FXO
E&M:
E&M: o

T1: CAS Q.931 PRI
D CCS

E1l: CAS R2 Q.931PRI
CCS

FXS:

PBX
B8ZS AMI

e PBX

CRC-4

. DID

. ID CLID

. FAX

s PBX

FXO FXS E&M DID CAMA

Tl E1 CAS CCS

R2

\Y

HDB3

12

DID

SF ESF

HDLC

PBX

T1 CAS

QSIG DPNSS Proprietary
QSIG DPNSS Proprietary D

G.704

Cisco

DID
PBX

Centrex

ID CLI CLID

Automatic Number Identification;

ANI

CLID ANI

Cisco Unified Communications
EIA/TIA-464B

Cisco Unified Communication

PBX
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Cisco

Web

Cisco I0S

Cisco Unified CallManager

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/ccmcomp.htm

Cisco

4-2

4-2

H.323

H.323

SIP  Session Initiation Protocol

SIP

MGCP

Cisco

Cisco

Cisco

FXS

FXO

E&M

FXO0

DID

CAMA 911

3800

2800

3700

CMM 24FXS

CMM-6TL1/E1

6608 6624

VG224

VG248

Analog Telephone Adapter
ATA

3600

12.2.11T

2600

12.2.11T

1751 1760

VG200

7x00

ICS 7750

Catalyst 4000 Access Gateway
Module AGM

827-4V*

1.

SRND
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OL-10030-02-J |


http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/ccmcomp.htm

MGCP

Cisco

FXS

FXO

E&M

FXO0

DID

CAMA 911

3800

2800

3700

CMM 24FXS

CMM-6TL1/E1

6608 6624

VG224

VG248

Analog Telephone Adapter
ATA

3600

2600

1751 1760

VG200

7x00

ICS 7750

Catalyst 4000 Access Gateway
Module AGM

827-4V*

1.

Cisco Unified Communication
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4-4

4-4 BRI T1CAS T1FGB T1FGD

4-7

H.323

MGCP

SIP

T1 QSIG

Cisco

Cisco
4-8

H.323

SIP

Cisco

BRI

TE

BRI

NT

BRI QSIG
Net3

BRI

T1 CAS
robbed

T1 FGB

T1 FGD |T1QSIG

3800

2800

3700

CMM 24FXS

CMM-6TL1/EL

6608 6624

VG224

VG248

Analog Telephone Adapter
ATA

3600

2600

1751 1760

VG200

7x00

ICS 7750

Catalyst 4000 Access Gateway
Module AGM

827-4V*?

1.

SRND
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4-5 T1 PRISL-1 4ESS

5ESS

H.323

SIP

Cisco

T1 PRI
DMS-100

T1PRI

SL-1

T1PRI
4ESS

T1 PRI

4ESS

T1 PRI
5ESS

T1 PRI
5ESS

3800

2800

3700

CMM 24FXS

CMM-6TL/E1

6608 6624

VG224

VG248

Analog Telephone Adapter
ATA

3600

2600

1751 1760

VG200

7x00

ICS 7750

Catalyst 4000 Access Gateway
Module AGM

827-4V*

1

Cisco Unified Communication
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4-6 T1 PRINI2 NFAS
SIP

Network Specific Facilities NSF

H.323

Cisco

T1 PRI

NI2

T1 PRI

NI2

T1 PRI NFAS

DMS-100

T1 PRI NFAS
4ESS

T1 PRI NFAS
5ESS

T1 PRI
Megacom
SDN
4ESS

3800

2800

3700

CMM 24FXS

CMM-6T1/E1

6608 6624

VG224

VG248

Analog Telephone Adapter
ATA

3600

2600

1751 1760

VG200

7x00

ICS 7750

Catalyst 4000 Access Gateway
Module AGM

827-4V*

1.
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4-7 E1 J1

H.323

SIP

Cisco

E1 CAS

E1 MELCAS

E1 R2

E1 PRI

Net5

E1 PRI

Net5

E1QSIG |J1

3800

2800

3700

CMM  24FXS

CMM-6TL1/E1

6608 6624

VG224

VG248

Analog Telephone Adapter
ATA

3600

2600

1751 1760

VG200

7x00

ICS 7750

Catalyst 4000 Access Gateway
Module AGM

827-4V*

1.
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4-8 MGCP
T1 CAS
Cisco BRI' E&M T1 PRI T1 QSIG E1 PRI E1 QSIG
3800 12.42)T 2 2 2 2 2
2800 12.4(2)T 2 2 2 2 2
3700 12.42)T 2 2 2 2 2
CMM  24FXS
CMM-6T1/E1
6608
6624
VG224
VG248
Analog Telephone Adapter
ATA
3600 12.42)T 2 2 2 2 2
2600 12.4(2)T 2 2 2 2 2
1751 1760 12.314)T
VG200
7x00
ICS 7750 12.3.7T
Catalyst 4000 Access Gateway
Module AGM
827-4V°
1. Cisco 10S Release 12.4(2)T BRIMGCP  NM-HDV2 NM-HD-XX H-WIC
BRI MGCP NM-1V/2V Cisco 10S
2. AIM-VOICE-30 MGCP Cisco 10S Release 12.2.13T NTT MGCP BRI
3.
SRND
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QSIG PBX 1

1 QSIG PBX
ECMA QSIG PBX-to-PBX H.323 H.323

QSIG QSIG
H.323 QSIG
4-9 H.323 QsIG
Cisco I0S
Cisco 3800 BRI T1/E1 QSIG 12.3.11T
Cisco 2800 BRI T1/E1 QSIG 12.3.8T4
Cisco 3700 T1/E1 QSIG 12.2.8T
Cisco AS5350 T1/E1 12.2.2T
Cisco AS5400
Cisco 5300 T1/E1 12.0.7T
Cisco 2600 3600 BRI T1/E1 QSIG 12.1.2T
Cisco 1751 1760 BRI 12.2(8)YH
T1/E1 QSIG 12.2(4)YB

Cisco 7200 T1/E1 QSIG 12.1.2T
Cisco 10S QSIG Web

http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121newft/121t/121t2/dt_gsig.htm#xt

ocid116542

Cisco Unified CallManager Release 3.3

IP Phone

CLID ID

Cisco Unified CallManager

Cisco Unified CallManager

back-haul

3640/60
Release 3.3

Cisco Unified Communication

PBX

DID

QSIG

QSIG

MGCP

H.323

Cisco

QSIG

Cisco Unified CallManager

PRI

Unified CallManager

Catalyst 6608 2600XM
Cisco Unified CallManager
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H FAX
Cisco Unified CallManager  Cisco FAX
Cisco FAX
FAX Cisco FAX
FAX over IP FAX IP
FAX
FAX
FAX over IP
FAX
Cisco IP FAX
2
e Cisco FAX FAX T.30 T.38 FAX
¢ FAX FAX FAX
FAX Cisco FAX
Cisco FAX FAX
Cisco FAX
e QoS

Cisco Unified Communications

QoS

Web

Cisco Network Infrastructure Enterprise Quality of Service Design

http://www.cisco.com/go/srnd

e FAX

FAX

Cisco FAX
DT-24/DE-30+

CAC

2 Cisco I0S
Cisco FAX

10S
Cisco I0S

SRND

Cisco FAX

Cisco Digital Access
FAX

H Cisco Unified Communication
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FAX ||
o 1
240
. FAX
ECM
o FAX 04% 0.6%
08% 1%
ECM
o FAX ECM ECM
FAX
ECM
1P
2
Cisco
PCM G.711
o EC
o VAD
2
QoS IP IP
G.711
VAD EC
Cisco I0S Release 12.1.3T Cisco AS5300 Cisco I10S
Cisco 2600XM 3700 VG224 Catalyst 4000

Access Gateway Module AGM
Cisco 10S

Catalyst 6000

Cisco Unified Communication

no vad
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W FAX

e |IP QoS Quality of Service LAN MAN
WAN QoS

FAX

Web Cisco Network Infrastructure Enterprise Quality of Service
Design

http://www.cisco.com/go/srnd
. CAC

. G.711 1
G.711
G.711

POTS

. FAX

V.90

Cisco V.34 V.90
V.34 V.90

FAX Cisco

Cisco I0S

* 2600XM 2691 FXS

e 2800 FXS

e 3725 3745 FXS

e 3800 FXS

e VG200 FXS

e VG224

e 1751 1760

. CMM FXS

e VG248
e ATA188

Cisco Unified Communication SRND
m. 0L-10030-02-J |


http://www.cisco.com/go/srnd

FAX | |

* 6624

Cisco I0S

e 2600XM 2691

s 2800

e 3725 3745

e 3800

* VG200

s VG224

e 1751 1760

e 7200 7500

e AS5300 5350 5400 5850

. CMM

FAX Cisco 10S Cisco 10S Release 12.3(1)
Cisco VG248 Analog Phone Gateway  Release 1.2.1

H.323 Session

Initiation Protocol SIP MGCP Skinny
Client Control Protocol SCCP Cisco
FAX
Cisco 2600XM  Cisco 3700 Cisco 10S

VG248 10S

FAX

Cisco 10S Release 12.3(1) Cisco 6608 47  Cisco 6624 41

VG248  Release 1.2.1 Cisco FAX
Cisco 10S Release 12.2(11)T1 Cisco I0S  10S
Cisco FAX

Named Service Event NSE

MGCP  H.323 SCCP  H.323

SCCP  MGCP Cisco VG224 VG248 2600XM
2800 3700 3800 5300 Catalyst 6000
4-10 FAX

Cisco Unified Communication SRND
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4-10 FAX

T.38 FAX

Cisco FAX

FAX

MGCP Cisco Unified
CallManager  H.323 SIP
Cisco Unified CallManager

MGCP Cisco Unified
CallManager MGCP
Cisco Unified CallManager

SCCP H.323 SIP
Cisco Unified CallManager

SCCP MGCP Cisco

Unified CallManager

H.323 Cisco Unified
CallManager H.323 SIP

SIP Cisco Unified
CallManager  H.323 SIP

Cisco ATA 188 VG248

FAX

Catalyst 6000
Cisco AS5350

FAX

T.38 FAX

AS5400

FAX
Cisco 2800

4-3 CiscolOS 10S

Cisco
CaIIManager

SW

—7—~

VG248

3800

\ws/MGCP

10S

2800/3800/
VG224

4-3

SRND

Cisco I10S

Cisco VG248
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FAX 4-4 Cisco 10S

4-4 Cisco I0S

Cisco
CallManager
_
H. 323/Mfyf W‘CP
2\ PR
P .’/ P f\\.’//
T 2800/VG224 3800 "
6608 Cisco 10S 47 VG248
Release 1.2.1 Cisco FAX FAX
NSE 6608 Cisco 10S 47
6624 41 VG248 Release 1.2.1 3
Cisco FAX

Cisco I0S NSE

4-11 Cisco VG248 6608 2600XM

3700 2600XM  AS5300 FAX

4-11 FAX
FAX Cisco FAX T.38 FAX
Cisco 10S
5350 5400 NM-HDV
10S
ATA 188 ATA 188

Cisco Unified Communication
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W FAX

FAX

Cisco I0S

H.323

!

! Cisco fax relay is ON by default

! (except for 5350/5400, where Cisco fax relay is not supported)
!
dial-peer voice 1000 voip

destination-pattern 1T

session target ipv4:10.10.10.1

modem passthrough mode nse codec g7llulaw

!

MGCP

!

ccm-manager mgcp
mgcp
mgcp call-agent 10.10.10.1 service-type mgcp version 0.1
mgcp modem passthrough voip mode nse
mgcp fax t38 inhibit

1

dial-peer voice 100 pots

application mgcpapp

port 1/0/0

Cisco Unified Communication SRND
m. 0L-10030-02-J |



Cisco VG248

Cisco I0S

FAX | |

Cisco VG248 (VGC1048002407)

Allow last good configuration

SRST policy

SRST provider

Call preservation
Media receive timeout
Busy out off hook ports

DTMF tone dur ------------

enabled)
disabled)
)

disabled)
disabled)

777777777777 100ms)

Echo cancelli| Passthrough signalling |e: use

Passthrough s|------------

Hook flash ti| legacy
Hook flash re| IOS mode

Fax relay max ------------

Fax relay playout delay

,,,,,,,,,,,, 14400

(default: 300)

enabled: no timeout)

default>)

DSP)

bps)

Cisco VG248 (VGC10d8002407)

Allow last good configuration

SRST policy

SRST provider

Call preservation

Media receive timeout
Busy out off hook ports
DTMF tone duration

Echo cancelling policy
Passthrough signalling
Hook flash timer

Hook flash reject period
Fax relay maximum speed
Fax relay playout delay

enabled)
disabled)
)

disabled)
disabled)
default: 100ms)
alternate: use
(I0S mode)

<country default>)

(
(none)

(default: 14400
(default: 300)

(
(
(
(enabled: no timeout)
(
(
(
(

DSP)

bps)

Cisco I10S

Cisco Unified CallManager

Cisco 6608 6624

Cisco CallManager

Cisco Unified CallManager Administration

NSE Type

Device > Gateway

Cisco Unified CallManager

Cisco FAX

Cisco Unified Communication

Cisco Catalyst 6000

Cisco Unified CallManager

Find/List Gateways

Add a New Gateway

FAX Relay Enable

10S Gateways

[ oL-10030-02-J
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H FAX
5 Update
6
Cisco VG248 6608 6624 10S Cisco FAX
Cisco FAX Cisco
AS5350 AS5400 V.34
V.90
FAX
FAX
Stratum
FAX
T1 T1
éontroller T1 0
framing esf
linecode b8zs
clock source line
channel-group 1 timeslots 1-24 speed 64
T.38 FAX
T.38 FAX Cisco ATA 188 V(G248 6608 6624
Cisco 2800 3800 Cisco 10S
H.323 SIP
MGCP
T.38 FAX
¢ Named Service Event NSE P.4-31
e H.245 SDP  Session Description Protocol
P.4-31
e H.323 Annex D T.38 P.4-33

Cisco Unified Communication SRND
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Named Service Event NSE

Cisco I0S
T.38

H.323

!
dial-peer voice 1000 voip
destination-pattern 1T

session target ipv4:10.10.10.1

modem passthrough mode nse codec g7llulaw
fax protocol t38

MGCP

!

ccm-manage mgcp

ngcp

mgcp call-agent 10.10.10.1 service-type mgcp version 0.1
mgcp modem passthrough voip mode nse

no mgcp fax t38 inhibit
!

dial-peer voice 100 pots
application mgcpapp
port 1/0/0

!

H.245 SDP Session Description Protocol

T.38 FAX

e T.38 FAX T.38 FAX
Named Service Event NSE
RTP NSE RTP

e Cisco Unified CallManager MGCP

T.38 T.38 FAX

Cisco FAX
FAX

Cisco Unified Communication SRND
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W FAX

H.323

dial-peer voice 1000 voip

destination-pattern 1T

session target ipv4:10.10.10.1

modem passthrough mode nse codec g7llulaw

!

! To enable T.38 fax relay and fall back to Cisco fax relay when
! T.38 fax negotiation fails. This is the default case.

fax protocol t38 fallback cisco

1
dial-peer voice 1001 voip

destination-pattern 2T

session target ipv4:10.10.10.2

modem passthrough mode nse codec g7llulaw

!

! To enable T.38 fax relay and fall back to fax passthrough when
! T.38 fax negotiation fails.

fax protocol t38 nse fallback pass-through

1
dial-peer voice 1002 voip

destination-pattern 3T

session target ipv4:10.10.10.3

modem passthrough mode nse codec g7llulaw

!

! This CLI is needed when talking to MGCP endpoint where CA/GK
! doesn't support T.38 fax relay such as CCM.

fax protocol t38 nse force fallback none

1

MGCP
!
ccm-manage mgcp
mgcp
mgcp call-agent 10.10.10.1 service-type mgcp version 0.1
mgcp modem passthrough voip mode nse
no mgcp fax t38 inhibit
!
! This CLI is needed when CA doesn't support T.38 fax relay
mgcp fax t38 gateway force
1
dial-peer voice 100 pots
application mgcpapp
port 1/0/0
!

Cisco VG248 6608 6624 Cisco I10S

fax protocol t38 [nse [force]] fallback [cisco | none]
modem passthrough nse codec {g711u1aw|g711a1aw}

2 Cisco 10S T.38 FAX
Cisco I0S Cisco FAX
VG248

Cisco Unified Communication SRND
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FAX ||
H.323 Annex D T.38
T.38 FAX
. Cisco Unified CallManager T.38 FAX
. NSE
. T.38 FAX
H.323 SIP
. T.38 FAX Cisco 10S Release 12.3(1) Cisco BTS
10200 Softswitch
e Cisco Voice Media Streaming Application  T.38 Cisco 10S
MTP T.38
MRGL Cisco 10S MTP
H.323

1
dial-peer voice 1000 voip
destination-pattern 1T
session target ipv4:10.10.10.1
modem passthrough mode nse codec g7llulaw
1
! To enable T.38 fax relay.
fax protocol t38
1

MGCP

!

ccm-manager mgcp

mgcp

mgcp call-agent 10.10.10.1 service-type mgcp version 0.1

!
! T.38 fax relay is ON by default. HOWEVER, Unified CM doesn't
! support CA controlled mode. This is the configuration for

! talking to BTS.

1

dial-peer voice 100 pots
application mgcpapp
port 1/0/0

Cisco Unified Communication SRND
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Cisco 10S
Cisco Catalyst
VolP H.323 MGCP SIP SCCP

FXS FXO E&M TUE1l-CAS TI1/E1-PRI ISDN

BRI VolP
Cisco H.320 H.26x

IP/\V/C 3500

IP/VC Cisco
IP/VC

e H.323 H.320
. Cisco 10S Cisco Catalyst
e TI1/E1-PRI ISDNBRI V.35
e G.711 G.728 G.722 G.729
e H.245 Empty Capabilities Set ECS
e Cisco

Cisco Unified Videoconferencing 3500

Cisco 1P
Cisco
Cisco Unified Videoconferencing 3500
Cisco 10S
CO T1-PRI 1
H.320
4-5 IP
4-6
4-5 H.320 PBX
&
&
o
/A%ﬁ;ﬁ ........... {{i> . ! g
""" ‘ﬁ.‘
— ®mBEJ0traL

119506

------- ISDN F 1= [2#hdd TDM >4 —T 4 X
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4-6 IP Cisco Unified CallManager

o [ S~ / 4
= N y
s fm‘;;'@; V/ o
. PR > [ + k] ——t
2 N
¥ —r
Y/ ow
——— SCCP
====- MGCP R
- === H.323 g
------- ISDN £ TDM 4 23 —T 4 R
Direct Inward Dial DID;
1
DID
2 DID
IVR
9
2 1
Cisco Catalyst 6500 T1/E1
Cisco Integrated Services Router ISR CcO
IP/VC 3500
IP
IP

Cisco Unified Communication SRND
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e Cisco Unified CallManager
1 1

Cisco Unified Videoconferencing IVR
Cisco Unified CallManager

2 DID
N
IVR
DTMF
2
Cisco Unified IP Phone 7960 Cisco Unified Video Advantage PC
IP Phone 51212 DID 1-408-555-1212
DID
CO Cisco T1-PRI
DID
Cisco Unified CallManager
1

1-408-555-1000

CcO Cisco Unified Videoconferencing 3500
T1-PRI
IVR
DTMF
Cisco Unified CallManager

Cisco Unified Videoconferencing 3500
Q.931 Called Party Number

Cisco Unified CallManager Cisco Unified
CallManager DN
CcOo 10
5 Cisco Unified CallManager DN 5
e IP/VC H.323 H.225
Significant Digits
Cisco Unified CallManager N
Significant Digits 5 Cisco Unified CallManager
5
. IP/VV/C H.323
H.225

H Cisco Unified Communication SRND
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Cisco Unified CallManager

9
8
e Cisco Unified CallManager 2
1 1 2
1
9
2
2

Cisco Unified Videoconferencing

e Voice-only

e 128 Kbps

e 256 Kbps

e 384 Kbps

e 768 Kbps

e Auto 128 kbps 768 kbps

S
64 kbps 56 kbps
56 kbps
128 kbps 112 kbps
384 kbps 336 kbps
IP
Cisco Unified CallManager 1
Auto
1 64 kbps 128 kbps 384 kbps 512 kbps 768 kbps
Auto 1

56 kbps 112 kbps 336 kbps 1

Cisco Unified Communication SRND
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#
#
IVR
#
8 #8 8#
2 Auto
64 kbps #80 Auto 56 kbps #81
IP/VC
Cisco Unified CallManager
#
Cisco Unified CallManager  #
8 Cisco Unified CallManager
8.@
#8
2 80.@  Auto 64 kbps
# 81.@  Auto 56 kbps #
AAR
IP Cisco Unified CallManager
p.15-1 IP
Cisco Unified CallManager
. Bandwidth Unavailable
J AAR
2 P.15-1 IP
AAR
AAR
AAR
E.164
AAR
A SanJose AAR B  San Francisco AAR
B 51212 6505551212 AAR
San Jose  San Francisco AAR 91
A 51212 2 IP WAN
Cisco Unified CallManager B
6505551212 91 916505551212
A AAR
1
Retry Video Call as Audio p.15-1 IP

Cisco Unified Communication SRND
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||
Cisco Unified CallManager ~ AAR 51212
Cisco Unified
CallManager AAR Cisco Unified CallManager
Retry Video Call as Audio
AAR Retry Video Call as Audio
RSVP
RSVP
Mandatory
Cisco Unified CallManager Retry Video Call as Audio
AAR
B Retry Video Call as Audio
1 AAR AAR
AAR
AAR AAR
AAR
AAR
2 IP Phone
Tandberg T-1000 AAR
Cisco Unified Video Advantage
Cisco IP Video Phone 7985G AAR
AAR
AAR 4-12 AAR
4-12 AAR
AAR
IP Phone IP Phone
AAR
Cisco Unified Video
Advantage IP AAR
Phone Cisco IP IP Phone
Video Phone 7985G AAR
Sony Tandberg
SCCP AAR
IP Phone
AAR
Cisco Unified Communication SRND

[ oL-10030-02-J



|
4-12 AAR
AAR
H.323 SIP
AAR
IP Phone
AAR
Least-Cost Routing LCR; Tail-End Hop-Off TEHO;
VolP
IP
Cisco Unified CallManager Release 4.1 LCR TEHO
Cisco Unified CallManager
LCR
LCR
P.4-38 AAR
LCR
1
LCR
LCR IP
IP
1544 Mbps  T1
20 1544 Mbps T1 4 384 kbps
1.544
Mbps T1
IP/VC LCR
IP/VC
SRND

H Cisco Unified Communication
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||
Retry Video Call as Audio
LCR
ISDN B
H.320 ISDN
1 ISDN
B
B
B 2
i IP
e IP
Cisco 3526 IP/VC ISDN PRI
CO ISDN PRI 23 B
384 kbps 6 B
17 2
3 384 kbps 6
5 4 384 kbps
B
5 6 16: Normal
Call Clearing Q.931 RELEASE COMPLETE 4
Cisco Unified Videoconferencing
CcO B 5
CO ISDN
PRI
Cisco 3540 IP/VC 2 ISDN PRI
1 5
2 23 1
5 2 1 4 384 kbps
2 22
2
Network Congestion
Cisco Unified Videoconferencing
Cisco 3544 Cisco 3540

Cisco Unified Communication
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CO

PRI 1 PRI

384 kbps

6+6+2 =14

384 kbps

18

Cisco 3500

Resource Availability Confirm RAI/RAC

H.225 RAS

True

18

RAI/RAC

Cisco Unified CallManager
Cisco Unified CallManager
e H.323

i H.225

1
Cisco Unified CallManager

CallManager
H.225

3 4 PRI
PRI 1 PRI
128 kbps
3 14
18
4 384 kbps
4
14
Resource Availability Indicator
RAI/RAC
True RAI
False
RAI=False
RAI 12 ISDN
384 kbps 2
3 384 kbps

Cisco Unified CallManager

IP/V/C

Cisco Unified CallManager

Cisco Unified

RAI/RAC
Cisco Unified CallManager

SRND
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||
Cisco Unified CallManager Cisco Unified Videoconferencing
1
3 Cisco Unified CallManager IP
Cisco Unified CallManager
Cisco Unified CallManager
Cisco Unified CallManager
P.15-24
Cisco Unified Videoconferencing 1720
TCP 2720 Cisco Unified CallManager
H.323 1720 Cisco Unified CallManager  H.323
Cisco Unified CallManager
Cisco Unified Videoconferencing
1720  Cisco Unified CallManager
Cisco Unified CallManager
Cisco  Unified
CallManager
Cisco Unified CallManager Registration Request RRQ
Cisco Unified CallManager H.225
Cisco Unified CallManager  H.323
Cisco Unified CallManager H.225
TCP IP
H.323 Cisco Unified
CallManager
Cisco Unified CallManager H.225
Cisco Unified CallManager TCP
Cisco Unified CallManager
H.323 Cisco Unified
CallManager 2720 1720
H.320

Cisco Unified CallManager

H.320

e H.245TCSTimeout
e Media Exchange Interface Capability Timer

e Media Exchange Timer

Cisco Unified Communication
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Cisco Unified CallManager Administration

H.323 Cisco

H.323
Information Element
3.1 KHz Audio
Cisco
Unrestricted Digital Information  bearer-caps
Cisco Unified CallManager

bearer-caps

Cisco Unified CallManager

VT Advantage

Phone Cisco

Cisco Unified CallManager

Unrestricted Digital Information

H.323

Cisco Unified Video Advantage

Service Parameters 25

H.323

H.225/Q.931 Bearer Capabilities
bearer-caps speech
bearer-caps Unrestricted Digital Information

PBX

bearer-caps

Cisco CallManager

Cisco Unified IP

Cisco Unified CallManager
384 kbps
bearer-caps

Cisco
Incompatible Destination
IP Phone
Cisco Unified Video Advantage

Cisco Unified Video Advantage

PC  IP Phone
H.323 Cisco
Cisco Unified CallManager MGCP
Cisco Unified CallManager ~ MGCP
MGCP Cisco Unified CallManager D
Cisco Cisco Unified CallManager

SIP

Cisco Unified CallManager

Cisco H.323

gateway#configure terminal
gateway (config) #voice-port 1/0:23
gateway (config-voiceport) #bearer-caps speech

Cisco Unified CallManager  SIP

SDP  Session Description Protocol

voice-port bearer-caps

bearer-caps

SRND

H Cisco Unified Communication
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CHAPTER

Cisco Unified CallManager

Cisco Unified CallManager Release 4.0 Session Initiation Protocol SIP
Release 4.0 Cisco Unified CallManager H.323
Cisco Unified CallManager Release 5.0
Cisco Unified CallManager Release 4.1 4.0 3.3
H.323 Cisco Unified CallManager H.323
H.323 Cisco Unified CallManager
H.264

H.323 Empty Capabilities Set ECS /

H.245 Cisco Unified CallManager

H.323 2 A B
A B 2
B A Music On Hold MoH
MoH A
MoH 2
Cisco Unified CallManager H.450
MoH ECS H.323
MoH H.323 Media Resource Group List MRGL,;
MoH
P.7-1 Music on Hold
H.323 Cisco Unified CallManager
H.323

H.323 DTMF Dual Tone MultiFrequency H.245

[ oL-10030-02-J

Cisco Unified Communication SRND w



5 Cisco Unified CallManager |

SIP
CallManager SIP
SIP

MTP

Cisco Unified CallManager 5.0

Subscribe/Notify Message Waiting Indication

MTP
3XX Transport Layer Security TLS;
T.38 FAX
Web

http://www.cisco.com

SIP

Annex M1 QSIG Tunneling

Cisco Unified
Cisco Unified CallManager 5.0

Cisco Unified CallManager 4.1 4.0

RFC 2833 DTMF

REFER
MWI;
1 SIP SIP

SIP
Cisco Unified CallManager 5.0

Secure Real-Time Transport Protocol SRTP

SRND
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H.323 ||
Cisco Unified CallManager H.323
. P.5-3
. P.5-3
e H.225 P.5-4
Cisco Unified CallManager
Cisco Unified CallManager
3 Cisco Unified
CallManager
Cisco Unified
CallManager Cisco Unified CallManager
Cisco Unified
CallManager
1 2 2 1
. 1
B C D 2
Cisco Unified CallManager
2 D E F
. 2
D E F 1
Cisco Unified CallManager
1 B C D
5
1
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H H323
Cisco 100
1
99
Cisco Unified CallManager
H.323
Release 3.2 Cisco Unified
CallManager
H.225
H.225
Cisco Unified CallManager Release 3.2
H.323
P.5-10 Cisco Unified CallManager H.323
Cisco Unified CallManager Release 3.2
H.323
Cisco Unified CallManager 3
h323_id H.323 _n
n ID
Cisco Unified CallManager 1
Cisco Unified CallManager
2
2 Cisco Unified CallManager
P.8-7
4 4
8 3
Cisco Unified CallManager
Cisco Unified CallManager
Cisco Unified CallManager Registration Admission Status RAS
UDP
UDP 1719 Cisco Unified CallManager RAS

UDP

Cisco Unified CallManager

SRND
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5 Cisco Unified CallManager

H.323 | |

Cisco Unified CallManager

e H.225
e h323_id
e CanMapAlias

e H.225

5-1 Gatekeeper Update Protocol GUP

P.8-1
5-1
EHRA1
Ua
EHZ2 k"" V\* EZ%3
[ ASg b |
8 4 \:»“\:/ d ’:
(P~
e |,
Ex4 BERS5 g
H.323 Cisco Unified CallManager 1
Cisco Unified CallManager

1 5-2

5-2 Cisco Unified CallManager H.323

ZHA1
Ua
BE2 7w, EES

- —>(_-;/_'____“.\‘.-_,

CallManager (N ST A
0 N:—“f: ;
(= P~ ~)
ok D G IR
BFR4 BE5 g
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5 Cisco Unified CallManager
W H.323

Cisco Unified CallManager
Cisco Unified CallManager
5-3

5-3 Cisco Unified CallManager H.323

A— e
/’\\|) B 2 k,,\* =% 3
\l T — g e

/7 Ay
7/ N T

« :::t:’ | ;
5D &% |
BHR4 E%5 8
Cisco Unified
CallManager 2
4 5-4
5-4
EHR A

’Ax\ EX2 X
= [\ N~ PN~
:mz I’ 'Y~\~,'~ ‘;;’)'4

’ \\ ‘< Vi \\Nb‘:,’ Ay 'l

- A£°7 A
g e
B 4 B%5 3
5-4 Cisco Unified CallManager
. 2 4 2
. A B Cisco Unified CallManager
2 H.323
2 4

Cisco Unified CallManager
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H.323 ||
Cisco Unified CallManager
gw-priority
5-1
5-1 gw-priority
gatekeeper
zone local SJC cisco.com 10.0.1.10
zone prefix SJC 1408....... gw-priority 10 sjc-trunk_2
zone prefix SJC 1408....... gw-priority 9 sjc-trunk_3
zone prefix SJC 1408....... gw-default-priority 0
gw-type-prefix 1#* default-technology
arg reject-unknown-prefix
no shutdown
endpoint ttl 60
5-1 H.323 Cisco Unified CallManager  sjc-trunk
Cisco Unified CallManager
2 3
2 CallManager
Cisco Unified CallManager
3 2
gw-default-priority 0
Cisco Unified CallManager
. H.323 Cisco Unified CallManager
. H.323 H.323
o H.323
4
e 4 Cisco Unified CallManager 4 H.323
e Cisco Unified CallManager
A B
Cc D
E F
G H
A C E G B D F

Cisco Unified Communication SRND
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W H.323

e 8 Cisco Unified CallManager

e Cisco Unified CallManager

8

A

I G m m O O W

1

8

H.323

SRND
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OL-10030-02-J |



| 5 Cisco Unified CallManager

H.323 ||
MTP H.323
H.323 Version 1
Empty Capabilities Set ECS
MTP
1. H.323
2. Cisco Unified
CallManager MTP
MTP H.323
IP MTP
MTP
. RFC 1918
NAT
Cisco Unified CallManager IP
MTP
RFC 1918
MTP
RFC 1918
IP
ACL
ALG
H.323 ACL
MTP
IP IP
MTP Required
H.323 MTP
H.323 Cisco CallManager

Fail Call if MTP allocation fails  True

Cisco Unified Communication SRND
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M Cisco Unified CallManager H.323

Cisco Unified CallManager

H.323

H.225

H.323

H.323

Cisco Unified CallManager

H.323
H.225D
H.245

H.225
H.323 1

Cisco Unified CallManager

Cisco Unified CallManager

H.323

H.225D
Cisco I0S H.323
C

Cisco Unified CallManager

A B
H.323
H.225D
e H.323
H.225D H.323 Cisco Unified CallManager
H.323 RasAggregator
H.323 Cisco Unified CallManager
RasAggregator 2
H.323 DHCP DNS Cisco Unified
CallManager Dynamic DNS
RasAggregator Cisco  Unified
CallManager H.323
IP H.323
E.164 RAS ARQ
E.164 IP ACF Cisco Unified CallManager
RasAggregator H.323 Cisco Unified
CallManager
e H.323
H.225D H.323 Cisco Unified CallManager
e H.323
H.225D H.323 Cisco Unified CallManager
RAS Cisco Unified CallManager

SRND
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5 Cisco Unified CallManager
Cisco Unified CallManager H.323 ||
Cisco Unified CallManager H.323
H.225D
5-5
5-5 H.323
H.225 TCP ##&E 7
Cisco Ca“Manager IP TI:I/X&s .:0)"1‘7 _ﬁ E’I"Eiﬁﬁlf‘_l\ﬁl'f
HIRISANIT = RISANIRES AT > E-EISAT DD
H.323 a— JLASBIE H.323 5—bkzA LoELTa—/LEnE
F1=1& H.323 54
TUNERE
- #E %
v o B—bF—X—# |shT ot
R—k = N ~ Accept Unknown hT
SHFYuy —r | 1720 ﬁ;;; gf. 112_0 f LWBLY 0P Gonections # —£ 2 |WALY | H.225 TCP
ESEHR T OFIT AT 1SS Tue I EHEIED
i INFGA—BTEESNT HESNTLDIFER
Ak 1720 L omEE | mrancvs
THL .
S —— Eﬁf\é‘é*bf #%18 H.225 TCP 15 %
R—+ESL C ZItAN
RHSANCBRESN: | e -
—hE— Sy l
'Gﬁﬁ?ﬁffgﬂg Z:vb H.225 vk 7y
BE Ay —UERERE.
—5 BEETT IV
| TRL A%
’7‘-_I‘j(_'_/\°_ﬁ'-7|”ﬁ|”“5‘/7 E—K
FEIET—LELT < — l — BREH
LA A H.225 5 F)v 5 PELR | —8 | #—hkoxzA
LEEFAH H.323 > MoDEDE
T—boz(ERBE LCa—L%
y l T—% s
/?210? %g I:_‘)I;j;;{/\;’g H225ReleaseComplete
= - n with cause IE - Call Rejected .
FRALTa—/LZ0E YA—5— b—UhETZ5 8

Cisco Unified CallManager  H.323

Protocol Auto Detect

Cisco Unified CallManager Release 3.2
Cisco Unified CallManager

H.225 User-to-User Information Element UUIE UUIE
Cisco Unified CallManager UUIE Cisco
CallManager Intercluster Trunk Protocol UUIE
H.225
Intercluster Trunk Protocol  H.225
Cisco Unified CallManager H.323

Intercluster Trunk Protocol H.225

Cisco Unified CallManager

Cisco Unified Communication

SRND m
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W Cisco Unified CallManager H.323
e Tunneled Q.SIG H.323 Annex M1
Cisco Unified CallManager 4.1(3) H.323
H.323 Annex M1 Cisco Unified
CallManager H.323 Annex M1
MWI
Cisco Multimedia Conference Manager MCM
Gatekeeper Cisco Unified CallManager H.323
H.323
H.323
Cisco Unified CallManager
H.323 Cisco
Cisco Unified CallManager
RAS
e CanMapAlias
H.323 Admission Request ARQ;
Admission Confirmation message ACF; E.164
Gatekeeper Transaction Message Protocol GKTMP Cisco
Y
CanMapAlias
H.323
H.323 Cisco CallManager
BRQ Enabled  True H.323
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SIP ||
SIP
Cisco Unified CallManager 4.x DTMF SIP MTP
Cisco Unified CallManager 5.0 MTP
MTP Required
MTP
RFC 2833 DTMF
DTMF MTP
DTMF Cisco Unified CallManager 5.0
MTP
SIP MTP Cisco Unified
CallManager 5.0 SDP INVITE SIP
SIP
Trunk MTP SIP
MTP P.6-1
SIP
SIP 1
H.323 SIP Secure Real-Time Transport Protocol SRTP
Annex M1 QSIG Tunneling
Cisco Unified CallManager Release 3.3 H.323 SIP IP
DNS Server SRV DNS SRV
SIP
SIP SIP
Cisco Unified CallManager
SIP IP SIP
SIP
SIP
SIP IP
SIP
Cisco Unified CallManager DNS SRV  SIP
5-6 DNS SRV SIP
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b siP

5-6 DNS SRV

Cluster1

Cluster FQDN: cluster1.foo.com

............................

CCM3

CCM2

CCM1 !

SIP

Cluster2
Cluster FQDN: cluster2.foo.com

........................... -

Route Pattern: 8752XXXX SIP FS2 4 M%E%k :
DSN SRV cluster2.foo.com

Route Pattern: 8752XXXX SIP S 49M5E %k :
DSN SRV cluster2.foo.com

// /Il (
......... R | J
— _
8-645-3001 187922001 IS3—L¥% 8-752-2001
E:DNS A Lwo 7y, COa—)L 70—h5HIBREShTOET,
5-6
1. Clusterl IP Phone 87522001
2. 8752X XXX cluster2.foo.com  DNS SRV
SIP Clusterl CCM3
SIP CCM3 cluster2.foo.com
DNS SRV
3. DNS CCM-A cluster2.foo.com CCM-B.cluster2.foo.com 2
CCM-A cluster2.foo.com Cisco Unified
CallManager SIP Invite CCM-A.cluster2.foo.com
DNS
4. CCM3 SIP Invite 87522001 @cluster2.foo.com CCM-A IP
5. Cisco Unified CallManager Uniform Resource
Identifier URI; Cluster FQDN
Cluster2 CCM3 SIP
DNS SRV SIP
DNS SRV clusterl.foo.com DNS
SRV
6. DNS 2 1 Invite IP
87522001
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TDM /
Annunciator

Digital Signal Processor DSP;

DSP  Cisco IP VVoice Media Streaming Application

. P.6-2

. P.6-8

. P.6-11

. MTP P.6-14

* Annunciator P.6-20
e Cisco RSVP Agent P.6-22
¢ Cisco IP Voice Media Streaming Application P.6-22

e MusiconHold P.7-1
e Cisco Unified CallManager = RSVP P.9-18
P.6-23

Cisco Unified CallManager

P.6-25
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DSP

6-2

G.729

24

6-1

DSP

TDM
2
DSP
P.6-11
6-6
DSP
DSP
Cisco 10S
DSP
3 C2510 DSP
48

DSP

VolP Voice over IP
TDM
Cisco TDM
P.6-8
DSP
DSP
6-2 6-6
DSP
DSP
2
6-2 6-6
NM-HD-2VE DSP 8
G.729
G.711
C5510
DSP
DSP
Cisco I0S
6-2 6-6
DSP
SRND
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C5510
DSP
Millions of Instructions Per Second MIPS
Cisco I10S
MIPS MIPS
6-1 Flex Mode 1
MIPS MIPS MIPS
DSP 6-1 Flex Mode
MIPS 15 30 40 MIPS
MIPS
DSP
TDM DSP
DSP 240 MIPS NM-HD-2VE
720 MIPS NM-HDV2 DSP 240
MIPS MIPS PVDM
6-2
DSP
G.711 DSP 8 G.711
16 G.711
DSP
6-2 6-6 DSP DSP
DSP DSP
6-1

Cisco Unified Communication
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6-1

G.711 a-law mu-law

FAX/

G.726 32K 24K 16K

G.711 a-law mu-law

FAX/

G.726 32K 24K 16K

15 MIPS

G.711 a-law mu-law
FAX/

30 MIPS
GSM-FR GSM-FR e (G.726 32K 24K 16K
FAX FAX e GSM-FR
G.729 a ab G.729 * FAX
G729 a b ab * G729
e G729 a b ab
G.728
40 MIPS
G.723.1 32K 24K 16K . G728
G.723.1a 53K 6.3K e G.7231 32K 24K 16K
GSM-EFR e G.723.1a 53K 6.3K
e GSM-EFR
C5510
6-2
6-2 C5510 Cisco I0S DSP
DSP
1
DSP DSP 8 DSP 6 DSP 240 MIPS
VG-224 4 DSP
24
e G.711 a-law
mu-law
e G.729
NM-HD-1V2 1 DSP NM NM 4 NM 240 MIPS
NM-HD-2V 1 DSP NM NM NM 240 MIPS
NM-HD-2VE 3 DSP NM 24 NM 18 NM 720 MIPS
NM-HDV2 DSP 1 4 PVDM PVDM PVDM MIPS
NM-HDV2-2T1/E1 |PVDM2-8® 1 DSP 120
NM-HDV2-1TUEL PVDM2-16 1DSP 4 3 240
PVDM2-32 2 DSP 8 6 480
PVDM2-48 3 DSP 16 12 720
PVDM2-64 4 DSP 24 18 960
32 24
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H Cisco Unified Communication

OL-10030-02-J |



6-2 C5510 Cisco I0S DSP
DSP
1
DSP DSP 8 DSP 6 DSP 240 MIPS
2801 DSP 1 2 PVDM PVDM PVDM MIPS
2811 PVDM2-8® % DSP 120
PVDM2-16 1DSP 4 3 240
PVDM2-32 2 DSP 8 6 480
PVDM2-48 3 DSP 16 12 720
PVDM2-64 4 DSP 24 18 960
32 24
2821 DSP 1 3 PVDM PVDM PVDM MIPS
2851 PVDM2-8® 1 DSP 120
PVDM2-16 1DSP 4 3 240
PVDM2-32 2 DSP 8 6 480
PVDM2-48 3 DSP 16 12 720
PVDM2-64 4 DSP 24 18 960
32 24
3825 DSP 1 4 PVDM PVDM PVDM MIPS
3845 PVDM2-8% 1 DSP 120
PVDM2-16 1DSP 4 3 240
PVDM2-32 2 DSP 8 6 480
PVDM2-48 3 DSP 16 12 720
PVDM2-64 4 DSP 24 18 960
32 24
1. MIPS 6-1
2. NM-HD-1V
3. PVDM2-8 C5510
C5421 DSP
6-3 DSP 6-1
6-3  C5421 Cisco 10S DSP
DSP
DSP DSP 8 DSP 8
NM-HDA-4FXS 2 DSP NM 16 NM 8
1 DSP-HDA-16 4DSP |NM 16 NM 16
AIM-VOICE-30 4 DSP AIM 30 60 AIM 16 30
AIM-ATM-VOICE-30
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C549 DSP
6-4 DSP 6-1
6-4 C549 Cisco I0S DSP
DSP
DSP DSP 4 DSP 2
NM-HDV 1 5 PVDM-12 NM 12 24 36 48 NM 6 12 18 24
NM-HDV-FARM PVDM-12 3 60 30
DSP
17511 DSP 1 2 NM NM
1760 PVDM-256K-4 1 DSP 4 8 2 4
PVDM-256K-8 2 DSP 8 16 4 8
PVDM-256K-12 3 DSP 12 24 6 12
PVDM-256K-16HD 4 DSP |16 32 8 16
PVDM-256K-20HD 5DSP |20 10
PA PA
PA-VXA-1TE1-24+ |7 DSP 28 14
PA-VXA-1TE1-30+ |8 DSP 32 16
PA-VXB-2TE1+ 12 DSP 48 24
PA-VXC-2TE1+ 30 DSP 120 60
PA-MCX-2TE1 DSP PA-VX(x) 2 PA-VX(x) 2
PA-MCX-4TE1
PA-MCX-8TE1
1. 1751 8 DSP 32 2 PVDM
31
2. PA-VXA PA-VXB PA-VXC DSP
C542
e G.711 a-law mu-law
e FAX/
e G.726 32K 24K 16K
e GSM-FR
e FAX
* G.729
e G729 a b ab
« G.728
e G.7231 32K 24K 16K
e G.7231a 53K 6.3K
e GSM-EFR
SRND

H Cisco Unified Communication

OL-10030-02-J |



6-5 DSP
6-5 C542 Cisco I0S DSP
DSP
1 DSP
NM-1V 2 DSP DSP 1
NM 2
NM-2Vv 4 DSP DSP 1
NM 4
1.
66  DSP 10S 10S
DSP 6-6
6-6 10S DSP
DSP
DSP
WS-6608-T1 64 C549 DSP 2 G.71lalaw mu-law
WS-6608-E1 8 DSP 256 , 1G.729a
WS-6624-FXS 12 C549 DSP 2 G.71lalaw mu-law
24 G.729a
VG-248 12 C5409 DSP 4 G.71lalaw mu-law
G.729a
48
WS-SVC-CMM-ACT |4 Broadcom 1500 DSP 32 G.711 10-30 ms
128 G.729 10-60 ms
G.723 30-60 ms
WS-SVC-CMM-6T1 12 Cb5441 DSP 15 G.711 10 20 30ms
144 G.729 10 20 30 40 50 60 ms
WS-SVC-CMM-6E1 12 Cbh441 DSP 15 G.711 10 20 30ms
180 G.729 10 20 30 40 50 60 ms
WS-SVC-CMM-24FXS 3 Ch441 DSP 15 G.711 a-law  mu-law
24 G.729
G.729a
ATA-1882 1 Komodo 3880 2 |G.711 a-law  mu-law
G.729
1. T1 192 E1 240 T1 E1 DSP
256 DSP
2. ATA G.711 G.729 G.723
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1
1
1 1
3
1
G.729 GSM G.723
LBR
G.729 GSM G.723
G.711
G.711
Cisco Unified CallManager Cisco Unified
CallManager Skinny Client Control Protocol SCCP
Cisco Unified CallManager Cisco Unified CallManager
Cisco Unified CallManager Cisco Unified CallManager

Cisco Unified CallManager

1
Cisco Unified CallManager
. Cisco IP Voice Media Streaming Application
P.6-9
. Cisco NM-HDV2 NM-HD-1V/2V/2VE
2800 3800 P.6-9
. Cisco WS-SVC-CMM-ACT  P.6-10
. Cisco NM-HDV 1700
P.6-10
o Cisco Catalyst WS-X6608-T1
WS-X6608-E1  P.6-10
. P.6-10
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m. 0L-10030-02-J |



Cisco IP Voice Media Streaming

Application
G.711 Cisco Wideband
Wideband G.711 a-law
mu-law
Cisco IP Voice Media Streaming Application
P.6-22 Cisco IP Voice Media Streaming Application
Cisco NM-HDV2 NM-HD-1V/2V/2VE 2800
3800
Cisco 10S DSP DSP
DSP
DSP
e (5510 DSP NM-HDV?2 PVDM?2
DSP
e PVDM2 DSP
1 PVDM
DSP DSP
¢ NM-HDV2 PVDM2 4
DSP
. DSP 8 8
e PVDM2-8 PVDM2-16 DSP % DSP
PVDM2-8 DSP G.711 (0.5 8)
/DSP =4
J 6-1 6-2 DSP
e CiscolOS DSP
G.711 DSP 8
G.711 G.729
1 DSP 2
¢ NM-HDV2 /O 400
G.711
48 ~8 =384 1 NM DSP
48 G.711 G.729
DSP 8 2 NM
16 DSP 256
. GSM
¢ NM-HDV2 PVDM?2
PVDM-256K PVDM2 DSP DSP
1
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Cisco WS-SVC-CMM-ACT

DSP
. DSP
1
DSP DSP
. Cisco Catalyst 32
DSP
. 4 DSP DSP 32
. G.711
G.729
Cisco NM-HDV 1700
DSP
. C549 DSP PVDM-256K
. 1 6
. DSP
e NM-HDV 4 PVDM-256K Cisco 1700 1
2 PVDM-256K
. DSP G.711 G.729 1
e Cisco 1751 1 5 Cisco 1760
20
¢ NM-HDV2 PVDM?2
PVDM-256K PVDM2 DSP DSP
1
Cisco Catalyst WS-X6608-T1
WS-X6608-E1
DSP
. 8 DSP
8 DSP 1
DSP
. 32 32
e G.711 G.723 32 G.729
24
3

P.19-1 IP
G.711
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2
Cisco Unified CallManager G.711
G729
G.711
G.711
LAN G.711
WAN
G.729%a
G.729 Cisco Unified IP Phone
Cisco Unified Communications
Cisco Unified CallManager
1 IP
Phone 2 G.711  G.729
. G.711
G.711
G.729%
G.729%a G.729%a
G.729 G.729 Cisco Unity
Cisco Unity  G.729a
CPU 10
CPU Cisco Unity  G.729
Unity
Cisco Unity Unity
G.729%a G.711
Y
Cisco Unified MeetingPlace Express G.711 Cisco
Unified MeetingPlace Express G.729
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DSP DSP
Cisco NM-HDV2 NM-HD-1V/2V/2VE 2800 3800
DSP
. G.711 mu-law a-law  G.729a G.729ab
1 DSP 8
¢ Cisco Unified IP Phone G.729 G.729a DSP
G.729a/G.729ab/G.711u/G.711a DSP
1
8
o G.711mu-law/G.711a-law  G.729/G729b
Cisco Unified CallManager 1 DSP 6
. DSP
P.6-3 DSP
Cisco WS-SVC-CMM-ACT
DSP
o G.711 mu-law a-law  G.729a G.729% G.723
o 1 ACT DSP 4 DSP
e CCM-ACT DSP 16 ACT 64
ACT
2
Cisco NM-HDV 1700
DSP
o C549 DSP PVDM-256K
e NM-HDV 4 PVDM-256K Cisco 1700
1 2 PVDM-256K
e NM-HDV NM-HDV?2
MTP
DSP 1
NM-HDV HM-HDV?2
e G.711 mu-law a-law G.729 G.729a G.729b G.729ab GSM
o 1 DSP 2
e Cisco 1751 16 Cisco 1760 20
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m. 0L-10030-02-J |



||
Cisco WS-X6608
DSP

e DSP 1 24

o 8

o G.711 mu-law a-law  G.729a G.729ab G.729 G.729%

MTP
MTP
MTP Cisco Unified CallManager MTP
P.6-25
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| MTP
MTP 2 G.711
MTP 2
MTP
MTP a-law mu-law
2
H.323
MTP Empty Capabilities Set ECS H.323v2
OpenLogicalChannel CloseLogicalChannel H.323
Cisco H.323
ECS
MTP H.323
MTP  H.323
MTP
MTP  H.323
H.323 Fast Start
H.323 Fast Start
H.323 2
Cisco Unified CallManager
Fast Start Fast Start MTP
Fast Start MTP H.323 Fast Start
MTP
Fast Start Fast Start
Named Telephony Event RFC 2833
DTMF
DTMF
RFC 2833 Named Telephony Event NTE
DTMF
RTP RTP
G.711 RTP DTMF
NTE RTP
G.711 NTE
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mtp N
Named Telephony Event
Cisco Unified CallManager 4.x SIP SIP
MTP SIP MTP
required
Cisco Unified CallManager 5.0 SIP SIP
MTP Cisco Unified CallManager 5.0
MTP 2 DTMF
MTP
Cisco Unified CallManager 5.0
1. SIP 2 MTP
SIP Cisco Unified Communications
DMTF  Cisco Unified CallManager Cisco Unified CallManager
DTMF IP Phone Cisco Unified
CallManager SCCP DTMF DTMF  H.245
H.323 2
Cisco Unified CallManager DTMF SIP
2. CiscoSIP 2 MTP
Cisco SIP NTE MTP
DTMF  NTE
Cisco SIP DTMF MTP
3. SIP SIP MTP
NTE 6-7
RFC 2833  SIP
SCCP SIP
Cisco Unified IP Phone NTE
DTMF SCCP Cisco Unified IP
Phone 7960 NTE SCCP  Cisco Unified CallManager
Cisco Wireless IP Phone 7920 SCCP
NTE SIP Cisco Unified IP
Phone 7960 Cisco Unified CallManager MTP
6-7 MTP
4. MTP
MTP SIP 3 SIP
Invite  Session Description Protocol SDP
MTP
MTP SIP
MTP
5. MTP
Cisco Unified CallManager 5.0 SIP MTP Required
Cisco SIP
NTE
MTP Required MTP
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[ | MTP

MTP
MTP SIP SIP  Session
Description Protocol SDP SDP  SIP
MTP Invite SDP
MTP Invite
SDP  Invite
SDP Invite MTP
Required
MTP MTP SIP
G.711 mu-law a-law
MTP Required
G.711
MTP
.
MTP Required MTP MTP
Cisco IP Voice Media Streaming Application Cisco 10S Release 12.4(6)T
CMM-ACT
DTMF Cisco Unified IP Phone
7960 SCCP NTE
MTP
6-7 DTMF
DTMF
SCCP NTE KPML'
SCCP
12SP+ 30 VOIP
7910, 7920, 7935, 7936
VG248
DPA-7610 DPA-7630
CTI
SCCP
7902, 7905, 7912,7940, 7941,
7960, 7961, 7970
SIP
7905, 7911, 7912, 7940, 7941, 7911 7941
7961 7970
7960, 7961, 7970
7905 7912
7940 7960
1. Key Press Markup Language KPML
SRND
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mTP W

S
IP Phone DTMF  SCCP DTMF
NTE DTMF
DTMF
6-1 NTE MTP
CTI CTI
IVR DTMF
SCCP MTP
Cisco Unified CallManager IP Phone DTMF  SCCP
Cisco Unified CallManager DTMF
SIP MTP NTE
Cisco Unified CallManager MTP
SCCP NTE 2
MTP  Cisco Unified CallManager = SCCP Cisco Unified CallManager
NTE SCCP
SIP H.323 DTMF
SIP sip-notify rtp-nte SIP
6-7
Unsolicited Notify MTP SCCP
NTE
MTP
SIP NTE NTE
MTP DTMF SCCP
MTP
SIP NTE Unsolicited Notify
DTMF Unsolicited Notify DTMF
SIP Notify Cisco Unified CallManager
Named Telephony Event SIP

dial-peer voice 10 voip
dtmf-relay rtp-nte

Cisco 10S SIP Key Press Markup Language KPML
H.323 H.245 Alphanumeric H.245 Signal NTE
H.323 Cisco Unified CallManager NTE
H.245 Signal
Cisco Unified CallManager
H.323 MTP SIP
Cisco Unified IP Phone 7960  NTE H.323

MTP
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[ | MTP

H.323 DTMF

dial-peer voice 10 voip
dtmf-relay h.245-signal

N
SIP Key Press Markup Language KPML DTMF
KPML
Cisco 10S SIP Cisco 10S Release 12.4(4)T

KPML

Unsolicited Notifies KPML
CTI

CTI
MTP CTI
CTI MTP
MTP
MTP

MTP Cisco IP Voice Media Streaming Application

MTP Cisco IP Voice Media Streaming Application
MTP
Cisco Unified CallManager
MTP Cisco Unified CallManager MTP
G.711 IP Voice Media Streaming Application
P.6-22 Cisco IP Voice Media Streaming Application

MTP Cisco IOS

J MTP Cisco 3800
Cisco 10S Release 12.3(11)T Release 12.3(8)T4
. MTP G.711 mu-law a-law G.729a G.729 G.729ab G.729b GSM
1
Cisco Unified CallManager
. 500 250
G.711 5MB

MTP Cisco NM-HDV2 NM-HD-1V/2V/2VE 2800 3800
. PVDM-2 DSP
. DSP 16 G.711 mu-law a-law MTP 6 G.729 G.729%b

GSM MTP
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mTP W

MTP Cisco WS-SVC-CMM-ACT

. 4 DSP
J DSP 128 G.729 G.729b GSM MTP 256  G.711 mu-law
a-law MTP
MTP Catalyst WS-X6608-T1 WS-X6608-E1
J G.711 mu-law a-law G.729 G.720b GSM
. 8
e MTP 24
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W Annunciator

Annunciator

Annunciator  Cisco IP Voice Media Streaming Application

RTP Cisco IP Phone
SCCP RTP
SCCP
.wav
G.711 a-law

Annunciator

e Cisco Multilevel Precedence Preemption MLPP

e SIP
SIP RTP
SCCP SIP
Annunciator MTP
DTMF
¢ Cisco I0S

Cisco IP Voice Media Streaming Application
Media Streaming Application
Annunciator
Unified CallManager
Annunciator
Annunciator
Application

Annunciator
mu-law G.729 Wideband

DTMF

Annunciator
Annunciator
Cisco
P.6-21 Annunciator

Cisco IP Voice Media Streaming
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Annunciator Wl

Annunciator 1 Cisco Unified CallManager
Annunciator
Cisco Unified CallManager

Annunciator MRG
Annunciator

Annunciator

Annunciator 48

Cisco Unified CallManager Annunciator
10 Mbps
24
Cisco CallManager 255
CPU
400
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l Cisco RSVP Agent

Cisco RSVP Agent

Cisco Unified CallManager 1

2 RVSP Agent IPWAN  RSVP
RSVP MTP
RSVP Cisco Unified CallManager MTP
MTP
Cisco RSVP Agent Cisco 10S Release 12.4(6)T RSVP Cisco
RSVP Agent P.9-1

Cisco IP Voice Media Streaming Application

Cisco IP Voice Media Streaming Application

e Music on Hold MoH
e Annunciator

. MTP

Media Streaming Application 1
Annunciator MTP Cisco IP
Voice Media Streaming Application ~ Run Flag

Media Streaming Application

4
1
Cisco CallManager
Annunciator IP Voice Media Streaming Application
MTP Music On Hold MoH; Cisco Unified CallManager

Cisco Unified CallManager MTP

IP Voice Media Streaming Application
Cisco Unified CallManager
CPU
UDP Cisco Unified CallManager
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m. 0L-10030-02-J |



DSP
PVDM

6-8 6-9 PVDM 2

DSP PVDM2-xx PVDM-256K-xx 2

6-8 PVDM-256K DSP

DSP

PVDM-256K-4 1 DSP
PVDM-256K-8 2 DSP
PVDM-256K-12 3 DSP
PVDM-256K-16HD 4 DSP
PVDM-256K-20HD 5 DSP

6-9 PVDM2 DSP

DSP

PVDM2-8 % DSP
PVDM2-16 1 DSP
PVDM2-32 2DSP
PVDM2-48 3DSP
PVDM2-64 4 DSP
NM-HD-1V 1DSP
NM-HD-2V
NM-HD-2VE 3 DSP

6-10

Cisco I10S
6-10 PVDM2 Cisco I0S
Cisco I0S
PVDM2

2801 2 12.3(11)T
2811 2 12.3(8)T4
2821 2851 3 12.3(8)T4
3825 3845 4 12.3(11)T
NM-HDV?2 4
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Cisco 2800 3800

Cisco 2800 3800

AIM-VOICE-30

NM-HDV2 NM-HD-xx

6-12 3

AIM-ATM-VOICE-30

NM-HDV

NM-HD-xx NM-HDV2

TI1-549  NM-HD-xx

NM-HDV

6-11

PVDM2

6-11

1
NM-HDV

NM-HDV2 TI-5510 1

NM-HDV-FARM

Cisco 10S

NM-HDV

Cisco I0S

2691, 2811, 2821, 2851

3620', 3725, 3825

3640

3745, 3845

3660

OBl WIN| PP

1. Cisco 3620 2

6-12

NM

Cisco I0S

NM-HDV2

NM-HD-1V
NM-HD-2V
NM-HD-2VE

NM-HDV
NM-HDV-FARM

VG2001
26002
36203
3640

3660

2600XM 2691
3725, 3745
2811, 2821, 2851
3825, 3845
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N

Cisco VG200 2620 2621 3620 NM-HDV-FARM MTP
Cisco 2801 NM

NM-HDV  DSP

NM-HDV
VAD 20 30 40 60ms
VAD 10 ms PVDM 5 NM-HDV
NM-HDV-FARM DSP 60
VAD 10 ms NM-HDV DSP
NM-HDV 6600
pps
100 pps + 600 pps + 200 pps
< 6600 pps
Cisco Unified CallManager MRG
MRGL
Cisco Unified CallManager
MRG
MRGL
MRG MRG
¢ MRG
MRG
* MRG
MTP
MTP
¢ MRG 1
MRG

Cisco Unified Communication SRND
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. MRG MRGL

Cisco Unified CallManager MRG MRGL

1 Cisco Unified CallManager
. MRG MRGL
WAN
¢ MRGL MRG MRG
MRG MRG
* MRG
MRG
1 MRG
MTP
MTP MTP
MTP MTP
e Cisco Unified CallManager Administration MRG
MRG
MRGL
MTP MTP
Cisco Unified CallManager
Cisco Unified CallManager  G.729a MTP
G.729 G.729%
MTP
3 IP 4
e P.6-26 1 1
IP WAN
e P.6-27 WAN IP WAN
e P.6-28 WAN IP WAN
e P.6-29 IP MTP 1
LBR
H.323v2
Microsoft NetMeeting
MTP SIP DTMF
MTP P.6-14 Named Telephony Event RFC 2833
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||
WAN
Cisco Unified CallManager
IVR IP WAN
Cisco Unified CallManager
WAN WAN G.729
6-1
IP Phone Cisco Unified CallManager
G.711 G.729
6-1 WAN
VM/UM H#—/\  CallManager
G.711 D IFRE
sennnnns JFHEI—)L LY
G711 3—)L Ly
g7 DSP 77—L
Xcode S
Cisco Unified CallManager MRG
Cisco Unified CallManager MTP
LBR G.729%a
LBR
6-1 Cisco Unified CallManager
MRGL MRG
VM/UM Cisco Unified
CallManager
VM/UM
G.711 WAN
G.711 WAN
LBR
3
3 WAN
WAN WAN
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WAN
IP WAN Cisco
Unified CallManager
WAN WAN LBR
G.729% H.323v2
Cisco Unified CallManager Cisco Unified
CallManager MTP MTP
6-2
MTP
J Cisco
G.711
. H.323v2
6-2
J—23v A I)—>av B

CallManager A

CallManager B

(T

A
= l sy - P
F/ 20/ ’ =2 /—-‘ P
_ A -
IP 5
L) =y -
L
Xcode .
FSrRaA—F12Y
=23y BW®O | e EfEa—IL Ly i:lj/;'; BW @
NRUIZ G.711 a—L Ly¥ o h e
A-A = G.711 - =G. <
A-B = G.729 €7=DSP77—A B-A =G.729 |{
Xcode
Cisco Unified CallManager MRG Cisco
Unified CallManager MTP
MTP
LBR
MTP
. MTP
G.729
. MTP
SRND
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IP

MTP

IP

MTP

IP

6-3

IP

IP

6-3

wonzRsT—

UL FT4R

L0€LL

HhREI— HAb

6-3

WAN

WAN

1P

H.323

IP

MTP

MTP

MTP
Cisco Unified CallManager

MTP

SIP

SRND
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Music on Hold

Music on Hold MoH

MoH
MoH
Cisco

Cisco Unified CallManager

Cisco Unified CallManager

e Annunciator

e Music on Hold

e MoH

e MoH
e MoH
e MoH

MoH

p.7-2
MoH MoH

Cisco Unified Communication

MoH

MTP

P.6-1

P.7-6

CHAPTER ;

Cisco Unified Communications

ad-hoc

IP MoH

P.7-10
P.7-14
P.7-16
P.7-22
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7 Music on Hold |

H MoH

MoH

Cisco Unified CallManager  MoH

MoH
e MoH MoH
. MoH MoH
Cisco Unified CallManager
MoH
IVR
MGCP  Session Initiation Protocol SIP H.323
MoH Foreign Exchange Station FXS Cisco IP
POTS MoH
MoH
MoH Cisco Unified CallManager Administration
Cisco Unified CallManager MoH
Cisco Unified CallManager MoH
MoH
MoH
Cisco Unified CallManager 2 MoH
MoH MoH MoH
MoH
Real-Time Transport Protocol RTP
MoH
MoH 20
RTP
20 MoH
MoH
MoH MoH
MoH MoH IP
MoH
IP MoH MoH
IP RTP
Music on Hold
Music on Hold
20 1 RTP
SRND
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Music on Hold

CPU
MoH

MoH

IP Web
Multicast SRND

http://www.cisco.com/go/srnd

/
MoH

e Cisco 6624
Release 3.3(3)

e Cisco Communication Media Module CMM;
H.323
Catalyst OS Release 8.1(1)

6608

MGCP

MoH | |

MoH

Cisco Unified CallManager

MGCP

Cisco Unified CallManager Release 4.0 Cisco 10S Release 12.2(13)ZP3

e (Cisco 2600 2800 3600 3700 3800 MGCP H.323
Cisco 10S Release 12.2(8)T
MoH MoH
MoH Cisco Unified CallManager
MoH
MoH Cisco Unified CallManager
MoH  Cisco Unified CallManager MoH
MoH Cisco Unified CallManager
MoH
1 MoH
MoH
MoH
e Cisco Unified CallManager MoH MoH
MoH
MoH
. MoH
MoH
MoH

Cisco Unified Communication

[ oL-10030-02-J

SRND m


http://www.cisco.com/go/srnd

7 Music on Hold |

H MoH

MoH MoH

e G.711 A-law mu-law
e (.729 Annex A

MoH MoH Audio File Management Music On Hold Audio Source
Configuration .wav
MoH Cisco Unified CallManager
Cisco Unified CallManager
MoH MoH
MoH
S
MoH .wav
MoH
MoH Cisco Unified CallManager Administration
MoH Audio File Management
MoH MoH
MoH
MoH
MoH
CD
Cisco Unified
CallManager Administration
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8-1 1

interface Ethernet0/0

ip address 10.1.10.2 255.255.255.0
standby ip 10.1.10.1
standby priority 110

gatekeeper

zone local GK-Sitel customer.com 10.1.10.1
zone local GK-Site2 customer.com

zone prefix GK-Sitel 408.......

zone prefix GK-Site2 212.......

bandwidth interzone default 160
gw-type-prefix 1#* default-technology

arg reject-unknown-prefix

no shutdown

8-2 2

interface Ethernet0/0
ip address 10.1.10.3 255.255.255.0
standby ip 10.1.10.1

gatekeeper

zone local GK-Sitel customer.com 10.1.10.1
zone local GK-Site2 customer.com

zone prefix GK-Sitel 408.......

zone prefix GK-Site2 212.......

bandwidth interzone default 160
gw-type-prefix 1#* default-technology

arg reject-unknown-prefix

no shutdown

8-1 8-2
. IP HSRP standby
1 standby priority 110
e Cisco Unified CallManager Cisco Unified CallManager
IP
HSRP IP
J bandwidth
interzone bandwidth total
1# gw-type-prefix 1# default-technology
Cisco Unified CallManager
14
. Cisco Unified CallManager
arq reject-unknown-prefix
HSRP Web

e http://www.cisco.com/univercd/cc/td/doc/cisintwk/ics/cs009.htm
e http://www.cisco.com/warp/public/619/3.html
e http://www.cisco.com/warp/public/473/62.shtml
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8-3 1

gatekeeper
zone local SJC cisco.com 10.1.1.1
zone local CHC_GK1l cisco.com
zone local NYC_GK1 cisco.com
!
zone cluster local SJC_Cluster SJC
element SJC_GK2 10.1.2.1 1719
element SJC_GK3 10.1.3.1 1719
!
zone cluster local CHC_Cluster CHC_GK1
element CHC 10.1.2.1 1719
element CHC_GK3 10.1.3.1 1719
1
zone cluster local NYC_Cluster NYC_GK1
element NYC 10.1.3.1 1719
element NYC_GK2 10.1.2.1 1719
!
zone prefix SJC 40852.....
zone prefix NYC_GK1 21251.....
zone prefix CHC_GK1 72067.....
gw-type-prefix 1#* default-technology
load-balance cpu 80 memory 80
bandwidth interzone SJC 192
bandwidth interzone NYC_GK1 160
bandwidth interzone CHC_GK1 160
arg reject-unknown-prefix
no shutdown

8-4 2

gatekeeper
zone local CHC cisco.com 10.1.2.1
zone local SJC_GK2 cisco.com
zone local NYC_GK2 cisco.com
!
zone cluster local CHC_Cluster CHC
element CHC_GK3 10.1.3.1 1719
element CHC_GK1 10.1.1.1 1719
1
zone cluster local SJC_Cluster SJC_GK2
element SJC 10.1.1.1 1719
element SJC_GK3 10.1.3.1 1719
1
zone cluster local NYC_Cluster NYC_GK2
element NYC_GK1 10.1.1.1 1719
element NYC 10.1.3.1 1719
!
zone prefix SJC_GK2 40852.....
zone prefix NYC_GK2 21251.....
zone prefix CHC 72067.....
gw-type-prefix 1#* default-technology
load-balance cpu 80 memory 80
bandwidth interzone CHC_Voice 160
bandwidth interzone SJC_Voice2 192
bandwidth interzone NYC_Voice3 160
arg reject-unknown-prefix
no shutdown

Cisco Unified Communication SRND
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8-3 8-4

Cisco Unified CallManager Cisco Unified CallManager

e gw-type-prefix 1# default-technology

1#
Cisco Unified CallManager 1#
e |oad-balance cpu 80 memory 80 CPU
. bandwidth interzone
bandwidth total
e arqg reject-unknown-prefix Cisco Unified CallManager

Cisco Unified CallManager

A
LRQ
8-5 1 SJC show gatekeeper endpoints
8-5
GATEKEEPER ENDPOINT REGISTRATION
CallSignalAaddr Port RASSignalAddr Port Zone Name Type Flags
10.1.1.12 1307 10.1.1.12 1254 sSJc VOIP-GW
H323-ID: SJC-to-GK-trunk_ 1
10.1.1.12 4422 10.1.1.12 4330 sJc VOIP-GW
H323-ID: SJC-to-GK-trunk_ 2
10.1.2.12 4587 10.1.2.12 4330 CHC_GK1 VOIP-GW A
H323-ID: CHC-to-GK-trunk_ 1
10.1.3.21 2249 10.1.3.21 1245 NYC_GK1 VOIP-GW A
H323-1ID: NYC-to-GK-trunk_1
Total number of active registrations = 4

Cisco Unified Communication SRND
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LRQ
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Chicago

CallManager
IIRE

New York

San Jose
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NN
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CallManager
ISRE

8-9

8-7

8-6

West

8-6

gatekeeper

zone local DGKW customer.com 10.1.10.1

zone remote SJC customer.com 10.1.1.1

zone remote CHC customer.com 10.1.2.1

zone remote NYC customer.com 10.1.3.1

zone prefix SJC 408.......

zone prefix CHC 720.......

zone prefix NYC 212.......
lrg forward-queries

no shutdown

SRND

Cisco Unified Communication
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8-7 East

gatekeeper
zone local DGKE customer.com 10.1.12.1
zone remote SJC customer.com 10.1.1.1
zone remote CHC customer.com 10.1.2.1
zone remote NYC customer.com 10.1.3.1
zone prefix SJC 408.......
zone prefix CHC 720.......
zone prefix NYC 212.......
lrg forward-queries
no shutdown

8-6 8-7
*
DGK
DGK

¢ |rg forward-queries

LRQ

Y

8-8 8-9 8-10 8-9 1 3
8-8 1 SJC

zone local SJC customer.com 10.1.1.1
zone remote DGKW customer.com 10.1.10.1
zone remote DGKE customer.com 10.1.12.1
zone prefix SJC 408.......

zone prefix DGKW ..........

zone prefix DGKE ..........

bandwidth remote 192

gw-type-prefix 1# default-technology
arg reject-unknown-prefix

no shutdown

8-9 2 CHC

gatekeeper
zone local GK-CHC customer.com 10.1.2.1
zone remote DGKE customer.com 10.1.12.1
zone remote DGKW customer.com 10.1.10.1
zone prefix CHC 720.......
zone prefix DGKE ..........
zone prefix DGKW ..........
bandwidth remote 160
gw-type-prefix 1# default-technology
arg reject-unknown-prefix
no shutdown

Cisco Unified Communication SRND
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gateke
zone
zone
zone
zone
zone
zone

eper

3 NYC

local NYC customer.com 10.1.3.1
DGKE customer.com 10.1.12.1
DGKW customer.com 10.1.10.1

remote
remote
prefix
prefix
prefix

DGKW

bandwidth remote 160
gw-type-prefix 1# default-technology
arg reject-unknown-prefix
no shutdown

8-8

8-9

Cisco Unified CallManager

bandwidth remote

8-10

e gw-type-prefix 1# default-technology

arq reject-unknown-prefix

14
Cisco Unified CallManager

Cisco Unified CallManager

10
LRQ
LRQ
LRQ

1#

Cisco Unified CallManager

SRND

H Cisco Unified Communication
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Cisco Unified CallManager CallManager Express ||

Cisco Unified CallManager CallManager Express

H.323 SIP Cisco Unified CallManager  Cisco Unified
CallManager Express CME Cisco 10S Telephony Services ITS
IP
Cisco Unified CallManager CME
Cisco CME 34 Cisco IP SCCP Phone 7902 7905 7910 7912
7920 7935 7936 7940 7960 7970 7971 Cisco IP Communicator Cisco IP SIP
Phone 7905 7912 7940 7960 CME SIP
WAN SIP CME SCCP H.323
SIP  WAN
CME
SCCP CME CME
SIP CME
CME
Cisco Unified CallManager  Cisco Unified CallManager Express
e Cisco Unified CallManager CME SIP IP
P.8-34
e Cisco Unified CallManager CME  H.323 IP-to-IP
IP P.8-36
CME Web Cisco Unified CallManager Express

http://www.cisco.com

Cisco Unified Communication SRND
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M Cisco Unified CallManager CallManager Express

Cisco Unified CallManager CME SIP IP
Cisco Unified CallManager SIP Cisco Unified CallManager Express
8-10 SIP WAN Cisco
Unified CallManager  Cisco CME IP
8-10 Cisco Unified CallManager CME SIP IP

LLer
——————————————————————— TR - - - - - - - - - - - - - - - - - = - - - — - - —
LLLL

LLLL
LLLL

RARA=IL MTP/SDP

a—
=] g?
|
CallManager FALIMY
SIP H—Nn

CallManager Express 1k
LU LL |
LLLL
LLer

CallManager
Express

8-10
e Replaces SIP
. SIP SIP Cisco U
CallManager CSS CSS
SIP 3XX Redirection Response  Replaces INVITE SIP
e SIP CME SCCP
MTP CME SIP
Cisco Unified CallManager
SIP / Session Description Protocol

INVITE

nified
SIP
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m. 0L-10030-02-J |


http://www.cisco.com

Cisco Unified CallManager CallManager Express ||
e Cisco Unified CallManager
CME SIP
e Cisco Unified CallManager G.711
CME G.729
e CME voice services voip  allow-connections sip to sip SIP-to-SIP
e SIP voice register global  mode cme CME SIP
voice register pool dtmf-relay rtp-nte
e SCCP CME  telephony-service  transfer-system full-consult
transfer-pattern . T
e CME  session protocol sipv2 dtmf-relay sip-notify rtp-nte SIP WAN
voip Cisco Unified CallManager

Cisco Unified CallManager 1 CME 1
Cisco Unified CallManager CME

telephony-service  transfer-system full-blind

8-11 SIP CME

8-11 SIP Cisco CME 3.4

voice service voip
allow-connections sip to sip
sip
registrar server
dial-peer voice 1 voip /* To Cisco Unified CallManager endpoints */
destination-pattern xxxx
session protocol sipv2
session target ipv4:10.10.10.20
session transport udp /* tcp can be used here also */
dtmf-relay rtp-nte
codec g729r8 /* Voice class can also be used */
no vad
voice register global
mode cme
source-address 10.10.10.21 port 5060
voice register pool 1
id mac 0007.0E8B.5777
type 7940
numpber 1 dn 1
codec g729r8 /* Voice class can also be used */
dtmf-relay rtp-nte
telephony-service
ip source-address 10.10.10.22 port 2000
create cnf-files
keepalive 45
max-conferences 8 gain -6
moh music-on-hold.au
transfer-system full-consult /* full-blind can also be used */
transfer-pattern .T

Cisco Unified CallManager CME
H323 SIP
CME SCCP MTP SIP
CME Cisco Unified CallManager MTP

Cisco Unified Communication SRND
[ oL-10030-02-J .m



M Cisco Unified CallManager CallManager Express

Cisco Unified CallManager CME H.323 IP-to-IP
IP
IP-to-IP Cisco Unified CallManager H.450
IP-to-1P Cisco Unified
CallManager CME H.450
H.323-t0-H.323
Cisco Unified CallManager Express IP-to-IP H.323
Cisco Unified CallManager Cisco Unified CallManager
H.450 Cisco Unified CallManager
Cisco Unified CallManager
Cisco Unified CallManager WAN
IP-to-1P WAN
IP-to-1P Cisco Unified CallManager Cisco CME
IP-to-1P Cisco CME 3.4 H.450 Cisco 10S
IP VOICE Cisco 10S
Release 12.4(6)T
8-11 IP-to-IP Cisco CME Cisco Unified CallManager
IP
8-11 Cisco Unified CallManager CME IP-to-IP IP
" CallManager + 1 k CallManager Express H 1 k

| CallManager

RARA—IL :
A MTP/SDP :

E-l L=
— T4 I/’] NS
CallManager

\cop
\E

CaIIManager
Express

Cisco Unified Communication SRND
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Cisco Unified CallManager

8-11

Media Termination Point Required

IP-to-IP

e Cisco Unified CallManager
Call Progress Tone

e Cisco Unified CallManager

CallManager Express ||

Wait For Far End H.245 Terminal Capability Set
H.225 Cisco Unified CallManager

Send H225 user info message ~ H225 info for

IP-to-IP H.225
. Cisco CME  IP-to-IP H.323
e H.450 Empty Capability Set ECS
MTP MTP IP-to-IP Cisco
Unified CallManager MTP
WAN
pP.6-1
e |P-to-IP allow-connection h323 to h323 H.323-t0-H.323
CME
Y
CME  Cisco Unified CallManager H.323 CME
allow-connection h323 to h323 H.323-t0-H.323
CME 3.1 Cisco Unified CallManager
Cisco Unified CallManager H.450
Cisco Unified CallManager CME
H.323-to-H.323
e |P-to-IP VolIP Cisco Unified CallManager
CME
e CME VolP Cisco Unified CallManager
IP-to-IP
. 2 CME
N
Cisco Unified CallManager CME 1
Cisco Unified CallManager CME

telephony-service

transfer-system full-blind

Cisco Unified Communication
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M Cisco Unified CallManager CallManager Express

8-12 IP-to-1P

8-12 IP-to-IP

voice service voip
allow-connections h323 to h323
supplementary-service h450.2
supplementary-service h450.3
supplementary-service h450.12
h323
emptycapability
h225 id-passthru
h225 connect-passthru
h245 passthru tcsnonstd-passthru
dial-peer voice 1 voip /* To Cisco Unified CallManager endpoints */
destination-pattern xxxx
session target ipvéd:y.v.v.y
dtmf-relay h245-alphanumeric
codec g729r8
no vad
dial-peer voice 1 voip /* To Cisco Unified CallManager endpoints */
destination-pattern zzzz
session target ras /* "ras" if gatekeeper is used, otherwise "ipv4d:a.b.c.d"
*/
dtmf-relay h245-alphanumeric
codec g729r8
no vad

8-13 H.323 CME

8-13 H.323 Cisco CME 3.4

voice service voip
h323
interface FastEthernet0/1
ip address 10.10.10.23 255.255.255.0
h323-gateway voip interface
h323-gateway voip id cme ipaddr 10.10.10.30 1719
dial-peer voice 1 voip /* To Cisco Unified CallManager endpoints */
destination-pattern xxxx
session target ras
session transport tcp
codec g729r8 /* Voice class can also be used */
no vad
telephony-service
ip source-address 10.10.10.22 port 2000
create cnf-files
keepalive 45
max-conferences 8 gain -6
moh music-on-hold.au
transfer-system full-blind /* Used with multiple PSTN connections */
transfer-pattern .T

Cisco Unified Communication SRND
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9-1

BRIV T—H

3EBE®
a—)LIZER

9-1

PBX

PBX
PBX

Cisco Unified Communication

IP WAN

9-1

NIRRT —2

IP WAN

TDM

PBX

PBX
PBX

IP

2 [BlM VolP 3—)LIZxtL
TFRESaz S Ehnt=
IP WAN >4 (2 DD {R4E
(SraZ7l et = o))

’ Cisco
CallManger

126670

[ oL-10030-02-J




QoS Quality Of Service

IP WAN
IP WAN
IP
IP WAN
IP WAN
o P.9-3
o P.9-4
IP 2
o P.9-13
Cisco Unified Communications Cisco
Unified CallManager Cisco 10S RSVP IP-to-IP
o P.9-38
IP WAN
2 MPLS

Cisco Unified CallManager
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m. 0L-10030-02-J |
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Cisco Unified CallManager
Cisco Unified CallManager
. Cisco Unified CallManager
Hub_None
. Multiprotocol Label Switching MPLS;
1
Cisco Unified CallManager
. Cisco Unified CallManager RSVP
RSVP Mandatory Mandatory (video desired)
Cisco RSVP Agent IP WAN
Cisco Unified CallManager
. Cisco Unified CallManager
Cisco 10S
e Cisco Unified CallManager 1 2
2 1 2
Cisco 10S 2
Cisco Unified CallManager
. MPLS 1
Cisco Unified CallManager MTP
Hub_None
. 3 RSVP
. 3 RSVP
RSVP IP-to-1P

Cisco Unified Communication SRND
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9-2

IP WAN

SRND

IP PBX

IP WAN

H Cisco Unified Communication
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9-2

153163

IP WAN
9-3
MPLS
9-3
*t1x MPLS IP WAN
(H—ER Fan/EZhi)
L N J
9-3 MPLS

IP WAN IP WAN

Cisco Unified Communication

MPLS

153164
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2
IP WAN
IP WAN
9-4
1
IP WAN 1
9-4
| h—L% 2 DEOREY AL |
[ mENT H4F ]
[Fa7IL WANUZ% 7
| IIVAva 37 |
@
EAREAY) F1ENT
BHE
T—¥THF¥
P.9-38
IP WAN
e IPWAN 1
. 2 WAN 1
. IP WAN 2
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9-5

9-5

TS5A)/INOTYT FaTILILH

NYTvT ﬁ 734 Z'J
2y ~
(RB213A) A (FOT47)

LLQ
23—

10 3—)L?
AL A
9-5 A 10
LLQ;
IP WAN
2
A
A 10
2
8
IP WAN 2
10
B 20
LLQ

#1

Cisco Unified Communication

TaT7IL VA=K NSV TEHR)

ULy 2 OZE
TH55747) X (FH747)

20 O—)L?
44+ B

153166

Low Latency Queuing
IP WAN

LLQ

#2
20

10 B
LLQ
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2 IP WAN
Y
IP
IP WAN
IP PBX
Resource Reservation Protocol RSVP; IP
RSVP
IP
PBX 2 RSVP
RSVP
RSVP 9-6
RSVP
P.3-38 RSVP
9-6 RSVP
RSVP
SRND

H Cisco Unified Communication
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9-6 RSVP

X : RSVP BN T—)LI=
%o T 5= (kbps)

126671

RSVP 2
9-7 1
2 24 Kbps

9-7 RSVP

FybT—H &K
+aimEiEs H L.
FRIERILET,

RSVP L5+ 1%,
FUBDERT—4 R4 R5 R7
ARJ—LERCIL—k

EERALET.

126672

(X) : RSVP #HiEDT— LI
> TULHE (kbps)
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9-7
e RSVP
RSVP
e RSVP 1 2 RSVP
9-7 RSVP
RSVP 24 Kbps
e RSVP 1 2
1 2
e RSVP RSVP RSVP
RSVP
IP
P.3-38  RSVP
QoS RSVP
1 2 3
4 24 Kbps 9-8
9-8 RSVP

ORI REDY o
(X) : RsVP #iEEEDT—LI= DBHEN+H TN 2
B-TL % (Kbps) & FHERHLEL A, :
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m. 0L-10030-02-J |



9-8
e RSVP 3 4 RSVP
9-8 RSVP
RSVP 24 Kbps
. R6 R5
RSVP
QoS
A B RSVP
9-9 A 10 LLQ
2 RSVP
RSVP LLQ
A RSVP
RSVP
10
2
DSCP IP WAN
9-9
TARIVINYITYT TaT7IL Iy FaTIL Yoo (@A—K NSULUTER)

Ny'f?’}ﬁ ﬁ 703;(; ’ 272 ﬁ IPZA
~ — \ = N
(RB2INA) ) 4 (7H747) To747) I (FHT47)

LLQ/RSVP||LLQ/RSVP

(RSVP &%) (RSVP &%)
XEA XEB

153167
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9-9 2
B RSVP LLQ
10 2
B RSVP
20 2
10
MPLS
MPLS 2WAN
2 WAN RSVP
MPLS
RSVP
P.9-46 MPLS
RSVP
Customer Edge CE
RSVP CE
WAN
RSVP ID
RSVP RSVP MPLS
RSVP CE WAN RSVP
RSVP
MPLS Provider Edge PE
MPLS RSVP
SRND

IP WAN
2
10
RSVP
MPLS
RSVP
RSVP

H Cisco Unified Communication
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Cisco Unified Communications

Cisco Unified CallManager P.9-13

Cisco 10S P.9-16

Cisco Unified CallManager RSVP P.9-18

RSVP Cisco 10S Gatekeeper IP-to-1P P.9-30

Cisco Unified CallManager 5.0

RSVP

Cisco Unified CallManager
Cisco Unified CallManager

Cisco Unified CallManager

Cisco Unified CallManager
Cisco Unified CallManager

Cisco Unified CallManager
Hub_None Hub_None

Hub_None Hub_None

Cisco Unified CallManager
Unlimited

Cisco Unified CallManager
/ Kbps
Cisco Unified CallManager
None

Cisco Unified Communication SRND
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* |P Phone
e CTI

e H.323

e CTI

e Music On Hold MoH

Cisco Unified
CallManager
Cisco Unified
CallManager
9-1
Cisco Unified CallManager
3 G.711
80 kbps Cisco Unified
CallManager
384 kbps Cisco Unified CallManager
384 kbps
9-1
G.711 64 Kbps 80 kbps
G.729 8 Kbps 24 kbps
128 Kbps 128 kbps
384 Kbps 384 kbps
512 Kbps 512 kbps
768 Kbps 768 kbps
9-10 256 Kbps 384 Kbps
Branch 1 Branch 1 3 G.711
80 Kbps 10 G.729 24 Kbps
256 Kbps
384 kbps 1
128 kbps 3
SRND

H Cisco Unified Communication
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9-10 Cisco Unified CallManager

Cisco CallManager Adminlstration =
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Cisco Unified CallManager

2 G.729
Cisco Unified CallManager 24 kbps
Cisco Unified CallManager
Cisco Unified CallManager
IP Phone Not Enough

Bandwidth

Cisco Unified CallManager
Automated Alternate Routing AAR

AAR P.10-28 Automated Alternate Routing
Y
AAR
IP WAN
Cisco Unified CallManager
AAR Call Forward No
Answer

Cisco Unified Communication
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Cisco I0S

Cisco 10S Cisco Unified CallManager Cisco Unified CallManager Express
PBX H.323
H.323 Registration Admission Status RAS

P.9-38

Cisco 2600 2800 3600 3700 3800 7200
Cisco 10S

p.8-22
P.10-42 Cisco 10S

Cisco 10S
MCU H.323

100
H.323

bandwidth

¢ interzone
e total
e session 1
* remote
2 1P RTP 64 Kbps

G.711 128 Kbps 384 Kbps
768 Kbps 9-2

Cisco Unified Communication SRND
m. 0L-10030-02-J |



| |
9-2
G.711 64 Kbps 128 kbps
G.729 8 Kbps 16 kbps
128 Kbps 256 kbps
384 Kbps 768 kbps
512 Kbps 1024 kbps
768 Kbps 1536 kbps
~
ARQ RTP cRTP
P.3-48
bandwidth 9-11
9-11 Cisco I0OS bandwidth
bandwidth session zone A 128 bandwidth remote 512
Jy—>C Jy—>D
J—2 A Yy—B B
B—hE—15—1 0 F—rF—1—2 0 =
O—AalL vy—> oO—AhlL J—> ©
bandwidth total zone A 384 bandwidth interzone zone B 256
G.711 9-11
e 1 A
128 kbps 64 kbps
. A
384 kbps A 3
. B
256 kbps B A C D
2
o GK1
512 kbps A
B C D 4

Cisco Unified Communication
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Cisco Unified CallManager RSVP

Cisco Unified CallManager Release 5.0 RSVP
Cisco
RSVP Agent  Cisco 10S Cisco Unified CallManager RSVP
Cisco RSVP Agent Cisco 10S Release 12.4 6
T Cisco 2600XM 2691 3700 2800 3800
Integrated Services Routers
Cisco RSVP Agent Cisco Unified CallManager MTP
RSVP
Cisco Unified CallManager
Cisco RSVP Agent
9-12 Cisco Unified CallManager
WAN RTP
WAN Cisco Unified CallManager Cisco
RSVP Agent
Cisco RSVP Agent Cisco RSVP Agent RSVP
9-12
e Skinny Client Control Protocol SCCP Cisco Unified CallManager Cisco RSVP Agent
e SCCP Session Initiation Protocol  SIP Cisco Unified CallManager IP Phone
e Media Gateway Control Protocol MGCP SIP H.323 Cisco Unified
CallManager
9-12 RSVP
%4
IO (
‘¢“‘ ‘o" 1
Le* RN
? ¢“" ””Q //
o\t I\
“‘_- O?"' Q/rb\%,,
Lt 6Q" \e\fb,/
______ R Q;’
-"“‘ ¢"" @czc} %\Q
.- RSVP Agent, .- ol
=7 ’ RSVP-RTP
/_(Q"ﬁ. - VPR
e L
SCCP RTP \ =7 IP WAN
B oy -/
¥
&>  SP
m B

NR\T—bDxA

A7—i3> A

SRND

A4s—i3v B

153170

H Cisco Unified Communication
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9-13  Cisco Unified CallManager Cisco RSVP Agent
1 2 3 3
IP WAN
RSVP 2
Cisco RSVP Agent Cisco Unified CallManager Cisco
RSVP Agent Cisco RSVP Agent IP Phone  RSVP
1 A E
RSVP 1 Cisco RSVP Agent
9-13
3 1
A 1  Cisco RSVP Agent 2 1
Cisco RSVP Agent 3 Cisco RSVP Agent E
1 B 2 D RSVP 1
2 Cisco RSVP Agent 2
S
RSVP Cisco RSVP Agent WAN

Cisco Unified CallManager

9-13 Cisco RSVP Agent

Cisco CallManager

I/‘ IS RZ

RSVP
Fi4

Cisco I0S

153169
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Cisco RSVP Agent

Cisco RSVP Agent Cisco IOS Release 124 6 T

Telephony Cisco Multiservice IP-to-1P Gateway

and Video Services

Cisco Unified Survivable Remote Site

Integrated Voice

. MTP CPU
9-3
. MTP DSP
DSP P.6-1
MTP 9-3 Cisco RSVP Agent 75%
CPU
Cisco IOSRelease 124 6 T
9-3 MTP Cisco RSVP Agent
Cisco RSVP Agent
2611XM 40
2621XM 50
2651XM 65
2691 150
2801 130
2811 180
2821 240
2851 300
3725 250
3745 320
3825 400
3845 536
ALY
Cisco RSVP Agent  Cisco Unified Survivable Remote Site Telephony
9-3
Cisco RSVP Agent  Cisco Multiservice IP-to-IP Gateway
Cisco RSVP Agent MRG
MRGL
Cisco RSVP Agent MRG MRG MRGL
MRGL
9-14 MRGL- Device Pool-Branch 1 IP
Phone
SRND

H Cisco Unified Communication
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MRGL
MRGL
9-14 IP Phone MRGL
e CallManager 7 JL—7 e
ENe B /BRI L—T
o I)—>3y
o ATYT YIY—R T IL—T YRL
X 1
Cisco Unified CallManager MTP Annunciator
Cisco RSVP Agent
MRG  Cisco RSVP Agent
RSVP MTP
Cisco RSVP Agent
9-15 Cisco RSVP Agent MRG MRGL
MRG Cisco RSVP Agent Cisco Unified CallManager
Cisco RSVP Agent
9-15 Cisco RSVP Agent
LEELELCLEEEE e L LEEEEEEEEPLLEEEEEEEED
E Agent - 1 MRG -1
. U@, Agent - 1
: oS
—— 3 S Agent - 2
"”.‘
/5—>
MRG - 2
9-15 MRG-1 Cisco RSVP Agent
Agent-1 2 Agent-2 MRG-1 Cisco
RSVP Agent Cisco Unified CallManager Cisco RSVP Agent
MRG-2 MRG-3 MRG MRG
Cisco RSVP Agent Null MRG Null MRG

Cisco Unified Communication SRND
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MRGL MRG
Administration

RSVP Agent

Cisco RSVP Agent

Cisco RSVP Agent RSVP
Unified CallManager

Cisco RSVP Agent

Cisco Unified CallManager

Unified CallManager
Cisco RSVP Agent
Cisco RSVP Agent

sccp ccm group

switchover method immediate

Cisco Unified CallManager

Null MRG  Cisco RSVP Agent Cisco Unified CallManager

MRG  Cisco

Cisco Unified CallManager

P.6-1
MTP Cisco
Cisco RSVP Agent MTP
Cisco Unified CallManager

Cisco RSVP Agent Cisco

Cisco Unified CallManager
Cisco Unified CallManager

switchback method guard timeout 7200

!
gateway
timer receive-rtp 180

e switchover method immediate
Cisco Unified CallManager
DSP

e switchback method guard timeout 7200

Cisco Unified CallManager

Cisco Unified CallManager

Cisco RSVP Agent Cisco Unified
CallManager
Cisco RSVP Agent
Cisco Unified CallManager
7200 60 172800
o timer receiver-rtp RSVP RTP

RSVP RTP

1200

180

SRND

H Cisco Unified Communication
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Cisco RSVP Agent Cisco RSVP Agent
DSP

dspfarm profile

maximum sessions

Cisco RSVP Agent

Cisco Unified CallManager
1

0

Cisco Unified CallManager

CPU
Cisco RSVP Agent
Cisco RSVP Agent

Cisco RSVP Agent
Cisco RSVP Agent

9-16 2 Cisco RSVP Agent Cisco RSVP Agent  WAN
Cisco RSVP Agent MRGL MRG 2 Cisco RSVP Agent
MRG-1  Agent-1
Cisco Unified CallManager 1 RSVP
MRG-2  Agent-2 Agent-1 Agent-2
Cisco RSVP Agent  WAN ip rsvp bandwidth
Cisco RSVP Agent  maximum sessions 1
WAN WAN
RSVP
ip rsvp bandwidth
Cisco Unified CallManager Cisco RSVP Agent
RSVP Cisco Unified CallManager
AAR
9-16 Cisco RSVP Agent
MRGL - X/E 1
TINARIZEY &
Tt MRGL 'MRG - A1
s Agent - 1
-
)
_//4{ WAN
——

XIE 1

Cisco Unified Communication

Vs 7
Ao Agent-2

V|

B =8Xtviar#
7l = ERITTHEL: RSVP #iiiE

141860
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Cisco I0S Enhanced MTP

RTP
UDP
MTP MTP Cisco Unified CallManager
MTP
SRTP
SRTP MTP
Cisco RSVP Agent
IP/UDP IP IP
Cisco RSVP Agent
. 2
e MTP Required
Y
Cisco RSVP Agent  MTP
Cisco RSVP Agent  dspfarm MTP
Cisco Unified CallManager Administration
G.729 Cisco Unified CallManager Administration
dspfarm MTP G.729
Cisco 2800 10S Cisco RSVP Agent

interface Loopback0

ip address 10.11.1.100 255.255.255.255
!

sccp local LoopbackO

sccp ccm 20.11.1.50 identifier 1 priority 1 version 5.0.1
sccp ccm 20.11.1.51 identifier 2 priority 2 version 5.0.1
sccp

!

sccp ccm group 1

associate ccm 1 priority 1

associate ccm 2 priority 2

associate profile 1 register RSVPAgent
switchover method immediate

switchback method guard timeout 7200

!
dspfarm profile 1 mtp

codec pass-through

codec g729%ar8

rsvp

maximum sessions software 100
associate application SCCP

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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RSVP
Cisco Unified CallManager RSVP RSVP
Cisco Unified CallManager Administration RSVP RSVP
Cisco Unified CallManager
RSVP 2
* No Reservation
RSVP Cisco Unified
CallManager
e Mandatory
Cisco Unified CallManager
RSVP
e Mandatory (Video Desired)
e Optional (Video Desired)
Cisco RSVP Agent
e Use System Default
RSVP RSVP
RSVP No Reservation Cisco Unified CallManager
Administration RSVP System > Service Parameters >
Cisco Unified CallManager Service >Default Inter-location RSVP Policy
N
Optional (video desired) RSVP Cisco RSVP Agent
IP WAN Cisco
Unified CallManager SCCP
MGCP H.323 SIP
QoS
IP
WAN Access Control List ACL; IP
Cisco RSVP Agent DSCP EF AF41
9-17 RSVP
RSVP Mandatory Mandatory (Video Desired)
RSVP
Cisco CallManager Service Service Parameter
Configuration RSVP Default Inter-location RSVP Policy
RSVP Use System Default

Cisco Unified Communication SRND
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9-17 RSVP

[ l@ifervde Parameiers { Sgsbem - SR ]
Py i .

Dt oD, S Pk Whandsiney o M0 By e

RSVP Mandatory RSVP mid call error handle option

RSVP Mandatory Mandatory (Video

Desired) Cisco Unified CallManager RSVP
RSVP RSVP
WAN
Cisco RSVP
Agent
RSVP
Mandatory RSVP mid call error handle option Call Becomes Best Effort
Cisco Unified CallManager RSVP
RTP
DSCP 0O Call Fails Following Retry Counter Exceeded
Cisco Unified CallManager RSVP
1 RSVP Mandatory mid-call retry counter
RSVP retry timer 60
Cisco Unified CallManager RSVP 60
60 RSVP RTP
RSVP
RSVP
9-18
Hub_None 3 Cisco Unified CallManager
4
9-4 9-5 256 kbps
Unlimited

Hub_None RSVP Use System
Default RSVP No Reservation

Cisco Unified Communication SRND
m. 0L-10030-02-J |



Hub_None

256 kbps J | \_ 256 kbps

[ %JE 1 kzlflfs

g

9-4 9-18
Hub_None Unlimited
1 256 kbps
2 256 kbps
3 256 kbps
9-5 9-18 RSVP

No Reservation

Cisco Unified Communication

SRND
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RSVP 1
1
. 1 Cisco RSVP Agent 1 MRG MRGL
1 IP Phone
e Hub_None Cisco RSVP Agent Hub_None
3 IP Phone MRG MRGL Cisco
RSVP Agent Cisco RSVP Agent Null MRG 1 MRG
1 IPPhone Hub_None Cisco RSVP Agent
RSVP
] 1 Unlimited
. 1 RSVP Mandatory
1 2 IP Phone Hub_None
1 Hub_None
RSVP 1 Hub_None Cisco RSVP Agent
Hub_None 2 2 Cisco
Unified CallManager 2
9-6 9-7 1 RSVP
9-6 1
Hub_None Unlimited
1 Unlimited
2 256 kbps
3 256 kbps
9-7 1 RSVP
1 Mandatory
No Reservation
9-8 9-9 RSVP
2 Cisco RSVP Agent
RSVP
2 3 RSVP
. 2 Cisco RSVP Agent 2 IPPhone 2
MRG MRGL Hub_None Cisco RSVP Agent 2
IP Phone Hub_None Cisco RSVP Agent
2 MRG
J 2 Unlimited
. 2 RSVP Mandatory
o 3 Cisco RSVP Agent 3 IP Phone 3
MRG MRGL Hub_None Cisco RSVP Agent 3
IP Phone Hub_None Cisco RSVP Agent
3 MRG
J 3 Unlimited
SRND

H Cisco Unified Communication
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. 3 RSVP Mandatory
9-8
Hub_None Unlimited
1 Unlimited
2 Unlimited
3 Unlimited
9-9 RSVP
Mandatory
RSVP ID
RSVP ID Cisco Unified CallManager
Cisco RSVP Agent
RSVP ID Cisco RSVP Agent Cisco Unified
CallManager Release 5.0 Cisco IOS Release 124 6 T RSVP
RSVP 2
RSVP Audio Application ID  RSVP Video Application ID
Cisco Unified CallManager ~ SCCP RSVP ID  Cisco RSVP Agent
Cisco RSVP Agent RSVP RSVP Path Resv
RSVP ID
RSVP
RSVP ID
RSVP ID
RSVP ID RSVP

Cisco Unified Communication

P.3-45 RSVP ID
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RSVP Cisco I0S Gatekeeper IP-to-IP
IP-to-I1P IP-1P IPIPGW
Cisco Unified CallManager H.323 2
IP WAN
Cisco 10S IP H.323 Voice over IP  VoIP
IP-1P
VolP
PSTN-to-IP IP
2 IP
IP Communications IP-IP
RSVP P.9-8
RSVP
2 IP-IP RSVP
IP WAN 9-19 2
A B Cisco Unified CallManager
IP WAN IP-IP
2 Cisco Unified CallManager
IP-IP
A B
. A Cisco Unified CallManager A IP-IP H.323
1
. A IP-IP B IP-IP
RSVP IP WAN
e RSVP 2 IP-1P 2
. B IP-IP B  Cisco Unified CallManager
3
9-19 RSVP IP-to-IP
A4+ A 4+ B
IP WAN
L - PRl 1 - LyY 3] ’\_
| (D nil a—n W, 2 --l@l:
| G | GER——ap
AL A YALA J14+B 14+ B
CallManager . IP-IP IP-IP CallManager |2
IIRE 7=k A 7—hkoxA ISR §
9-19 Cisco Unified CallManager IP-IP
Cisco 10S
Cisco Unified CallManager H.323 H.323
IP-1P
n SRND

H Cisco Unified Communicatio
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S
IP-1P Cisco Unified CallManager
Cisco Unified CallManager
IP-IP Cisco
Unified CallManager RSVP
pP.9-18 Cisco Unified CallManager ~ RSVP
Via-Zone
Cisco 10S IP-IP
LRQ ARQ
LRQ
LRQ  destinationinfo dialedDigits
LRQ LRQ
invia outvia
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business hours

10-16 8000 2 2
RTP_Partition SJC_Partition
RTP
1 8 12
GMT - 5.00 8 5
SJC 2 8
5 GMT - 8.00 8 5
7 4

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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H.323

10-16
CallManger
RTP 4+ i
----------------- : :
+ (e, fme)
v g ——we)

N2k RAayk 2
DN 8000

Nk A BYk 1
DN 8000

v

AR
9.00 ~ 17.00

A~ &
AR
8.00 ~ 17.00
+

HARE
=]
7H4H

San Jose
AL RgSa—)L

San Jose 1k

10-16 3

8000

Cisco I0S

H.323 Cisco 10S

Video, and Fax Configuration Guide, Release 12.2
Manipulation

http://www.cisco.com

Cisco Unified Communication

HAR X
8.00 ~ 12.00[

A~ &
HARa
8.00 ~ 17.00
H

126916

8000

Web

SJC

Cisco 10S Voice,

Configuring Dial Plans, Dial Peers, and Digit

[ oL-10030-02-J

SRND m
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1
Cisco 10S
2 1
1
2
. PBX TDM
. Cisco Unified CallManager IP
Cisco 10S 1
2
. TDM POTS
e |IP VolP
10-17 Cisco 10S
. 1 IP H.323
PRI PBX
VolP POTS
J 2 FXS IP
Cisco Unified CallManager POTS
VolP
. 3 Cisco Unified CallManager Express SRST IP Phone
PRI
POTS ephone
POTS
10-17
EE ! ! R®IE
I-L Ly LA—Lyd
| | -
'
‘é’
H.323 #'—ko x4 PBX
‘ |P e
ma C;IMana er
7O EHE d
DR

CME/SRST
EE

114951

| s ET |

AN ILET AN IET

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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/DNIS /ANI 4

1. incoming called-number

2. answer-address

3. destination-pattern

4.

1
1
1
POTS direct-inward-dial DID
. POTS DID 2
1 1
. POTS DID
DID
1.
345.... 2
3456789 3456789
2
2.
preference
0
3.
dial-peer hunt
Cisco

Unified CallManager

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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Cisco 10S H.323

DNIS
direct-inward-dial
dial-peer voice 999 pots

incoming called-number
direct-inward-dial
port 1/0:23

Cisco Unified CallManager

VolP
Cisco Unified CallManager
preference

2

dial-peer voice 100 voip
preference 1

!--- Make this the first choice dial peer.
ip precedence 5

destination-pattern 1...
session target ipv4:10.10.10.2

POTS

H.323
Cisco Unified CallManager

preference

!-—- This is the address of the primary Cisco Unified CallManager.

dtmf-relay h245-alpha

dial-peer voice 101 voip
preference 2

!-—- This 1is the second choice.
ip precedence 5

destination-pattern 1...
session target ipv4:10.10.10.3

!-—- This is the address of the secondary Cisco Unified CallManager.

dtmf-relay h245-alpha

Cisco 10S
H.323 H.323
Express Cisco Unified CallManager H.323
MCU

H.323 Registration Admission Status RAS

E.164

IP-to-1P

Cisco Unified CallManager

SRND

H Cisco Unified Communication

OL-10030-02-J |
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||
H.323 H.323
Web Cisco 10S H.323 Configuration Guide
http://www.cisco.com
Cisco 2600 3600 3700 2800 3800 7200
Cisco 10S
p.8-22
P.9-16 Cisco 10S

Cisco 10S

. H.323 E.164

MCU H.323
1
1 100
H.323
1 E.164
1

e 0 9 1

J 1 0 9

o * 1 0 9

10-18 ARQ
ARQ Admission Request ;
ARQ H.323 ID E.164
E.164 H.323 ID
ARQ E.164 Cisco Unified CallManager ARQ E.164
ARQ
ARQ

Cisco Unified Communication

ARQ

P.10-47

gw-type-prefix

[ oL-10030-02-J

SRND m
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E.164

ACF ACF IP

ARJ Admission Reject ;

E.164

ACF ARJ

ACF ACF IP

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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10-18 ARQ
1) To/80— TLI19IR Y TH/A0— FLI4vHIRE
ANk REYAN \ ” RyTATTHH
I
VTR SR ERET S
2) y;‘i g%/_%;g\/’?x N _| ‘"arq reject-unknown-prefix" b2\
(FLTvH REEREL) SRS TS
Y
Y N
target_zone=matched_zone v

Y LRQ %
— >\ #%E=v3
Y ARJ %
T\ 2ET3

<
<«

Y

target_zone=src zone

3) a—4wk J—I& N LRQ #
O—AhiLh > REETS
Y
\
4) 8—7Ik TRLRIE Y ACF &
EFIhTLSh *EETS
A
Y i Y
5 RTvF 1T v FTH/00— FL Iy REHD N
F5/05— TLI49H AR >  A—hLGWERSHE, | N[ AME
Eofof=i Eohof=h EETS
N
Y
6) TIAILLD % TIHILED v ACF %
RESN TS, O—hJL GW #EiIRT D =
N
N ¥
([ ARJ % ©
\UEETS 8
10-19 LRQ LRQ
A ARQ ARQ
A
B LRQ B
LRQ LCF
LRJ

Cisco Unified Communication

[ oL-10030-02-J

SRND m
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> target_zone=hopoff zone

Y LRJ &
—’< REETS )

A

Y LRQ #
ey

Y LCF %
RN

10-19 LRQ
1) F9/85—FLaqvsR | Y | FH/A5— FLIvIR%E
A—ETBH N > RYTA TS BHh
|
N
v v
2)J—2 TLITqIR N "arq reject-unknown-prefix" A%
N—9 5H > JRESNTLEH N DIBE. 2—4 vk
(FLo1yy R#ERAILL) V=% EvhT D)
Y
Y
target_zone=matched_zone
N
\ 4 Y ¢
3) 4—Hyk J—ol N _ "Irq forward-querries" A%
A—Ah/Lh ~ BEINTLSD
Y
Y
4) 8=k FRLRIE Y LCF %
EHFINTLSD EETS
A
\ 4 i v
5) ATY7T 1T Y TH/AT— TLI49IRERD
TH/A0— TLI4vIRM > A—HJL GW 2R DI+5,
Bohof= ROohofin
N
Y
6) TI4ILLD Y TIHILED
FH/A0— TLI1vIR(F > TH/AD0— TL IO REED
EEINTLSD A—AJL GW Z:&IRT S
N
N

Y
o/ LRJZ
T\ EETS

Cisco I0S

Cisco 10S Gatekeeper

LRQ

LRQ

IP-to-IP

ARQ

LRQ

outvia

90617

LRQ

SRND

P.9-30

destinationInfo

IP-to-IP

RSVP

dialedDigits
LRQ

invia

H Cisco Unified Communication

OL-10030-02-J |
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ARQ outvia
outvia outvia
IP-1P
ACF IP-1P outvia
LRQ outvia invia
ARQ
100  Cisco Unified
CallManager 10-20 2
Cisco Unified CallManager
10-20 2
A1 HAk2
A A A E A A
= (=] |=] | ==
HEn : )
I 7 — i 7 —
P CallManager e CallManager
9528 524

10-1 10-20

gatekeeper

zone local GK-Sitel customer.com 10.1.10.100
zone local GK-Site2 customer.com

zone prefix GK-Sitel 408.......

zone prefix GK-Site2 212.......

bandwidth interzone GK-Sitel 160

bandwidth interzone GK-Site2 160
gw-type-prefix 1#* default-technology

arg reject-unknown-prefix

no shutdown

[ oL-10030-02-J

Cisco Unified Communication SRND ]
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10-20
e Cisco Unified CallManager Cisco Unified CallManager
. bandwidth interzone
bandwidth total
/ kbps
e gw-type-prefix 1# default-technology
1#
Cisco Unified CallManager 1#
E.164
#
E.164
1
Cisco 10S
H.323
Cisco Unified CallManager H.323
Cisco Unified CallManager
e arg reject-unknown-prefix Cisco Unified CallManager

Cisco Unified Communication SRND
10-48 0L-10030-02-J |
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WAN H.323

10-21 2

CallManager
ISRE

10-2 10-21 1

10-2 1

gatekeeper

zone local GK-Sitel customer.com 10.1.10.100
zone remote GK-Site2 customer.com 10.1.11.100
zone prefix GK-Sitel 408.......

zone prefix GK-Site2 212.......

bandwidth remote 160

gw-type-prefix 1#* default-technology

arg reject-unknown-prefix

no shutdown

10-2

. Cisco Unified CallManager

bandwidth remote

e gw-type-prefix 1# default-technology
1#
Cisco Unified CallManager 1#

e arqg reject-unknown-prefix Cisco Unified CallManager

Cisco Unified Communication

IS5

[ oL-10030-02-J

SRND
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10-3 10-21 2
10-3 2
gatekeeper

zone local GK-Site2 customer.com 10.1.11.100
zone remote GK-Sitel customer.com 10.1.10.100
zone prefix GK-Site2 212.......

zone prefix GK-Sitel 408.......

bandwidth remote 160

gw-type-prefix 1#* default-technology

arg reject-unknown-prefix

no shutdown

10-3

o Cisco Unified CallManager

bandwidth remote

e gw-type-prefix 1# default-technology
1#

Cisco Unified CallManager 1#

e arqg reject-unknown-prefix Cisco Unified CallManager

10-22
Cisco Unified

CallManager

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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CallManager
ey

10-4 10-22 1

10-4 1

gatekeeper

zone local GK-Sitel customer.com 10.1.10.100
zone remote DGK customer.com 10.1.10.101
zone prefix GK-Sitel 408.......

zone prefix DGK ..........

bandwidth remote 160

gw-type-prefix 1#* default-technology

arg reject-unknown-prefix

no shutdown

10-4
. Cisco Unified CallManager
L]
. 10
10
*
bandwidth remote

e gw-type-prefix 1# default-technology

1#

Cisco Unified CallManager 1#

Cisco Unified Communication

CallManager
ey

[ oL-10030-02-J

SRND m
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e arqg reject-unknown-prefix Cisco Unified CallManager

10-5

10-5

gatekeeper
local DGK customer.com 10.1.10.101

zone
zone
zone
zone
zone

remote
remote
prefix
prefix

10-22

GK-Sitel customer.com 10.1.10.100
GK-Site2 customer.com 10.1.11.100
GK-Sitel 408%*
GK-Site2 212%*

lrg forward-queries
no shutdown

H.323
H.323

10-5

DGK DGK

Irg forward-queries

LRQ

Cisco I0S
Cisco 10S H.323 SRST Cisco Unified

CallManager Express COR

COR

Cisco 10S

COR

900

COR
COR
Cisco I0S

Cisco 10S
COR

COR
COR

COR
COR

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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o COR COR
COR COR
o COR COR
COR COR
10-23 1 VolP
2 POTS
10-23 COR
dial-peer voice 2pots
destination-patttern 1..
1. OK corlist outgoing c2
~
> .% member A
ial- i i S
dial-peer voice 1voip > II_;,’ member B
corlist incoming c1
137/ 100 == || [member A&~]
member A 8~ dial-peer voice 3pots
member B @— — destination-patttern 2..
2.0—)L 200 =) corlist outgoing c3
A
> .‘(_;'l member A
~
> |‘(‘;’| member B
? .‘(_;i member D g
VolP A B COR cl
COR
POTS . A B COR
c2 2 POTS 2.
A B D COR c3 COR
COR
COR
10-23 100 VolP
Cisco 10S VolP
POTS COR
cl COR c2 COR A B
200 2 VolIP Cisco 10S
VolP
2 POTS COR cl
COR c3 COR D 1
Cisco Unified Communication SRND

[ oL-10030-02-J
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CiscolIOS COR

1 dial-peer cor custom COR
2 dial-peer cor list corlist-name COR
3 COR VolP POTS

corlist {incoming | outgoing} corlist-name

Cisco 10S Release 12.2(8)T COR SRST IP Phone IP Phone
SRST SRST IP Phone  Cisco Unified
CallManager IP Phone
COR SRST DN SRST
IP Phone DN SRST IP Phone COR
SRST IP Phone COR cor {incoming |

outgoing} corlist-name {corlist-number starting-number — ending-number | default}
call-manager-fallback

e Cisco 10S Release 12.2(8)T SRST 2.0 call-manager-fallback
cor {incoming | outgoing} 5
e Cisco 10S Release 12.3(4)T SRST 3.0 call-manager-fallback
cor {incoming | outgoing} 20
COR Cisco 10S Release 12.2(8)T Cisco Unified CallManager Express
IP Phone Cisco Unified CallManager Express
COR IP Phone cor
{incoming | outgoing} corlist-name IP Phone  ephone-dn dn-tag
P.10-92 H.323 Cisco 10S
Cisco SRST  Cisco Unified CallManager Express Web
Cisco SRST 3.0 System Administrator Guide Cisco Unified CallManager Express 3.1 System

Administrator Guide

http://www.cisco.com

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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H.323 Cisco I0S
H.323 Cisco 10S
ANI DNIS
Cisco 10S Release 12.2(11)T
5
5
10
voice translation-rule voice

translation-profile Cisco 10S

o POTS

o VolP

o VolP POTS

e SRST IP Phone

e SRST IP Phone

S

voice translation-rule

translation-rule

http://www.cisco.com Cisco 10S Voice Command Reference  Release 12.2(11)T

voice translation-rule

IP WAN
SRST
San Jose 3
San Francisco New York Dallas 10-4
DID
10-4 DID
San Jose San Francisco New York Dallas
DID (408) 555-1XXX  |(415) 555-1XXX  [(212) 555-1XXX  |(972) 555-1XXX
1 2 3 4

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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IP WAN IP WAN
Cisco SRST
E.164 San Francisco

voice translation-rule 1
rule 1 /781/ /91408555/
rule 2 /783/ /91212555/
rule 3 /784/ /91972555/

voice translation-profile on-net-xlate
translate called 1

call-manager-fallback
translation-profile outgoing on-net-xlate

dial-peer voice 2 pots
destination-pattern 91[2-9]..[2-9]......
port 1/0:0
direct-inward-dial
forward-digits 11

San Francisco SRST 831000
voice translation-rule 1 rule 2
912125551000 dial-peer voice 2

Web Cisco 10S Voice,
Video, and Fax Configuration Guide, Release 12.2 Configuring Dial Plans, Dial Peers, and Digit
Manipulation

http://www.cisco.com

Cisco 10S Web Regular Expressions

http://www.cisco.com/en/US/partner/products/sw/iosswrel/ps1835/products_configuration_guide_chapt
er09186a00800ca7e6.html

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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||
e P.10-57
e P.10-60
2
e P.10-78 Cisco Unified CallManager 5.0
SIP SIP
. 3
P.10-62
P.10-64
P.10-70
. Cisco Unified CallManager 2
Cisco Unified CallManager P.10-80
/ Cisco Unified CallManager
P.10-84
e P.10-92 H.323 Cisco 10S H.323
Cisco 10S
e P.10-96 Cisco
Unified CallManager
IP
Cisco Unified CallManager
P.10-59
. LEC DID
DID 4
1,000 DID 2 (408)555-1XXX  (408)999-1XXX
4
. 911 9.911
Cisco Unified CallManager
e Automated Alternate Routing AAR IP Phone
AAR

E.164

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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E.164 DID
AAR IP WAN
AAR
* AAR *9.1
*9.1# *0.!  *0.1#
2 AAR
* AAR
SRST
AAR
e N
TEHO
TEHO
N
2
TEHO
N N
2
2 IP WAN
N N
N? N?
AAR
P.10-30
e Multilevel Precedence and Preemption MLPP
IP
10
MLPP

Cisco Unified Communication SRND
m. 0L-10030-02-J |



CiscoUnified CallManager

Cisco CallManager

DID

Cisco Unified CallManager 5.0
Cisco Unified CallManager

Cisco Unified CallManager

CallManager

IP WAN

Cisco Unified CallManager

Cisco Unified CallManager

Cisco Unified CallManager

Cisco Unified CallManager 5.0

E.164

Cisco Unified CallManager

TEHO
E.164

Cisco I10S

CallManager

Cisco Unified Communication

DN

Cisco Unified CallManager

IP WAN

E.164

Service
Cisco Unified CallManager Administration
Service Parameters
Cisco Unified CallManager
DID Cisco Unified CallManager

IP WAN

Cisco Unified CallManager
RSVP

WAN

RSVP

Cisco Unified

Cisco Unified CallManager

Cisco Unified

[ oL-10030-02-J
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Cisco Unified CallManager

Cisco 10S P.8-22
P.10-3 1P
2
4 5
E.164
. IP
. IP WAN
e CTI
P.10-62
10-24

Cisco Unified Communication SRND
m. 0L-10030-02-J |
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10-24

i T
CallManager : w/ \>—0i
ISRE ST ST

R |
AR
<j'4l~l7<lli TREATISY
< FA L E.164 FEEFAF 9—F ZAX0T > §

Cisco Unified CallManager

E.164
P.10-64

P.10-70

E.164
P.10-76

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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|
. DN
. 1
10-25 Cisco Unified CallManager
10-25
o=y Y—F JL—k JL—b
ZR—2 /f—?:{’/ﬂ‘/ R TN—T TIN4R
| 1 | !
—>| Sitel_css [— ngN
- : ! HAk 1
YA 1 EFEH | | F—hkozA
HNIRES : , \ |
1XXXX ! . ! ! I
| L |
! Internal_pt E E :
i | 10000 | : | i
! > YTRTD [ !
: | 10001 || »IPPhone® | |
| > DN | |
! | 20000 | ! ! |
| . | | |
| 0 | | !
| | | !
| ! | | :
I Site2PSTN_pt : : |
= s
| | | !
: ' o (e
_, Stez_oss — | L 920p000OK | =N
— | (9.1 12-91XX [2-9PX XXXX[T—> RG
vAb2 Sa | [ eom_ |—*1 b2
HEES. | . . ’T—I~Ir714
2XXXX | [ oomw  f— | | :
| , | | : :
. DID
. IP
SRND

H Cisco Unified Communication

0OL-10030-02-J |
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. P.10-63
. IP WAN P.10-63
. P.10-63
. P.10-64
DN
Cisco Unified CallManager
IP WAN
10-25
2
1
2
Cisco Unified CallManager Cisco Unified CallManager Express
IP WAN
E.164
Cisco Emergency Responder Cisco Emergency
Responder CTI 10-25
911
DN
Cisco Emergency Responder Cisco Emergency Responder
P.11-1 Web

Cisco Emergency Responder

http://www.cisco.com

Cisco Unified CallManager

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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Cisco Unified CallManager

MWI
8
1 DN
1
E.164
Y
DN
10-5
10-5
Sitel_css SitelPhones_pt DN
SitelPSTN_pt
Translations_pt
SiteN_css SiteNPhones_pt DN

SiteNPSTN_pt

Translations_pt

SRND

H Cisco Unified Communication

OL-10030-02-J |
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1
Y
P.10-70
. p.2-11
Voice Over the PSTN
e CTI
S
CTI Cisco Emergency Responder Cisco Attendant Console
Cisco Personal Assistant ~ Cisco Unified CallManager Assistant
10-26
San Jose
New York  Dallas London
Paris  Milan
Cisco Unified CallManager
2 1 1 Cisco 10S
2 E.164

IXXX E.164

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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US CallManager

EU CallManager

5525 : ST
N SN\ ST | m—
. &L DA
| () STTHE | ST
E i B £ |
sty | 0| s
/[ /] /]
= ] I/ San Jose =l I/ London
!- +1 408 5551XXX !- +44 20 77881XXX
-/ 24 E’IP ——— 2P/
New York Dallas Paris Milan 8
+1 212 555 1 XXX +1 972 555 1 XXX +33 1 44551 XXX +39 02 66771 XXX I
10-26 us
. P.10-67
. IP WAN P.10-67
o P.10-69
o P.10-69
SRND

H Cisco Unified Communication

0OL-10030-02-J |
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10-27 us
10-27
a—=I2T 4—F .
AR—R IN—T A3
,,,,,,,,,,,,,,,,,,,,, e
| |
l IXXX %15 l
| L
1000 L ! NYCPhones_pt
M INYC_internal_css || 1000 |
I |
New York ! | 1001 |
ARES : IXXX ! —
DID : (212) 555-1XXX | Translations_pt
‘ | 91212555.1XXX [Discard PreDot] | YA FREa—ILTIE
| . ATl
‘ | 91408555.1XXX [Discard PreDot] | K5y ZL—say
| 5 .
| [91972555.1XXX [Discard PreDof] | /*#~~ 17
|
| T
1000 | / SJCPhones_pt
|
/ 5 1000
/ ‘ SJC_Internal_css > : 001 :
San Jose : ‘ .
HRIRES : IXXX — | 8
DID : (408) 555-1XXX ! IXXX &% fE | DFW _Internal ~  ~
. 1
Translations_pt
. 9 E.164
. IXXX
o IP Phone DN
IP WAN
10-28

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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[ |
10-28 IP WAN
=y Hy—F L—k L=k N
AR—2 /\0—7_'193‘/ Rk gn—7 TINAR
| | | |
7777777777 5 O T
. | | |
SJC_Internal_css ——»| SJC_Phones_pt | | |
‘ >|| SJC IP Phones | | l
| | | |
| > | 911 | | | i
I > I I I
| | 9.911 } | | |
| | | |
I ! I I |
l 1 | l l
SJC_Local_css [ | SJC_Local_pt Y ‘S'j . SJ: C i
: < | .
: > 9[2-9XXXXXX | > BTN AN — )
| ‘ RL RG
‘ - > SJC_LD_pt | | SICH—krozA
SJC_LD_css 1[9.1 [2-9]XX [2-9]XX XXXX] 1 2%BO | |
‘ | : | EiR | e
‘ SJC_Intl_pt SJC e WAN
= 1
SJC_Intl_css ] 9.0111 | IPWAN % 'P‘AVQN»
| j ? 1®'E—7 | F—hE—S—iE
} | N‘YC DiER ! DSREREMNVY
| |
NYC_InternaI_css—»‘ NYC_Phones_pt —>| |PWAN | 1
g | NYCIP Phones RL | |
| - | | | |
| - 911
| :| : i 2&BD i i
I | 9.911 I I EIR I I
|
‘ : U l l
| 1 |
NYC_Local_css :‘ NYC_Local_pt NYC NYC NI
T > 9.[2-9TXXXXXX > PSTN >»|PSTN —>
| | [ ]1 RL RG
| S
| ) NYC_ LD _pt A i i NYC 4 i bozA
NYC_LD_css 9.1 [2-9]XX [2-9]XX XXXX] | ! !
. ! | | |
I ! | | | Q
: NYC_Intl_pt ; | | 3
NYC_Intl_css - | 9.011! I ! ! !
; i : | l l
| | | |
10-28 IP WAN
~
10-28 /

Cisco Unified Communication SRND
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IP WAN
Translations_pt Translations_pt
9 91
91 Cisco Unified CallManager Translations_pt
J ID IP Phone
. MWI
IP Phone
Voice Mail Profile Configuration Voice Mail Box Mask
Cisco Unified CallManager
Voice Mail Box Mask
E.164
2
E.164
Translations_pt
E.164 9
E.164 MWI
E.164 9
VM_Translations_pt
Translations_pt
S
Cisco Unified CallManager 2
Cisco CallManager MultiTenantMwiMode True CMI Cisco
Messaging Interface ValidateDNs False

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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DN
8-123-1000 DN
1
1
4 5 Directory Number
Line Text Label
AAR DID IP Phone
10-6
10-6
Sitel_css SitelTranslations_pt 1
SitelPSTN_pt 1
Internal_pt IP Phone DN
SiteN_css SiteNTranslations_pt N
SiteNPSTN_pt N
Internal_pt IP Phone DN
1
. IP WAN
e CTI
S
P.10-76

Cisco Unified Communication SRND
m. 0L-10030-02-J |



o 4 IP Phone DN
e Placed Calls 4
. Missed Calls Received Calls
DN
e |IPWAN SRST 4
call-manager-fallback
o SRST DN  IP Phone
4 Line Text Label
DN
10-26
4
IXXX
8 3 4 8
3 NANP
E.164 10-7
10-7 10-26
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H.323
Device Name

¢ Device Pool

Cisco Unified CallManager
RASAggregator

e Gatekeeper
IP

Gatekeeper-controlled

H.323

RASAggregator

Cisco Unified CallManager

H.323

Cisco Unified CallManager

e Technology Prefix

RASAggregator

RASAggregator

Cisco Unified CallManager

e Zone Name

RASA(ggregator

Cisco Unified CallManager

Cisco CallManager

H.323
RASAggregator
H323-GW

H.323
Cisco Unified CallManager

RASAggregator
1#

H.323
Cisco Unified CallManager

RASAggregator

Send Product ID and Version ID  True
H.323
H.323
RASAggregator

SRND

H Cisco Unified Communication
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H.323

IP Device Name Gatekeeper-controlled

Cisco Unified CallManager IP
E.164 RAS

RASAggregator

H.323

e Device Name
RASAggregator

¢ Device Pool
H.323

Cisco Unified CallManager
e Gatekeeper
IP H.323
Cisco Unified CallManager

e Technology Prefix

RASAggregator
1#
e Zone Name
Cisco CallManager Send Product ID and Version ID  True
H.323
H.323 H.323
RASAggregator RASAggregator
H323-GW
H.323 MCU
H.323 MCU Cisco Unified CallManager  H.323
H.323
MCU IP TCP
Device Name MCU
Cisco Unified CallManager IP TCP MCU
Y
Cisco Unified Videoconferencing 3500 MCU TCP 1720
IP/VC 3500 MCU 2720
TCP 1720 Cisco Unified CallManager

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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MCU
Cisco Unified Videoconferencing MCU
MCU MCU E.164
RAS RASAggregator
H.323
e Device Name
MCU RASAggregator
¢ Device Pool
MCU H.323
MCU H.323
MCU Cisco Unified CallManager
e Gatekeeper
IP H.323
Cisco Unified CallManager
e Technology Prefix
RASAggregator MCU
1#
e Zone Name
MCU
Cisco CallManager Send Product ID and Version ID  True
H.323
H.323 MCU H.323
RASAggregator RASAggregator
H323-GW
MCU
H.323 MCU H.323
E.164 MCU
MCU MCU Mode  Gateway MCU
E.164 MCU MCU
MCU H.323
MCU
MCU  Gateway MCU
ID E.164
MCU #
MCU 8005551212 MCU
#8005551212 H.323
8005551212
RASAggregator
Cisco Unified CallManager MCU
# MCU H.323
SCCP MCU
#
Cisco Unified Communication SRND
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MCU MCU E.164 ID
MCU # MCU
#
H.320
H.323 MCU H.320 Cisco Unified CallManager  H.323
H.323 H.320 IP
TCP Device Name
Cisco Unified CallManager
IP TCP
S
Cisco Unified Videoconferencing 3500 TCP 1720
IP/VC 3500 1820
TCP 1720 Cisco Unified CallManager
E.164 RAS
RASAggregator
H.323

e Device Name

RASAggregator
e Device Pool
H.320 H.323
Cisco Unified CallManager
e Gatekeeper
IP H.323

Cisco Unified CallManager

e E.164
Cisco Unified CallManager

e Technology Prefix
RASAggregator

1#
e Zone Name

Cisco Unified Communication SRND
[ oL-10030-02-J .m



Cisco CallManager Send Product ID and Version ID  True
H.323
H.323 H.323
RASAggregator RASAggregator
H323-GW
H.320 ISDN
#
ISDN
9 #9
H.323
9 918005551212
Cisco Unified CallManager Cisco Unified
CallManager #
#
Cisco Unified CallManager Administration
Cisco Unified CallManager MCU
RASAggregator
zone local <zone_name> <domain_name> <ip_address> invia <zone_name>
outvia <zone_name> enable-intrazone
invia outvia
enable-intrazone
e H.323
H.323 1 Cisco Unified CallManager
H.323
1
H.323

H Cisco Unified Communication
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. Cisco Unified CallManager
Cisco Unified CallManager
RASAggregator
1 Cisco Unified
CallManager
3 15-1 H.323
Cisco Unified CallManager
15-2 H.323 2
Cisco Unified CallManager
15-3 H.323 2 2

Cisco Unified CallManager

Cisco 10S Gatekeeper

15-1 Cisco Unified CallManager

gatekeeper

zone local clients domain.com invia clients outvia clients enable-intrazone
gw-type-prefix 1# default-technology

no use-proxy clients default inbound-to terminal

no use-proxy clients default outbound-from terminal

! no arg reject-unknown-prefix

endpoint ttl 60

no shutdown

15-2 Cisco Unified CallManager 2

gatekeeper

zone local dpl-clients domain.com invia dpl-clients outvia dpl-clients
enable-intrazone

zone local dp2-clients domain.com invia dp2-clients outvia dp2-clients
enable-intrazone

gw-type-prefix 1# default-technology

no use-proxy dpl-clients default inbound-to terminal

no use-proxy dpl-clients default outbound-from terminal

no use-proxy dp2-clients default inbound-to terminal

no use-proxy dp2-clients default outbound-from terminal

! no arg reject-unknown-prefix

endpoint ttl 60

no shutdown

[ oL-10030-02-J
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15-3

gatekeeper

zone local clstrl-dpl-clients domain.

com

clstrl-dpl-clients enable-intrazone

zone local clstrl-dp2-clients domain.

com

clstrl-dp2-clients enable-intrazone

zone local clstr2-dpl-clients domain.

com

clstr2-dpl-clients enable-intrazone

zone local clstr2-dp2-clients domain.

com

clstr2-dp2-clients enable-intrazone

gw-type-prefix 1# default-technology

no
no
no
no
no
no
no

no
1

use-proxy
use-proxy
use-proxy
use-proxy
use-proxy
use-proxy
use-proxy
use-proxy

clstrl-dpl-clients
clstrl-dpl-clients
clstrl-dp2-clients
clstrl-dp2-clients
clstr2-dpl-clients
clstr2-dpl-clients
clstr2-dp2-clients
clstr2-dp2-clients

no arg reject-unknown-prefix

endpoint ttl 60

no

shutdown

default
default
default
default
default
default
default
default

invia

invia

invia

invia

2 Cisco Unified CallManager

clstrl-dpl-clients
clstrl-dp2-clients
clstr2-dpl-clients

clstr2-dp2-clients

inbound-to terminal
outbound-from terminal

inbound-to terminal
outbound-from terminal
inbound-to terminal

outbound-from terminal
inbound-to terminal
outbound-from terminal

Cisco Multimedia Conference Manager MCM

gatekeeper
no use-proxy <zone_name> default [inbound-to | outbound-from] terminals

Cisco MCM
Cisco 10S Gatekeeper

IP-to-IP

Cisco 10S Gatekeeper

Cisco 10S Multiservice IP-to-IP Gateway

RASAggregator

H.323

outvia enable-intrazone

IP-to-1P
invia outvia

outvia

outvia

outvia

outvia

H.323

Cisco Unified CallManager

Cisco Unified CallManager Release 4.1
IP-to-IP

IP-to-IP
RASAggregator

enable-intrazone

gw-type-prefix <1#> default-technology

invia

RASAggregator

SRND

H Cisco Unified Communication
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MCU
MCU
e MCU
MCU 1 2 3 Cisco Unified CallManager
MCU
MCU 1 MCU
MCU
o Cisco Unified CallManager
Cisco Unified CallManager
MCU RASAggregator
1 Cisco Unified
CallManager
MCU
3 MCU 15-4 MCU
Cisco Unified CallManager
MCU 15-5 MCU 2

Cisco Unified CallManager

15-6 MCU 2
2 Cisco Unified CallManager

Cisco 10S Gatekeeper

15-4

gatekeeper
zone local MCUs domain.com invia MCUs outvia MCUs enable-intrazone
gw-type-prefix 1# default-technology

! no use-proxy MCUs default inbound-to [MCU | gateway]

! no use-proxy MCUs default outbound-from [MCU | gateway]

no arg reject-unknown-prefix

endpoint ttl 60

no shutdown

15-5

gatekeeper
zone local dpl-MCUs domain.com invia dpl-MCUs outvia dpl-MCUs enable-intrazone
zone local dp2-MCUs domain.com invia dp2-MCUs outvia dp2-MCUs enable-intrazone

gw-type-prefix

endpo

no
no
no
no
no

use-proxy
use-proxy
use-proxy
use-proxy

no shutdown

Cisco Unified CallManager MCU

Cisco Unified CallManager 2 MCU

1# default-technology

dpl-MCUs default
dpl-MCUs default
dp2-MCUs default
dp2-MCUs default

arg reject-unknown-prefix
int ttl 60

Cisco Unified Communication

inbound-to [MCU | gateway]
outbound-from [MCU | gateway]
inbound-to [MCU | gateway]
outbound-from [MCU | gateway]

[ oL-10030-02-J
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15-6 2
MCU

gatekeeper

zone local clstrl-dpl-MCUs
enable-intrazone

zone local clstrl-dp2-MCUs
enable-intrazone

zone local clstr2-dpl-MCUs
enable-intrazone

zone local clstr2-dp2-MCUs
enable-intrazone
gw-type-prefix
! no use-proxy
! no

clstrl-dpl-MCUs
clstrl-dpl-MCUs
clstrl-dp2-MCUs
clstrl-dp2-MCUs
clstr2-dpl-MCUs
clstr2-dpl-MCUs
clstr2-dp2-MCUs
use-proxy clstr2-dp2-MCUs
! no arg reject-unknown-prefix
endpoint ttl 60

no shutdown

use-proxy
! no
! no
! no

use-proxy
use-proxy
use-proxy
! no
! no
! no

use-proxy
use-proxy

Cisco 10S Gatekeeper

gatekeeper

domain.com

domain.com

domain.com

domain.com

1# default-technology

default
default
default
default
default
default
default
default

invia

invia

invia

invia

2 Cisco Unified CallManager

clstrl-dpl-MCUs

clstrl-dp2-MCUs

clstr2-dpl-MCUs

clstr2-dp2-MCUs

outvia

outvia

outvia

outvia

inbound-to [MCU | gateway]
outbound-from [MCU | gateway]
inbound-to [MCU | gateway]
outbound-from [MCU | gateway]
inbound-to [MCU | gateway]
outbound-from [MCU | gateway]
inbound-to [MCU | gateway]
outbound-from [MCU | gateway]

no use-proxy <zone_name> default [inbound-to \ outbound-£from]

MCU MCU
MCU
H.323 MCU

enable-intrazone

MCU E.164
p.15-34
MCU
RASAggregator

clstrl-dpl-MCUs

clstrl-dp2-MCUs

clstr2-dpl-MCUs

clstr2-dp2-MCUs

MCU
MCU
[MCU | gateway]
No use-proxy MCU
gateway
invia outvia
gw-type-prefix <1#> default-technology
RASAggregator
# MCU
MCU Cisco 10S Gatekeeper
SRND

H Cisco Unified Communication
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H.320
H.320
e H.320
H.320 1 2 3 Cisco Unified CallManager
1
H.320
. Cisco Unified CallManager
Cisco Unified CallManager
RASAggregator
1 Cisco Unified
CallManager
3 15-7 H.320
Cisco Unified CallManager
15-8 2
Cisco Unified CallManager 15-9
2 2 Cisco Unified
CallManager
Y
Cisco 10S Gatekeeper
!
15-7 Cisco Unified CallManager
gatekeeper

zone local gateways domain.com invia gateways outvia gateways enable-intrazone
gw-type-prefix 1# default-technology

! no use-proxy gateways default inbound-to gateway

! no use-proxy gateways default outbound-from gateway

! no arg reject-unknown-prefix

endpoint ttl 60

no shutdown

15-8 Cisco Unified CallManager 2

gatekeeper

zone local dpl-gateways domain.com invia dpl-gateways outvia dpl-gateways
enable-intrazone

zone local dp2-gateways domain.com invia dp2-gateways outvia dp2-gateways
enable-intrazone

gw-type-prefix 1# default-technology

! no use-proxy dpl-gateways default inbound-to gateway

! no use-proxy dpl-gateways default outbound-from gateway

! no use-proxy dp2-gateways default inbound-to gateway

! no use-proxy dp2-gateways default outbound-from gateway

! no arg reject-unknown-prefix

endpoint ttl 60

no shutdown

Cisco Unified Communication SRND
[ oL-10030-02-J .m



15

15-9

gatekeeper

zone local clstrl-dpl-gateways domain.

com

clstrl-dpl-gateways enable-intrazone

zone local clstrl-dp2-gateways domain.

com

clstrl-dp2-gateways enable-intrazone

zone local clstr2-dpl-gateways domain.

com

clstr2-dpl-gateways enable-intrazone

zone local clstr2-dp2-gateways domain.

com

clstr2-dp2-gateways enable-intrazone

gw-type-prefix

! no
! no
! no
! no
! no
! no
! no
! no
! no
endpo

use-proxy
use-proxy
use-proxy
use-proxy
use-proxy
use-proxy
use-proxy
use-proxy

1# default-technology

clstrl-dpl-gateways
clstrl-dpl-gateways
clstrl-dp2-gateways
clstrl-dp2-gateways
clstr2-dpl-gateways
clstr2-dpl-gateways
clstr2-dp2-gateways
clstr2-dp2-gateways

arg reject-unknown-prefix

int ttl 60

no shutdown

gatekeeper
no use-proxy <zone_name> default [inbound-to \ outbound-from] gateway

H.320

Cisco 10S Gatekeeper

invia outvia enable-intrazone

Cisco 10S Gatekeeper

default
default
default
default
default
default
default
default

H.320

2

invia clstrl-dpl-gateways

invia clstrl-dp2-gateways

invia clstr2-dpl-gateways

invia clstr2-dp2-gateways

inbound-to gateway
outbound-from gateway
inbound-to gateway
outbound-from gateway
inbound-to gateway
outbound-from gateway
inbound-to gateway
outbound-from gateway

Cisco Unified CallManager

outvia

outvia

outvia

outvia

gw-type-prefix <1#> default-technology

RASAggregator
#
P.15-36
RASAggregator
H.323
Registration Request RRQ
RRQ
Gatekeeper Identifier
H.323

zone subnet

SRND

H Cisco Unified Communication
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IP
32

MCU H.320
H.323
MCU

Unified CallManager

/132

MCU

Cisco Unified CallManager
DHCP

IP
zone subnet
IP

15-10 Cisco

Cisco 10S Gatekeeper

15-10

gatekeeper

no zone subnet MCUs default enable

zone subnet MCUs [MCUs_TIP_addr]/32 enable

zone subnet MCUs [RASAggregators_IP_addr]/32 enable
no zone subnet gateways default enable

zone subnet gateways [gateways_IP_addr]/32 enable
zone subnet gateways [RASAggregators_IP_addr]/32 enable
! zone subnet clients default enable

no zone subnet clients [MCUs_IP_addr]/32 enable

no zone subnet clients [gateways_IP_addr]/32 enable

15-10

TTL

TTL RRQ

RRQ
1800 30
TTL

RCF

TTL
TTL

MCU

Registration Request

RRQ

TTL

Cisco Unified Communication

MCU

RASAggregator

RRQ

RASA(ggregator

MCU
RASAggregator
MCU
IP

Timeto Live TTL;

TTL RRQ

Registration Confirm RCF

TTL
TTL

RCF
Cisco 10S Gatekeeper
H.323

Cisco 10S Gatekeeper
Cisco 10S Gatekeeper

330 =90

[ oL-10030-02-J
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TTL IP H.323
TTL 1800
DHCP TTL
3
Registration Reject RRJ duplicate alias
TTL
Cisco 10S Gatekeeper 60 3600 TTL
60

TTL 1800 60
TTL

gatekeeper

endpoint ttl <seconds>

J MCU H.320
. RASAggregator Cisco Unified
CallManager Administration H.323
H.323 H.323 MCU
H.320 RASAggregator
H.323
* RASAggregator IP-to-IP

Send Product ID and Version ID  True
invia outvia enable-intrazone
gw-type-prefix <1#> default-technology

RASAggregator
RASAggregator
MCU
MCU #
MCU #
e Gatekeeper Identifier H.323
J MCM
TTL
TTL 60 RAS
60
15-11 Cisco Unified CallManager
H.323

Cisco Unified Communication SRND
m. 0L-10030-02-J |



Cisco 10S Gatekeeper

15-11

gatekeeper

zone local clients domain.com invia clients outvia clients enable-intrazone
zone local MCUs domain.com invia MCUs outvia MCUs enable-intrazone
zone local gateways domain.com invia gateways outvia gateways enable-intrazone
! zone subnet clients default enable

no zone subnet clients [MCUs_IP_addr]/32 enable

no zone subnet clients [gateways_IP_addr]/32 enable

no zone subnet MCUs default enable

zone subnet MCUs [MCUs_IP_addr]/32 enable

zone subnet MCUs [RASAggregators_IP_addr]/32 enable

no zone subnet gateways default enable

zone subnet gateways [gateways_IP_addr]/32 enable

zone subnet gateways [RASAggregators_IP_addr]/32 enable

no use-proxy clients inbound-to terminals

no use-proxy clients outbound-from terminals

! no use-proxy MCUs inbound-to [MCU | gateway]

! no use-proxy MCUs outbound-from [MCU | gateway]

! no use-proxy gateways inbound-to gateway

! no use-proxy gateways outbound-from gateway

gw-type-prefix 1# default-technology

! no arg reject-unknown-prefix

endpoint ttl 60

no shutdown

15-12 2 Cisco Unified CallManager
H.323 2

15-12 2 2

gatekeeper

zone local clstrl-dpl-clients domain.com invia clstrl-dpl-clients outvia
clstrl-dpl-clients enable-intrazone

zone local clstrl-dpl-MCUs domain.com invia clstrl-dpl-MCUs outvia clstrl-dpl-MCUs
enable-intrazone

zone local clstrl-dpl-gateways domain.com invia clstrl-dpl-gateways outvia
clstrl-dpl-gateways enable-intrazone

zone local clstrl-dp2-clients domain.com invia clstrl-dp2-clients outvia
clstrl-dp2-clients enable-intrazone

zone local clstrl-dp2-MCUs domain.com invia clstrl-dp2-MCUs outvia clstrl-dp2-MCUs
enable-intrazone

zone local clstrl-dp2-gateways domain.com invia clstrl-dp2-gateways outvia
clstrl-dp2-gateways enable-intrazone

zone local clstr2-dpl-clients domain.com invia clstr2-dpl-clients outvia
clstr2-dpl-clients enable-intrazone

zone local clstr2-dpl-MCUs domain.com invia clstrl-dp2-MCUs outvia clstr2-dpl-MCUs
enable-intrazone

zone local clstr2-dpl-gateways domain.com invia clstr2-dpl-gateways outvia
clstr2-dpl-gateways enable-intrazone

zone local clstr2-dp2-clients domain.com invia clstr2-dp2-clients outvia
clstr2-dp2-clients enable-intrazone

zone local clstr2-dp2-MCUs domain.com invia clstr2-dp2-MCUs outvia clstr2-dp2-MCUs
enable-intrazone

zone local clstr2-dp2-gateways domain.com invia clstr2-dp2-gateways outvia
clstr2-dp2-gateways enable-intrazone

! zone subnet clstrl-dpl-clients default enable

Cisco Unified Communication SRND
[ oL-10030-02-J .m




no zone subnet clstrl-dpl-gateways default enable
zone subnet clstrl-dpl-gateways
zone subnet clstrl-dpl-gateways
no zone subnet clstrl-dp2-gateways default enable
zone subnet clstrl-dp2-gateways
zone subnet clstrl-dp2-gateways
no zone subnet clstr2-dpl-gateways default enable
zone subnet clstr2-dpl-gateways
zone subnet clstr2-dpl-gateways
no zone subnet clstr2-dp2-gateways default enable
zone subnet clstr2-dp2-gateways
zone subnet clstr2-dp2-gateways
no clstrl-dpl-clients
clstrl-dpl-clients
clstrl-dp2-clients
clstrl-dp2-clients
clstr2-dpl-clients
clstr2-dpl-clients
clstr2-dp2-clients
no use-proxy clstr2-dp2-clients outbound-from terminals

! no use-proxy clstrl-dpl-MCUs inbound-to [MCU | gateway]

! no use-proxy clstrl-dpl-MCUs outbound-from [MCU | gateway]

use-proxy inbound-to terminals
outbound-from terminals
inbound-to terminals

outbound-from terminals

no
no
no

use-proxy
use-proxy
use-proxy
inbound-to terminals
outbound-from terminals
inbound-to terminals

no
no
no

use-proxy
use-proxy
use-proxy

SRND

[clstrl-dpl gateways_IP_addr]/32 enable
[clstrl-dpl RASAggregators_IP_addr]/32 enable

[clstrl-dp2 gateways_IP_addr]/32 enable
[clstrl-dp2 RASAggregators_IP_addr]/32 enable

[clstr2-dpl gateways_IP_addr]/32 enable
[clstr2-dpl RASAggregators_IP_addr]/32 enable

[clstr2-dp2 gateways_IP_addr]/32 enable
[clstr2-dp2 RASAggregators_IP_addr]/32 enable

15 P |

|

no zone subnet clstrl-dpl-clients [clstrl-dpl MCUs_IP_addr]/32 enable

no zone subnet clstrl-dpl-clients [clstrl-dp2 MCUs_IP_addr]/32 enable

no zone subnet clstrl-dpl-clients [clstr2-dpl MCUs_IP_addr]/32 enable

no zone subnet clstrl-dpl-clients [clstr2-dp2 MCUs_IP_addr]/32 enable

no zone subnet clstrl-dpl-clients [clstrl-dpl gateways_IP_addr]/32 enable

no zone subnet clstrl-dpl-clients [clstrl-dp2 gateways_IP_addr]/32 enable

no zone subnet clstrl-dpl-clients [clstr2-dpl gateways_IP_addr]/32 enable

no zone subnet clstrl-dpl-clients [clstr2-dp2 gateways_IP_addr]/32 enable

! zone subnet clstrl-dp2-clients default enable

no zone subnet clstrl-dp2-clients [clstrl-dpl MCUs_IP_addr]/32 enable

no zone subnet clstrl-dp2-clients [clstrl-dp2 MCUs_IP_addr]/32 enable

no zone subnet clstrl-dp2-clients [clstr2-dpl MCUs_IP_addr]/32 enable

no zone subnet clstrl-dp2-clients [clstr2-dp2 MCUs_IP_addr]/32 enable

no zone subnet clstrl-dp2-clients [clstrl-dpl gateways_IP_addr]/32 enable

no zone subnet clstrl-dp2-clients [clstrl-dp2 gateways_IP_addr]/32 enable

no zone subnet clstrl-dp2-clients [clstr2-dpl gateways_IP_addr]/32 enable

no zone subnet clstrl-dp2-clients [clstr2-dp2 gateways_IP_addr]/32 enable

! zone subnet clstr2-dpl-clients default enable

no zone subnet clstr2-dpl-clients [clstrl-dpl MCUs_IP_addr]/32 enable

no zone subnet clstr2-dpl-clients [clstrl-dp2 MCUs_IP_addr]/32 enable

no zone subnet clstr2-dpl-clients [clstr2-dpl MCUs_IP_addr]/32 enable

no zone subnet clstr2-dpl-clients [clstr2-dp2 MCUs_IP_addr]/32 enable

no zone subnet clstr2-dpl-clients [clstrl-dpl gateways_IP_addr]/32 enable

no zone subnet clstr2-dpl-clients [clstrl-dp2 gateways_IP_addr]/32 enable

no zone subnet clstr2-dpl-clients [clstr2-dpl gateways_IP_addr]/32 enable

no zone subnet clstr2-dpl-clients [clstr2-dp2 gateways_IP_addr]/32 enable

zone subnet clstr2-dp2-clients default enable

no zone subnet clstr2-dp2-clients [clstrl-dpl MCUs_IP_addr]/32 enable

no zone subnet clstr2-dp2-clients [clstrl-dp2 MCUs_IP_addr]/32 enable

no zone subnet clstr2-dp2-clients [clstr2-dpl MCUs_IP_addr]/32 enable

no zone subnet clstr2-dp2-clients [clstr2-dp2 MCUs_IP_addr]/32 enable

no zone subnet clstr2-dp2-clients [clstrl-dpl gateways_IP_addr]/32 enable

no zone subnet clstr2-dp2-clients [clstrl-dp2 gateways_IP_addr]/32 enable

no zone subnet clstr2-dp2-clients [clstr2-dpl gateways_IP_addr]/32 enable

no zone subnet clstr2-dp2-clients [clstr2-dp2 gateways_IP_addr]/32 enable

no zone subnet clstrl-dpl-MCUs default enable

zone subnet clstrl-dpl-MCUs [clstrl-dpl MCUs_IP_addr]/32 enable

zone subnet clstrl-dpl-MCUs [clstrl-dpl RASAggregators_IP_addr]/32 enable

no zone subnet clstrl-dp2-MCUs default enable

zone subnet clstrl-dp2-MCUs [clstrl-dp2 MCUs_IP_addr]/32 enable

zone subnet clstrl-dp2-MCUs [clstrl-dp2 RASAggregators_IP_addr]/32 enable

no zone subnet clstr2-dpl-MCUs default enable

zone subnet clstr2-dpl-MCUs [clstr2-dpl MCUs_IP_addr]/32 enable

zone subnet clstr2-dpl-MCUs [clstr2-dpl RASAggregators_IP_addr]/32 enable

no zone subnet clstr2-dp2-MCUs default enable

zone subnet clstr2-dp2-MCUs [clstr2-dp2 MCUs_IP_addr]/32 enable

zone subnet clstr2-dp2-MCUs [clstr2-dp2 RASAggregators_IP_addr]/32 enable

H Cisco Unified Communication

OL-10030-02-J |



! no
! no
! no
! no
! no
! no
! no
! no
! no
! no
! no
! no
! no
! no

use-proxy
use-proxy
use-proxy
use-proxy
use-proxy
use-proxy
use-proxy
use-proxy
use-proxy
use-proxy
use-proxy
use-proxy
use-proxy
use-proxy

gw-type-prefix

! no arg reject-unknown-prefix
endpoint ttl 60

no shutdown

clstrl-dp2-MCUs
clstrl-dp2-MCUs
clstr2-dpl-MCUs
clstr2-dpl-MCUs
clstr2-dp2-MCUs
clstr2-dp2-MCUs

inbound-to [MCU | gateway]
outbound-from [MCU | gateway]
inbound-to [MCU | gateway]
outbound-from [MCU | gateway]
inbound-to [MCU | gateway]
outbound-from [MCU | gateway]

clstrl-dpl-gateways inbound-to gateway
clstrl-dpl-gateways outbound-from gateway
clstrl-dp2-gateways inbound-to gateway
clstrl-dp2-gateways outbound-from gateway
clstr2-dpl-gateways inbound-to gateway
clstr2-dpl-gateways outbound-from gateway
clstr2-dp2-gateways inbound-to gateway
clstr2-dp2-gateways outbound-from gateway
1# default-technology

Cisco Unified CallManager 4.0
Cisco IP Video Telephony SRND for Cisco Unified CallManager 4.0

H.323

H.323
Cisco Unified CallManager Administration

MCU

RASAggregator

H.323

MCU

Cisco Unified Communication

H.320

H.323

H.323

H.323

H.323

H.225

MCU H.320
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|
Cisco Unified Communications Cisco Unified CallManager
IP
Cisco Unified CallManager Release 4.1 ~ TAPI/JTAPI
CTI
CTI
CTI
/ CTI
Cisco Emergency Responder
Cisco Emergency Responder ER 911 Public Safety Answering Point PSAP
PSAP
ID PSAP
Cisco ER JTAPI Cisco Unified CallManager
CTI Cisco ER Cisco ER PSAP
ID Cisco ER Simple Network Management Protocol
SNMP; Cisco Discovery Protocol CDP;
Cisco Catalyst Ethernet
CDP IP
Cisco ER Cisco ER
Cisco Unified Video Advantage  Cisco IP Video Phone 7985 Cisco ER CDP
Cisco Unified Video Advantage CDP
Cisco Unified IP Phone
Video Telephony 911 Cisco ER PSAP
Sony Tandberg SCCP CDP Cisco ER
IP Cisco ER
PSAP
H.323 CDP Cisco ER IP
Cisco ER PSAP
H.323 Cisco ER
H.323 Empty Capabilities Set ECS
H.323 Cisco Unified CallManager ECS
Cisco ER 911

Cisco Unified Communication SRND
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Cisco Unified CallManager Assistant
Cisco Unified CallManager Assistant
Unified CM Assistant JTAPI Cisco Unified CallManager
Unified CM Assistant
Unified CM Assistant Unified CM Assistant
2
Unified CM Assistant
Cisco Unified CallManager
H.323 Unified CM Assistant
Empty Capabilities Set ECS H.323
Cisco Unified CallManager ECS Unified CM
Assistant
Cisco IP Cisco IP Contact Center
Cisco IP IP IVR Cisco IP Contact Center IPCC JTAPI
Cisco Unified CallManager IVR
IVR
IVR
H.323 Cisco Unified IP-1IVR IPCC Empty Capabilities
Set ECS H.323 Cisco Unified
CallManager ECS Cisco Unified IP-1IVR IPCC
IVR DTMF IVR
IVR
Cisco Unified IP-IVR  IPCC JTAPI Cisco
Unified CallManager DTMF
H.323 DTMF
H.323 DTMF IP IVR IPCC
H.323 IVR
Cisco Unified Video Advantage
Sony Tandberg SCCP DTMF  H.245
H.323 DTMF IVR
Cisco Attendant Console
Cisco Attendant Console JTAPI Cisco Unified CallManager
Attendant Console Attendant Console
H.323 Attendant Console

Empty Capabilities Set ECS
H.323 Cisco Unified CallManager ECS
Attendant Console

Cisco Unified Communication SRND
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Cisco Personal Assistant

Cisco Personal Assistant PA 2

e DTMF
. ID
PA
PA
H.323 PA Empty Capabilities Set ECS
H.323 Cisco Unified CallManager ECS
PA

Cisco IP SoftPhone Cisco IP Communicator

Cisco IP SoftPhone TAPI Cisco Unified CallManager

SCCP
Cisco IP SoftPhone
Cisco Unified Video Advantage IP Phone
Cisco IP SoftPhone Sony Tandberg SCCP
Cisco IP Communicator SCCP Cisco 7970 IP Phone
IP SoftPhone

T.120

T.120

Cisco Unified CallManager T.120
T.120 Cisco MeetingPlace
Placeware Web-Ex IBM E-Collaborate Web

Cisco Unified MeetingPlace

Cisco Unified MeetingPlace
Web
P.14-1 Cisco Unified MeetingPlace

H Cisco Unified Communication SRND
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Cisco Aironet 802.11b

Tandberg T-1000
PCMCIA

IP Phone

Cisco Unified Video Advantage

802.11b Wireless Adapter

IP Phone PC

Adapter

Cisco Unified Wireless IP Phone 7920

Cisco Unified Wireless IP Phone 7920
Cisco Unified Wireless IP Phone 7920
IP Phone
H.323

Capabilities Set ECS

XML
Cisco Unified Video Advantage

802.11b

Cisco Aironet PCMCIA 802.11b Wireless Adapter

IP Phone
PC Aironet
Cisco Unified Video Advantage
Cisco Unified Video Advantage
Aironet
Empty

Cisco IP Video Phone 7985

Sony Tandberg SCCP XML
Cisco IP Video Phone 7985 Sony
XML Cisco VT Advantage
Cisco Unified IP Phone XML
VT Advantage
Tandberg SCCP XML XML
Tandberg Cisco
Berbee InformaCast Sony Tandberg SCCP

2

Cisco Unified CallManager Administration

Cisco Unified Communication

XML
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Web
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16-2 Web Cisco Unified IP Phone Services Software
Development Kit SDK; 3.3(4) Cisco
LDAP Search Component Object Model COM,;
Web Cisco Developer Support Central Cisco Unified IP Phone
Services SDK

http://www.cisco.com/pcgi-bin/dev_support/access_level/product_support

IP Phone Services SDK 11S 4.0 Microsoft Windows Web
Cisco Unified CallManager SDK

IP Phone Services SDK

1 LDAP SDK
LDAP Search COM Programming Guide

2 Cisco Unified CallManager Web URL URL Directories
System > Enterprise Parameters

3
S
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Configuration URL Directories
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Cisco Unified CallManager Release 4.x
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Cisco Unified CallManager 5.0

2
IP User Groups and Roles
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16-2 Cisco Unified CallManager 5.0
CCMAdministrator Cisco Unified CallManager Administration
CCMQRTSecureSysUser Cisco Quality Reporting Tool
CCMQRTSysUser
CCMSysUser Cisco
IPMASecureSysUser Cisco Unified CallManager Assistant
IPMASysUser
WDSecureSysUser Cisco WebDialer
WDSysUser

16-5
Cisco Unified CallManager 5.0

16-5 Cisco Unified CallManager 5.0
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HTTPS
Identity Management System
IMS
IP Phone
PIN
Cisco Unified CallManager
IMS
Directories
HTTP
e LDAP

Cisco Unified CallManager

Unified CallManager
CallManager

e LDAP
IMS

Cisco Unified CallManager
PIN

Cisco Unified CallManager
LDAP
Unified CallManager

Cisco Unified CallManager

HTTPS Cisco Unified CallManager

Cisco Unified CallManager  Web

IMS

IP Communications
Cisco Unified CallManager

HTTP

Web IMS

IP
Web

Cisco Directory Synchronization DirSync
LDAP

Cisco Unified CallManager Administration
Cisco
Cisco Unified

LDAP

Cisco

Cisco

Cisco PIN  Cisco Unified CallManager
PIN
2 LDAP LDAP
A
P.16-4 IP
Web Cisco Unified IP Phone Services SDK
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LDAP
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LDAP
Cisco Unified CallManager
Web Cisco

Unified CallManager Administration

16-6

LDAP

Cisco Unified CallManager
Cisco Unified CallManager

Cisco Unified CallManager
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Cisco Unified CallManager
LDAP
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¢ Netscape Directory Server 4.x
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User ID
LDAPvV3

Cisco Unified CallManager

Cisco Unified CallManager User ID

Cisco Unified CallManager

Cisco Unified CallManager
2003
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LDAP
1

1
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User Search Base 2 jjones bfoo tbrown CCMDirMgr
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Service Accts
16-7
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Search Search
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< ZEEKY - HTTPS | &
Cisco Unified CallManager 5.0 LDAP

Cisco Unified CallManager

LDAP

e LDAP Manager Distinguished Name
LDAP User Search Base

Cisco Unified CallManager
LDAP

. 2

Cisco Unified CallManager

Cisco Unified CallManager

LDAP Password

LDAP

Domain Name System DNS;

Cisco Unified CallManager User Options

Cisco Unified CallManager Administration

e Cisco Unified CallManager Administration
PIN

e Cisco Unified CallManager Administration
Cisco Unified Comm

. Cisco Unified CallManager Administration
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Cisco Unified Communication

Cisco Unified CallManager User Options
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Microsoft Active Directory  LDAP Microsoft Active
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IP LDAP Authentication
LDAP Server Information LDAP 3268
Microsoft AD
Cisco Unified CallManager
Cisco Unified CallManager
LDAP User Search Base
Microsoft AD
LDAP Cisco Unified CallManager
P.16-11 LDAP AD
UserPrincipalName UPN Cisco Unified CallManager 1D
ID UPN Cisco Unified CallManager Administration
LDAP Authentication LDAP Search Base
LDAP user search base is formed using userid information.
16-15 UPN
Microsoft Active Directory awvid.info  vse.lab 2
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Unified CallManager
16-15 Microsoft AD
2
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Cisco %522 DN @
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\ 4
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| jsmith | | jdoe | |jbrown|
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CallManager
2. Cisco Unified CallManager Microsoft Active Directory
LDAP UPN @ UPN
@ LDAP
jdoe LDAP dc=avvid, dc=info

3. Microsoft Active Directory LDAP
cn=jdoe, ou=Users, dc=avvid, dc=info

4. Microsoft Active Directory  LDAP Cisco Unified

CallManager
5. Cisco Unified CallManager
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Secure Shell SSH Telnet

Cisco.com Web

Cisco 10S IP/H323 EnterprisePlus/H323
MCU Telnet Secure Shell SSH Telnet
Access Control List ACL;

Telnet

Cisco Unified Videoconferencing 3500 MCU H.320 Telnet FTP HTTP

SNMP IP/VC TACACS RADIUS

Telnet FTP HTTP SNMP

Cisco Authentication Proxy Cisco

Cisco.com

* Best Practices for Cisco Switches
http://cisco.com/en/US/partner/products/hw/switches/ps663/products_tech_note09186a0080094713.sht
ml

e SAFE A Security Blueprint for Enterprise Networks

http://www.cisco.com/en/US/netsol/ns340/ns394/ns171/ns128/networking_solutions_white_paper09186
a008009c8h6.shtml
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VLAN Voice VLAN
2
PC Voice VLAN
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Device Security Mode Cisco Unified

Video Advantage Cisco Unified Video Advantage
Cisco Audio Session Tunnel CAST RTP
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CallManager Skinny Client Control Protocol SCCP

Cisco Unified Video Advantage CAST

Encrypted Cisco Unified
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Cisco Unified Video Advantage PC

ACL PC
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Web
TFTP Cisco
Unified CallManager IP
18-5
Cisco Unified CallManager IP TFTP
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switchport access vlan 10

switchport mode access

switchport voice vlan 20

switchport port-security

switchport port-security maximum 2
switchport port-security violation restrict
switchport port-security aging time 2

switchport port-security aging type inactivity

e switchport port-security x/x enable
/
e switchport port-security violation restrict

restrict MAC
MAC
MAC

e switchport port-security aging time 2

DHCP

MAC
2
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DHCP IP
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IP
DHCP
DHCP
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ip dhcp snooping vlan 10, 20
no ip dhcp snooping information option
ip dhcp snooping

no ip dhcp snooping trust (Default)
ip dhcp snooping limit rate 10 (pps)
ip dhcp snooping trust

¢ ip dhcp snooping vlan 10, 20
DHCP
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¢ No ip dhcp snooping information option
DHCP Option 82
Option 82 DHCP
Option 82  Cisco 10S
DHCP
e ip dhcp snooping
DHCP
e no ip dhcp snooping trust
DHCP
e ip dhcp snooping limit rate 10
DHCP
e ip dhcp snooping trust
DHCP DHCP
DHCP DHCP
DHCP
1
IP IP
DHCP
DHCP DHCP
DHCP
DHCP DHCP 1P
DHCP Cisco
Catalyst DHCP
IP MAC VLAN
DHCP DHCP DHCP
DHCP DHCP
ARP DHCP Dynamic ARP
Inspection DAl DHCP
IP DHCP IP
DHCP
e Cisco 10S
show ip dhcp snooping binding
MacAddress IpAddress Lease (sec) Type VLAN Interface
00:03:47:B5:9F:AD 10.120.4.10 193185 dhcp-snooping 10
FastEthernet3/18
¢ Cisco CatOS
ngcs-6500-1> (enable) show dhcp-snooping bindings

MacAddress

00-10-a4-92-bf-dd

IpAddress Lease (sec) VLAN Port
10.10.10.21 41303 10 2/5
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DHCP

DHCP Dynamic ARP Inspection
Cisco 10S

ip dhcp snooping vlan 10,20 (required)

no ip dhcp snooping information option (required without option 82 dhcp server)
ip dhcp snooping (required)

ip arp inspection vlan 10,20

ip dhcp snooping database tftp://172.26.168.10/tftpboot/cisco/ngcs-dhcpdb

ip dhcp snooping trust
ip arp inspection trust
no ip arp inspection trust (default)
ip arp inspection limit rate 15 (pps)

e ip arp inspection vlan 10,20
Dynamic ARP Inspection DAl VLAN
e ip arp inspection trust

ip dhcp snooping trust ARP

DHCP
ARP

* noip arp inspection trust
VLAN

e ip arp inspection limit rate 15 (pps)
ARP 1

none

¢ ip dhcp snooping database tftp://172.26.168.10/tftpboot/cisco/ngcs-dhcpdb

DHCP TFTP
DHCP FTP
RCP 0 TFTP

* noip arp inspection trust

DAl DHCP
ARP
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ARP 1
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1
15 pps 1 15 ARP
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ARP IP
DoS
1D
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ping ping
IP SYN
TCP
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ip dhcp snooping vlan 4,104
no ip dhcp snooping information option
ip dhcp snooping

. DHCP Option 82 IP

ip verify source vlan dhcp-snooping

Web Cisco

e http://www.cisco.com/en/US/products/hw/switches/ps708/products_white_paper0900aecd8015f0ae.shtml

e http://www.cisco.com/en/US/netsol/ns340/ns394/ns171/ns128/networking_solutions_white_paper09186
a008014870f.shtml

Quality of Service

QoS Quality Of Service
QoS
Cisco

DoS
QoS
Scavenger Class
QoS

IP
QoS

QoS P.3-1 Web
Enterprise QoS Solution Reference Network Design  SRND  Guide

http://cisco.com/go/srnd

QoS
QoS
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ACL
VLAN
VLAN ACL
Cisco VLAN ACL 2 4
VLAN ACL VLAN
VLAN ACL VLAN
VLAN
VLAN ACL IP
VLAN ACL VLAN
VLAN ACL

e Cisco Catalyst 3750
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat3750/12225sed/scg/swacl.htm

e Cisco Catalyst 4500
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat4000/12_2_25s/conf/secure.htm

e Cisco Catalyst 6500 Cisco 10S
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/acl.htm
e Cisco 6500 Cisco CatOS

http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_8 5/confg_gd/acc_list.htm

Cisco 7960 IP Phone VLAN
VLAN ACL ACL
VLAN ACL Cisco Unified CallManager Release 4.1
IP
. 10.0.20.x
. 10.0.10.*
. 10.0.30.*
. 10.0.10.2 10.0.10.3
¢ DNS IP 10.0.40.3
ALY
0s

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/sec_vir/udp_tcp/index.htm
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20 permit udp host 10.0.10.2 eg 1985 any

30 permit udp host 10.0.10.3 eqg 1985 any

Ipermit HSRP from the routers

40 permit udp any any eq bootpc

50 permit udp any any eq bootps

!permit DHCP activity

60 permit udp 10.0.10.0 0.0.0.255 range 49152 65535 10.0.20.0 0.0.0.255 eqg tftp

70 permit udp 10.0.20.0 0.0.0.255 range 1024 5000 10.0.10.0 0.0.0.255 range 49152 65535
80 permit udp 10.0.10.0 0.0.0.255 range 49152 65535 10.0.20.0 0.0.0.255 range 1024 5000
lpermit the tftp traffic from the tftp server and phone

90 permit udp 10.0.10.0 0.0.0.255 range 49152 65535 host 10.0.40.3 eqg domain

100 permit udp host 172.19.244.2 eq domain 10.0.10.0 0.0.0.255 range 49152 65535

Ipermit DNS to and from the phone

110 permit tcp 10.0.10.0 0.0.0.255 range 49152 65535 10.0.20.0 0.0.0.255 eqg 2000

120 permit tcp 10.0.20.0 0.0.0.255 eqg 2000 10.0.10.0 0.0.0.255 range 49152 65535

Ipermit signaling to and from the phone.

130 permit udp 10.0.10.0 0.0.0.255 range 16384 32767 10.0.10.0 0.0.0.255 range 16384 32767
140 permit udp 10.0.0.0 0.0.255.255 range 16384 32767 10.0.10.0 0.0.0.255 range 16384 32767
150 permit udp 10.0.10.0 0.0.0.255 range 16384 32767 10.0.0.0 0.0.255.255 range 16384 43767
'permit all phones to send udp to each other

160 permit tcp 10.0.10.0 0.0.0.255 range 49152 65535 10.0.20.0 0.0.0.255 eqg www

170 permit tcp 10.0.20.0 0.255 eq www 10.0.10.0 0.0.0.255 range 49152 65535

180 permit tcp 10.0.20.0 0.255 range 49152 65535 10.0.10.0 0.0.0.255 eqg www

190 permit tcp 10.0.10.0 0.0.0.255 eg www 10.0.20.0 0.0.0.255 range 49152 65535

Ipermit web access to and from the phone

200 permit Intelligent Contact ManagementP any any

lallow all icmp - phone to phone, gateway to phone, and NMS to phone

220 permit udp 10.0.30.0 0.0.0.255 rang 16384 327676 10.0.10.0 0.0.0.255 rang 16384 32767
Ipermit udp to the gateways in the network for pstn access

0.0.
0.0.

ACL IP
ACL

VLAN ACL

e Cisco Catalyst 3750

http://www.cisco.com/en/US/products/hw/switches/ps5023/products_configuration_guide_book09186a0
080464bhdc.html

e Cisco Catalyst 4500

http://www.cisco.com/en/US/products/hw/switches/ps4324/products_configuration_guide_book09186a0
08011c8a5.html

e Cisco Catalyst 6500 Cisco CatOS
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_8_5/confg_gd/

e Cisco Catalyst 6500 Cisco 10S
http://www.cisco.com/en/US/products/hw/switches/ps708/products_configuration_guide_book09186a00
801609ea.html

ACL VLAN VLAN
VLAN
VLAN ACL

VLAN ACL

[ oL-10030-02-J
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VLAN ACL ACL ACL
3 VLAN
2
VLAN ACL
ACL
VLAN
3ACL 3ACL
18-13
18-13 3 ACL
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3 ACL
Web Configuring Commonly Used IP ACLs

http://cisco.com/en/US/partner/tech/tk648/tk361/technologies_configuration_example09186a008010054

8.shtml
3ACL Voice VLAN IP
IP
Cisco Unified
CallManager
IP IP
ACL 3ACL 2
VLAN ACL
IP
o 10.0.20.%
e |P 10.0.10.%
o 10.0.30.%
o 192.168.*.%

Cisco Unified Communication SRND
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10 deny ip 192.168.0.0 0.0.255.255

!deny all non voice devices
20 deny 192.168.0.0 0.0.255
!deny all non voice devices

30 deny 192.168.0.0 0.0.255.

!deny all non voice devices

to the

.255 10

to the
255 10

10.0.10.0 0.0.0.255
voip servers
.0.30.0 0.0.0.255
voip gateways
.0.20.0 0.0.0.255

to communicate with the phones ip addresses

3 ACL

ACL

Attendant Console
ACL

Web

Voice VLAN

Cisco Unified Communication
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IP
IP
RTP 1
IP
IP
Cisco Unified CallManager
ACL
Cisco Unified CallManager
IPSec
2 ACL IPSec
H.323 H.323 H.225
1720 ACL
H.225 Cisco H.225
ACL 1
1720
QoS Voice VLAN
QoS
18-14
18-14 IPSec ACL QoS
ACL
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||
SRTP
Secure RTP SRTP
SRTP Web
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_access/index.htm
IPSec Web Site-to-Site IPSec VPN Solution
Reference Network Design  SRND
http://www.cisco.com/go/srnd
Cisco Unified
CallManager
RTP ACL
RTP
2
CPU
DoS 18-15
18-15
— LTIy 2
—-——ATaT 3
2
RTP
RTP QoS Cisco
Unified CallManager
Cisco Unified CallManager
18-15 RTP

Cisco Unified Communication SRND
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ACL
Cisco Unified CallManager 2
RTP
DoS
Cisco Intrusion Detection System IDS
p.18-33
RTP
CPU
Cisco Adaptive Security Appliance ASA Cisco
Private Internet Exchange PIX 3 Cisco Firewall Services
Module FWSM 3
ASA
PIX 3 FWSM 3
RTP 3
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ACL IP
IP
IP
IP /
Cisco Unified CallManager
IP RTP
RTP
RTP RTP
1
IP FWSM ASA PIX
CPU 60% CPU 60% IP Phone
CPU 60%
IP Phone
CPU 60%

Cisco Unified CallManager

Cisco Unified CallManager
CPU 60%

Cisco IP
CPU

/ ASA PIX FWSM

Cisco

RTP CPU
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ASA PIX FWSM
18-16
18-16
NERRvET—2
(REEDHLY)
g AT—k =T .,
I3 G &= sy
I7AT I+ —I u - - I7AT I —I
7\:‘:_}I’Z"—/ (—7
PRI —2 2
(RESNITLD)
Cisco Adaptive Security Appliance ASA Cisco Private Internet Exchange PIX Cisco Firewall
Cisco Firewall Services Modules FWSM ASA PIX
ACL
18-17 ASA
ASA ASA
ASA/PIX ACL
DENY FWSM
18-18
18-17 Cisco ASA PIX
RLIEEMEORL
HLEBEMEDEN AB—TIAR
AB—=TI(R (ACL %zL)
it 7 N
= £
I —

FRTDORST4v51E !
EHEEDENALA—T T/ R LTHR NS
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18-18 Cisco FWSM
RLEFEOFL
RLIEEMEDEN AB—TT4AR
AB—TIAR 1 (ACL $%Y) pra—
I == |
- 7 % AV

V =2/ \':ffi'," :/ | !I
V) = /—U. )~ .

- | _EHESNTVELNTRTOrS7v2iE Il g

BEEODBENAVE—T/(ATROYTEN5
IP
Application Layer Gateway ALG
HTTP HTTP
HTTP
IP
ALG Cisco Unity
Attendant Console Cisco Unified Contact Center Enterprise Cisco Unified Contact Center Express
ACL
ASA/PIX7.1x  FWSM 3.1.x
SCCP ALG
Cisco Unified CallManager 5.x SIP SIP
ACL
3.0 Cisco FWSM SCCP
Cisco Unified CallManager IP
SCCP FWSM
2.X FWSM
ALG ACL
FWSM
ACL

Web

http://www.cisco.com/univercd/cc/td/doc/product/ipcvoice.htm

[ oL-10030-02-J
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ASA PIX
ASA PIX
1 IP
Open Shortest Path First
OSPF Routing Information Protocol RIP
Web Cisco Security Appliance Command Line

Configuration Guide

http://www.cisco.com/univercd/cc/td/doc/product/multisec/asa_sw/v_70/config/index.htm

ASA PIX QoS NAT VPN
P.18-36 ASA PIX
18-16
ASA PIX
IP ASA PIX
IP IP
ASA PIX
IP
IP ASA PIX
RSVP
ACL
ACL
ASA PIX
ASA PIX 2 Bump In The Wire
IP
2 3

Address Resolution Protocol ARP

Cisco Unified Communication SRND
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||
inspect
NAT
ACL
Cisco Discovery Protocol CDP
ACL
IP
QoS ACL
VPN
ASA PIX RSVP
ACL ACL

Web Cisco Security

Appliance Command Line Configuration Guide

http://www.cisco.com/univercd/cc/td/doc/product/multisec/asa_sw/v_70/config/index.htm

Cisco Unified Communication SRND
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ASA

Cisco Unified Communication SRND
18-38

PIX

ASA PIX Release 7.04
inspect

!
!
object-group service remote-access tcp
description remote access
'Windows terminal
port-object range 3389 3389
I'VNC
port-object range 5800 5800
I'VNC
port-object range 5900 5900
port-object range 8080 8080
port-object eqg ssh
!'SSH
port-object eq ftp-data
IFTP data transport
port-object eqg www
IHTTP Access
port-object eq ftp
IFTP
port-object eqg https
'HTTPS Access
object-group service voice-protocols-tcp tcp
description TCP voice protocols
CTI/QBE
port-object range 2428 2428
ISIP communication
port-object eq ctigbe
ISCCP
port-object range 2000 2000
!Secure SCCP
port-object range 2443 2443
object-group service voice-protocols-udp udp
I'TFTP
port-object eq tftp
IMGCP Signaling
port-object range 2427 2427
!DNS
port-object eqg domain
IRAS
port-object range 1719 1719
ISTIP

!Object Group applied for remote-access

access-list OUTSIDE extended permit tcp any any object-group remote-access
!Object Group applied for voice-protocols-tcp

access-list OUTSIDE extended permit tcp any any object-group voice-protocols-tcp
!Object Group applied for voice-protocols-udp

access-list OUTSIDE extended permit udp any any object-group voice-protocols-udp
! Object Group applied for remote-access

access-list inside_access_in extended permit tcp any any object-group remote-access
! Object Group applied for voice-protocols-tcp

access-list inside_access_in extended permit tcp any any object-group
voice-protocols-tcp

! Object Group applied for voice-protocols-udp

access-list inside_access_in extended permit udp any any object-group
voice-protocols-udp

!Failover config

ip address 172.19.245.3 255.255.255.248 standby 172.19.245.4
failover

OL-10030-02-J |
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failover lan unit primary
failover lan interface failover GigabitEthernet0/3
failover polltime unit 1 holdtime 3
Lowest and fastest setting for failover
failover polltime interface 3
failover link failover_state GigabitEthernet0/2
failover interface ip failover 192.168.1.1 255.255.255.0 standby 192.168.1.2
failover interface ip failover_state 192.168.0.1 255.255.255.0 standby 192.168.0.2
!
!Default inspection with inspects enabled
class-map inspection_default
match default-inspection-traffic
!
!
policy-map global_policy

class inspection_default

inspect h323 h225

inspect h323 ras

inspect skinny

inspect sip

inspect tftp

inspect mgcp

FWSM
NAT OSPF RIP
256
1,000
FWSM
IP
FWSM Bump In The Wire
FWSM
VLAN
NAT
ACL
EtherType ACL IP
2
EtherType ACL

Cisco Unified Communication

[ oL-10030-02-J
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Port Data Unit

FWSM

ARP MAC MAC

Bridge

BPDU BPDU
FWSM

NAT
RPF
FWSM  NATO

FWSM Release 2.3.x
inspect

fixup protocol h323 H225 1720
!Enable fixup h3232 h225

fixup protocol h323 ras 1718-1719
!Enable fixup h323 RAS

fixup protocol
!Enable fixup

fixup protocol
!Enable fixup

fixup protocol
!Enable fixup

mgcp 2427
mgcp

skinny 2000

tftp 69

object-group service VoiceProtocols tcp
Unified CM Voice protocols

description
port-object
port-object
port-object
port-object
port-object
port-object
!IDefining the

eq
eq
eq
eq
eq
eq

ctigbe
2000
3224
2443
2428
h323

ports for TCP voice

object-group service VoiceProtocolsUDP udp
UDP based Voice Protocols
range 2427 2427

range 1719 1719

description
port-object
port-object
port-object
!IDefining the

eq

tftp

ports for UDP voice

object-group service RemoteAccess tcp
description Remote Acces
port-object range 3389 3389
port-object range 5800 5809

SRND

Cisco Unified Communication
18-40

OL-10030-02-J |



port-object eqg ssh
port-object range 5900 5900
port-object eqg www
port-object eqg https
!Defining remote access TCP ports

access-1list inside_natO_outbound extended permit ip any any
1

access-list phones_access_in extended permit tcp any any object-group RemoteAccess log
notifications interval 2

access-list phones_access_in extended permit tcp any any object-group VoiceProtocols
log notifications interval 2

access-list phones_access_in extended permit udp any any object-group
VoiceProtocolsUDP log notifications interval 2

access-list phones_access_in extended deny ip any any log notifications interval 2
access-list outside_access_in extended permit tcp any any object-group VoiceProtocols
log notifications interval 2

access-list outside_access_in extended permit tcp any any object-group RemoteAccess
log notifications interval 2

access-list outside_access_in extended permit udp any any object-group
VoiceProtocolsUDP log notifications interval 2

!Access lists applying the object groups defined above for inside and outside
interfaces

access-list outside_access_in extended deny ip any any log notifications interval 2
access-list inside_access_in extended deny ip any any
!Deny all other traffic

access-list phones_nat0O_outbound extended permit ip any any
!

failover

failover lan unit primary

failover lan interface flan vlan 4050

failover polltime unit 1 holdtime 5

failover polltime interface 15

!Failover config - 15 seconds

failover interface-policy 50%

failover link flin vlan 4051

failover interface ip flan 1.1.1.1 255.255.255.252 standby 1.1.1.2
failover interface ip flin 1.1.1.5 255.255.255.252 standby 1.1.1.6
nat (inside) 0 access-list inside_natO_outbound_V1

access-group outside_access_in in interface outside

access-group inside_access_in in interface inside

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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|
IP
Cisco Unified Communications IP
WAN
Cisco IP
Web
Data Center Networking: Server Farm Security SRND Server Farm Security in the
Business Ready Data Center Architecture
http://www.cisco.com/go/srnd
Cisco Unified CallManager Web
Cisco Unified CallManager Security Guide
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_ipphon/english/ipp7960/sec_vir/sec413/index
.htm
Cisco Unified CallManager
Cisco Unified CallManager Cisco Security Agent

Cisco Security Agent IP IP
Cisco Security Agent

Cisco Security Agent
Cisco Unified CallManager

Cisco Security Agent

Cisco Security Agent

Cisco Security Agent
IP
IP
Cisco Security Agent
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Cisco Security
Agent

Cisco Security Agent

Cisco Security Agent
Cisco Security Agent

Cisco Security Agent

Cisco Security Agent
Cisco Security Agent

N

Cisco Unified CallManager 5.0 Cisco Security Agent

Cisco Security Agent

Cisco Security Agent

Cisco Security Agent

Cisco Unified CallManager Cisco Security

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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Agent Cisco Security Agent

Cisco Unified CallManager
Web

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/sec_vir/index.htm

Cisco Unified CallManager IP
Cisco Unified CallManager IP
IP
Web
IP
IP
IP
IP
IT
0s
0s

Cisco Unified CallManager 0s Cisco Unified CallManager
C:\Utils\SecurityTemplates

0os 0s

Web

http://www.cisco.com/kobayashi/sw-center/sw-voice.shtml

N

Cisco.com

Cisco Unified Communication SRND
18-44 OL-10030-02-J |


http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/sec_vir/index.htm
http://www.cisco.com/kobayashi/sw-center/sw-voice.shtml

| 18

PBX

Cisco Unified CallManager
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1
PC
PC P.18-6
PC
IP
P.18-10
IP
IP
IP P.18-5 IP
Cisco Unified CallManager
MAC
MAC MAC
MAC
MAC
MAC
MAC MAC
P.18-14
VLAN Cisco Discovery Protocol CDP
EQ11 CDP
DHCP DHCP
p.18-17 DHCP DHCP
DHCP VLAN  Dynamic ARP
Inspection 2 1
P.18-21 Dynamic ARP Inspection
DHCP IP
P.18-24 IP MAC IP

Cisco Unified Communication SRND
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IP VLAN ACL
P.18-26 VLAN
2 3
ACL P.18-28
Cisco 7960 IP Phone
Music on Hold HTTP
IP
. IP 10.0.40.5
e Cisco Unified CallManager 10.0.20.%
* DNS IP 10.0.30.2
e HSRP IP 10.0.10.2 10.0.10.3
. IP 10.0.%.%

10 permit icmp any any
! Allow all icmp - phone to phone, gateway to phone and NMS to phone

20 permit udp host 10.0.10.2 eg 1985 any
!Allow HSRP information in, do not allow out

30 permit udp host 10.0.10.3 eg 1985 any
! Allow in from HSRP neighbor

40 permit udp host 10.0.40.5 range 49152 65535 10.0.20.0 0.0.0.255 eq tftp
! Using ip host from ephemeral port range from phone to the TFPT server port 69
(start of tftp)

50 permit udp 10.0.20.0 0.0.0.255 range 1024 5000 host 10.0.40.5 range 49152 65535
!Using IP subnet from TFTP server with ephemeral port range to ip host and ephemeral
port range for phone

60 permit udp host 10.0.40.5 range 49152 65535 10.0.20.0 0.0.0.255 range 1024 5000
! Using host from phone to TFTP server with ephemeral port range to ip range and
ephemeral port range for TFTP (continue the TFTP conversation)

70 permit udp host 10.0.40.5 range 49152 65535 host 10.0.30.2 eqg domain
! Using IP host and ephemeral port range from phone to DNS server host

80 permit udp host 10.0.30.2 eqg domain host 10.0.40.5 range 49152 65535
! Using IP from DNS server to phone host ip and ephemeral port range

90 permit tcp 10.0.40.5 range 49152 65535 10.0.20.0 0.0.0.255 eqg 2000
! Using IP host and ephemeral port range from phone to Unified CM cluster for SCCP

100 permit tcp 10.0.20.0 0.0.0.255 eqg 2000 host 10.0.40.5 range 49152 65535
! Using IP range and SCCP port to phone IP host and ephemeral port range

110 permit udp 10.0.0.0 0.0.255.255 range 16384 32767 host 10.0.40.5 range 16384 32767
! Using IP range and ephemeral port range from all phones or gateways outside a vlan
to the IP host to phone

120 permit udp host 10.0.40.5 range 16384 32767 10.0.0.0 0.0.255.255 range 16384 43767
! Using IP host and ephemeral port range from vlan to all other phones or gateways

130 permit udp host 172.19.244.3 range 1024 5000 host 10.0.40.5 eqg snmp
!From IP host of NMS server and ephemeral port range (Different for Windows vs Sun) to
IP host of phones and SNMP port (161)

140 permit udp host 10.0.40.5 eqg snmp host 172.19.244.3 range 1024 5000

! From IP host of phone with SNMP port (161) to IP host of NMS server and ephemeral
port range

Cisco Unified Communication SRND
[ oL-10030-02-J .m
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QoS

G.729 QoS
P.18-25 Quality of Service QoS
Cs1 Scavenger Class

CAT2970 (config) #mls gos map policed-dscp 0 24 46 to 8

! Excess traffic marked 0 or CS3 or EF will be remarked to CS1

CAT2970 (config) #

CAT2970 (config) #class-map match-all LOBBY-VOICE

CAT2970 (config-cmap) # match access-group name LOBBY-VOICE

CAT2970 (config-cmap) #class-map match-all LOBBY-SIGNALING

CAT2970 (config-cmap) # match access-group name LOBBY-SIGNALING

CAT2970 (config-cmap) #exit

CAT2970 (config) #

CAT2970 (config) #policy-map LOBBY-PHONE

CAT2970 (config-pmap) #class LOBBY-VOICE

CAT2970 (config-pmap-c)# set ip dscp 46 ! Lobby phone VoIP is marked to DSCP EF
CAT2970 (config-pmap-c)# police 48000 8000 exceed-action policed-dscp-transmit
! Out-of-profile Lobby voice traffic (g.729) is marked down to Scavenger (CS1)
CAT2970 (config-pmap-c) #class LOBBY-SIGNALING

CAT2970 (config-pmap-c)# set ip dscp 24 ! Signaling is marked to DSCP CS3
CAT2970 (config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit
! Out-of-profile Signaling traffic is marked down to Scavenger (CS1)

CAT2970 (config-pmap-c) #class class-default

CAT2970 (config-pmap-c)# set ip dscp 0

CAT2970 (config-pmap-c)# police 56000 8000 exceed-action policed-dscp-transmit
! Out-of-profile data traffic is marked down to Scavenger (CS1)

CAT2970 (config-pmap-c)# exit

CAT2970 (config-pmap) #exit

CAT2970 (config) #

CAT2970 (config) #interface GigabitEthernet0/1

CAT2970 (config-if)# service-policy input LOBBY-PHONE ! Applies policy to int
CAT2970 (config-if) #exit

CAT2970 (config) #

CAT2970 (config) #ip access list extended LOBBY-VOICE

CAT2970 (config-ext-nacl)# permit udp any any range 16384 32767 ! VoIP ports
CAT2970 (config-ext-nacl) #

CAT2970 (config-ext-nacl) #ip access list extended LOBBY-SIGNALING

CAT2970 (config-ext-nacl)# permit tcp any any range 2000 2002 ! SCCP ports
CAT2970 (config-ext-nacl) #end

CAT2970#
Cisco Unified CallManager
1 18-19 Cisco Unified CallManager
1
CPU
60% RTP
pP.18-31
Cisco Unified CallManager
TCP ACL
IP ACL RTP
P.18-5 IP
DMz Cisco Unified CallManager

ACL
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Cisco Unified Video Advantage IP Phone
PC 2
QoS

IP Phone VLAN PC VLAN
3 VLAN VLAN
VLAN Access Control List ACL;
TCP 4224

Cisco Unified Video Advantage Differentiated Services Code Point DSCP
Cisco Unified CallManager SCCP
DSCP IP Phone SCCP
DSCP CS3 RTP DSCP EF
IP Phone  SCCP DSCP CS3 RTP
DSCP AF41 Cisco Unified Video Advantage
RTP DSCP AF41 IP Phone
Cisco Unified Video Advantage
DSCP CS3 SCCP
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S
Cisco Unified CallManager Release 4.0 Cisco Unified IP Phone 7970 7971
Transport Layer Security TLS Secure RTP  SRTP
RTP SCCP
RTP
N
VLAN VLAN

Cisco Unified Video Advantage

Cisco VT Camera
Cisco VT Camera
H.263
PC
Cisco VT Camera

H.263 1.5 Mbps
Video Advantage PC
PC Web

PC
Cisco Unified Video Advantage H.263
2
PC
PC CPU
Cisco Unified

Cisco Unified Video Advantage Data Sheet

http://www.cisco.com/warp/public/cc/pd/nemnsw/callmn/prodlit/vtadv_ds.htm

Cisco IP Video Phone 7985G

Cisco IP Video Phone 7985G
Cisco Unified Video Advantage

LCD
2 10/100 Base-T Directories
Cisco Unified IP Phone

VLAN CoS

Messages

PC
Cisco IP Video Phone 7985G
8.4

Settings Services
Cisco IP Video Phone 7985G
802.1p/q

CDP
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Cisco Unified Video Advantage

Cisco IP Video Phone 7985G

19-4 Cisco Unified Video Advantage  Cisco IP Video Phone 7985G
19-4 Cisco Unified Video Advantage  Cisco IP Video Phone 7985G
Cisco Unified Video
Advantage Cisco IP Video Phone 7985G

H.264

H.263

H.261

G.711

G.722

G.722.1

G.723.1

G.728

G.729

Cisco Wideband

7 Mbps 768 Kbps
CIF QCIF NTSC 4SIF SIF
PAL 4CIF QCIF SQCIF
SCCP
2 Sony Tandberg Cisco

Skinny Client Control Protocol SCCP

e Sony PCs-1 PCS-TL50

e Tandberg T-1000 T-550

Sony Tandberg SCCP Cisco Unified IP Phone 7940
SCCP

Directories Messages Settings  Services Cisco Unified IP Phone 7940

Sony Tandberg
Sony Tandberg TFTP IP
DHCP  Option 150 TFTP
Sony Tandberg
TFTP
Tandberg FTP
Sony FTP Sony
Tandberg 3 Cisco Unified CallManager 1
2 3
Sony Tandberg Cisco Unified IP Phone 7940 7960
e Messages

Cisco Unified Communication
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e Directories

e Settings Services

. XML Berbee InformaCast
Sony Tandberg SCCP

Cisco Unified IP Phone
Cisco Unified IP Phone Sony Tandberg
Sony
Tandberg
S
Sony Tandberg Cisco Discovery Protocol CDP IEEE
802.Q/p VLAN ID
Quality of Service P.3-1

Sony Tandberg SCCP
SCCP
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SIP IP Phone

SIP RFC
Cisco Unified IP Phone
SIP Cisco Unified IP Phone
Cisco Unified CallManager Cisco Unified CallManager Express ~ SIP

Cisco Technology Development Partner Program

IPCelerate RIM  Blackberry 7270 LAN
IP blue Grandstream
Grandstream GXP 2000

tekVizion
tekVizion
Cisco Unified CallManager CallManager Express

SIP http://www.cisco.com

Cisco Unified Communication SRND
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H Qos

QoS

IP Cisco Catalyst
QoS Web
Quality of Service

http://www.cisco.com/go/srnd

Cisco VG224 VG248
Cisco VG224 VG248
VG248 DSCP
Cisco VG224 VG248 Cisco Catalyst
S
wlan_id  Voice VLAN ID dvlan_id VLAN ID

Cisco 2950

CAT2950 (config) #interface interface-id

CAT2950 (config-if) #mls gos trust dscp

CAT2950 (config-if) #switchport mode access

CAT2950 (config-if) #switchport access vlan vvlan_id

mls qos trust dscp Enhanced Image EI

Cisco 2970 3750

CAT2970 (config) #mls qgos

CAT2970 (config)interface interface-id

CAT2970 (config-if) #mls gos trust dscp

CAT2970 (config-if) #switchport mode access

CAT2970 (config-if) #switchport access vlan vvlan_id

Cisco 3550

CAT3550 (config) #mls gos

CAT3550 (config)interface interface-id

CAT3550 (config-if) #mls gos trust dscp

CAT3550 (config-if) #switchport mode access

Cat3550 (config-if) #switchport access vlan vvlan_id

Cisco 4500 SUPIIl IV \')

CAT4500 (config) #gos

CAT4500 (config)interface interface-id

CAT4500 (config-if) #gos trust dscp

CAT4500 (config-if) #switchport mode access

CAT4500 (config-if) #switchport access vlan vvlan_id

Cisco 6500

CAT6500> (enable) set gos enable

CAT6500> (enable) set port gos 2/1 vlan-based

CAT6500> (enable) set vlan vvlan_id mod/port

CAT6500> (enable) set port gos mod/port trust trust-dscp

Cisco Unified Communication SRND
m. 0L-10030-02-J |



http://www.cisco.com/go/srnd

QoS ||
Cisco ATA 186 IP Conference Station
Cisco Analog Telephone Adaptor ATA 186 IP Conference Station
QoS P.19-28 Cisco VG224 VG248
Cisco ATA 188 IP Phone
Cisco Analog Telephone Adaptor ATA 188 IP Phone Voice VLAN VLAN
Cisco ATA 186 7902 7905 7910 IP Conference Station
Voice VLAN VLAN Auxiliary VLAN
IP Phone ATA
IP Phone ATA
Cisco ATA 186 7902 7905 7910 IP
Conference Station PC PC
CoS
Cisco Catalyst IP Phone
Cisco 2950
CAT2950 (config) #
CAT2950 (config) #class-map VVLAN
CAT2950 (config-cmap) # match access-group name VVLAN
CAT2950 (config-cmap) #class-map VLAN
CAT2950 (config-cmap) # match access-group name DVLAN
CAT2950 (config-cmap) #exit
CAT2950 (config) #
CAT2950 (config) #policy-map IPPHONE-PC
CAT2950 (config-pmap) # class VVLAN
CAT2950 (config-pmap-cO0# set ip dscp 46
CAT2950 (config-pmap-c)# police 1000000 8192 exceed-action-drop
CAT2950 (config-pmap) # class DVLAN
CAT2950 (config-pmap-cO0# set ip dscp 0
CAT2950 (config-pmap-c)# police 5000000 8192 exceed-action-drop
CAT2950 (config-pmap-c) #exit
CAT2950 (config-pmap) #exit
CAT2950 (config) #
CAT2950 (config) #interface interface-id
CAT2950 (config-if) #mls gos trust device cisco-phone
CAT2950 (config-if) #mls gos trust cos
CAT2950 (config-if) #switchport mode access
CAT2950 (config-if) #switchport voice vlan vvlan_id
CAT2950 (config-if) #switchport access vlan dvlan_id
CAT2950 (config-if) #service-policy input IPPHONE-PC
CAT2950 (config-if) #exit
CAT2950 (config) #
CAT2950 (config) #ip access-list standard VVLAN
CAT2950 (config-std-nacl)# permit voice_ IP subnet wild_card_mask
CAT2950 (config-std-nacl) #exit
CAT2950 (config) #ip access-list standard DVLAN
CAT2950 (config-std-nacl)# permit data_IP_subnet wild card mask
CAT2950 (config-std-nacl) #end
N
mls gos map cos-dscp Enhanced Image EIl Standard Image Sl

CoS DSCP

[ oL-10030-02-J
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Cos 0 1 2 3 4 5 6 7
DSCP 0 8 16 24 32 40 48 56
Cisco 2970 3750

CAT2970 (config)# mls gos map cos-dscp 0 8 16 24 34 46 48 56

CAT2970 (config)# mls gos map policed-dscp 0 24 to 8

CAT2970 (config) #

CAT2970 (config) #class-map match-all VVLAN-VOICE

CAT2970 (config-cmap) # match access-group name VVLAN-VOICE

CAT2970 (config-cmap) #

CAT2970 (config-cmap) #class-map match-all VVLAN-CALL-SIGNALING

CAT2970 (config-cmap) # match access-group name VVLAN-CALL-SIGNALING
CAT2970 (config-cmap) #

CAT2970 (config-cmap) #class-map match-all VVLAN-ANY

CAT2970 (config-cmap) # match access-group name VVLAN-ANY

CAT2970 (config-cmap) #

CAT2970 (config-cmap) # policy-map IPPHONE-PC

CAT2970 (config-pmap) #class VVLAN-VOICE

CAT2970 (config-pmap-c)# set ip dscp 46

CAT2970 (config-pmap-c)# police 128000 8000 exceed-action drop

CAT2970 (config-pmap-c)# class VVLAN-CALL-SIGNALING

CAT2970 (config-pmap-c)# set ip dscp 24

CAT2970 (config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit
CAT2970 (config-pmap-c)# class VVLAN-ANY

CAT2970 (config-pmap-c)# set ip dscp 0

CAT2970 (config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit
CAT2970 (config-pmap-c)# class class-default

CAT2970 (config-pmap-c)# set ip dscp 0

CAT2970 (config-pmap-c)# police 5000000 8000 exceed-action policed-dscp-transmit
CAT2970 (config-pmap-c) # exit

CAT2970 (config-pmap) # exit

CAT2970 (config) #

CAT2970 (config) #

CAT2970 (config) #interface interface-id

CAT2970 (config-if)# switchport voice vlan vvlan_id

CAT2970 (config-if)# switchport access vlan dvlian id

CAT2970 (config-if)# mls gos trust device cisco-phone

CAT2970 (config-if)# service-policy input IPPHONE-PC

CAT2970 (config-if)# exit

CAT2970 (config) #

CAT2970 (confiig) #ip access list extended VVLAN-VOICE

CAT2970 (config-ext-nacl)# permit udp Voice IP_Subnet Subnet_Mask any range 16384
32767 dscp ef

CAT2970 (config-ext-nacl) # exit

CAT2970 (config) #ip access list extended VVLAN-CALL-SIGNALING

CAT2970 (config-ext-nacl)# permit tcp Voice IP_Subnet Subnet_Mask any range 2000 2002
dscp cs3

CAT2970 (config-ext-nacl)# permit tcp Voice IP_ Subnet Subnet_Mask any range 2000 2002
dscp

Af31

CAT2970 (config-ext-nacl)# permit udp Voice IP_Subnet Subnet_Mask any eq 5060 dscp cs3
CAT2970 (config-ext-nacl)# permit tcp Voice IP_Subnet Subnet_Mask any range 5060 5061
dscp cs3

CAT2970 (config-ext-nacl) # exit

CAT2970 (config) #ip access list extended VVLAN-ANY

CAT2970 (config-ext-nacl)# permit ip Voice IP Subnet Subnet_Mask any

CAT2970 (config-ext-nacl)# end

CAT2970#

Cisco Unified Communication SRND
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Cisco 3550

CAT3550 (config)# mls gos map cos-dscp 0 8 16 24 34 46 48 56
CAT3550 (config)# mls gos map policed-dscp 0 24 26 46 to 8
CAT3550 (config) #class-map match-all VOICE
CAT3550 (config-cmap) # match ip dscp 46
CAT3550 (config-cmap) #class-map match-any CALL SIGNALING
CAT3550 (config-cmap) # match ip dscp 26
CAT3550 (config-cmap) # match ip dscp 24
CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all VVLAN-VOICE
CAT3550 (config-cmap) # match vlan vvlan_ id
CAT3550 (config-cmap) # match class-map VOICE
CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all VVLAN-CALL-SIGNALING
CAT3550 (config-cmap) # match vlan vvlan_ id
CAT3550 (config-cmap) # match class-map CALL SIGNALING
CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all ANY
CAT3550 (config-cmap) # match access-group name ACL_Name
CAT3550 (config-cmap) #

CAT3550 (config-cmap) # class-map match-all VVLAN-ANY
CAT3550 (config-cmap) # match vlan vvlan_id
CAT3550 (config-cmap) # match class-map ANY
CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all DVLAN-ANY
CAT3550 (config-cmap) # match vlan dvlan_ id
CAT3550 (config-cmap) # match class-map ANY
CAT3550 (config-cmap) #

CAT3550 (config-cmap) #policy-map IPPHONE-PC
CAT3550 (config-pmap) # class VVLAN-VOICE
CAT3550 (config-pmap-c)# set ip dscp 46
CAT3550 (config-pmap-c)# police 128000 8000 exceed-action drop

CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class VVLAN-CALL-SIGNALING

CAT3550 (config-pmap-c)# set ip dscp 24

CAT3550 (config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit
CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class VVLAN-ANY

CAT3550 (config-pmap-c)# set ip dscp 0

CAT3550 (config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit
CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class DVLAN-VOICE

CAT3550 (config-pmap-c)# set ip dscp 0

CAT3550 (config-pmap-c)# police 5000000 8000 exceed-action policed-dscp-transmit
CAT3550 (config-pmap-c) #exit

CAT3550 (config-pmap) #exit

CAT3550 (config) #interface interface-id

CAT3550 (config-if)# switchport voice vlan vvlan_id

CAT3550 (config-if)# switchport access vlan dvlian id

CAT3550 (config-if)# mls gos trust device cisco-phone

CAT3550 (config-if)# service-policy input IPPHONE-PC

CAT3550 (config-if)# exit

CAT3550 (config) #

CAT3550 (confiig) #ip access list standard ACL_ANY

CAT3550 (config-std-nacl)# permit any

CAT3550 (config-std-nacl) # end

CAT3550#

Cisco Unified Communication SRND
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Cisco 4500 SUPIIl IV

v

CAT4500 (config)# gos map cos 5 to dscp 46
CAT4500 (config)# gos map cos 0 24 26 46 to dscp 8

CAT4500 (config) #

CAT4500 (config) #class-map match-all VVLAN-VOICE
CAT4500 (config-cmap) # match access-group name VVLAN-VOICE

CAT4500 (config-cmap) #

CATA500 (config-cmap) #class-map match-all VVLAN-CALL-SIGNALING
CAT4500 (config-cmap) # match access-group name VVLAN-CALL-SIGNALING

CAT4500 (config-cmap) #

CAT4500 (config-cmap) #class-map match-all VVLAN-ANY
CAT4500 (config-cmap) # match access-group name VVLAN-ANY

CAT4500 (config-cmap) #

CAT4500 (config-cmap) # policy-map IPPHONE-PC
CATA4500 (config-pmap) #class VVLAN-VOICE

CAT4500 (config-pmap-c) #
CATA500 (config-pmap-c) #
CATA500 (config-pmap-c) #
CAT4500 (config-pmap-c) #

CATA500 (config-pmap-c) #
CAT4500 (config-pmap-c) #
CATA500 (config-pmap-c) #
CATA500 (config-pmap-c) #
CAT4500 (config-pmap-c) #
CATA500 (config-pmap-c) #
CATA500 (config-pmap-c) #

set ip dscp 46

police 128 kps 8000 byte exceed-action drop

class VVLAN-CALL-SIGNALING

set ip dscp 24

police 32 kps 8000 byte exceed-action policed-dscp-transmit
class VVLAN-ANY

set ip dscp 0

police 32 kps 8000 byte exceed-action policed-dscp-transmit
class class-default

set ip dscp 0

police 5 mpbs 8000 byte exceed-action policed-dscp-transmit
exit

CAT4500 (config-pmap) # exit

CATA4500 (config) #
CATA4500 (config) #

CATA4500 (config) #interface interface-id
CAT4500 (config-if)# switchport voice vlan vvlan_id
CAT4500 (config-if)# switchport access vlan dvlian id

CAT4500 (config-if)# qos

trust device cisco-phone

CAT4500 (config-if)# service-policy input IPPHONE-PC
CATA500 (config-if)# exit

(
(
(
(
(
(c
(
(
(
(
(
(
(
(
(
(
(
(
CATA500 (config-pmap-c) #
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
CAT4500 (config) #
(

CAT4500 (confiig) #ip access list extended VVLAN-VOICE
CAT4500 (config-ext-nacl)# permit udp Voice IP_Subnet Subnet_Mask any range 16384

32767 dscp ef

CATA4500 (config-ext-nacl) # exit
CAT4500 (config) #ip access list extended VVLAN-CALL-SIGNALING
CAT4500 (config-ext-nacl)# permit tcp Voice IP_ Subnet Subnet_Mask any range 2000 2002

dscp cs3

CAT4500 (config-ext-nacl)# permit tcp Voice IP_Subnet Subnet_Mask any range 2000 2002

dscp
Af31

CAT4500 (config-ext-nacl)# permit udp Voice IP_Subnet Subnet_Mask any eq 5060 dscp cs3
CAT4500 (config-ext-nacl)# permit tcp Voice IP_ Subnet Subnet_Mask any range 5060 5061

dscp cs3

CATA4500 (config-ext-nacl) # exit

CAT4500 (config) #ip access list extended VVLAN-ANY

CAT4500 (config-ext-nacl)# permit ip Voice IP Subnet Subnet_Mask any
CAT4500 (config-ext-nacl)# end

CAT4500#

SRND
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set g
set g

set g
set g

set q

set q

set q

QoS | |

os cos-dscp-map 0 8 16 24 32 46 48 56
os policed-dscp-map 0, 24, 26, 46:8

os policer aggregate
os policer aggregate

os policer aggregate

os policer aggregate

os acl ip IPPHONE-PC

Voice_IP_Subnet Subnet_Mask any range 16384

set g

os acl ip IPPHONE-PC

Voice_IP_ Subnet Subnet_Mask any range 2000
set gos acl ip IPPHONE-PC dscp 24 aggregate VVLAN-CALL-SIGNALING

tcp Voice IP Subnet Wildcard bits any

udp Voice IP Subnet Wildcard_bits

Cisco 6500
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
policed-dscp
CAT6500> (enable)
policed-dscp
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
Subnet_Mask any
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)

Cisco IP SoftPhone

DSCP

VVLAN-VOICE rate 128 burst 8000 drop
VVLAN-CALL-SIGNALING rate 32 burst 8000

VVLAN-ANY rate 5000 burst 8000

PC-DATA rate 5000 burst 8000 policed-dscp
dscp 46 aggregate VVLAN-VOICE udp

32767

dscp 24 aggregate VVLAN-CALL-SIGNALING tcp
2002

range 5060 5061

set gos acl ip IPPHONE-PC dscp 24 aggregate VVLAN-CALL-SIGNALING

any eq 5060

set gos acl ip IPPHONE-PC dscp 0 aggregate VVLAN-ANY Voice IP_Subnet

set gos acl ip IPPHONE-PC dscp 0 aggregate PC-DATA any

commi

t gos acl IPPHONE-PC

set vlan vvlan_id mod/port
set port gos mod/port trust-device ciscoipphone
set gos acl map IPPHONE-PC mod/port

16384
Cisco IP Softphone

Cisco IP SoftPhone

IP Communicator

Cisco IP SoftPhone

32767
IP Communicator

IP Communicator PC
PC
UDP
UDP

Network Audio Settings > Audio Output Port  UDP

Cisco IP Communicator UDP
e [P Communicator RTP Port Range Start RTP Port
Range End
e Preferences > Audio Settings > Network > Port Range
UDP 2
1
Cisco Catalyst Cisco IP SoftPhone IP
Communicator QoS
Cisco 2950 Enhanced Image
Cisco Catalyst 2950 QoS
2
e Cisco 2950 range ACL UDP
Cisco IP
SoftPhone uUbP
e Cisco 2950 FastEthernet 1 Mbps

Cisco Unified Communication
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Cisco 2970

CAT2970 (config)
CAT2970 (config)
CAT2970 (config)
CAT2970 (config)
CAT2970 (config-
CAT2970 (config-
CAT2970 (config-
CAT2970 (config-
CAT2970 (config)
CAT2970 (config)
CAT2970 (config-
CAT2970 (config-
CAT2970 (config-
CAT2970 (config-
CAT2970 (config-
CAT2970 (config-
CAT2970 (config-
CAT2970 (config-
CAT2970 (config-
CAT2970 (config-
CAT2970 (config-
CAT2970 (config)
CAT2970 (config)
CAT2970 (config-
CAT2970 (config-
CAT2970 (config-
CAT2970 (config-
CAT2970 (config)
CAT2970 (config-
CAT2970 (config-

3750

#mls gos
#mls gos map policed-dscp 0 24 26 46 to 8
#
#class-map match-all SOFTPHONE-VOICE
cmap) # match access-group name SOFTPHONE-VOICE
cmap) #class-map match-all SOFTPHONE-SIGNALING
cmap) # match access-group name SOFTPHONE-SIGNALING
cmap) #exit
#
#policy-map SOFTPHONE-PC
pmap-c) #class SOFTPHONE-VOICE
pmap-c) # set ip dscp 46
pmap-c) # police 128000 8000 exceed-action policed-dscp-transmit
pmap-c) #class SOFTPHONE-SIGNALING
pmap-c) # set ip dscp 24
pmap-c) # police 32000 8000 exceed-action policed-dscp-transmit
pmap-c) #class class-default
pmap-c) # set ip dscp 0
pmap-c) # police 5000000 8000 exceed-action policed-dscp transmit
pmap-c) # exit
pmap) #exit
#
#interface FastEthernet interface-id
if) # switchport access vlan vvlan_id
if) # switchport mode access
if) # service-policy input SOFTPHONE-PC
if) # exit
#ip access list extended SOFTPHONE-VOICE
ext-nacl) # permit udp host PC _IP address eq fixed port_number any
ext-nacl) # exit

CAT2970 (config) #ip access-list extended SOFTPHONE-SIGNALING

CAT2970 (config-ext-nacl) # permit tcp host PC_IP address host CallManager IP _address eq
2748 or 2000
CAT2970 (config-ext-nacl) # exit

SRND
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Cisco 3550

CAT3550 (config)
CAT3550 (config)
CAT3550 (config)
CAT3550 (config)
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config)
CAT3550 (config)
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config)
CAT3550 (config)
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config)
CAT3550 (config-
CAT3550 (config-

QoS | |

#mls gos
#mls gos map policed-dscp 0 24 26 46 to 8
#
#class-map match-all SOFTPHONE-VOICE
cmap) # match access-group name SOFTPHONE-VOICE
cmap) #class-map match-all SOFTPHONE-SIGNALING
cmap) # match access-group name SOFTPHONE-SIGNALING
cmap) #exit
#
#policy-map SOFTPHONE-PC
pmap-c) #class SOFTPHONE-VOICE
pmap-c) # set ip dscp 46
pmap-c) # police 128000 8000 exceed-action policed-dscp-transmit
pmap-c) #class SOFTPHONE-SIGNALING
pmap-c) # set ip dscp 24
pmap-c) # police 32000 8000 exceed-action policed-dscp-transmit
pmap-c) #class class-default
pmap-c) # set ip dscp 0
pmap-c) # police 5000000 8000 exceed-action policed-dscp transmit
pmap-c) # exit
pmap) #exit
#
#interface FastEthernet interface-id
if) # switchport access vlan vvlan_id
if) # switchport mode access
if) # service-policy input SOFTPHONE-PC
if) # exit
#ip access list extended SOFTPHONE-VOICE
ext-nacl) # permit udp host PC _IP address eq fixed port_number any
ext-nacl) # exit

CAT3550 (config) #ip access-list extended SOFTPHONE-SIGNALING

CAT3550 (config-ext-nacl) # permit tcp host PC_IP address host CallManager IP_ address eq
2748 or 2000
CAT3550 (config-ext-nacl) # exit

[ oL-10030-02-J
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Cisco 4500 SUPIIl IV

CAT4500 (config) #qgos

v

CAT4500 (config) #gos map policed-dscp 0 24 26 46 to 8

CAT4500 (config) #

CAT4500 (config) #class-map match-all SOFTPHONE-VOICE

CAT4500 (config-cmap) # match access-group name SOFTPHONE-VOICE
CAT4500 (config-cmap) #class-map match-all SOFTPHONE-SIGNALING
CAT4500 (config-cmap) # match access-group name SOFTPHONE-SIGNALING
CATA4500 (config-cmap) #exit

CAT4500 (config) #policy-map SOFTPHONE-PC

CAT4500 (config-pmap-c)
CAT4500 (config-pmap-c)
CAT4500 (config-pmap-c)
CAT4500 (config-pmap-c)
CAT4500 (config-pmap-c)
CAT4500 (config-pmap-c)
policed-dscp-transmit
CAT4500 (config-pmap-c)
CAT4500 (config-pmap-c)
CAT4500 (config-pmap-c)
CAT4500 (config-pmap-c)

(
(
(
(
(
(
(
(
CAT4500 (config) #
(
(
(
(
(
(
(

#class SOFTPHONE-VOICE

# set ip dscp EF

# police 128 kps 8000 byte exceed-action policed-dscp-transmit
#class SOFTPHONE-SIGNALING

# set ip dscp CS3

# police 32000 kps 8000 byte exceed-action

#class class-default

# set ip dscp default

# police 5 mpbs 8000 byte exceed-action policed-dscp transmit
# exit

CATA4500 (config-pmap) #exit

CATA4500 (config) #

CAT4500 (config) #interface FastEthernet interface-id
CAT4500 (config-if) # switchport access vlan vvlian id

CAT4500 (config-if) # service-policy input SOFTPHONE-PC
CATA4500 (config-if) # exit
CAT4500 (config) #ip access list extended SOFTPHONE-VOICE

CAT4500 (config-ext-nacl) #

permit udp host PC IP address eq fixed port_number any

CATA500 (config-ext-nacl) # exit
CAT4500 (config) #ip access-list extended SOFTPHONE-SIGNALING
CAT4500 (config-ext-nacl) # permit tcp host PC_IP address host CallManager IP address eq

2748 or 2000

(
(
(
(
(
(
(
CAT4500 (config-if) # switchport mode access
(
(
(
(
(
(
(

CATA500 (config-ext-nacl) # exit

Cisco 6500

CAT6500> (enable) set
CAT6500> (enable) set
CAT6500> (enable)
CAT6500> (enable) set
policed-dscp

CAT6500> (enable) set
policed-dscp

CAT6500> (enable) set
CAT6500> (enable)
CAT6500> (enable) set
host PC_IP address eq
CAT6500> (enable) set

gos enable
qgos policed-dscp-map 0, 24, 26, 46:8

gos policer aggregate SOFTPHONE-VOICE rate 128 burst 8000

gos policer aggregate SOFTPHONE-SIGNALING rate 32 burst 8000
gos policer aggregate PC-DATA rate 5000 burst 8000 policed-dscp
gos acl ip SOFTPHONE-PC dscp 46 aggregate SOFTPHONE-VOICE udp

fixed port_number any
gos acl ip SOFTPHONE-PC dscp 24 aggregate SOFTPHONE-SIGNALING

tcp host PC_IP address host CallManager IP_address eq 2748 or 2000

CAT6500> (enable) set
CAT6500>
CAT6500> (enable) set

(
(
(
CAT6500> (enable) set
(
(

gos acl ip SOFTPHONE-PC dscp 0 aggregate PC-DATA any

enable) commit gos acl SOFTPHONE-PC

vlan vvlan_id mod/port
port gos mod/port trust untrusted

CAT6500> (enable) set gos acl map SOFTPHONE-PC mod/port
CAT6500> (enable)
DSCP 3

Cisco Catalyst 2950 with Standard Image

Cisco 3524XL DSCP

SRND
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Cisco Unified Wireless IP Phone 7920
Cisco Unified Wireless IP Phone 7920 Per-Hop Behavior PHB CS3
Differentiated Services Code Point DSCP 24 ToS 0x60 SCCP
PHB EF DSCP 46 ToS 0xB8

RTP AP

AP IP
Phone IP Phone

LAN  WLAN QoS
Cisco Unified Wireless IP Phone 7920 Cisco Discovery Protocol CDP
AP CDP IP Phone AP
IP Phone
100 Mbps 802.11b AP
11 Mbps LAN
AP
Cisco Catalyst 3550 6500 AP
AP
802.11b 7 Mbps
1 Mbps
AP VLAN
DSCP
VLAN Cisco Unified Wireless IP Phone 7920 DSCP
VLAN DSCP
0

Cisco Unified Communication

[ oL-10030-02-J

SRND m



19 IP

H Qos

Cisco 3550

CAT3550 (config) #mls gos
CAT3550 (config) #mls gos map cos-dscp 0 8 16 24 32 46 48 56
CAT3550 (config) #mls qgos map policed-dscp 24 46 to 8

CAT3550 (config) #mls gos aggregate-policer AGG-POL-1M-VOICE-OUT 1000000 8000

exceed-action policed-dscp-transmit

CAT3550 (config) #mls qgos aggregate-policer AGG-POL-6M-DEFAULT-OUT 6000000 8000

exceed-action drop

CAT3550 (config) #

CAT3550 (config) #class-map match-all EGRESS-DSCP-0

CAT3550 (config-cmap) #match ip dscp 0

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all EGRESS-DSCP-8

CAT3550 (config-cmap) #match ip dscp 8

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all EGRESS-DSCP-16
CAT3550 (config-cmap) #match ip dscp 16

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all EGRESS-DSCP-32
CAT3550 (config-cmap) #match ip dscp 32

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all EGRESS-DSCP-48
CAT3550 (config-cmap) #match ip dscp 48

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all EGRESS-DSCP-56
CAT3550 (config-cmap) #match ip dscp 56

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all VOICE-SIGNALING
CAT3550 (config-cmap) #match ip dscp 24

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all VOICE

CAT3550 (config-cmap) #match ip dscp 46

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all INGRESS-DATA

CAT3550 (config-cmap) #match any

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all INGRESS-VVLAN-VOICE
CAT3550 (config-cmap) #match vlan vvlian-id

CAT3550 (config-cmap) #match class-map VOICE

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all INGRESS-VVLAN-VOICE-SIGNALING
CAT3550 (config-cmap) #match vlan vvlian-id

CAT3550 (config-cmap) #match class-map VOICE-SIGNALING

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all INGRESS-DVLAN

CAT3550 (config-cmap) #match vlan dvlan-id

CAT3550 (config-cmap) #match class-map INGRESS-DATA

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #policy-map EGRESS-RATE-LIMITER

CAT3550 (config-pmap) #class EGRESS-DSCP-0

CAT3550 (config-pmap-c) #police aggregate AGG-POL-6M-DEFAULT-OUT
CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class EGRESS-DSCP-8

CAT3550 (config-pmap-c) #police aggregate AGG-POL-6M-DEFAULT-OUT
CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class EGRESS-DSCP-16

CAT3550 (config-pmap-c) #police aggregate AGG-POL-6M-DEFAULT-OUT
CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class EGRESS-DSCP-32

CAT3550 (config-pmap-c) #police aggregate AGG-POL-6M-DEFAULT-OUT
CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class EGRESS-DSCP-48

CAT3550 (config-pmap-c) #police aggregate AGG-POL-6M-DEFAULT-OUT
CAT3550 (config-pmap-c) #class EGRESS-DSCP-56

CAT3550 (config-pmap-c) #police aggregate AGG-POL-6M-DEFAULT-OUT
CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class EGRESS-VOICE

CAT3550 (config-pmap-c) #police aggregate AGG-POL-1M-VOICE-OUT
CAT3550 (config-pmap-c) #

H Cisco Unified Communication SRND
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CAT3550 (config-pmap-c) #class EGRESS-VOICE-SIGNALING

CAT3550 (config-pmap-c) #police aggregate AGG-POL-1M-VOICE-OUT
CAT3550 (config-pmap-c) #
CAT3550 (config-pmap-c) #policy-map INGRESS-QO0S
CAT3550 (config-pmap) #class INGRESS-VVLAN-VOICE
CAT3550 (config-pmap-c) #set ip dscp 46

CAT3550 (config-pmap-c) #
CAT3550 (config-pmap-c) #class INGRESS-VVLAN-CALL-SIGNALING
CAT3550 (config-pmap-c) #set ip dscp 24

CAT3550 (config-pmap-c) #
CAT3550 (config-pmap-c) #class INGRESS-DVLAN

CAT3550 (config-pmap-c) #
CAT3550 (config-pmap-c) #class class-default
CAT3550 (config-pmap-c) #set ip dscp 0
CAT3550 (config-pmap-c) #
CAT3550 (config-pmap-c) #interface interface id

CAT3550 (config-if) #description 11Mb towards Wireless Access Point
CAT3550 (config-if) #switchport access dvlan-id

CAT3550 (config-if) #switchport voice vvlian-id

CAT3550 (config-if) #mls gos trust dscp

CAT3550 (config-if) #service-policy output EGRESS-RATE-LIMITER
CAT3550 (config-if) #service-policy input INGRESS-QO0OS

Cisco 6500

CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)

CAT6500> (enable)
any dscp-field 24
CAT6500> (enable)
any dscp-field 46
CAT6500> (enable)

CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)
CAT6500> (enable)

Cisco Unified Communication

set
set
set

set
set

set

set

set

set
set

set
set
set
set

set

set

(
(
(
(
(
(
(
(
(
(
(
CAT3550 (config-pmap-c) #set ip dscp 0
(
(
(
(
(
(
(
(
(
(
(

qos
qgos
qos

qgos
qos

qgos

qos

qos

qgos
qos

qgos
qos
qos
qgos

enable
cos-dscp-map 0 8 16 24 32 46 48 56
policed-dscp-map 24,46:8

policer microflow VOICE-OUT rate 1000 burst 32 policed-dscp
policer microflow DATA-OUT rate 6000 burst 32 drop

acl ip AP-VOICE-EGRESS dscp 24 microflow VOICE-OUT ip any

acl ip AP-VOICE-EGRESS dscp 46 microflow VOICE-OUT ip any

acl ip AP-DATA-EGRESS dscp 0 microflow DATA-OUT ip any any

acl ip AP-VOICE-INGRESS trust-dscp ip any any
acl ip AP-DATA-INGRESS dscp 0 ip any any

acl map AP-VOICE-EGRESS vvlan-id output
acl map AP-DATA-EGRESS dvlan-id output
acl map AP-VOICE-INGRESS vvlan-id input
acl map AP-DATA-INGRESS dvlan-id input

port gos mod/port vlan-based

port gos mod/port trust trust-dscp

[ oL-10030-02-J
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e Cisco Unified Video Advantage  Cisco Unified IP Phone P.19-40

¢ Cisco IP Video Phone 7985G P.19-41

e Sony Tandberg SCCP P.19-41

e H.323 SIP P.19-41

Cisco Unified Video Advantage Cisco Unified IP Phone

DSCP

Cisco Unified Communications

PC

Cisco Unified Video Advantage QoS

5445
ACL

ACL

Cisco Unified Video Advantage PC

PC Cisco Unified Video Advantage
3
802.1p CoS
802.1Q 802.1p CoS
PC  802.1p
1
QoS IP Phone
UDP
PHB AF41
Best Effort
ACL TCP 4224 CS3
IP Phone CAST
VLAN PC
2
Enterprise QoS Solution Reference Network Design Guide
http://www.cisco.com/go/srnd
CoS DSCP
Per-Port/Per-VLAN ACL
TCP/UDP
DSCP
Cisco Unified Video Advantage DSCP AF41
ACL UDP 5445
VLAN

DSCP N kbps N

VLAN IP Phone

SRND

3.1

VLAN

ACL

DSCP AF41
ACL

ACL

H Cisco Unified Communication
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Cisco IP Video Phone 7985G

Cisco Unified IP Phone

802.1p/Q
CoS
Sony Tandberg SCCP
Sony Tandberg
802.1p CoS
SCCP
UDP
1
Sony Tandberg
Tandberg
Sony Tandberg
VLAN
VLAN
VLAN
UDP
VLAN VLAN
H.323 SIP
2 QoS
UDP

Cisco Unified Communication

QoS | |

Cisco IP Video Phone 7985G

Cisco IP Video Phone 7985G  PC

Cisco Unified Communications

802.1p
PC
DSCP 3
802.1Q
UDP  TCP
AF41
EF
Sony Tandberg
1
DSCP
EF F41 CS3
DSCP
Sony
CDP
VLAN
IP
VLAN
Sony Tandberg
Cisco Unified CallManager SCCP
VLAN VLAN
SIP
H.323 SIP
1 TCP
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1
SIP H.225 H.245 RAS
802.1Q 802.1p CoS
IP Precedence DSCP
Y
H.323 SIP
2
TCP UDP IP
ACL
1

Cisco Unified Communication SRND
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. 19-5 Cisco Cisco Unified Communications
J 19-6 SCCP SIP Cisco IP Phone
. 19-7 SCCP Cisco
IP Phone
. 19-8 SIP Cisco
IP Phone
. 19-9 Cisco Unified IP Phone 7920 7935 7936G 7985G
J 19-10 Cisco IP Communicator Cisco IP SoftPhone
19-5 Cisco
Ws-svc- Ws-x6624- ATA 186
cmm-24fxs |fxs VG224 VG248 188
N N N \& Y? &
24% 72 24 24 48 2
ID Y N N Y Y Y
N N N N Y Y
ID |N N N N Y Y
N N N \& N Y
N N N \& Y Y
N N N N & Y
N N N N N N
Ad Hoc N N N N Y Y
Meet-Me N N N N N Y
N N N N N Y
N N N N N Y
N N N N Y’ Y’
N N N N Y Y
N N N N N N
Y Y Y Y Y Y8
MWI [N N N N Y Y8
Survivable Remote Site Telephony N N N Y Y Y
SRST
Music On Hold MoH Y Y N Y
N N N N N N
Multilevel Precedence and Preemption N N N N N N
MLPP

Cisco Unified Communication
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19-5 Cisco
Ws-svc- Ws-x6624- ATA 186
cmm-24fxs |fxs VG224 VG248 188
N N N N N N
C N N N N N N
N N N N Y?® N
Y N N N N N
Y N N N N N
PLAR Private Line Automatic Ringdown |Y N N N N Y
Y N N N N N
Y N N N N N
Y N N N
ToS 0x68 0x681° 0x68 0x68 0x68 0x68
ToS 0xB8 0xB8 0xB8 0xB8 0xB8 0xB8
FAX yi Y Y12 Y yi Y
FAX Y Y N Y Y N
SCCP  Skinny Client Control Protocol N N N N Y Y
Session Initiation Protocol SIP N N N Y N Y
H.323 Y Y N Y N Y
Y Y Y Y N Yy
MGCP
G.711 Y Y Y Y Y Y
G.722 N N N N N N
G.723 Y Y N N N Y
G.726 Y N N N N N
G.729 Y Y Y Y Y Y
VAD Y Y N Y N Y
CNG Y Y N Y N Y
1. 2 10/100 Base-T
2. 1 10/100 Base-T
3. ATA 188 2 10/100 Base-T ATA 186 1 10 Base-T
4. EVM-HD-8FXS/DID 8 FXS DID EM-HDA-8FXS
2
5. H.323 SIP
6. Call Forward All
7.
8. SCCP SIP
9. VG248 1.2
10. UDP 2427 MGCP TCP 2428 MGCP
11. FAX FAX
12. FAX
13. Cisco Unified CallManager ATA MGCP

Cisco Unified Communication SRND
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||
19-6 Cisco IP Phone SCCP SIP
SCCP SIP
7910 7912G 7912G
7902G |7905G |7910G |[+SW |7911G |/G-A |7905G |7911G |/G-A
\& \& \& \& Y2 \& & \& \&
PC N N N Y Y Y4 N Y Y4
Cisco Power-Over-Ethernet PoE Y Y Y Y Y Y Y Y Y
IEEE 802.3af Power-Over-Ethernet PoE N N N N Y N N Y N
N Y N N Y Y N Y N
1 1 1 1 1 1 1 1 1
200 200 200 200 200 200 2 50 2
N Y Y Y Y Y Y Y Y
ID N Y Y Y Y Y Y Y Y
N Y Y Y Y Y Y Y Y
ID N Y Y Y Y Y Y Y Y
Y Y Y Y Y Y Y Y Y
N N N N N N Y Y Y
Y Y Y Y Y Y N Y N
Y Y Y Y Y Y Y Y Y
Y Y Y Y Y Y Y Y \&
N Y® N N Ye Y® N Y® N
Ad Hoc Y Y Y Y Y Y Y Y Y
Meet-Me N Y Y Y Y Y N Y N
N Y Y Y Y Y N Y N
N Y Y Y Y Y N Y N
4 4 Y’ 4 Y’ 4 Y’ Y 4
Y Y Y Y Y Y & Y &
N Y Y Y Y Y Y Y Y
Y Y Y Y Y Y Y Y Y
MWI Y Y Y Y Y Y Y Y Y
N N N N N N N N N
Survivable Remote Site Telephony SRST |Y Y Y Y Y Y Y Y Y
MoH Y Y Y Y Y Y Y Y Y
MoH Y Y Y Y Y Y N Y N
Y Y Y Y Y Y N N N
N \& & \& & \& Y*® Y \&
N N N N N N N N N
N N Y Y N N N Y N
Multilevel Precedence and Preemption Y Y Y Y Y Y N N N
MLPP
N N N N N Y N Y N
C N Y N N Y Y N Y N

Cisco Unified Communication
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19-6 Cisco IP Phone SCCP SIP
SCCP SIP
7910 7912G 7912G
7902G |7905G |7910G |+SW |7911G |/G-A |7905G |7911G |/G-A
General Attribute Registration Protocol |Y Y Y Y Y Y Y Y Y
GARP
N N N N N N N Y N
N N N N N N N Y N
N N N N N N N Y N
X.509v3
N N N N N N N N N
XML N Y N N Y Y N Y N
N N N N N N N N N
N N N Y Y
ToS 0x60 0x60 0x60 0x60 0x60 0x60 0x60 0x60 0x60
ToS 0xB8 0xB8 |0xB8 0xB8 |0xB8 0xB8 0xB8 0xB8 0xB8
G.711 Y Y Y Y Y Y Y
G.722 N N N N N N N N N
G.723 N Y N N N N N Y N
G.726 N Y N N N N N N N
G.729 Y Y Y Y Y Y & Y? &
N N N N N N N N N
N N N N N N N N N
VAD Y Y Y Y Y Y Y Y Y
CNG Y Y Y Y Y Y Y Y Y
DTMF H.245 N N N N N N N N N
DTMF SCCP Y Y Y Y Y Y N N N
DTMF RFC2833 N N N N Y N Y Y Y
DTMF KMPL N N N N N N N Y N
DTMF / N N N N N N N Y N
1.1 10 Base-T
2. 2 10/100 Base-T
3.1 10/100 Base-T
4. Cisco Unified IP Phone 7912GA
5. Cisco Unified IP Phone 7905 7912 7940 7960 SIP CFWDALL
Cisco Unified CallManager CFWDALL
CFWDALL SCCP CFWDALL  Cisco Unified CallManager ~ User
Cisco Unified CallManager
Cisco Unified CallManager ~ User CFWDALL
6.
7.
8.
9. IP Phone G.729b  G.729ab

Cisco Unified Communication SRND
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19-7 Cisco IP Phone SCCP
7940G 7941G/G-GE |7960G 7961G/G-GE |7970G 7971G-GE
& % & Y3 & A
PC Y Y Y Y Y Y
Cisco Power-Over-Ethernet PoE Y Y Y Y Y Y
IEEE 802.3af Power-Over-Ethernet PoE |N Y N Y Y Y
Y Y Y Y Y Y
2 2 6 6 8 8
200 200 200 200 200 200
Y Y Y Y Y Y
ID Y Y Y Y Y Y
Y Y Y Y Y Y
ID |Y Y Y Y Y Y
Y Y Y Y Y Y
N N N N N N
Y Y Y Y Y Y
Y Y Y Y Y Y
Y Y Y Y Y Y
Y Y Y Y Y Y
Ad Hoc Y Y Y Y Y Y
Meet-Me Y Y Y Y Y Y
Y Y Y Y Y Y
Y Y Y Y Y Y
\& & \& \& \& \&
Y Y Y Y Y Y
Y Y Y Y Y Y
Y Y Y Y Y Y
MWI Y Y Y Y Y Y
Y Y Y Y Y Y
Survivable Remote Site Telephony Y Y Y Y Y Y
SRST
MoH Y Y Y Y Y Y
MoH Y Y Y Y Y Y
Y Y Y Y Y Y
Y Y Y Y Y Y
Y Y Y Y Y Y
Y Y Y Y Y Y
Multilevel Precedence and Preemption Y Y Y Y Y Y
MLPP
Y Y Y Y Y Y
C Y Y Y Y Y Y
General Attribute Registration Protocol Y Y Y Y Y Y

GARP

Cisco Unified Communication
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19-7 Cisco IP Phone SCCP

7940G 7941G/G-GE |7960G 7961G/G-GE |7970G 7971G-GE

Y Y Y Y Y Y

Y Y Y Y Y Y

N Y N Y Y Y

X.509v3

Y N Y N N N

XML Y Y Y Y Y Y

Y Y Y Y Y Y

N N N
ToS 0x60 0x60 0x60 0x60 0x60 0x60
ToS 0xB8 0xB8 0xB8 0xB8 0xB8 0xB8

G.711 Y Y Y Y Y Y

G.722 N N N N N N

G.723 N N N N N N

G.726 N N N N N N

G.729 Y Y Y Y Y Y

N N N N N N

N N N N N N

VAD Y Y Y Y Y Y

CNG Y Y Y Y Y Y

DTMF H.245 N N N N N N

DTMF SCCP Y Y Y Y Y Y

DTMF RFC2833 N Y N Y Y Y

DTMF KMPL N N N N N N

DTMF / N N N N N N

1. 2 10/100 Base-T
2. Cisco Unified IP Phone 7941G 2

3. Cisco Unified IP Phone 7961G 2

4. Cisco Unified IP Phone 7971G 2

5.

10/100 Mbps
10/100 Mbps

10/100 Mbps

Cisco Unified IP Phone 7941GE 2

Cisco Unified IP Phone 7961GE 2

Cisco Unified IP Phone 7971GE 2

SRND

10/100/1000 Mbps
10/100/1000 Mbps

10/100/1000 Mbps

Cisco Unified Communication
19-48
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19-8 Cisco IP Phone SIP
7940G 7941G/G-GE |7960G 7961G/G-GE |7970G 7971G-GE
& % & Y3 & A
PC Y Y Y Y Y Y
Cisco Power-Over-Ethernet PoE Y Y Y Y Y Y
IEEE 802.3af Power-Over-Ethernet PoE |N Y N Y Y Y
N Y N Y Y Y
2 2 6 6 8 8
2 50 2 50 50 50
Y Y Y Y Y Y
ID Y Y Y Y Y Y
Y Y Y Y Y Y
ID |Y Y Y Y Y Y
Y Y Y Y Y Y
Y Y Y Y Y Y
Y Y Y Y Y Y
Y Y Y Y Y Y
\& Y \& Y Y Y
\& 4 & Y Y Y
Ad Hoc & Y Y8 Y Y Y
Meet-Me N Y N Y Y Y
N Y N Y Y Y
N Y N Y Y Y
& & Y? Y? & &
Yo y1o Y Y Y Y
N Y N Y Y Y
Y Y Y Y Y Y
MWI Y Y Y Y Y Y
N N N N N N
Survivable Remote Site Telephony Y Y Y Y Y Y
SRST
MoH Y Y Y Y Y Y
MoH Y Y Y Y Y Y
N N N N N N
Y Y! Y Y Y Y
Y Y Y Y Y Y
Y Y Y Y Y Y
Multilevel Precedence and Preemption N N N N N N
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N Y N Y Y Y
C N Y N Y Y Y
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7940G 7941G/G-GE |7960G 7961G/G-GE |7970G 7971G-GE
N Y N Y Y Y
N Y N Y Y Y
N Y N Y Y Y
X.509v3
N N N N N N
XML yi Y Y Y Y Y
Y Y Y Y Y Y
Y Y Y Y Y
ToS 0x60 0x60 0x60 0x60 0x60 0x60
ToS 0xB8 0xB8 0xB8 0xB8 0xB8 0xB8
G.711 Y Y Y Y Y Y
G.722 N N N N N N
G.723 Y Y Y Y Y Y
G.726 N N N N N N
G.729 Y12 YlZ Y12 YlZ Y12 Y12
N N N N N N
N N N N N N
VAD Y Y Y Y Y Y
CNG Y Y Y Y Y Y
DTMF H.245 N N N N N N
DTMF SCCP N N N N N N
DTMF RFC2833 Y Y Y Y Y Y
DTMF KMPL N Y N Y Y Y
DTMF / N Y N Y Y Y
1. 2 10/100 Base-T
2. Cisco Unified IP Phone 7941G 2 10/100 Mbps Cisco Unified IP Phone 7941GE 2 10/100/1000 Mbps
3. Cisco Unified IP Phone 7961G 2 10/100 Mbps Cisco Unified IP Phone 7961GE 2 10/100/1000 Mbps
4. Cisco Unified IP Phone 7971G 2 10/100 Mbps Cisco Unified IP Phone 7971GE 2 10/100/1000 Mbps
5. Cisco Unified IP Phone 7905 7912 7940 7960 SIP CFWDALL
Cisco Unified CallManager CFWDALL
CFWDALL SCCP CFWDALL Cisco Unified CallManager ~ User
Cisco Unified CallManager
Cisco Unified CallManager ~ User CFWDALL
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7920 7936 7985G
N 4 Y?
PC N N Y
Cisco Power-Over-Ethernet PoE N N N
IEEE 802.3af Power-Over-Ethernet PoE N N Y
Y N Y
12 1 2
2 2 100
Y Y Y
ID Y Y Y
Y Y Y
ID Y Y Y
Y Y Y
N N N
Y Y Y
Y Y Y
Y Y Y
N N Y
Ad Hoc Y Y Y
Meet-Me Y Y Y
Y Y Y
Y Y Y
& Y Y
Y N Y
Y Y Y
Y N Y
MWI Y N Y
N N Y
Survivable Remote Site Telephony SRST Y Y Y4
MoH Y Y Y
MoH Y Y N
Y Y Y
N Y Y
Y N Y
Y Y Y
Multilevel Precedence and Preemption MLPP N N Y
N N Y
C N N Y
General Attribute Registration Protocol GARP N N N
Y N N
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7920 7936 7985G
N N
X.509v3 |N N N
N N N
XML Y N N
N N N
ToS 0x60 0x60 0x60
ToS 0xB8 0xB8 0x88
G.711 Y Y
G.722 N N Y
G.723 N N N
G.726 N N N
G.729 Y Y Y
N N N
N N N
H.261 N N Y
H.263 N N Y
H.263+ N N Y
H.264 N N Y
VAD Y Y Y
CNG Y Y Y
DTMF H.245 N N N
DTMF SCCP Y Y Y
DTMF RFC2833 N N N
1.1 10/100 Base-T
2. 2 10/100 Base-T
3.
4. SRST
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8 6
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Y Y

Y Y

Y Y

Y Y
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Y N

Y N

Y Y

Y N

Y Y

Y Y

MWI Y Y

N N

Survivable Remote Site Telephony SRST Y N

Music On Hold MoH Y Y

Y Y

Y Y

Multilevel Precedence and Preemption MLPP Y Y

Y N

C N N

General Attribute Registration Protocol GARP Y N

N N

N N

X.509v3 |N N

N N

XML Y N

ToS 0x60 0x60
ToS 0xB8 0xB8

SCCP  Skinny Client Control Protocol Y N

Session Initiation Protocol SIP N N

H.323 N Y

N N
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IP Phone Service

IP Phone Service

IP Phone Service W

IP Phone Service IP Phone XML Cisco Unified CallManager
Enterprise Service Parameters Phone URL Parameters
e URL Authentication = http://<CM_IP_address>:8080/ccmcip/authenticate.jsp

URL Cisco Unified CallManager  authenticate.jsp
Cisco Unified IP Phones  Cisco Unified CallManager

URL
e URL Directories = http://<CM_IP_address>:8080/ccmcip/xmldirectory.jsp
URL Cisco Unified CallManager ~ xmldirectory.jsp
Directories
URL
Directories

e URL Idle =< >

URL

URL Idle Time
e URL Idle Time =0
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e URL Information = http://<CM_IP_address>:8080/ccmcip/GetTelecasterHelpText.jsp

URL Cisco Unified CallManager ~ GetTelecasterHelpText.jsp

Help i
URL Help
e URL Services = http://<CM_IP_address>:8080/ccmcip/getservicesmenu.jsp
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Services
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HTTP GET P.20-3 IP Phone Service
HTTP GET Cisco Unified CallManager
Web Web HTTP Cisco Unified
CallManager
Web Web
Common Gateway Interface CGl Execute HTTP POST
CGl Execute URL Authentication
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IP Phone Service

IP Phone Service W

IP Phone Service

IP Phone
CallManager

Cisco Unified Communication
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Cisco Unified CallManager
Cisco Unified CallManager
Services Cisco Unified CallManager
S
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| EM
Cisco Unified CallManager  Extension Mobility EM;
Cisco Unified IP Phone
IP Phone
X
Y Y EM
EM
Cisco Unified CallManager
EM Phone
Skinny Client Control Protocol SCCP EM
e Cisco Unified IP Phone 7905G
e Cisco Unified IP Phone 7911G
¢ Cisco Unified IP Phone 7912G 7912G-A
¢ Cisco Unified IP Phone 7920
e Cisco Unified IP Phone 7940G 7941G 7941G-GE
¢ Cisco Unified IP Phone 7960G 7961G 7961G-GE
¢ Cisco Unified IP Phone 7970G 7971G-GE
Session Initiation Protocol SIP Phone EM

e Cisco Unified IP Phone 7911G
¢ Cisco Unified IP Phone 7941G 7941G-GE
e Cisco Unified IP Phone 7961G 7961G-GE
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Em N
EM Cisco
Cisco Unified CallManager
Cisco EM Cisco
Cisco
Cisco
EM
Cisco Tomcat Cisco
Cisco Unified CallManager  Cisco Unified IP Phone Service EM
EM URL

http://<Publisher_IP-Address>:8080/emapp/EMAppServiet?device=#DEVICENAME#

http://10.1.1.1:8080/emapp/EMAppServlet?device=#DEVICENAME#

EM
Cisco EM

e Enforce Maximum Login Time = False

Maximum Login Time EM

False EM

e Maximum Login Time =8:00

EM

hh:mm Enforce Maximum Login Time True
e Multiple Login Behavior = Multiple Logins Not Allowed
EM
1 1
Login Unsuccessful
[25]User logged in elsewhere.
e Remember the Last User Logged In = False
ID
True
ID Cisco Unified CallManager
UserlD 1D

e Clear the call log = False

EM Directories

Missed Calls Received
Calls Placed Calls True
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Maximum Login Time
Enforce Maximum Login Time  True
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Log Out
EM
20-4 EM
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1. Services Enterprise Parameter URL Services
URL P.20-3 IP Phone Service
20-4 1
2. HTTP/XML IP Phone Service
20-4 2
Y
EM Service URL
IP Phone Service 1 2
3.
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HTTP
20-4 3
4.
ID PIN XML
20-4 4
5.
ID PIN Submit
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20-4 5
6.
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EM
Cisco EM
EM
e Cisco MCS-7845 1 50
e Cisco MCS-7835 1 30
EM Web Cisco Unified CallManager
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Cisco Unified CallManager Assistant Cisco Unified CallManager
1
Unified CM Assistant Console

PC

Unified CM Assistant Phone

SCCP Unified CM Assistant

e Cisco Unified IP Phone 7940G  7941G 7941G-GE

e Cisco Unified IP Phone 7960G  7961G 7961G-GE

e Cisco Unified IP Phone 7970G 7971G-GE

A

Cisco Unified IP Phone Expansion Module 7914 Csco Unified IP Phone 7960G 7961G 7961G-GE
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Cisco Unified CallManager Assistant Unified CM Assistant W
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Y
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(Primary) IP Address
2 Unified CM Assistant

1

Unified CM Assistant

Unified CM Assistant

1 Unified CM Assistant

CTIManager (Primary) IP Address

Cisco Unified CM Assistant Server

Cisco Unified CM Assistant Server (Backup) IP Address

Cisco Unified CM Assistant
P.20-15 Unified CM Assistant
Unified CM Assistant
Unified CM Assistant

Unified CM Assistant

CTIManager (Backup) IP Address

2 CTIManager Unified CM Assistant
P.20-15 Unified CM Assistant
Unified CM Assistant CTIManager
4 CTIManager
CTIManager CTIManager
CTIManager Unified CM
Assistant CTIManager Unified CM Assistant
Unified CM Assistant Console
Unified CM Assistant
S
Unified CM Assistant Unified CM Assistant
CTIManager 1
Unified CM Assistant
Console DND
20-10 WAN 2 Unified CM Assistant
CTIManager
1 Unified CM Assistant
2 Unified CM Assistant WAN
Unified CM Assistant 2
2 Unified CM Assistant Unified CM Assistant
WAN Unified CM Assistant WAN
1 2
CTIManager CTIManager WAN
CTIManager
A
20-10
2 Unified CM Assistant 2

Unified CM Assistant
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1 Unified CM Assistant RP
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Cisco Unified CM Assistant Console Heartbeat Interval Cisco Unified CM Assistant
Console Request Timeout P.20-15 Unified CM
Assistant
Unified CM Assistant

Assistant Console

1 Unified CM Assistant
Cisco Unified CM Assistant RNA Forward Calls Cisco Unified CM Assistant RNA Timeout
P.20-15 Unified CM Assistant
2 Unified CM Assistant
CTI Unified CM Assistant RP
Unified CM Assistant RP CFNA DN
Unified CM Assistant
Unified CM Assistant
o Unified CM Assistant
. Unified CM Assistant 2
Unified CM Assistant DN
Unified CM Assistant Cisco Unified CallManager Release 4.x Cisco Unified
CallManager 5.0 Unified CM Assistant Assistant Console

Unified CM Assistant Console

Unified CM Assistant
Cisco Unified CM Assistant

. 10

e 1 33

e MCS-7845 1250 1250

J 2 Unified CM Assistant

e Unified CM Assistant 4 CTIManager 2
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Cisco Unified CallManager Attendant Console AC

2000 Windows XP PC
Attendant Console

Server Cisco Unified CallManager AC Server
1 AC
AC Phone
SCCP AC
¢ Cisco Unified IP Phone 7905G
e Cisco Unified IP Phone 7911G
¢ Cisco Unified IP Phone 7912G 7912G-A
¢ Cisco Unified IP Phone 7940G 7941G
e Cisco Unified IP Phone 7960G 7961G
¢ Cisco Unified IP Phone 7970G 7971G-GE

SIP AC

Cisco Unified CallManager AC

Attendant Console

Attendant Console W

Windows
/ Java
Cisco CallManager Attendant Console

Attendant Console

7941G-GE
7961G-GE

AC Cisco Unified CallManager Serviceability
Cisco Unified CallManager
AC AC
AC Cisco Unified CallManager
AC Serviceability
e Cisco CallManager Attendant Console Server
e Cisco CTIManager
Cisco CallManager Attendant Console Server AC Desktop
Cisco CTIManager Cisco Unified CallManager
Cisco CTIManager Cisco CallManager Service
Cisco CallManager Attendant Console Server AC
Desktop
AC
AC Cisco CallManager Attendant Console Server
e Directory Sync Period =3
AC AutoGenerated.txt Cisco Unified CallManager
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AC ac Cisco Unified CallManager
ac AC CTIManager
S
Cisco Unified CallManager 5.0
Cisco Unified CallManager 5.0
P.16-1 LDAP
ac
e Standard CTI Allow Control of All Devices
e Standard CTI Allow Call Park Monitoring
e Standard CTI Enabled
ac ac
JTAPI Username
P.20-29 AC
AC
20-11 AC AC
Cisco Unified CallManager AC 1 A
Cisco Unified CallManager ~ AC DN
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1 Attendant
AC1 2 3 AC1
10001 2
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AC2 1 4
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20-12 AC AC AC
1. Cisco Unified CallManager
20-12 1
2. Aittendant Console JTAPI
CTIManager
Remote Method Invocation RMI AC AC
20-12 2
3. AC CTIManager
20-12 3
4. CTIManager Cisco CallManager Service  AC
AC 20-12 4
5. AC Cisco Unified CallManager AC
20-12 5
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Attendant Console

Attendant Console

Attendant Console
Attendant Console URL

https://<Server_IP-Address>:8443/plugins/CiscoAttendantConsoleClient.exe
<Server_IP-Address> IP

CiscoAttendantConsoleClient.exe PC

Attendant Console QoS

Attendant Console W

Attendant Console Cisco
Unified CallManager  Cisco Unified CM Attendant Console User AC
ID
S
AC ID AC
Cisco Unified CallManager
AC
AC AC Remote Method Invocation
RMI Java Telephony Application Programming Interface JTAPI Cisco Unified
CallManager RMI
AC RMI TCP 1101
1129  Cisco Unified CallManager 1 TCP
RMI
JTAPI Cisco Unified CallManager CTIManager AC
JTAPI
TCP 2748  Cisco Unified CallManager TCP
CTIManager AC JTAPI
24 DSCP CS3 PHB Cisco Unified CallManager QoS
AC
Cisco Unified CallManager TCP 2748
Attendant Console DSCP 24 PHB CS3
Cisco Unified CallManager CTIManager
AC
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ACL
AC
e Cisco Unified CallManager 24 DSCP CS3 PHB TCP 2748
JTAPI
e Attendant Console Cisco Unified CallManager TCP 2748
JTAPI ACL
0 DSCP 24 DSCP CS3 PHB Cisco Unified CallManager
AC JTAPI

Attendant Console

Attendant Console
Cisco Unified CallManager
Cisco Unified CallManager

AC
e User list
PC
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Path Name of Local Directory File
e AutoGenerated.txt
AC Cisco Unified CallManager
Cisco Unified CallManager
AC
Cisco Unified CallManager
AutoGenerated.txt AC
Directory Sync Period AC P.20-29 AC
3
AutoGenerated.txt 3
e CorporateDirectory.txt
Cisco Unified CM Attendant Console User File Upload Application > Cisco
Unified CM Attendant Console Cisco Unified CallManager
Cisco Unified CallManager
AutoGenerated.txt
AC
AutoGenerated.txt
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AutoGenerated Corporate Directory.txt
Attendant Settings
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PC
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Advanced search AC
Advanced Advanced search
Advanced search
Cisco Unified CallManager
Advanced search
Advanced directory search
RMI
AC
AC
. Attendant Console Advanced directory search
Advanced search
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1
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3
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CTI JTAPI TAPI
Cisco WebDialer
Web Simple Objects Access Protocol SOAP
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CAPF Profile Instance ID for Secure Connection to CTIManager

CAPF Profile Instance ID WDSecureSysUser
WebDialer Web CTIManager TLS

Manager Connection Security Flag True

Primary Cisco CTIManager =127.0.0.1

Cisco WebDialer Web
CTIManager IP
2 CTIManager

Backup Cisco CTIManager =< >

CTIManager
CTIManager IP

List of WebDialers =< >
WebDialer IP

WebDialer Redirector

Cisco Unified Communication

= <None>

Cisco

CTI

Cisco WebDialer Web

Redirector

[ oL-10030-02-J

SRND m



20

Cisco Unified CallManager |

M webDialer
WebDialer
20-13 WebDialer John Smith Web
WebDialer
1 WebDialer Cisco Unified
CallManager ID
John Smith  userID = jsmith password = cisco
2 WebDialer  Cisco WebDialer Preferences
User permanent device Use Extension Mobility
EM John Smith
User permanent device
MAC SEP00036BC7B973 10001
3
Dial John Smith 10002
Dial 10002 B
4
S
WebDialer Web Cookie
Cookie
WebDialer
20-13 WebDialer
1—4 ID:jsmith . et B

JNR)—R:cisco

A—HH Web R—R 7T 4r— @
2AVERIXTRINT 7TV
—+3 % &L T WebDialer £#2
95,

@ A—YHAIURI—HD
A—H D &/XRAT—KT

i F—

ay4>9 %,
‘)
A—HFHNEM(TNAR TAT7 ll’_

AILTATAULEBE) F=&
KERIZEYETON=T /A
A (MAC/DN)#ER3 5,

Cisco CallManager

T . .
(w./ WebDialer —E X)

i A LT <

DN:10001 ——
MAC:00036BC7B973

a—H¥HIDial iz o) voL,
A—H FTINAZADDIEED
BREEADI—ILINERSE

L1/

B B
DN: 10002

@

153275

nad,

SRND

H Cisco Unified Communication

OL-10030-02-J |



| 20 Cisco Unified CallManager

WebDialer W
Redirector
Redirector WebDialer
Cisco Unified CallManager
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WebDialer URL

Web HTML-over-HTTPS WebDialer
URL

e WebDialer
https://<Server-1P_Addr>:8443/webdialer/Webdialer?destination=<Number_to_dial>

<Server_IP-Address> Cisco WebDialer Web Service
IP <Number_to_dial>  WebDialer

* Redirector
https://<Server-1P_Addr>:8443/webdialer/Redirector?destination=<Number_to_dial>

<Server_IP-Address> Cisco WebDialer Web Service
IP <Number_to_dial>  WebDialer

20-16 Cisco WebDialer Web
HTML HTML
URL https://10.1.1.1:8443/webdialer/Webdialer?destination=30271 Web
Steve Smith Phone: 30721
WebDialer Dial
Steve Smith URL
https://10.1.1.1:8443/webdialer/Redirector?destination=30271 Redirector

20-16 WebDialer URL HTML

HTML V—X Ea—:

<html>

<center><h3>WebDialer click-to-dial HTML sample</h3></center>

<b>Username:</b> Adams, Sally<br>

<b>Email:</b> <a href="mailto:sadams @ cisco.com”>a><br>

<b>Phone:</b> <a href=" https://10.1.1.1:8443/webdialer/Webdialer?destination=23923 “>23923</a><br>
<b>Department:</b> Human Resources<br>

<br>

<b>Username:</b> Smith, Steve<br>
<b>Email:</b> <a href="mailto: i
<b>Phone:</b> <a href="|https://10.1.1.1:8443/webdialer/Webdialer?destination=30271
<b>Department:</b> Human Resources 1

<hr> [

</html> 1

“>30271</a><br>

Web J50H Ea—:
WebDailer click-to-dial HTML sample

[
[

[

[

[

: Username: Adams, Sally

[ Email: sadams

: Phone: 23923

1 Department: Human Resources
[

[

[

[

[

Username: Smith, Steve
Email: ssmith
—-—— e = 30271

| Department: Human Resources

153278

Cisco Unified Communication SRND
m. 0L-10030-02-J |



| 20 Cisco Unified CallManager
WebDialer W
WebDialer
WebDialer 2
WebDialer CTIManager
WebDialer
20-15 WebDialer Cisco WebDialer Web Service Cisco CTIManager
WebDialer List of WebDialers
P.20-41 WebDialer WebDialer IP
CTIManager
Primary Cisco CTIManager Backup Cisco CTIManager
2 CTIManager P.20-41
WebDialer
CTIManager CTIManager
CTIManager CTIManager Web
WebDialer
CTIManager
WebDialer
Cisco Unified CallManager
WebDialer
WebDialer
WebDialer 1
Cisco Unified CallManager
WebDialer
WebDialer WebDialer
WebDialer Web
WebDialer URL IP
WebDialer WebDialer
WebDialer
Web
20-3
SLB
Web
WebDialer IP IP
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20 Cisco Unified CallManager

l  WebDialer
WebDialer
Cisco Unified CallManager WebDialer
. WebDialer Cisco Unified CallManager
Cisco WebDialer Preferences Use
permanent device Dial
No supported device configured for user
Cisco WebDialer Preferences Use Extension Mobility
Dial
Call to <dialed_ number> failed: User not logged in on any device
Y
WebDialer EM WebDialer EM
P.20-48 WebDialer EM
e List of WebDialers P.20-41 WebDialer
WebDialer IP 8443
e Client Matter Codes CMC Forced Authorization Codes FMC
WebDialer
WebDialer EM
WebDialer EM EM Cisco
WebDialer Preferences Use Extension Mobility WebDialer
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System Release Notes for IP Telephony
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AAR Automated Alternate Routing
AC Cisco Attendant Console
ACD

ACF

ACL

ACS

AD Microsoft Active Directory
ADUC Active Directory

AFT ALI

AGM Cisco

ALG

ALI

AMI

AMIS Audio Messaging Interchange Specification
ANI

AP

API

ARJ

ARP

ARQ

ASA

ASP Active Server Pages
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M Glossary

ASR
ATA

ATM

BAT
BBWC
BGP
BHCA
BHCC
BPDU
bps
BRI

BTN

CA
CAC
CAM
CAMA
CAPF
CAR
CAS
CBWFQ
CCA
ccs
CDP
CDR
CGlI
CIR

CKM

Cisco Analog Telephone Adapter

Cisco Bulk Administration Tool

Busy Hour Call Attempts

Busy Hour Call Completions

Centralized Automatic Message Accounting

Cisco CDR

WFQ

Clear Channel Assessment

Common Gateway Interface

Cisco Centralized Key Management

SRND
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Glossary W

CLEC

CLID ID

CMC

CME Cisco Unified CallManager Express
CMI Cisco Messaging Interface

CMM Cisco

CNG

CcO

COM

COR

CoS

CPCA Cisco Unity Personal Assistant

CPI Cisco Product Identification

CPN

CRS Cisco Customer Response Solutions
cRTP Compressed Real-Time Transport Protocol RTP
CSUF UplinkFast

CTI /

CUE Cisco Unity Express

DC

DDNS

DHCP

DID

DIT

DMz

DN

DNIS

DNS

DoS

Cisco Unified Communication SRND
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DPA
DSCP
DSE
DSP
DTMF
DTPC

DuC

E&M

EAP

EC

ECM

ECS

El

EIGRP

ELIN

EM

ER

ERL

ESF

FAC

FCC

FIFO

FR

FWSM

FXO

FXS

Digital PBX Adapter

DiffServ

Digital Set Emulation

Dual Tone Multifrequency

Domino Unified Communications Services

Ear and Mouth

Empty Capabilities Set
Enhanced Image

Enhanced IGRP

Cisco Emergency Responder

Foreign Exchange Office

Foreign Exchange Station
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GARP

GC

GKTMP

GMS

GPO

GUI

GUP

H.225D

HP

HSRP

HTTP

Hz

IANA

IAPP

ICCS

ICMP

ICS

ICT

IETF

IGMP

1S

IntServ

IntServ/DiffServ

1P

IPCC

Gatekeeper Update Protocol

H.225

Hewlett-Packard

Internet Assigned Numbers Authority

Intra-Cluster Communication Signaling

I1BM

Internet Engineering Task Force

Microsoft Internet Information Server

Cisco IP

Cisco Unified Communication
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M Glossary

IPIPGW
1PSec
1SO
ITEM
ITU

IVR

IP-to-1P

IP Security

CiscoWorks IP Telephony Environment Monitor

JTAPI

Java Telephony Application Programming Interface

Kbps

KPML

/

Key Press Markup Language

LAN
LBR
LCD
LCF
LDAP
LDAPS
LDIF
LDN
LEAP
LEC
LFI
LLQ
LRJ
LRQ

LSC

Lightweight Directory Access Protocol
LDAP over SSL
LDAP Data Interchange Format

Listed Directory Number

Link Fragmentation and Interleaving

Cisco Unified Communication
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MAC
MAN
Mbps
MCM
MCS
MCU
MFT
MGCP
MIC
MIPS
MISTP
MITM
MLA
MLP
MLPP
MLTS
MoH
MPLS
MRG
MRGL
ms
MTP
mw

MWI

NAT

NENA

NFAS

NIC

/
Multimedia Conference Manager

Media Convergence Server

Multiflex Trunk

100 /

Cisco

Multilevel Precedence and Preemption

Multi-Line Telephone System

Music on Hold

Multiprotocol Label Switching

National Emergency Number Association

Cisco Unified Communication
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NPA
NSE
NSF
NTE

NTP

OSPF

ou

PAC
PBX
PC
PCI
PCM
PD
PHB
PIN
PINX
PIX
PLAR
PoE
POTS
pps
PQ
PRI
PSAP
PSE
PSTN

PVC

Named Service Event
Network Specific Facilities

Named Telephony Event

Open Shortest Path First

Protected Access Credential

Peripheral Component Interconnect

Per-Hop Behavior
Personal Identification Number

Private Integrated Services Network Exchange

Private Line Automatic Ringdown

Power over Ethernet

Primary Rate Interface

Public Safety Answering Point
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Q

QBE Quick Buffer Encoding

QBSS QoS

QoS Quality of Service

QSIG Q

R

RADIUS Remote Authentication Dial-In User Service
RAS

RCP

RDNIS Redirected Dialed Number Information Service
RF

RFC Request for Comments

RIP Routing Information Protocol
RSP Route/Switch Processor

RSSI

RSTP

RSVP

RTMT Cisco Real-Time Monitoring Tool
RTP Real-Time Transport Protocol

RTT

S

S1 S2 S3

S4

SCCP Skinny Client Control Protocol
SCSI Small Computer System Interface
SDK

SDL

SDP Session Description Protocol

Cisco Unified Communication SRND
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M Glossary

SE
SF

s

SIP
SIW
SLB
SLDAP
SMDI
SNMP
SQL
SRND
SRST
SRTP
SRV
SS7
SSID
SsL
STP
SUP1
SUP2
SUP2+

SUP3

TAC

TAPI

TCD

TCER

TCL

TCP

TCS

Standard Image

Session Initiation Protocol

Secure LDAP

Simplified Message Desk Interface

Survivable Remote Site Telephony

Secure Real-Time Transport Protocol

No.7

Secure Sockets Layer

Cisco 1
Cisco 2
Cisco 2+
Cisco 3

Cisco Technical Assistance Center

Telephony Call Dispatcher
Total Character Error Rate

Tool Command Language

SRND
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TDD

TDM

TEHO

TFTP

TLS

ToD

ToS

TRaP

TSP

TTL

TTS

TTY

TUl

UAC

UAS

ubC

UbDLD

UDP

UN

UNC

UPS

URI

uSB

UTIM

UTP

UUIE

Telephone Device for the Deaf

Trivial File Transfer Protocol

Unsolicited SIP Notify

Cisco Unity Telephony Integration Manager

Cisco Unified Communication
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\'}

V3PN
VAD
VAF
VATS
VIC
VLAN
VMO
VolP
VOoPSTN
VPN

VWIC

WAN
WEP
WFQ
WINS
WLAN

WLSM

XML

LAN
ViewMail for Outlook
Voice over IP

Voice over the PSTN

/WAN

Wired Equivalent Privacy

Windows Internet Naming Service

LAN

Cisco LAN

eXtensible Markup Language

SRND

H Cisco Unified Communication

OL-10030-02-J |



Symbols

@

Numerics

1700

1A 2A

2

2800

3500

3800

4ESS 4-17, 4-18

508 2-28

5ESS 4-17, 4-18
7902G IP Phone 19-7
7905 7912

7905G IP Phone 19-7
7911G IP Phone 19-7
7912G IP Phone 19-7
7914

7920 Wireless IP Phone
7935 IP Conference Station
7936 IP Conference Station
7940 7960 OTHER
7940G IP Phone 19-8
7941G IP Phone 19-8

10-18
10-18

6-10, 6-12
3-22
9-42
6-9, 6-12, 6-18, 6-24
4-34
6-9, 6-12, 6-18, 6-24

10-14, 10-78

19-10

15-51, 19-16, 19-37
19-21
19-21
10-14, 10-78

7941G-GE IP Phone 19-8

7960G IP Phone 19-9
7961G IP Phone 19-9

7961G-GE IP Phone 19-9

7970G IP Phone
7971G-GE IP Phone
7985G IP Video Phone
802.1s 3-4
802.1w 3-4,3-6

19-10

19-10
19-24, 19-25, 19-41

Cisco Unified Communication

I NDEX

802.3af PoE 3-21

2.@ 10-18
911 10-63, 11-1
911 11-4
911 11-14
A
AAR

Cisco Unity 13-9

Voice Over the PSTN 2-11, 2-13

10-28
10-97
4-38, 15-9
IP Phone 19-20

AC 1-7, 8-15, 20-29
ac 20-30
Access Control Server ACS 3-67
ACF 10-45
ACL 18-26, 18-28, 19-40
ACS 3-67

Active Directory AD

3-67, 16-11, 16-14, 16-17, 16-22

AD 3-67, 16-11, 16-14, 16-17, 16-22

Adaptive Security Appliance ASA 18-31, 18-33
AFT 11-20

Aironet 15-51

ALI 11-4,11-20

ALl AFT 11-20

Analog Telephone Adapter ATA 19-6, 19-29
ANI 4-13,11-4, 11-6, 11-7

Annex M1 5-12
Annunciator 6-20

AP
ARJ

ARP
ARQ
ASA

3-62, 3-65, 19-16
10-45
3-66, 18-21
10-45
18-31, 18-33
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H index

Assistant Console 20-23
ATA 19-6, 19-29

ATM 2-7,2-16, 3-31
Attendant Console AC

14-6, 14-41

1-7, 8-15, 15-49, 20-29
Audio Server

AutoGenerated.txt 20-34

B

B 4-41
BackboneFast 3-6

Bearer Capabilities Information Element bearer-caps

4-44

bearer-caps 4-44

BHCA 2-25, 8-19, 8-20, 10-99

BHCC 10-99

BPDU 3-6

BTN 11-4

Busy Hour Call Attempts BHCA 2-25, 8-19, 8-20,
10-99

Busy Hour Call Completions BHCC 10-99

C

C542 6-7

Ch421 6-5

C549 6-6

C5510 6-4

CAC

CallManager  Cisco Unified CallManager
CallManager Express CME 2-18, 8-33
CallManager 8-16, 8-17, 8-18
CAM 18-14

CAMA 11-5

CanMapAlias 5-12

CCA 3-66

CDP 18-13, 19-22

CDR 2-22

Centralized Automatic Message Accounting CAMA
11-5

CIF 19-26

CIR 3-37

Cisco Aironet 15-51

Cisco Centralized Key Management Cisco CKM 19-17
Cisco Discovery Protocol CDP 18-13, 19-22

Cisco Emergency Responder ER 11-9, 11-13, 15-48,

19-20
Cisco 10S
4-28, 4-29
15-24
10-39, 10-42
10-52
10-92
DSP 6-4, 6-5, 6-6, 6-7
MTP 6-18
10-55
19-3

Cisco IP Communicator 19-33, 19-43

Cisco IP Conference Station 19-21, 19-29

Cisco IP SoftPhone 11-13, 15-50, 19-12, 19-33, 19-43
Cisco IP VVoice Media Streaming Application 6-20
Cisco LEAP 3-67, 19-16, 19-17

Cisco Messaging Interface CMI 12-2

Cisco Multimedia Conference Manager MCM
15-38

Cisco Product Identification CPI XXVi
Cisco Security Agent 18-42
Cisco Technical Assistance Center
Cisco Unified CallManager

FAX

5-12,

TAC XXVi

Cisco 10S

4-29
H.323 5-10
IP 15-2
MeetingPlace 14-1
Release 3.3 10-33
Release 4.0 10-33
Release 4.0 15-47

3-18

9-54
8-16, 8-17, 8-18
2-24, 2-27
3-18
20-2, 20-8, 20-14, 20-29, 20-40
14-43
14-39
1-5
16-12
14-13
14-43

Cisco Unified CallManager Assistant
Unified CM Assistant 1-7, 8-14, 15-49

Cisco Unified CallManager Express CME 2-18, 8-33
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Cisco Unified CallManager 8-8
Cisco Unified IP-IVR 15-22, 15-49
Cisco Unified MeetingPlace 15-50
Cisco Unified Video Advantage
19-22

19-40
Cisco Unified Wireless IP Phone 7920
Cisco Unity 13-1
Cisco Unity Connection 13-7
Cisco Unity Personal Assistant CPCA 13-3

Cisco Unity Telephony Integration Manager UTIM
13-12, 13-14

Cisco Unity
13-10

Cisco Unity 13-7

Cisco Unity 13-7
Cisco Unity 13-7
Cisco.com XXV

CKM 19-17

Clear Channel Assessment
CLEC 11-4

CLID 4-13,10-19
CMC 10-20

CME 2-18, 8-33

CcMI 12-2

CMM 7-3,19-5

COM 16-4

Common Intermediate Format CIF
Communicator 19-11, 19-33, 19-43
Component Object Model COM 16-4

Compressed Real-Time Transport Protocol cRTP 3-34
Conference Station 19-21, 19-29
Contact Center 1-1,15-49
Continuous-Presence

COR 10-52, 10-92
CorporateDirectory.txt

CoS 3-4,14-12, 19-29

15-51

CCA 3-66

19-26

15-16

20-34

CPCA 13-3

CPI XXVi

CPN 11-4

cRTP 3-31, 3-34

CTI 8-13, 15-2, 15-48

CTI Manager 8-4, 8-13

CTI 6-18, 8-21

Cisco Unified Communication

Index W

D

DAI 18-20, 18-21

DHCP
150 3-13
3-15
18-19
18-17, 18-20
3-12
3-14
18-20
3-13
DID 4-13,11-4
Differentiated Services Code Point DSCP 3-4, 3-32,
14-12
DiffServ 14-12
Digital PBX Adapter DPA 12-4,12-7
Digital Set Emulation DSE 12-4
DMZ 14-16, 14-30, 18-48
DN 10-99
DNS 3-11, 14-15, 14-30
Domino Unified Communications Services DUC 13-3
DPA 12-4,12-7
DSO 8-20
DSCP 3-4, 3-32, 14-12
DSE 12-4
DSP
C542 6-7
C5421 6-5
C549 6-6
C5510 6-4
PVDM 6-23
6-3
6-25
6-4, 6-5, 6-6, 6-7
6-2
2-3
2-7,2-16
DTMF 4-3, 4-6, 5-13, 6-16, 6-17
Dual Tone Multifrequency DTMF 4-3, 4-6, 5-13, 6-16,
6-17
DUC 13-3

18-20, 18-21
DHCP

Dynamic ARP Inspection DAI

Dynamic Host Configuration Protocol
18-17, 18-19, 18-20

3-12,
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H index

E

El 14-23

E.164 10-73, 10-74, 11-4, 11-7, 14-39
E911 11-1,11-3

EAP 3-67

EAP-FAST 3-67,19-16

ECM 4-23

ECS 15-2

ELIN 11-6, 11-7

EM

Emergency Responder ER 10-63, 11-9, 11-13, 15-48
EMP 14-33, 15-15

Empty Capabilities Set ECS 15-2

Enhanced Media Processor EMP 14-33, 15-15
Enhanced Media Termination Point 15-3

Enterprise MCM 8-22

ER 10-63, 11-13, 15-48, 19-20

ERL 11-6, 11-7, 11-13

ettercap 18-21

Extensible Authentication Protocol EAP 3-67, 19-16
Extensible Authentication Protocol-Flexible Authentication

via Secure Tunneling EAP-FAST 3-67,19-16
F
FAC 10-20
Fast Start 6-14
FAX
T.38 4-30
19-2,19-3
4-23
4-26
4-30
4-3, 4-22
4-27
4-24
4-25
4-22
4-22
FAX 4-30

Firewall Services Module FWSM 18-31, 18-33, 18-39
Foreign Exchange Office FXO 11-6

Foreign Exchange Station FXS 12-3

FWSM 18-31, 18-33, 18-39

FXO 11-6

FXS 12-3
G
GARP 18-7,18-21
Gatekeeper Transaction Message Protocol GKTMP
5-12
Gatekeeper Update Protocol GUP 5-4, 8-25
Gateway System Integrity Manager GWSIM 14-12,
14-18
GKTMP 5-12
Gratuitous Address Resolution Protocol GARP 18-7,
18-21
GUP 5-4, 8-25
GWSIM 14-12, 14-18
H
H.225 5-4,5-11
H.245 4-31
H.320 15-35, 15-41
H.323
Annex M1 5-12
Cisco Unified CallManager 5-10
Cisco Unified MeetingPlace 14-19
Fast Start 6-14
FAX 4-25
MCU 14-9, 15-19
SIP IP Gateway 14-6, 14-20, 14-42
T.38 FAX 4-33
4-14
14-39, 15-28, 15-38
4-3
5-11
8-33
10-92
15-38
10-39
2-5
4-16, 4-17, 4-18, 4-19
14-39
5-3,5-9
15-2,19-41
6-14
NM-HD-1V/2V/2VE 6-9, 6-12, 6-18
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HSRP 2-17, 3-7, 8-22, 8-23

IBM Cabling System ICS 3-22

IButton 10-15
ICCS 2-20, 2-25, 8-5
ICMP 4-12
ICS 3-22
IDS 2-20, 18-31
IM 14-2
Informix Dynamic Server IDS 2-20
Intra-Cluster Communication Signaling 1CCS 2-20,
2-25,8-5
Intrusion Detection System IDS 18-31
IntServ/DiffServ 3-44, 3-47
IntServ 3-42, 3-47
invia 9-31, 10-46, 15-36
10S
15-24
10-39, 10-42
10-52
10-92
DSP 6-4, 6-5, 6-6, 6-7
MTP 6-18
10-55
19-3

IP 14-18
IP Communicator 1-5,19-11, 19-33, 19-43
IP Conference Station 19-21, 19-29
IP Contact Center IPCC 15-49
IP/H323 8-22
IP-IP IPIPGW 9-30, 9-36, 9-59, 10-46

IP Phone 19-7
IP Phone Service 20-2

20-8
20-2
20-2, 20-3, 20-8, 20-9,
20-14, 20-15
1-5

IP Phone Service 20-2
IP Phone 1-7
IP Phone 18-10
IP Security Protocol IPSec 2-7,2-16
IP SoftPhone 15-50

Cisco Unified Communication

Index W

IP-to-IP IPIPGW 9-30, 9-36, 9-59,
10-46
IP Voice Media Streaming Application 6-9, 6-18, 6-20,
6-22, 8-13
IP VOICE 8-33
IP
6-29
18-5

IP 14-6, 14-42
IP 6-29
IP IPSG 18-24
IP 1-1,1-3,14-1
IP
2-28
IP

Cisco CallManager 15-2

MTP 15-3

15-1
18-10
1-1,1-6, 15-1
15-3
IP Cisco Unified CallManager
15-2

IP IP/VC 14-32, 14-40, 14-44
IP 14-23
IP 3-4,3-32, 14-12
IPCC 15-49
IPIPGW 9-30, 9-36, 9-59, 10-46
iPlanet Directory Server 16-11, 16-15
IPSec 2-7,2-16
IPSG 18-24
IP/VC 3500 4-34

IP/VVC Enhanced Media Processor EMP
IP/VC MCU 14-32, 14-40, 14-44
ISDN 2-8, 2-11, 4-41

IVR 2-6, 15-22, 15-49

14-33

J

JTAPI 8-13, 15-2

K

Keypad Markup Language KPML
KPML 10-3, 10-10, 10-12

10-3, 10-10, 10-12

| oL-10030-02-J

SRND m



H index

L

LAN 3-4
LBR 6-27

LCF 8-29, 10-46

LCR 4-40

LDAP 8-5, 16-1

LDN 11-4

LEAP 3-67, 19-16, 19-17

LEC 11-2,11-11

LFI 3-31, 3-34,3-35

Lightweight Directory Access Protocol
16-1

Link Fragmentation and Interleaving LFI
3-35

Listed Directory Number LDN 11-4
LLQ 3-31, 3-32
LMHOSTS 3-11
Low-Latency Queuing LLQ
LRJ 10-46

LRQ 8-29, 10-46

LRQ 8-29

LDAP 8-5,

3-31, 3-34,

3-31, 3-32

M

MAC 18-14
Manager Assistant 15-49
Maximum Serving Count 3-19
MC 15-15
MCM 5-12, 8-22, 15-24, 15-38
MCS 14-28
MCU
H.323 SIP 15-19
Skinny Client Control Protocol SCCP
14-9, 15-21
14-40

15-17

14-44
14-32, 15-33
15-39
15-40
15-1, 15-15
MCS 14-28
6-9, 6-18, 6-20, 6-22, 8-13

Media Convergence Server
Media Streaming Application
MeetingPlace

Audio Server 14-6, 14-41

H.323/SIP IP Gateway 14-6, 14-20, 14-42

IP 14-12

IP 14-1
Web 14-28, 14-43
14-40
14-6
14-186,
14-19, 14-29, 14-30
14-2
14-18
14-8
1-6
14-31, 14-44
15-50
MeetingPlace  IP 14-1
MGCP 2-5, 4-3, 4-15, 4-20, 4-25, 15-2
Microsoft Active Directory AD 16-11, 16-14, 16-17,
16-22
Microsoft ViewMail for Outlook VMO 13-3
MISTP 3-4
MLP 3-31
MLPP 6-20
MLTS 11-2
MoH 2-26,7-1

MP 15-15, 15-16

MPLS 2-7, 2-16, 3-28, 3-31, 9-12, 9-46
MRG 6-25, 9-20, 15-18
MRGL 6-25, 9-20, 15-18
MTP
Named Telephony Event 6-15
IP 6-29
6-19
H.323 5-9
SIP 5-13
6-29
6-14
6-18
2-3
6-18, 6-19
15-3
2-7,2-16
8-21

Multilevel Precedence Preemption MLPP 6-20
Multi-Line Telephone System MLTS 11-2

Multimedia Conference Manager MCM 5-12, 8-22,
15-24

Multiple Instance Spanning Tree Protocol MISTP 3-4
Multipoint Controller MC 15-15

Multipoint Processor MP 15-15, 15-16
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Multiprotocol Label Switching MPLS 2-7,2-16, 3-28,

3-31,9-12, 9-46

Music On Hold MoH 2-26,7-1

Music On Hold 7-18
MWI 12-7

N

Named Service Event NSE 4-25, 4-31
Named Telephony Event NTE 4-7, 6-14

National Emergency Number Association NENA 11-6,
11-20

NENA 11-6, 11-20
Netscape Directory Server 16-11, 16-15
Network Specific Facilities NSF 4-18

NFAS 2-5,4-18

NIC 8-3

NM-HDV 6-10, 6-12
NM-HDV?2 6-9, 6-12, 6-18
No.7 2-5

NPA 10-29

NSE 4-25, 4-31

NSF 4-18

NTE 4-7,6-14
NTP 3-20, 14-15

O

Open Shortest Path First OSPF 18-36
Open 3-67, 19-16, 19-17
OSPF 18-36

outvia 9-31, 10-46, 15-36

P

PA 15-50
PAC 3-67, 19-16
passive-interface 3-10
PC
IP Phone
VLAN

18-6, 19-22
19-22
19-25
19-25

PCS-1

PCS-TL50

Per-Port/Per-VLAN ACL 19-41
Personal Assistant PA 15-50
Personal Communicator 1-5

Cisco Unified Communication

Index W

ping 2-22

PINX 12-7

PIX 18-31, 18-33

PoE 3-21

PortFast 3-6
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