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o SAML & DM (5 —)
¢ SAML A Z 5 —Z QB (7 _—)

S

IdP 7~ Security Cloud Sign On ~® SAML J&%& 1%, SAML ISEDEME (5 2—2) THE
NTNBNL DIMDDN—UZHE D BENH Y 9,

F72. SAML A ¥ 5 —X DEM% IdP L RS T2 LERH VY £7°,

SAML & & DEH

SHA-256 TE £ S 1= SAML L&

ID 7’183 X —|Z L 5 SAMLJS& 1L, SHA256 BL4 T/ I AL TELTDHVNERH D £,
Security Cloud Sign On |, ZE4 S TWaW T H— g U EEFRO 7 LT XA TEL SN
FINEEESR LET,

SAML IS ZEDE M

dPIC L > THEEINSD SAML JSED T H—3 3 Iicid, ROBHADNEENTWLLENRH
. IdP OXIET AR Yy BV T ENTWALERH Y F7,
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SAML 79— a VEES ldP 1 —H'—& %

firstName a—HF—D4,

lastName =P — Dk,

email a—HF—DEF A —/b, ZhiE, SAMLJLEE D <Namel D>
BRE—BTLLENDHY FT,

7= & 21X, D XML A=~ R, Security Cloud Sign On ACL URL ~® SAML J5& 28 &
5 <AttributeStatement> E 3 OF] T,

<saml2:AttributeStatement>
<saml2:Attribute Name="firstName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">John

</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">Doe

</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="email"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">jdoelexample.com
</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>

NamelD %

IdP 2> 5 D SAML 54 @ <NamelD> EHR (21X, TOEE L THENRETFA—NLT RLANREGE
NTWEIVENRHY, BT A—/ULSAML I IGEDEE (52—) © email BEDE L —K
THULERHD F9,

<NamelD> ® Format J&4: (%, urn:oasis:names:tc:SAML:1.1:nameid-for mat:unspecified ¥ 7213
urn:oasis:names:tc: SAML : 1.1:nameid-for mat:email Address |Zi% & SV TV D MERH D 7,

<NameID> BZDH|ZRIZTR L ET,

<saml2:NameID
Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified">jdoel@example.com</saml2:NameID>
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=TT,
VTN A UF U —ERDHH URL — ZhiE TSSOURL] F£72i% T2 21 > URL]
LIS Z bV £, TOURL ZfEM LT, 1dP 75 Security Cloud Sign On ~?DFE
AEZ PR CE £,
cIVT 4T 4 IDURI-IdP DV o — L2 —BE D4, it [FI70] EMEEhD 2 &
LHET,
« X.509 ERZEIBAE — IdP /% SAML 7 ¥ —3 3 NZBA T 572D 5 AR 5 —/FE
F— DT OAF—,

Cisco Security Cloud Sign On ID F70/31 ¥—#& 44 F |



ID 70/34 5—0 SAML OB |
B savxs5—s0z4

. Cisco Security Cloud Sign On ID O /N4 ¥ —#t&HA K



==
=% =R

ID JA/NA F—D#HE

EE EnterpriseManager (BN FE L1z, Security Cloud Control ZffH L T ID 7' & /341 X —dDfk
EEEHTED LT E LT, MOV TIHE, ID 7T e X —fE A RESR LT
<TE&EW,

BEAFD ID 7' /34 X —f &7 — X 133X, Security Cloud Control 2/ L CTfEH T& £,

o EE (9 X—)

T UH—TTARRKET 4P — R (10 X—)

AT v 2 H =T T4 ZXOER (11 =)

C AT T2 B AN RAL OBRFEERAE (12 3—)
« 27 w73 SAML A X T — X D (13 ~<—)

c AT w74 :SSOMEDT A K (15 3—)

c AT w5 AP HADT 7T 4 74k (16 RX—)

M=

X2 VT TH—var v—2r7 v 75 (SAML) M LT, MA F2iEY— F3—
7 4 O ID 7’ 1 /3 A ¥ —% Security Cloud Sign On £ #EA& CT& £9°, SAML (%, ID 72/ 3A X —
(IdP) &Y —ERX T m/ A F— (SP) DM THIEL L OFFA 7T — & Z22#id 572D XML
R—=ZADF—T AEHETE, T Z TO SP I Security Cloud SignOn T, #ATH &, 2—H—
TEHE DO TNY A F DY VT i L&A LT Security Cloud Sign On ([ZHA A >
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7 7 4V b ClL, Security Cloud Sign On [L "X T? IdP D —H—% Duo £ ZFHEBAE (MFA)
IR CBRER L 9, M CTT TICMFA N IdP E A SN TV AEE, e 7 ' Az
B(Z)& LT Duo ~X— A D MFA #0245 Z LM TEET,

S == a1 S
IVRA—TSARXEEI 14—k
TR =TT RRER Y NT v 7T 4P — Rk, MHED IdP % Security Cloud Sign On & ¥4
THIDOEBOAT » 7 THERINE T, FAT v 7 E%ETT 5 NNTHETRDSRTE SN
L7, P THKRTLTCOER TR T e RAERETTEET,
TUH—TTARREY 4 P — FEBHITIE, SecureX 7 SV r—va v iR—ZLTrTa7y
ANTAarw sy L, [RX—T T4 X%E (Enterprise Settings) ] Zi®IR L T [#HD D
(Get Started) | %27V v 27 LET,
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“> Application Portal

Enterprise Settings

Welcome Jane User!

If you’re an admin for your company, click Get
Started to set up single sign-on for your enterprise

account.

The setup wizard will then guide you through completing the
following steps:

1. Claim and verify your email domain.

2. Create an enterprise account for your company.

3. Set up single sign-on for your enterprise account by integrating
your IdP.

RET AP —RTIE, 1 ODFBEAFA—IVRFAL VERHEL, 1DO0ID 70 X —% ik TX
£, ROHEAIEL. CiscoTAC T — A& A —7 T HMLERH Y 4,

D ID A F—H T HMLEND D

DB TA—I FAAL VEHEBETILERD D

c AT w2 B AN RAAL L OHFEEBEEDRICHBEASCE T A — IV RAL VEER
T5

\)

G AT TARBRET 4P —FTERENTOWARWEED AP ERHDHHBE. TOMEE
A= FEEALTEET L LI TEETA, IOV TIEL, BFEO AP HA A L
TWHEBEREE (3X—) 2L TEEN,

ATYvT1: T3 —T54 XDIERL

BAID AT 7 & LT, Security Cloud Sign On THAHifI & DT ¥ —7F 4 Z&MER L 7,
DT =TT A4 R, HiELIZ RAA & ID 7 a g X —ORE BT g,
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AT w71 Security Cloud Sign On 7 % 7 > kT SecureX 77U 77— a3 ViR—X WZH A A LET,

ATvT2 FERBCHLZTa 7y ANTA i)y L, [ —7 714 XFE (Enterprise Settings) ]2 3R L
e

ATw 73 [T 5 (GetStarted) 1227V v 7 LET,
ATV T8 2o BT T34 X7 NOLFEIZEAD L, [IR17F (Save) 1227V v 27 LET,

+> Enterprise Settings

Enterprise Account Name

1. Enter an account name for the enterprise, company, or organization associated with your domain. @
2. Click Save.

Example company Save

ATFYT2: BEFA—ILFE AL DOHRE LR

WIZ, T BZ—TFGARXDEFA—IVRKAAL VERBELTHRIELET, TORT v T EETT
HIZ1E. RAA AL A ST —ERAR—Z)LTDNS L a— RE{ERRT A MENH Y £,
RAAL L ORBFENRTET L= 5. DNS L a— RiFHIBrTx £9,

ATYT1 HEETDH AL &AL, [EE (Submit) 2727V v LET,
BEY AP — RIZDNSTXT L 22— ROLRTEERFRINET,

6. Click Verify.
Record Name _cisco-sxso-verification.www.example.com fg
Type TXT
Value 69dS +1d55 By

ATV T2 RALVHLVIAR T —EBRIZH A AL, FEEENTZLa— R4 EMETTXT La— RE2/ERL %
j‘o

ATYT3 DNS La— RBMEESNDE TR > Tnb, [F&E (Verify) 1227 U v 27 LET,
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ATy T8 BEERKRII L1256, [IdPO#EE (Integrate IdP) 1427 U » 7 LTCTID 7 a/ N\ ¥ —OfEZBm L £7,

Success! You've claimed and verified your email domain and enterprise account name. Click
) f Integrate IdP
Integrate IdP to sync up the single sign-on.

ATvw73:SAML A 2 T—42 DX

ZDAT v 7 TiL, 1dP & Security Cloud Sign On O[#] T SAML A ¥ 57— X B8 XL VB4 REH E%
L £,

488 SRS
ZDOART v 7 a5E T3 HI21E, ID 7 m S Z—THERR L 72 BRI BE 3 5 IRDIE RS E T,

« UG WY A UF Y —E XD URL - Security Cloud Sign On 7> 5 HTTP POST © SAML #&
AEERAEETHURL, URLD KA A L, BNZAT v 72 EFA—/V NAAL LV DOHFE
ERFERAA e —HT HMENH Y £7,

IVT 4T 4 ID-ID 7 1,34 X —% Security Cloud Sign On C— & Zi#kAIT 572D ID,
IdP @ SAML X &5:‘_‘& nb <EntityDescriptor> %?%0) entityID TE@%@T% ij—o *%ZB
D IdP TIXID FTANA F—=FATT LT TV ET,

SAML ZLEIBHE 1dP X SAML 79— 3 VIZBATAT-OIFEHT 5 x.509 B4 31
=B

Ho

\)

GE)  ZFBIEIL. SHA-256 7 /L3 Y XA TEL SN TWAMLERSH Y %
T, BOTNT Y XATEL I NZTH—2 a3 4%, HTTP 400
T —TCHESINET,

ATy T [BEy b7 v~ (SetUp) ]Hif T [ID7 7,34 % —4 (Identity Provider Name) | 7 « —/L RIZ IdP D4R %
AN LET,

AT w72 IdP O SAML ARG L= [> > 7 %A 4 URL (Singlesign-onURL) |1 & [=> T 47 «ID (Entity
ID) | DfEZ AT LET,

ATV T3 [77A4/VDEM (AddFile) 1227V v 7 L, BICIdAP B X 7 m— R L7z SAML B4REH]EZ BN L £
R

AT v 74 Duo MFA ~OD 2 —H—D HEPERER A TH/RWEA T, [Security Cloud Sign On"CDuo~— A OMFA % A 25T
9% (Do you wish to keep the Duo-based MFA enabled in Security Cloud Sign On?) ] T [\ 2 (No) ] &R
LET,
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Integrate Identity Provider

0 Set Up 2 ) Download 3 ) Configure
Set Up
Identity Provider (IdP) Name Okta SSO
Single Sign-On Service URL (Assertion Consumer https://sso.example.com/saml

Service URL) @

Entity ID (Audience URI) @ http://www.okta.com/123456abcdefg

SAML Signing Certificate @ Add File

By default, SecureX Sign-On enrolls all users into Duo MultiFactor Authentication (MFA) at no cost. We strongly recommend MFA, with a session
timeout no greater than 2 hours, to help protect your sensitive data within Cisco Security products.

Do you wish to keep the Duo-based MFA enabled in ® Yes No
SecureX Sign-0On?

If your organization has integrated MFA at your IdP, you may

wish to disable MFA at the SecureX Sign-On level.

ATV TE [k~ (Next) 127 Vw7 LT[Fv>ra—FK (Download) | iz E T,

ATwT6 FREN [V IV A AP —EAURL (ACSURL) (Single Sign-On Service URL (ACS URL)) | &
[>T 47 4ID (A—F 4= AURI) (Entity ID (Audience URI)) ] % 2 &°— L., SAML B4 iFHEL &
vra—KRKLET,

Integrate Identity Provider

:/ SetUp ——— e Download 3 ) Configure 4 ) Activate

Download

Depending on your provider, use the following information to set up your Identity Provider (IdP).

Single Sign-On Service URL (ACS URL) https://sso-preview.test.security.ci... 7]

Entity ID (Audience URI) https://www.okta.com/saml2/servi... 7]

SAML Signing Gertfcate B cisco-securex.pem
SecureX Sign-On SAML Metadata B cisco-securex-saml-metadata.xml

AT TT 7.[k~ (Next) 1227V v 7 LT[k (Configure) ] M ZEAE T,
AFy T8 [dPEHa LY — /L TSAML 7 7Y r—3 3 VERIEN—VZHE, ROEHEEZITWVET,
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a) [ACSURL (ACSURL) ] & [>T 47 4ID (Entity ID) 128V 4 CToHN- R RMEZFTOFIET

RS LETERLET,
b) REV 4 P — TR SN SAML B4EHELZT v Fu— R LET,
GE) —HEOIP (IZUHIZ 72 L) TiE, FEHEDONEZ 1170 JSON L5 & LTI 2 3
NHOFET B ————- BEGIN CERTIFICATE-———- \n...\n...\n----—- END CERTIFICATE-———- \n) o

¢) REDEHZ SAML 7 7V REIHRIFLET,

RDERY
WKIZ, T2 —T5A4A XD APHEET AN LET,

— y . AN -
ATYvI74:SSO0#EDTA B
Wz, T B =TT X7 4 F— R)NH AP ~D SSO R ZFALE L TP DFEASET A ML E
T, SecureX 7 F UV —a Xy aRh—RIZENE, TAMNBESILEZ L2EHRLET,
o FTGAX—F (=T VL) U4 RUTURLEZTANLET,
e AU NERTEEFA—IVRAL L, BINCHFE LIZAT v 7 2 B A=V A
AVOHFFELERGEE —BTH2LERHY £,

s IOz —H— (BEFFD Security Cloud SignOn 7 41 7 > k72 —H—) LEEfFO=2—
FoTF AR LET,

AT TN 2o Z—T T4 XFRET 4 ¥ — KO [#5% (Configure) | HiHEIZEY 7,
ATFY T2 RFYT2OSSOURLEZ U v FR—Ricav—L, 'S4 _X—F (=27 Ly k) T50F T 1Ry
TR £,

Configure
1. Configure your IdP with the public certificate and SAML metadata you copied and downloaded from Cisco.

2. Test your IdP integration by opening this URL in a private (incognito) window.
https://sso.security.cisco.com/sso/saml2/0oa... B

3. Once you sign in and land in the SecureX application portal, the configuration test is successful.

ATy T3 ID 7 F—Hh A A4 LET,
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YA A N T DEF A=V AL AT, BINCHFELIZAT v 72t A=V F AL OHEE
ERGEE —ET HMERH Y FT,

* Secure Cloud Sign On THMDY A T v AAMEH LT Ao FMEFRIOT7T 7 N TT AR LE
7, 72 & 21X, admin@example.com 7 # V> R THA 7 v S L TIP A EER LTEEHA. HAED
TAMIZNERUEFA—/MIER L2NTLZI N,

SecureX 77U 7 —3 3 VIR— X UNFER I NI, HEROT A MIKEHTYT, SSO uk AT T —)
FAETHHEEIZ., FT TV a—TFT 47 (1T3—) ZBRLTLIEE N,

ATYTA EETARLIZS, [k~ (Next) 1527 YV v 27 LC[T 277 471t (Activate) ] _X—IZHERE T,

ATy IS5 PEDT IV T4 71

AT w74 SSOFMADT A MPET L, M TAMCT /N TEb, P HAEET 7
T4 TEET, T/ T4 e LiKIE, =P F= X —T T4 X (1dP) DEFA—
LNT RUARERZAT—REHFEHLTYHA A > LET, RO Duo MFA B§%% 47 77 b
L7256, 22—V —IIMFARELBEH T2 20 7,

IdP & Security Cloud Sign On D&% 7 7 7 4 74k 3 521X, [IdPE 7 27 7 + 71t (Activate my IdP) ] % 7
Vw7 L, MBI AT T[T 277 471 (Activate) 1227 Y v 27 LET,

[dP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise IdP password
 Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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A—TF4 5

EE EnterpriseManager (BN FE L1z, Security Cloud Control ZffH L T ID 7' & /341 X —dDfk
EEEHTED LT E LT, MOV TIHE, ID 7T e X —fE A RESR LT
<TE&EW,

BEAFD ID 7' /34 X —f &7 — X 133X, Security Cloud Control 2/ L CTfEH T& £,

o« I NY A A V/ISAML DT — (17 _X—)
T AT FTA XG4 P—=RFDZT— (18 X—)
e AaDEX2 VT B EORE (18 X—)

NG A A ISAMLD TS —

HEDTAFTOHHTTPA400 T5—

TR =T TARRET AP —RKTD AT v 7 4:SSOMEDT A FTHTTP 400 =7 —/3 %

ETH8E81F. RO NI TNy a—T 4V ZTFEEZHR L TLTEE N,

A—Y—DYA VF VEBFA LA U BE LI KAV E— BT 5L EHRT D
FAMMBAL TV 2—F =T AT FOBF A=A AL VPAT v T2 B A—
IWRAAL VOHGEERIEE — B L TWDZ L EMERLTLIEE N,
7= & 21E. example.com DL D I FNL R A A U EHHFE LGRS, =2—V—iX

<username>@signon.example.com T@ifoﬁ < <username>@example.com VC‘H‘/I) ://I) V'@‘é%\%ﬁ‘
HYET,

SAML & D <NamelD> BEENBEF A —ILT FLRATHDZ L&#HERT D

SAML JGZE D <NameId>BZDIEIZEBE A —LT RLATRITIEARYD THA, EFA—L
7 KL A, 22—V —DSAML BIETRRESh-emal & —HT2LERH Y £3, FEH
WZOWTIE, TSAML ISZOREME (53—) | 2L TIEIN,
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SAML [GZBIZELVWVBHERAEENTWNSZ L5 HERT D
IdP 7> Security Cloud Sign On ~® SAML J&ZIZ 1T, MHD 2 —F— &M TdH 5 firtName,
lastName, B X email N& FET, MOV TIE, TSAML JGE O (52—
V) ] BEBBRLTLIEIN,

[dP M 5D SAML [E&EM SHA-256 TERZ SN TS I & 2iERT S
ID 7 u A X =050 SAML 1%, SHA-256 B4 7L T Y XA TELTAHNERHY
%7, Security Cloud Sign On |, B4 SN TWARNWTH—ra U EFRoT7 L3 ) XA
TELIN-TH—a v Z2HESLET,

IVR—TS3AXV4HF—FDIT5—

KA DDIREIBFD TS —
AT T2 BFA—INNRAL L DORFLEHRIATE T —NRETIESIT. ROFNT T a—
T4 T FEEZR LT EEN,
LIESLF-ThoBERITTS
LIEBL o Tinb, b9 —FE [EE (Verify) 122V v 7 LTHTLZEW, DNS
I — ROFEH M DNS V= R_R—RZEZ LD E TOREIL, h—bE AT X —|2k-o
TR FT,
TXTDNS La—FDRAFEELERT 5
RAAL LA NS TERR L7 TXTDNS L 22— ROAFT EENRTZ L Z—F T4 RRET 4
P— R TCEREINDINEL —HETLHZ L 2HERLTIIEIN,

UGN A VT UDTANEOTIS—
AT w74 :SSOMEDT A N T2 T —NEATHEAEIL, SAML #EDMBE e ——
T FORMBETHLIAREMENRHVET, NT TN a—T 4 7T OFNEIHOWTIL,
TNV A FV/ISAML O T — (17 3—) R LTLLIEEN,

DAROADEFXFANTAEREDIKE

SRADEF AV TARATOYA VA LDIS—
Security Cloud Sign On (ZIZH A U AL TE LNV Aadtx 2 U7 1 ®Eho 1 DLl Bicd A >~
A TERWERIT, ROREZHEEL T IESW,
Security Cloud SignOn OF 7 b UHBELGHGMAE SN EHERT S
vAaOEFXa YT ¢ BELIZIE, Cisco Umbrella @ X 9 (2 Security Cloud Sign On 237 7 +
NV ETHR— SN/ HIUT, 77 M UBBEREEH Y 3, 7 b AN
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MFER o Aaptxa U7 o fRIZOWTE, PR—FEhd X207 o ®8EOY R b
THERTEET,

Security Cloud Sign On O AFEHRAH R DHANIFIHRE —HIT S L EHET S
% — % —? Security Cloud Sign On OFEAIIEHR (BB A —/v) PG OFRIE# & —Bd
HRENRHY 7, /=& 2L, user@example.com. & V9 21— —4 D Security Cloud
SignOn 7> b bE LET, ZD Security Cloud SignOn 7 H 7 > F & H LT
Umbrella TIEFIZFRAET D121E. R UE T A — /L E2FOFEFEO Umbrella 74 7 > k234
T,
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* Auth0 # (23 ~—2)

e Azure AD (29 *X—7))

*Duo (33 *%—Y)

* Google (37 ~X—7Y)

* Okta (41 ~<—7)

*PingID (45 =—2)

o —fXAY72 IdP OFIE (51 X—2)






.5

i

Auth0 £t

EE EnterpriseManager (BN FE L1z, Security Cloud Control ZffH L T ID 7' & /341 X —dDfk
EEEHTED LT E LT, MOV TIHE, ID 7T e X —fE A RESR LT

TZ&EW,
BEAFD ID 7' /34 X —f &7 — X 133X, Security Cloud Control 2/ L CTfEH T& £,

o (23 X—)
XL (23 =)

M=

Z ZCIE. Security Cloud Sign On & #5495 Auth0 SAML 7 7'V &7 — 3 = > Z{ERT 5 HIEIC
SOWTEHA L £,

F LI

theb BHEIIZ
o WHIFHENR T Auth0 FFRa o Y —LICH A A LV TEXDMERD Y 7,

AT B =TT A XDER (11 X—) ATy T2 BLA—INVKNAL Y
DOEZFE LR (12 3—) BRETLTWALERHY £,

ATYT1 Auth0 ¥ v v aR— R A oA L, ROFINEEETLET,
a) [7 7V — a3 (Applications) | A == —75 [7 7V — a3 (Applications) ] Z iR L £,
b) [7 7V — a3 DOfER (Create Application) 1% 7 U v 7 LET,
c) [%HI (Name) ] 7 1 —/L RIZ [Secure Cloud Sign On| F7-idfho4miz AL ET,
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ID FaNA F—gaHq k|
- IR

d 77V r—varFA 7L LTHERFEDOWebT 7' r—3 3 > (Regular Web Applications) | %8R L |
[fER% (Create) ]2V 7 LET,

e) [7 KAy (Addons) 1% 7% 27V 7 LET,

f) [SAML2 Web App (SAML2 Web App) | N V&2 Y v 7 LCT RAvEAMCLET,
SAML2 Web App DR A A 7 1 7B & £97,

Addon: SAML2 Web App X

Settings Usage

SAML Protocol Configuration Parameters

= SAML Version: 2.0
= |ssuer: urn:dev-g Z.us.auth@.com
= |dentity Provider Certificate: Download Auth® certificate

= |dentity Provider SHA1 fingerprint:
82:87:E5:ED:3D:67:D3:46:97:8E:72:27:E7:FD:09:FF:BD:FA:A2:94

= |dentity Provider Login URL: https://dev-
g2xwaipwfp2liro8.us.auth@.com/samlp/AG2YE’ JYYWL

= |dentity Provider Metadata: Download

g) [Z&1T7t (ssuer) 1 7 4 —/L K& [IDZ 1 3A X —1 71 > URL (Identity Provider Login URL) ] 7 4 —
V% F‘@'fﬁ%‘} =i to_ Li?‘*o

h) [AuthOFEFHED X 72— K (Download Auth0 certificate) 1 %27 U v 27 LCID 7' /A ¥ —iEiHE%
Zyrm—RLET,

RT9T2 2B =T T4 XHZEV 4P — RO [IDF 131 X —Off#  (Integrate Identity Provider) ] i 2 B & | &

DFNEEFATLET,

a) [ID7' @/ A Z—4 (Identity Provider Name) ] 7 o —/L RIZ 1dP D447 (ff] : Auth0 Ss0) # AJjL %
j—o

b) [V 7AYo AP —E AURL (Single Sign On Service URL) ] 7 4 —/L KiZ, SAML 7 KA > & A
Tuarsnhbat— L7z [IDY e A X —ua A URL (Identity Provider Login URL) | DfEi%E AJ) L &
j—o

¢) [=¥7 47 41D (EntityID) ] 7 4 —/V RIZ, SAML 7T AU ¥ A7 a /b abt— Lk [BITx

(Issuer) | 7 4 —/V ROEEATILET,

d [Z77A/LDEM (AddFile) 1227V v 7 L, Auth0 54 7> ba— K L7= SAML B4 GEHEEZ SN L
£7.

e) MEIZIL U T, Duo X—ADMELD MFA —E AN DHa2—HF—%2 47 v 77 hLET,
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0 Set Up

Set Up

Identity Provider (IdP) Name
Single Sign-On Service URL @
Entity ID (Audience URI) @

SAML Signing Certificate @

Integrate Identity Provider

Download 3 ) Configure

Auth0 SSO

https://dev-g2xwaipwfp2liro8.us.auth0.cor

urn:dev-q2xwaipwfp2liro8.us.authO.com

Add ...

4 ) Activate

By default, SecureX Sign-0On enrolls all users into Duo MultiFactor Authentication (MFA) at no cost. We strongly
recommend MFA, with a session timeout no greater than 2 hours, to help protect your sensitive data within Cisco
Security products.

Do you wish to keep the Duo-based MFA ® Yes No
enabled in SecureX Sign-On?

f) [k~ (Next) 127 Vw7 LTC[#Fv>rr—FK (Download) |fREN—IIZHELE T,
g) BTHHAT DI [V I AV A A4 P —EAURL (Single Sign-On Service URL) ] & [>T «
7 41D (EntityID) 1OfEZ 2 — L, SAML B4 GEHE (cisco-securex.pem) X U — RLET,

J Set Up a Download 3 ) Configure 4 | Activate

Download
Depending on your provider, use the following information to set up your Identity Provider (IdP).

Single Sign-On Service URL (ACS URL) https://sso-preview.test.se...

Entity ID (Audience URI) https://www.okta.com/saml...

B cisco-securex.pem

SAML Signing Certificate Download

|l cisco-securex-saml-
metadata.xml

SecureX Sign-On SAML Metadata Download

h) [k~ (Next) 1%7 VU v 7 LT [HEE (Configure) ]z E T,
ATYT3 Auth0 2> Y=L DT RAVREXA TR TIZRY £7,
a) [axi (Settings) 1 #7 %7 V7 LET,
b) [77 V4 — 33—y Z7URL (ApplicationCallback URL) |7 4 —/L RiZ, = X —7 T4 X%
ET AV —FKhbav—L7z[v 7 %A 4% —EAXURL (Single Sign-On Service URL) ] DfE %
ATTLET,
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ID FaNA F—gaHq k|

) MEILLT, [T23v7 (Debug) 127V v 7 LTH 7L SAML IGEOREE E NEE MR L 7
EZT Ny 79 2I0E, Auth0 2 —F—% SAML 7 7'V /r—3 3 ZEID Y THLERH Y F
DR
d) [E (Settings) ] 74— /L RIZIRDJISON A7V =27 R AJJLE T, <enriTy 10 URT> &, A=
E—L77 [T 47 4ID (A—7 4= AURI) (Entity ID (Audience URI)) ] DfEIZ{E ZH#L X |
<SIGNING CERT> %, # 7 B — K L7z SecureX Sign On H#4FEHE (PEM 7 7 A /L) % 1 {TOLFHINC
EHLTNFICES R ET,

"audience": "https://www.okta.com/saml2/...",
"signingCert": "----- BEGIN CERTIFICATE----- \n...-—-———- END CERTIFICATE----- \n",
"mappings": {
"email": "email",
"given name": "firstName",
"family name": "lastName"
}l
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified",

"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"

] 4

"binding": "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

. Cisco Security Cloud Sign On ID O /N4 ¥ —#t&HA K
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Addon: SAML2 Web App X

Settings Usage

Application Callback URL
https://sso-preview.test.security.cisco.com/sso/saml2/@oc oh8

SAML Token will be POSTed to this URL.

Settings

N

"audience": "https://www.okta.com/saml2/service-provider/
"signingCert": " \nMII...fjc\n
"mappings": {
"email": "email",
"given_name": "firstName",
"family_name": "lastName"
H
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1:name
"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/2005/85/identity/claims/
1,
"binding": "urn:oasis:names:tc:SAML:2.@:bindings:HTTP-POS

e) XA TusDOFEHICHD [FHIMEL (Enable) |27 V27 LTSAMLT 7'V r—ya U ERHBIZLET,
ATV Tl =B —T 5 XREY 4% — RO i (Configure) | HEEIZHEY 7,

a) BARSNIZURLZ=abE—L, 774 X—F (=2 Ly ) 77900 0 FUTHEET,
7 F WM Auth0 SSO RXR—II U FA LT FENET,

b) AT T2 A N RAL COHGEERFEL BT HEA AT FLATAWhOIZH A A L
ij‘o
SecureX 7’V r—v g VIR—Z VIZEIVE, T A MIRTH T,

) RETVAYP—RTR~ Next) 1227V w7 LT[T7 77«47t (Activate) | Wi A E T,

d) 2—Y—OEET 77T 1+ 7T DI2iE, IdPET 77 1 74t (ActivatemyldP) %7 U v 27 LET,

4
o)
6
7
8
9
0
1
2
4

:
|
|
|
]
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e) AT u  TERNEZHRLET,

IdP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise |dP password
 Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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Azure AD

EE EnterpriseManager (BN FE L1z, Security Cloud Control 2 L TID 7' v /31 X —dDfk
AREHTXALHICRVE L, FEMICOWTIE. ID Fu A X —AE A REZRLT
TZ&EW,

BETFO ID 7 a A X —FiET — #1373 T, Security Cloud Control 41 L T T&X £,

BB (29 ~—2)
ITHIT (30 ~—2)

S

Z ZTCIX, Azure AD SAML 7 7'V 77— a & EEK L, 4% Security Cloud Sign On & #i &

TLHEERLET,

Y

GE) e Azure AD 2 —H —D a2 —HP—FY 2014 (UPN) 1Z, 2—HF—DBFA—1LT FL
AEREUTC LTRSS RN LICHEE LT EE N,
* SAML & @D <NameID> B & email — W — BT, 22— —DEBEFA—NLT KL 2%
GODLVENHY T, FEMICHOWTIE, [SAML nEoFEME (52—) | 288 L
TLIEE W,
cFEESINTE T A—NVT FLRF, BBFORLOT 72 AGETHEHI N TWDE L0 L —
BT H20ERHY 7, —ELARWGEE, WEoT7 72 AH#lEZFTHTILERNH D F
R
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ID FaNA F—gaHq k|

FL&HIZ

s BRI
« WHEMHERR T Azure IR—Z MTH A A LV TEDRERDH Y £,

T A =T TG ARET AP — RO AT v 71 2 H—TF 4 ZOMERE (11 ~2—)
E AT T2 E AN RAL ORFEFEERIE (12%—Y) BETLTWAHAILERD
D E9,

AT w71 https://portal.azure.com (ZH A A LET,

THAT NTEBEOT T NIT 7B ATEAEE81T, AEBTT Iy FERIRLET, R—Z L1ty
Ta vEMER Azure AD TV MCERELET,

a)
b)

¢)

d)
e)

f)

2
h)

i)

[Azure Active Directory] 27 U v 27 LE7,

EROY A NNX—=T[=Z—TFF534A4 X771 r—3 2> (Enterprise Applications) %7 V v 7 L&
R

[+H LW 7Y sr—3i 3 > (+New Application) 1% 27 Y w7 L. [Azure AD SAML Toolkit (Azure AD
SAML Toolkit) ] Z##E L £,

[Azure AD SAML Toolkit (Azure AD SAML Toolkit) | %7 U v 27 LET,

[481 (Name) ] 7 4 —/L NIZ [SecureX Sign On| F72IIFDMOEE AT L, [{ER (Create) ]
7 Vv LET,

MEE (Overview) ]X— T, O A K= [FEH (Manage) |D FIZH D[ T NHA A
> (Single SignOn) %7 U v 7 LET,

[T T nHA oA FROEIR (select single sign onmethod) ] T [SAML (SAML) ]Z3&RL £,
[FEARR) 72 SAMLI#RL (Basic SAML Configuration) ] /3% /LC [fafk (Edit) 1Z227 Vv 27 LET,

o [#3F (=7 47 41ID) (Identifier (Entity ID)) ] C [#&53! DB/ (AddIdentifier) 1% 7 U v
7 L. https://example.com 72 1ZMhOF L7 URL O—HyEx A LET, ZO—K
M7 BT TEE A T,

s " URL (Assertion Consumer Service URL)  (Reply URL (Assertion Consumer Service URL)) ] T
& URLOIEN (AddreplyURL) 1% 7 U » 27 L, https://example.com ¥ 7= |Ifth DA %72
URL O—Rfl)7e % A LET, Z ORI EI3% CEEHmI £,

o [%r+4 > 4> URL (SignonURL) |7 «—/V RiZ Thttps://sign-on.security.cisco.com/|
EATTLET,

o [fRTF (Save) 127 U w7 L., [HAZSAMLIER (Basic SAML Configuration) ] /3% &AL
E3c

[MLERFER (Required claim) | T [—&E O —WF—i4l+ (&AID) (Unique User Identifier (Name
ID)) 1%ERz27 Y v 27 LTHELET,
[y’“xﬁ‘l‘i (Source attribute) 17 4 —/V R % user.userprincipalname {ZFX RELET,
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ATvT2

k)

)

Feoiz

Z ZTIL. user.userprincipalname OENR AR EF A —LT RLAZERLTWDHZ & ZAlHEE LT
WET, FNLADOEAEIEL. [V —A (Source) ] T user.primaryauthoritativeemail Z i3 % X 5 I
HELET,

[BMMO %R (Additional Claims) ] /3%/LC [ffE (Edit) 1% 27 U v 27 L., Azure AD = —H—7 13
7 4 & SAML BHEOHORD~ v B 72 ER L £7,

Z ZTClX, useruserprincipalname DENAZNRE A —NLT RLAZRLTWH I L &RFifEE LT
WET, FRLUSOEAIL., email Bk [V — A @M (Source attribute) ] C
user.primaryauthoritativeemail Z 9% X 5 IZ&E L 7,

E2 B ATZER Y—REH

email B2 L user.userprincipalname
firstName fli7z L user.givenname
lastName fE72 L user.surname

KR D [4A1ZEH] (Namespace) | 7 4 —/L RIZM T 7 U7 LTL7ZE0,

Manage claim X

27 Got feedback?

Name * | email v |

Namespace | Enter a namespace URI v |

[SAMLGEH#E (SAML Certificates) ] 7S/ T, [AEPAE (Base64) (Certificate (Base64)) ] aERHED
[#7 > m—TF (Download) 127 Vv 7 LET,

ZOFIEOHLETHHT A0, [SAMLIZE D> 7 A v Fd D> b7 7 (Setup Single
Sign-On with SAML) |7 > a > C[a 2 A »URL (Login URL) ] & [Azure ADi5I 7 (Azure AD
Identifier) | DfEZ =2 E—L F 7,

FLWT IR T =T T4 ZRET 4 — REFEET, IDTrAL X —0DkA (Integrate
Identity Provider) ]>[t > F7 > 7" (SetUp) ]Hifai (A7 > 73 : SAML A ¥ 7 —% OAgHh (133—2) )
DERRSNET,

a)

b)

¢)

d)

[ID7'7 /34 % — (IdP) 4 (Identity Provider (IdP) Name) ] 7 « —/L KIZ [Azure SSOJ F7/-IIHAHD
DA EZ AT LET,

[ 7Y A A% —EXURL (Single Sign-On Service URL) ] 7 o —/L FIZ, Azure 7262 E— L
72 [m 7' A > URL (Login URL) ] Dfiz AL £,

[>T 47 41D (A—7 =2 AURID) (EntityID (Audience URI)) |7 « —/L RIiZ, Azure />5 2 &' —
L 7= [Azure ADi#5/ 7 (Azure AD Identifier) ] DfEx A L E T,

[77 A NDiEH (AddFile) 127V v 27 L, Azure R—X /L) b X 7 m— R L7z SAML B4 REHE
7 v 7m—RLET,
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ATvT3

ATy T4

2)

h)

WEZIE UC, B Duo MFA O 2—H—%2 47 v 77 R LET,

[# 7> ma— K (Download) ] T [k~ (Next) |27V v 7 LET,

ZOFEOKETHEAT LD, [ I AP A 4P —EBAURL (ACSURL) (Single Sign-On
Service URL (ACSURL)) ] & [>T 47 41D (4 —7 4 =2 AURI) (Entity ID (Audience URI)) ] ®
Exzae—LET,

[k~ (Next) 127V v 7 LET,

Azure 2V — 1V DT TP ZTITREY £97,

a)
b)

c)

d)

[ZEARI7Z2SAMLA# K (Basic SAML Configuration) &7 > 3 > C[#fe (Edit) 1227V v 27 LET,
sl (=7 47 41ID)  (Identifier (Entity ID)) | 7 4 —/L RIZ A LTz —Kfi72 ID 7' a3 A 2 —
B, AT ITARRET 4P — b at— L[ T 47 41D (4—F 4= AURI) (Entity
ID (Audience URI)) |7 4 —/LV ROMEICE XX £,

I URL (Assertion Consumer Service URL)  (Reply URL (Assertion Consumer Service URL)) ] 7 « —/b
NIZAD LIe—HF7R ID 7 a s, X —% Z o B —T T4 AREV 4P — b av—Lk [y
VA AP —E AURL (ACSURL) (Single Sign-On Service URL (ACS URL)) ] 7 « —/L KOfEIZ
EEHZFET,

[fR1F (Save) 127 VU v 7 L., [FEARMZRSAMLAEKL (Basic SAML Configuration) ]/3%/L % U FE 9,

TUH—TTARARET AP —RIZEY, EET AN LET, [#K (Configure) | MiE (A7 v/ 4:
SSOHADT A~ (15—=2) ) TROFINEEZFEITLET,

a)
b)

Efft SN/ URLZ=2—L, 74 X—hF (=2 Ly ) Uyg U RUTHEET,

SAML 7 7'V /r—3 g VIZB#fHT Sz Azure AD 7 7 > R THA A o LET,

SecureX 7 7V r— g UIR—ZVIZENE, TA MIRTI T, =27 —0RBATIHEAEIE. T
Va—T 47 (17%—=Y) ESRL TSN,

[k~ (Next) 1227 Vw27 LT[T7 27T« 71t (Activate) | IZEAE T,

el N CTE =5, [IdPET 77 4 74t (ActivatemyldP) %27V v 27 L, AT 7Ry 7 A TERN
REMRLET,

[dP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise |dP password
« Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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Duo

EE EnterpriseManager (BN FE L1z, Security Cloud Control 2 L TID 7' v /31 X —dDfk
AEEBETXALHICARVE L, BEICHONWTIE, ID e g X —FEEHTA &SR LT
<TEEW,

BETFO ID 7 a A X —FiET — #1373 T, Security Cloud Control 41 L T T&X £,

B (33 N—)
ILBIZ (33 ~—2)

ZZTIE. DuoSAML 7 7'V r—y a U EERC L. Z£41% Security Cloud Sign On & #t&3 2% 47
BIZOWTHBI L £,

FLC&HIZ

ATy T

158 BRI
« rA#H B — &5 Duo BFEA THLLENH Y £,

* Duo @ [Duo®H (Duo Admin) |>[Y> 7 /LA 4 (Single Sign-On) ]> [FXEF it
Ak Y —Z (Configured Authentication Sources) ] T, 72 < & H 1 DORFEY — AR F TIZ
BESIVTWDORENRHD 77,

=T TARXREVAFT =KD AT v T 1 2 Z =T T4 ZDOMER (11 _—2)
EAT T2 B AN RALCORFEEREE (12 3—=) BETLTOVLLERD

nEI,

Duo Admin Panel (2% A >4 > LET,

Cisco Security Cloud Sign On ID F70/31 ¥—#& 44 F |


https://control.security.cisco.com/
https://www.cisco.com/c/en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/integrating-identity-providers.html

- IR

)

ID FanS F—igaHqr |

DA =2 —5 [TV —3 3 (Applications) (227 Vv 7 L, [TV —v a3 Ok
(Protect an Application) | %27 U > 27 LE7,

[ILHSAMLY—tE A7 12 /34 X — (Generic SAML Service Provider) | & L £,

[PRi# % A 7 (Protection Type) ] 7% [DuoZ’7s A k3 %SSOIZ X H2FA (2FA with SSO hosted by Duo) | &

[FLAAY—E A7 m /31 Z— (GenericService Provider) 177V 77— a > OHIZH 5 [f7# (Protect) ]

7V v 7 LET, UH SAML —bE 27 o X —ORp~~— V& £,

[A# T —% (Metadata) ] &7 v a U &RIRLET,

[>T 47 4ID (EntityID) |Dfiz a2 —L, % CHEATLIZOICHRFELET,

[ 7 %A A4 URL (Single Sign-On URL) | DfEZz 2 — L, % CHHATLZOICRFELET,

[#v>rm— K (Downloads) &7 3 > C[FEHED X 7 u— K (Download certificate) | %7 U v

7 LET,

[SAMLJGZ (SAML Response) | © 7 3 a > CROFINEZFEITLET,

* [NameID/Z3. (NamelD format) ] C [urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified

(urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified) | ¥ 72 (%
[urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

(urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress) ] Z 3R L £ 7,
¢ [NameID/&4 (NamelD attribute) ] C [<Email Address> (<Email Address>) | Z#8&{R L 7,

s [BIED~ v B 7 (Map Attributes) 1 &2 32 > C, Duo IdP =—H—@EH 5 SAML I @M
~ORD~ Y T AN LET,

[ldPEE (1dP Attribute) ] [SAMLISZEEM (SAML Response Attribute) ]
<Email Address> email
<First Name> firstName
<L ast Name> lastName
Map attributes IdP Attribute SAML Response Attribute
X <Email Address> email
X <First Name> firstName
X <Last Name> lastName ‘+‘

[BXE (Settings) &2 v 3 T, [4#Ai (Name) ] 7 ¢ —/V NIZ [SecureCloud Sign On] F7-ixfhod
WEADLET,

Duo ® SAML X ED 7 7 U ¥ 7 0> RUFWEEFIZLET,
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ATy T2

ATvT3

ATy T4

Feoiz

HLWT TR T T Z—T T34 ARET 4 P— REREET, [IDT 21 X —OfA (Integrate
Identity Provider) (Wi ® [~ b7 7 (SetUp) | AT v 7 (AT v 73 :SAML A %5 —X DAgH (13
=) BBR) NERENET,

a) [ID7 o 3o % —4 (Identity Provider Name) ] 7 4 —/L FIZ IdP D4 fi (B : Duo SSO) # A1 L %
T

b) [ NYA A —EAURL (Single Sign On Service URL) ] 7 4 —/L RIZ, Duo b at— L7
[>v 7 ¥ A 4 URL (Single Sign-On URL) | D& AL £,

c) [>T 47 «ID (EntityID) 17 4 —/V RiZ, Duo»ba e — L[> 7 47 41D (EntityID) |7 4 —
NV ROEEANTILET,

d) [Z77A/VDENM (AddFile) 1227 U v 27 L, DuombF v n— R L7 SAML B4 GEAEAER L £
R

e) MEIZLL T, Duo N—ADMELD MFA y—EANL2—Y—%2 A7 T hLET,

f) [k~ (Next) 127 V> 7 LT[V —LK (Download) | HiifiZHEAE T,

g) HBTHEMTAIDIC, [V Z YA A ¥ —EAURL (ACSURL) (Single Sign-On Service URL
(ACSURL)) 17 4 —/NV K& [T 47 4ID (A—F 42 AURD) (Entity ID (Audience URT)) ]7 4 —
N ROEZ 2= L TRIFLET,

h) SAML EA4GEHE (cisco-securex.pem) # 4 7> m— KL ET,

) Set Up e Download 3 ) Configure 4 | Activate

Download

Depending on your provider, use the following information to set up your Identity Provider (IdP).

Single Sign-On Service URL (ACS URL) https://sso-preview.test.se... 7]
Entity ID (Audience URI) https://www.okta.com/saml... 7]
SAML Signing Certificate B cisco-securex.pem
SecureX Sign-On SAML Metadata B cisco-securex-saml-

metadata.xml

i) [k~ (Next) 127 VU v 27 LTI (Configure) | MHIMIZEARE T,

Duo ® SAML 7 7"V r—3 a URRGEICRE Y . IROFIRZFATL X7,

a) [r—ERA7 1341 ¥ — (Service Provider) |27 v a>®[=7 47 41D (EntityID) 1 7 4 —/V K
2, BIOFIETHREY 4 ¥ — Nz Lo TRtz [>T 4 7 4ID (A—F 4 = AURID) (Entity
ID (Audience URI)) ] 7 4 —/V ROfEEZ AT LET,

b) [Assertion Consumer Service (ACS) URL (Assertion Consumer Service (ACS)URL) |12, RO FNETHRE
74 P— RNk TRt [ 7D A A P —E AURL (ACSURL)  (Single Sign-On Service
URL (ACSURL)) ] 7 4 —/V ROEEZ AT LET,

C) WIEN—VDFET[RIFE (Save) 1227V v 7 LET,

TR =TT RAREY 4 P — RO [#k (Configure) | HEHIZRE Y 97,
a) FRENFZURLZaE—L, 7794 X—F (=2 Ly R) 753000 RUTHEET,
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77 M Duo SSOURLIZU XA L7 hELET,
b) AT w72 WAV RAL COHGEERGEE BT LB A~/ T FLATDuo lCHA AL
E 3
SecureX 7 7'V r—3 a VAR —H VIZEIIEX. T A MIEE T,
©) BEVAF—RTR~ Next) 127 U v 7 LC[7 271471t (Activate) | B iitEZE T,
d) =—¥—0ExE7 77 1+ 7T DI21E, [IdPET 77 1 71t (ActivatemyIdP) 1% 27V v 7 LET,
e) AT R TERNEEZHERLET,

[dP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise IdP password
 Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).

. Cisco Security Cloud SignOnID O/ & —#&HA K
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i

Google

EE EnterpriseManager (BN FE L1z, Security Cloud Control 2 L TID 7' v /31 X —dDfk
BEBFHTEDLLICARYVELE, FMICHOWTIE, ID Fu g F—HETA BB LT
<7EEW,

BETFO ID 7 a A X —FiET — #1373 T, Security Cloud Control 41 L T T&X £,

W (37 X—Y)
fEAT BRI (37 =)

S

Z Z TlE. Google Workplace SAML 7 7"V r—< 3 > ZEp L., ##1% Security Cloud Sign On
EHATDHIECHOOTHHALET,

EAH9 5HIIC

18 eH B HIIC
o A—/R—EHEHEIR % FFD Google Workspace 7 4 7 > h BB T,

T H—TFTARXRET AT —RD AT T 1 2 H—T T4 ZOMERK (11 ~X—)
E AT T2 AN RAL ORFEFEERIE (12%—) BETLTWAHILERD
D E9,

AT TN A= X—FHEEREZFFOT I U F & LT Google HELa > Y —/LZH A A LET,

a) HFHoaLY— LT, )‘::L*—|§>[7’7°U (Apps) 1>[V=T7T7 7Y LENNALNLT YU (Webandmobile
apps) ] ICEEIL 7,
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B s&mv2mc

ATy T2

ATvT3

b) [77V B (AddApp) 1>[H A¥ LASAMLT 7 U @ENN (Add custom SAML app) 127V v 27 L&
j‘o
c) [T7V DM (App Details) ] TLAFZITWET,

« TV r—3a 41T ISecure Cloud Sign On] F/oidfhofEx A LFET,
MBS LT, 77V r—va BN T LT A ar e T v T —FLET,

d) [#ifT (Continue) &7 U w7 LET,

e) [SSOMURL (SSOURL) | & [T 47 «4ID (EntityID) |2 =2t —L, itEEZX 7 u— KL%
7

MLWT T UPFIT TR =T TAARET AP = FEE£T, AT v 73 SAML A4 T — 5 DL

e (135—2) OBEENRRFINET,

a) [ID7'm/3A % — (IdP) 4 (Identity Provider (IdP) Name) ]! [Google SSO| F7-iIfthdfEiz AL
E N

b) [>T NHA AP —EAURL (Single Sign-On Service URL) |7 ¢ —/L FiZ, Google FBl =V —
Lt 3 — L7z [SSOOURL (SSOURL) ] # AL ET,

) [>T 47 4ID (4A—F 4 AURI) (Entity ID (Audience URI)) ] 7 ¢ —/L KiZ, Google E ¥l = >
V—nAnbav—L [T 47 41D (EntityID) |2 AN LET,

d) [Z77A/VDENM (AddFile) 1% 27V v 27 L, Google B> Y — b X 7 m— R LUTEREEL®
RLUET,

e) MEIZILNUT, RO Duo ZEEREN D —HF—%2 AT F T N LET,

f) [k~ (Next) 127 U v 7 LET,

g) [Nt A o F P —EAURL (ACSURL) (Single Sign-On Service URL (ACS URL)) ] & [=
747 4ID (4A—F 4> AURI) (EntityID (AudienceURI)) ]% =2t — L. SAML B4 EL X
vr—RLET,

Google HEHL=a > YV —/VIZERED £77,

a) [HAZ ALASAMLT 7'V @B (Add custom SAML app) ] ~X—C [#ifT (Continue) 1 %7V v 7 L%
D

b) [ACSOURL (ACSURL) 17 4 —/V RiZ, =¥ —T T4 XFET 4P — Rhbajiicae—Lk[vy
TN A AP —E AURL (ACSURL) (Single Sign-On Service URL (ACSURL)) 1 & AJJLET,

¢) [ARIDDOHA (Name ID format) ] C [UNSPECIFIED (UNSPECIFIED) ] %£7-i% [EMAIL (EMAIL) ]
Vi D= S I

d) [£#E(D (NamelID) ] C [Basic Information > Primary email (Basic Information > Primary email) ] % & L
£7,

e) [#ifT (Continue) &7 U w7 LET,

f) [EtED~ > 7 (Attributes mapping) ] <X— Y TCIROEME~ v B 7 ZEBMLET,

[GoogleT « LY 1) DEM (Google Directory attributes) 1|[7 7'1) D/EE (Appattributes) ]
4 (First name) firstName

% (Last name) lastName

Primary email email

. Cisco Security Cloud Sign On ID O /N4 ¥ —#t&HA K
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Attributes

Add and select user fields in Google Directory, then map them to service provider attributes. Attributes marked with * are mandatory. Learn more

Google Directory attributes App attributes

Basic Information >

First name - - firstName X

Basic Information >

Last name - - lastName X

Basic Information >

Primary email - - email X
ADD MAPPING

ATV T 2B —T 5 XFED 4% — RO i (Configure) | HEHEIZHRY 5,

a) FRENFZURLZaE—L, 794X~k (V=2 VLyv R 77904 RUTHEET,
7'Z W) Google SSOURL IZ ) XA L7 h & Ed,

b) AT VT2 EFAIRAL OHFEERRGEE —ET HE A —/NLT KL AT Google IZ%A > A >
LET,
SecureX 77V r— 3 UIR—Z)VIZEREIE, T A MIKE T,

) RETAY—KRTKR~ Next) 1227 Vw7 LT[T7 277 471t (Activate) | B IZHEAE T,

d) 22—V —0OEET 77T 47T DIIF, [IdPET 27 7 1 71t (ActivatemyldP) 1227V v 27 LET,

e) AT al TERINNEEZHRLET,

IdP Activation

Once the IdP integration is activated:

« Users sign in using their enterprise |dP password

« Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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Okta

EE EnterpriseManager (BN FE L1z, Security Cloud Control 2 L TID 7' v /31 X —dDfk
BEBFHTEDLLICARYVELE, FMICHOWTIE, ID Fu g F—HETA BB LT

<TEEW,
BETFO ID 7 a A X —FiET — #1373 T, Security Cloud Control 41 L T T&X £,

U (41 X—)
I U HIT (41 =—2)

S

Z 2T, OktaSAML 7 7'V r—3 a3 % AEA L. Security Cloud Sign On & #4575 A
WTHBALET,

FLC&HIZ

3R H BHIIC
 BWHIFHMER CTOkta ¥ v v 2R — RIZH A A U TXHXERHY £,
T H—TTARRET AT = RO AT w7 1 2 H—=T T4 ZOERL (11 ~—2)
L AT T2 BFAINV AL COHFELGE (12 X—Y) BET LTWLHLENRD
DET,

ATYT1 Okta EH ALY — /L IH A A LT, ROFIEEZFEITLET,
a) [7 7V r—3 2 (Applications) ]| A == —M5[7 7Y r— 2 (Applications) ] ZiEIR L E T,
by [TV —a Uia OFERK (Create App Integration) | %27 U v 7 LET,
¢) [SAML2.0 (SAML20) ] Z##ERL, [k~ (Next) 1227 U 27 LET,
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d)

g)

h)

i)

k)

ID FaNA F—gaHq k|

[Efi%EXE (General Settings) ] % 7 C, #& D41 (] : Security Cloud SignOn) # A7) L. B
JSLTra%27 vy 7Fu—FLET,

[k~ (Next) 127U w7 LET,

[SAMLOFE (Configure SAML) | # 7 &% L E7,

[V > 7 A A URL (Single signon URL) | 7 o« —/b NIZ—FE 70l (f :
https://example.com/sso) Z# AJJL£9, Z UL T Security Cloud Sign On D FFED ACS URL
ICEEHZ ET,

[4—F 1= ZURI (Audience URI) | 7 1 —/b NIZ—HA 72l (1
https://example.com/audience) # AJJLE£7, ZiUiEf% T Security Cloud Sign On D ZEEED
A —F 4= AIDURIICE X # X T,

[ZATNDOE, (NameID Format) ] C[HEE7: L (Unspecified) ] % 721% [EmailAddress (EmailAddress) ]
IR ET,

[7 7V —ara—¥—4 (Applicationusername) ] C[Okta=—H—4 (Oktausername) ] % &R
LET,

[BYEAT—H AN (A7 a)  (Attribute Statements (optional)) 1 &7 3 T, ROEM~<
v EBIMLET,

[Z2%7 (Name) ] (SAML7HY—<3>) |[{E (Value) ] (Okta 7’007 7 1 JL)

email user.email
firstName user.firstName
lastName user.email

1:BHEEEMT 55

Attribute Statements (optional) LEARN MORE
Name Name format Value
(optional)
firstName Unspecified v user.firstName v
lastName Unspecified v user.lastName v
email Unspecified v user.email v

[k~ (Next) 127 Vw7 LET,

Okta (27 4 — w7 &#E L, 58T (Finish) 1227 VU v 27 LET,
22— =D T N—FZT TV = a xRV Y TES,

[ A (SignOn) 1 ¥ 7 &ERLET,
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p)

Feoiz

TIZAZ7v—)L LT, [SAMLt v F7 v 7 Fli%4 KR (View SAML Setup Instructions) %727 VU v 7
l./ \i TO

SAML Signing Certificates

Single Sign On using SAML will not
Generate new certificate : .
work until you configure the app to

SAML Setup

trust Okta as an IdP.

Type Created Expires Status Actions
(2 View SAML setup instructions
SHA-1 Today Feb 2033 Inactive Actions v
SHA-2 Today Mar 2033 Active Actions v
qQ  BWER—=TUTIDTr AL =D 7Y A 4 URL (Identity Provider Single Sign-On URL) ]

L [ID7 v /NA X —%4T5C (Identity Provider Issuer) | % 2 E°— L, X509 iEEA ¥ v — KL &
R

WIZ, =X —T T4 XFREY 4 % — KT Security Cloud Sign On& @ SAML 7 7'V &r— 3 > O
BamLET,

ARTYT2 HILWT T HT T H—T T, XREV AP —REHEET, AT v 7 3:SAML A ¥ T —H DAL

1

a)

b)

h)

(13 =) OEENFRINET,

[ID7 /XA % —4, (Identity Provider Name) ] 7 4 —/L K(Z IdP D4 Hi (ff] : okta SSO) # A L%
ﬁ‘o

[ 7N A A % —EAURL (Single Sign On Service URL) |7 « —/L KiZ, Okta/nHa v — L7
[ID7' 1A X —D 7)Ao 4 URL (Identity Provider Single Sign-On URL) | Dffiz AJ) L %
—é‘o

[T 7 47 41D (Entity ID) ] 7 4 —/b RIZ, Okta 725 =2 &' — L7z [IDV /31 X —F1750 (Identity
Provider Issuer) | 7 4 —/V RO & AT LE T,

[Z77AVDENM (AddFile) 1227V vZ7 L, OktanH X 7 m— R L7= SAML B4 GEAEZ IR L
ij‘o

MEIZIGE UC, Duo N—ADHEEID MFA h—E AL a2 —HF—% 47 v 70 b LET,

[k~ (Next) 1227 Vw7 LT[#¥ DV >r—FR (Download) | Mz E T,

WOFIETHEAT L7202, [ I AP A4 H—EBAURL (ACSURL) (Single Sign-On Service
URL(ACSURL)) |7 4 —/V K& [T 47 4ID (A—F 4= AURI) (Entity ID (Audience URI)) ]
T 4— L ROEE - L THEELET,

ROFNATHENT 272012, SAML BAGEHFE (cisco-securex.pem) & X 7 m— RNLET,

AFv T3 Okta® SAML 77U /7 —3 3 UREICREY £,

a)
b)
¢)
d)

[&f% (General) | # 7 %7V v 7 LET,

[SAMLZE (SAML Settings) | &7 v a > C[fE (Edit) 1227V 27 LET,

[k~ (Next) 127V v 7 LET,

[v > 7 WA A4 URL (Singlesign-on URL) | DfE%, =2 ¥ —7 T4 XFHE TV 4 ¥— F TS
N[ YA F % —EAURL (ACSURL)  (Single Sign-On Service URL (ACSURL)) |7 1 —
L ROEICE iz £,
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e) [A—F 4= AURI (SP=>F 47 4ID) (Audience URI(SP EntityID)) ] Df%Z, =X —FF A X
BEY 4P — FCifisiiz [T 47 4ID (A—7 4 =2 AURID) (Entity ID (Audience URI)) ]
74—V ROMEICE S FT,

) [REMEXEZ R (Show Advanced Settings) %7 U > 7 L., [E4iEH#E (Signature Certificate) |7 1 —
VR & RO ET,

g) [Z7ANDEH (Browsefiles) %7 Vv 7 L, Wllc¥ U m—RNL/zvAad SAML B4 GEHH %
o Ed,

h) [k~ (Next) 127V v 7 LET,

i) [T (Finish) 1227V v 7 LTEFERAFLET,

AT T =B =TT XFZEY 4P — RO [#AL (Configure) ] HHIZEY £9°,

a) FIRINFZURLZaE—L, 774 X—F (=2 Vv R) 753000 RUTHEET,
77 N OktaSSOURL IZY # A L7 hELET,

b) AT w2 EIA—INRAL VORGEERGEE —BTHEFA—/LVT RLATDu i1 1L
£,

SecureX 77V r— a ViR—Z )VIZENIR, T A MIEITY,

) RETVAYP—KRTR~ Next) 1227V w7 LT[T7 77«47t (Activate) | BimZHEAE T,

d) =—V—DEET 77 47T DI, IdPET 27 7 4 71k (ActivatemyldP) %27V v 7 LET,

e) AT al TRIRNAZMERELET,

[dP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise IdP password
 Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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Ping ID

EE EnterpriseManager (BN FE L1z, Security Cloud Control 2 L TID 7' v /31 X —dDfk
BEBFHTEDLLICARYVELE, FMICHOWTIE, ID Fu g F—HETA BB LT
<7EEW,

BETFO ID 7 a A X —FiET — #1373 T, Security Cloud Control 41 L T T&X £,

BB (45 X—)
fEFAT BRI (45 =)

S

Z Z T, PingIdentity TSAML 7 7' ) &r—3 3 Y &A{ER L, £ 4% Security Cloud Sign On &
AT 2BV TR L £,

EAH9 5HIIC

1R B
« WHLEHENR T Ping Idendity BEE > Y —JLIZH A A VTEXHMERH D 4,
T H—TTARXRET AV —FD AT v 71 2 X =TT XOERKL (11 =)
E AT T2 AN RAL ORFEFEERIE (12%—) BETLTWAHILERD
D E9,

AT 71 Pingldendity = > Y —/L CROFNEZFEITLET,
a)  [##¢ (Connections) 1>[7 7'V —3i 2> (Applications) | IZFEIL £7,
b) [HARZ %27y 7 LT[T77Ur—aDBN (Add Application) | A 7 v 7 & & £7°,
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2
h)

)

k)
D

ID FaNA F—gaHq k|

[7 7V r—3 a4 (Application Name) ] 7 1 —/b KiZ [Secure Cloud Sign On] F7-iIfthod
LETEANTTLET,

VIS UTC, MEBENML, 742 27T vy e—RKLET,

[7 7V /r— a3 > OFfE$E (Application Type) ] C[SAMLT 7'V /77— 3 > (SAML application) ] %
BER L, [#85 (Configure) 127V v 27 LET,

[SAMLE/E (SAML Configuration) ] %4 7 227 T, SAML A ¥ 7 —X &% FE TCANTH47 3
Z®R L, [ACSURL (ACSURL) ] & [=2T7 47 4ID (Entity ID) ]IZ—FFAY72 URL Z# A1 L&
T ZAHIEE THERO URL ICEE X £,

B Add Application

SAML Configuration

Provide Application Metadata
® Import Metadata () Import From URL (O Manually Enter

-------------------------------------------------------------------------

.........................................................................

ACS URLs *

https://security.cisco.com/sso/saml2/0oalsc3asja...

+ Add
Entity ID *

https://www.okta.com/saml2/service-provider/spn...

[f~1F (Save) 127 Vw7 LET,

[%7E (Configuration) | %7 %27 Vv 7 LET,

[BAGEAZED # 7 1 — K (Download Signing Certificate) | %2 V v 7 LE7,

WOFIETHERT 572D, [BITTID (ssuerID) | 7037 4 & [ TP A AP —E X
(Single Signon Service) | 7 B/X7 4 Dfiz a2 — L E3,

[BMED~ > B 7 (Attribute Mappings) | ¥ 7 %27 U v 27 LET,

(MRt (Edit) | GphET A =2v) 227V v 7 LET,

WMZED [saml_subject (saml subject) ] EIEIZDOWT, [ET A—/L7 KL A (Email Address) ] % &R
LET,

. Cisco Security Cloud SignOnID O/ & —#&HA K



| D Fanss—@gasriqr
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0)

R |

[+iBI1 (+Add) 1%7 VU v 2 L. SAML g & PingOne = —H —ID BIEDOR DO~ v B 7 &BIN L.,
ETNENO~ v 7T ME (Required) | A7V aralmhcLET,

Bt  |[PingOne< w E> % (PingOne Mappings) ]

fistName | 857 A —/L 7 F L' 2 (Email Address)

lastName | 4,

email |Family Name

VB~ > v 7 (Attribute Mapping) ] /SR /UITIRD L 912720 7,

Attribute Mapping
Attributes PingOne Mappings Required
saml_subject Email Address - | “a
email Email Address v | "n [ ]
firstName Given Name A ”ﬂ : [ ]
lastName Family Name A *0 s [}

[fRTF (Save) 1227 Vw7 LC~v BT HBRIFLET,

LT TOFLT T X —T T4 ZFET 4 F— RER&ET, IDF a1 X —0Of4A (Integrate
Identity Provider) (WD [~ b7 >~ 7 (SetUp) | AT v 7 (AT v 73 :SAML A %5 —X DAH (13
R—=) ) MFERINET,

a)
b)

¢)
d)

[ID7'w/3A Z— (IdP) 4 (Identity Provider (IdP)Name) |7 « —/v RIZH A D4ET (il : Ping SSO)
EATTLET,

[>T YA A% —EAURL (Single Sign-On Service URL) | 7 4 —/L RiZ, Ping SAML 7 7'V
g—Tarhbabt— L7 [FITCID (IssuerID) | DfEZ AL ET,

GEAN.. (Add.) 1227V >yZ L, BNCH U r— RL7 Ping BA4AGEAZELEIRL £,

WEZR U T, MBI Duo ZERRFEN D2 —HF—%2 47 "N T U FLET,
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Integrate Identity Provider

o Set Up 2 | Download 3 ) Configure 4 ) Activate
Set Up
Identity Provider (IdP) Name Ping SSO
Single Sign-On Service URL @ https://auth.pingone.com/2bccaaf9-a2d1-
Entity ID (Audience URI) @ https://auth.pingone.com/2bccaaf9-a2d1-
SAML Signing Certificate @ Add ...

By default, SecureX Sign-On enrolls all users into Duo MultiFactor Authentication (MFA) at no cost. We strongly
recommend MFA, with a session timeout no greater than 2 hours, to help protect your sensitive data within Cisco Security
products.

Do you wish to keep the Duo-based MFA ® Yes No
enabled in SecureX Sign-On?

If your organization has integrated MFA at your IdP,

you may wish to disable MFA at the SecureX Sign-

On level.

[R~ (Next) |27 U w7 LT[¥DT>r—F (Download) ] EHIZHEAE T,

[#©>u— R (Download) ME T, [V 7 /¥ A AP —EAURL (ACSURL) (Single Sign-On
Service URL (ACSURL)) | 7 v "7 4 & [T 47 4ID (A—F 4+ = AURI) (Entity ID (Audience
URI) |7 a X7 40fixa’—L, [#7>a—FK (Download) |27 V v 7 L CEAMAEL L T
n—RKLET,

AT 73 Pingldendity =2 YV —/LIZRY . ROFIEEFEITLET,

a)
b)

¢)
d)
e)

f)
2

[##%/% (Configuration) ] # 7' C, it (Bh4) 7 A =ava22 Vv 27 LET,

[ACSURL (ACSURLs) |17 4 —/L RT, —H72 URL ZRIOFIECat — L[ A vy

#—E AURL (ACSURL) (Single Sign-On Service URL (ACS URL)) ] IZi& & #azx £,

[=>7 47 41D (EntityID) |7 4 —/b F T, —HHJRURL ZRIOFIETa =L [TT 17 4ID
(A—7 4 = AURI) (Entity ID (Audience URI)) ]JIZEZ# 2 £,

[MREEREMIE  (Verification Certificate) ] 7 4 —/L N T, [ > A—k (Import) 1A 7T a @R L,

[7 7 A /VDER (Choose File) 127V v 27 LET,

AIOTFNETH 7 > m— K L7z Security Cloud Sign On E4 GEEA RN L £,

[fR1F (Save) 127 Vw7 LET,

TV = a VRENSKIAD ERBIZHDL NIV EI )y LT, TV v arasDa—H—7

IR AN LET,

ATV T8 22X —T T4 XFEY 4P — RO [HEk (Configure) | BHIZE Y £,

a)

FRENTZURLZab—L, 94—k (=2 Ly k) 799970 RUTHRE %1,
77 ¥ Ping Idendity SSO _—IZ U XA L7 hENET,
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wmy sz [

b) AT w72 E AN RAL CORGEEBREE —FT HEF A —/LT KL AT Pingldendity (24 A
A LET,
SecureX 77U r—3 3 VAR—X VIZENE, 7 A MIREHITT,
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[dP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise IdP password
 Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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ID FaNA F—gaHq k|
B sswszose

SAML 79— a VEES ldP 1 —H'—& %

firstName a—HF—D4,

lastName =P — Dk,

email a—HF—DEF A —/b, ZhiE, SAMLJLEE D <Namel D>
BRE—BTLLENDHY FT,

7= & 21X, D XML A=~ R, Security Cloud Sign On ACL URL ~® SAML J5& 28 &
5 <AttributeStatement> E 3 OF] T,

<saml2:AttributeStatement>
<saml2:Attribute Name="firstName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">John

</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">Doe

</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="email"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">jdoelexample.com
</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
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<saml2:NameID
Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified">jdoel@example.com</saml2:NameID>
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