&L LAN J> FO—3T0 VLAN DOEREH
oE

E

[FIE % San

i

FHITZ I R—F b

REcE

WLC DREAFZEVIAVBR—TIARA

BNA > Z—T I A ADKREDEIIREN

BHAR—T I A ADREDFIFEIE

EXIE

CiscoIOS V7 R I 7 &M@ 9 S Catalyst A4 Y F
GUIL T®H WLAN 1> hO—Z® VLAN RE
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WBoEerBBELET,
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. Cisco 10S® V7 NI ITHEETS Catalyst A1 Y F,

VTRV IFT/)N—23285.120.0 25£1TL TL S Cisco WLC 8540,
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REFIXDNREBOFBICOVWTR, TRAOATFIVZALTAY TAORLEs 22U TE
=L,

WLC DAL FZEVI AR —TI4 R

BNAR—TIAAGVLIAN A2 Z—T IAARALEREN, I—HFICL>TERE N, D1 ¥
LALANZAT7> RO VLAN ICHYETREFICE2TVET,

Iclilj

O MAO—F TR, BR12DFAFIVI A2BZ—TIAA(VLAN) FHR—KRENFET,

BENA O RX—T I A ARERICEREEN, WThAFEFIXNTOI NO—F0OF1 AN
E1—23> 2RATALAR—NIMILEBEAN—LEZRETEET,
RENAVRZ—TIA AR, IVRO—SETOHOZY NT—2F /N1 AB® VLAN B E DB
EEHHL., COMVE—TILARIIIYESTENTVBERS LAN (WLAN ) ICEER TSN
EEBEOSATRNODHCP UL—E L TH#BELET,

1—HEF, RAFTIVIAE—TIAARA%Z, TA4AANIELI—232 DATLR—B,
WLAN, LAV 2BEBAZ—TI(A A, BROPLAVIAPIYZR—2Y A2 F—T714AICE|
ETBENTEES, £, NVIOTY T R—NCEXYEDITTEET,

12, FLEREROEBNA > R—T I/ RZTA1ANIELI—232 SATALAR—KNIRETE
T, £, 12ERXELEBLSTEBEDYYEEA, EEL, BRNAEZ—TIAAFIANT,
FTOR—NIRETCNEMOA U EZ—TIAAEREBED VIANETLERF IPHTRY NCRET
PDRENDYVET,

R=RNIEITHFFVTVEVERR, BNA 2 R—TIAARTNT, TOR—KIREESIT
WBHDA U R—TIAAEREBRD IPHTRY NIRETHILENF HYVET,

CiscoWLC 7Y R 7+ —LTHR—RNENSD VLAN OFAKEBOFMHAIC OV T, & Cisco
WLC 7’2Y N7 —LDTF—R—RNESHBLTLIEETL,

BNAE2—TIAATR, RTNFEOVLAN Z2FERATREZ2HEOLET,

WLAN O NO—ZZFEATS VLAN . ROKSBEFIICKYET,

B> 2—7 T4 AOREORRRHL

AYNA-—ZOBNAVE—T I/ AZREIDIRICE, BNA XTI ACETHE
VLAN ZERA T2 BEN BV &,

BN 2—7 I ADREDHNEER
ROFRE, IV O—FCBNAO XTI/ AEZRETILEHASLET,

BB OZATNE, APRZ—DF A Z—TIALAADIP P RLAZFEHAL T, Cisco
2504 WLC ODEBA UV R—T IA AT IVEATEFRE A,



CBNA BT IARELTERETNEYTRY MY SEFE NS SNMP EXR0BE, OV
RA—ZRBEBELETHN., TORBRELFZEBLETFNAAICERELER A,

. DHCP 7’OF > % /=[& RADIUS IAfEA X —T7 IA AZHALTVWRHER., BN X
—TJIAARACBMWBIIN—TFTAIHAETRLANGBDEZRAELET, A NA—F 1~
B—T7IAABTEEITADT RLAGYR—bEhTLVELA,

. ap-manager F FHEADBRBEDT, BNAVRX—TIA ADRERICARX—T IAARR
&L T ap-manager ZERALBEVWTSEEL,

RUE

COtEI2aTTR, CORFIXVNTHATIREZRET D LHICHEZBTREREL T
W&Ed,

E:CORFIXYNTHEAEATVAIATY ROBMERANDICE., IV RBRY )L
(BEI-—YEA) 2FEALTILLEEL,

CiscolOS V7 NV I T IFZEMY % Catalyst A1 Y F

w-backbone-6#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
w-backbone-6 (config) #interface gigabitethernet 8/25
w-backbone-6 (config-if) #switchport

w-backbone-6 (config-if) #switchport trunk encapsulation dotlg
config-if)#switchport trunk native vlan 999

)

w-backbone-6 )
config-if) #switchport trunk allowed vlan 1,81,82,171,999

)

)

w-backbone-6
w-backbone-6 (config-if) #switchport mode trunk

(
(
(
(
(
(

w-backbone-6 (config-if) #end
w-backbone-6#

F:VIANEES 99k, CCTRIEATATVLAN ELTEREATVET, Chik,
WLCAR—RNIZBE TR RIBLRNT 714V IRFVLANQQIN SEHETEICEZERLET,
CORFIANTIEE, WLCIZIFE R T FEVLAN1ZFE DEEBAR—MHYET, ChiE,
WLCEEBA VAR —TJTIAAEDOBORNS T4 Y INFVLANITTERE AV EEEKL
x£9,

GUI T®H WLAN > MA—Z ® VLAN §&E
WLAN O RA—ZTROFIEZEITLTLSEEZ L,
1. WLC ® GUI T, [Controller] > [Interfaces] ZiEIR L £, [Interfaces] R—Z 12, WLC IC5&

EENAhTVRIXRTOA VBT I/ AN —BRRENET, HLLBENAEZ—-TIT/4A
ZHERTBICE. [New] 2OV Y ILET,


https://tools.cisco.com/RPF/register/register.do

.il!.lll. Saye Configuration Ping  Logout Refresh

cisco MONITOR  WILANs CONTROLLER W]JRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK f Home
Controller Interfaces Entries 1- 6 of 6
General
Icons VLAN Interface Dynamic AP
Interface Name Identifier IP Address Type Management IPv6 Address
HIIHCT 171 171 192.168.171.30 Dynamic Disabled [~}
EHECaces management 1 10.48.39.46 Static Enabled 2001:1::46/64
Entedface Grolns redundancy-managemen L 10.48.39.52 Static Not Supported
Multicast redundancy- untagged  169.254.39.52 Static Nat Supported
» Network Routes service-port N/A 0.0.0.0 DHCP Disabled 114128
¥ Redundancy wirtual M/A 1.2.3.4 Static Not Supperted
b Mobility Management
Ports
P NTP
» CDP
» PMIPvG
¥ Tunneling
b IPv6
¥ mDNS

2A2B—TIAABEVLANID ZALL, [Applyl 20U Y U LET,

lllllllll
CISCO MONITOR WIANs CONTROLLER WIRFLESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK # Home

Save Configuration  Ping  Logout Refresh

Controller Interfaces > New _<back | _ apply |
G 1
Eneed: Interface Name  [VLAN 81
Icons
VLAN Id ls1
Inventory

Interfaces
Interface Groups
Multicast

-

Network Routes

»

Redundancy

-

Mobility Management
Ports
b NTP
» CDP

-

PMIPvG

-

Tunneling

-

IPv6

-

mDNS

B.CHOVIANBEBEONTGA—RBANLET, P7RLA, XYKIARY, ¥—hDIA4,
BV DHCP H—NDIPT7RLABEDNTGAXA—RZADL, [Applyl VUV Y ILFT,



vl Save Configuration ~ Ping  Logout Refresh

CISCO MONITOR WLANs CONTROLLER WJRELESS SECURITY MANMAGEMENT COMMANDS HELP FEEDBACK M Home

Controller Interfaces > Edit < Back | Apply |
General
Ico . ;
i General Information
Inventory

Interfaces Interface Name vian &1

Interface Groups MAC Address T4:a0:2f:2a:75:7e
Multicast

Configuration
¥ Network Routes

mDMNS

b Redundancy Guest Lan
b Maobility Management Quarantine
Ports Quarantine Vian Id o
F NTP MAS-ID none
o Physical Information
F PMIPVG
- Part Numiber 1
b Tunneling
Backup Port o
k IPvE
Active Port 1
k
[

Enable Dynamic AP Management
Advanced

Interface Address

VLAN Identifier 81

1P Address 192.168.81.46
Metmask 255,255, 255.0
Gateway 192.168.81.1

DHCP Information

Brimary DHOP Server 10.48.30.5
Secondary DHCP Server
DHCP Proxy Mode Global

Enable DHCP Opticn B2

Access Control List

ACL Name none v
mbDMNS
mMDNS Profile none ¥

External Module

3G VLAN

Note: Changing the Interface parameters causes the WLANS (o be
temporarily disabled and thus may result in loss of connectivity for -

. DA E—TIAAICENETSNEIPPRLAR., 954 T NHFDHCPH—/\AH
SIP7RLAZEBITHLODODHCPUL —E LU THELET, L&A, B0T14T7 >
KA, CORAFTIVID A R—TIALAAICIYTENT WLAN/SSID ( COREND AT Y
75%25R) EOBENTERTLISETHEEZEILEFE. DHCPH—NEBETDHIC,
A—ALH7ZYy N 7O—RFYANEERFTLEST, I MA—FE DHCP H—/N ( £k
&, T NA—FHFEI X NODHCP H—NTHBFEICIE. BHPBEF ) ICEXR%E
EELET. TOBEIL, CORAFTIVIAVR—TIAADIPTRLAN, COA>
B—T7IAAICEEENIZ DHCP H—NICRTH VL —IPELTERAENET, DHCP %
—NiE, BEESNIEDHCP AO—7HSHBLEIPTRLAZIVZAT U NIEIYETE
T, X BTN AERICKYBUE P77 RLAWFKETTA, DHCP 7’OF > FkiF 7
radius interface overwrite; (WLAN FRZED ) ZBXICLTVEVRY, COIPEFEAE
FHA, F: "MUE—TIAAEI FLE VLAN B, ESORDYIZ VLAN TE, %
IR =8 (Z RADIUS B ( airespace-interface-name ) E L THEATE X T,




4 A VB—TIAADREEBWRELET. T4V RUOD—FLOAXZ1—T [Controller] X7
Oy oL, ERIOX_1—7h5 [Interfaces] ZiBIRL £,

ll'llllln

Save Configuration  Ping  Logout Refresh

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

# Home

Controller Interfaces Entries 1 - 8 of 8 New... |
General
Icons VLAN Interface Dynamic AP
Interface Name Identifier  IP Address Type Management IPvG Address
R in 171 192.168.171.30 Dynamic Disabled -]
fofeiares management 1 10.48.39.46 Static Enabled 2001:1::46/64
Interface Groups redundancy-management 1 10.48.39.52 Static Mot Supported
Multicast redundancy-port untagged 169.254.39.52 Static Not Supported
b Network Routes service-port N/A 0.0.0.0 DHCP Disabled 11128
b Redundancy yirtual MN/A 1.2.3.4 Static Mot Supported
} Mobility Management ~ ¥an 81 81 192.168.81.46 Dynamic Disabled -]
Ports vlan 82 82 192.168.82.46 Dynamic Disabled ﬂ
b NTP
» cDP
b PMIPvG
b Tunneling
b IPVG
b mDNS

574 RID—FLDODA_1—T[WLANsS] X7 %201 v oL, [CreateNew] ZU 1Y UL
9,

Save Confi ti P Logout Refresh
nllhlllu ve Configuration  Ping og Refres)

cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

WLANs WLANs Entries 1-10f 1
¥ WLANs Current Filter: ~ None [Change Fiter] [Clear Filter] Create New v | lesl|
WLANS
b Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
1 WLAN self-anchor self-anchor Disabled None [ ~]

6. y—EARAtY R&BEIF (SSID) £7O77AIEBEZAADL, [Applyl 2T UYILET, X
DBITE., DHYXRI<TREHIC VLANS1 ZHEALTVET,

Save Configuration  Ping  Logout Refresh

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANs WLANSs > New _<sack | _ apply |
* WLANs
WLANS Type WLAN L
} Advanced Profile Name Students
SSID Students
0 2 v

7.4 RODTEIZH B[Interface Name] RAY 7H I XZ1—H S[VLAN 81]ZERL .
[Apply]Z 2y LEF, COBHA. SSID Studentsld 1 > % —7 I 4 AHZVLAN 81IC B
FHsnTWET,

Saye Configuration = Ping | Logout = Refresh

MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK M Home
WLANs WLANSs > Edit 'Students’ < Back Apply
¥ WLANs - 3 - Ap——— - -
WA General | Security | QoS | Policy-Mapping | Advanced |
b Advanced
Profile Name Students
Type WLAN
SSID Students
Status ¥ Enabled
Security Policies [wPA2][Auth{802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Palicy All v

| Interface/interface Group(G) [vlan 81 'D
Multicast Vian Feature Enabled
Broadcast SSID ¥ Enabled

NAS-ID W-8540-1




CLI T® WLAN > MO—Z ® VLAN &E

cOto>arTRk, AN RZFA2 AR =TI LA (CLI)AS VLAN ZRET D HEICD
WTEHBALET,

1. AVR—TIARAETNICEEMNITSD VLAN T &2ERLET. IV Rik, config
interface create interface_name vian_id T9,

(W-8540-1) >config interface create "VLAN 81" 81

¥ Z0HlDKSICVLAN/WLANB ICAR—AN H 2 BEF. TORFEINSIAFTTEHENT
WD EeZBERLTLSEEL,

22IP7RLARETFT7AILNT—RII4ZERLE T, AV RiE, config
interface interface_name IP_address netmask gateway T,

(W-8540-1) >config interface address dynamic-interface "VLAN 81" 192.168.81.46 255.255.255.0
192.168.81.1

3.DHCP H#—N\NZE&L FJ, Y Rl&. config interface dhcp dynamic-
interface <interface-name>primary <primary-server> [secondary] <secondary-server>T 9 ,

(W-8540-1) >config interface dhcp dynamic-interface "VLAN 81" primary 10.48.39.5
4. 43— IAAZYBAR—NIIVEITTBRICE, ROOANY RZRITLUET, config
interface port operator_defined_interface_name physical_ds_port_number,

(W-8540-1) >config interface port "VLAN 81" 1

5AVR—TIAADHKREZHRBLET, OV KRiE, show interface summary T3,

(W-8540-1) >show interface summary

Number of Interfaces.............iiiiiiiio.. 8
Interface Name Port Vlan Id IP Address Type Ap Mgr Guest
171 1 171 192.168.171.30 Dynamic No No
management 1 1 10.48.39.46 Static Yes No
redundancy-management 1 1 10.48.39.52 Static No No
redundancy-port - untagged 169.254.39.52 Static No No
service-port N/A N/A 0.0.0.0 DHCP No No
virtual N/A N/A 1.2.3.4 Static No No
vlian 81 1 81 192.168.81.46 Dynamic No No
vlian 82 1 82 192.168.82.46 Dynamic No No
6. WLAN ZE&L EJ. WLAN ZE&L ET, OV RI&. config wlan create wian_id name
7,

(W-8540-1) >config wlan create 2 Students Students

7WLAN DA > B—T7 IAAZEKLET, AVX > RIE, config wlan interface wian_id
interface_name T9,



(W-8540-1) >config wlan interface 2 "vlan 81"

8. WLAN EZhICBEN TSN TVWA A R—T I A AZBEALET., OV RiFE,
wlan summary T9,

(W-8540-1) >show wlan summary

Number Of WLANS. . ¢ttt ittt e e e et e e e et e e e e e eee e eean 2
WLAN ID WLAN Profile Name / SSID Status Interface Name PMIPv6 Mobility
1 self-anchor / self-anchor Disabled management none

2 Students / Students Enabled vlian 81 none

CCTlE, RENEEICHEL TVWBIALESHZERLET,
Catalyst A1 ¥ F DR

. Cisco I0SY 7 NI T 7 A" %@ 9 % Catalyst A1 ¥ F : show running-config interface

interface_type interface_number
w-backbone-6k#show running-config interface gigabitethernet 2/1

Building configuration...

Current configuration : 190 bytes

!

interface GigabitEthernet2/1

no ip address

switchport

switchport trunk encapsulation dotlg
switchport trunk native vlan 999

switchport trunk allowed vlan 1,81,82,171,999
switchport mode trunk

end

WLAN 1> hO—Z 0 VLAN O#ERE

show

cAVE—TIAADBREZRFELE T, OX > RIE, show interface summary T9,

(W-8540-1) >show interface summary

Number of Interfaces........... .. ... 8

Interface Name Port Vlan Id IP Address Type Ap Mgr
171 1 171 192.168.171.30 Dynamic No
management 1 1 10.48.39.46 Static Yes
redundancy-management 1 1 10.48.39.52 Static No
redundancy-port - untagged 169.254.39.52 Static No
service-port N/A N/A 0.0.0.0 DHCP No
virtual N/A N/A 1.2.3.4 Static No
vlan 81 1 81 192.168.81.46 Dynamic No
vlan 82 1 82 192.168.82.46 Dynamic No

. WLAN EZNICEEN TSN TVWBR A XA—T I/ AZHELET, O RIF,

Guest

show



wlan summary T9,

(W-8540-1) >show wlan summary

NUMDEY Of WLANS . & v v vt ettt et e e e e e e eeee e 2
WLAN ID WLAN Profile Name / SSID Status Interface Name PMIPv6 Mobility
1 self-anchor / self-anchor Disabled management none

2 Students / Students Enabled vlan 81 none

(W-8540-1) >

NZ7)L21—hb

COEIYIVE, BEORTTAYI-F AT ETSBICSBLTI XL,
NSTNS1—-F12 T OFIR
ROFMHE-T, BEORT TN 1-FA VI EFVET,

1.WLAN O ROA—FA5, VLAN TIL—FT 12 7ENBD A R—TIA ALICEEENET
72N TF—=RT7ITAIC@A 2T ping 2ERTL. RICRNFMEIC ping ZRITLET.
WLAN O hO—7

(W-8540-1) >ping 192.168.81.1
Send count=3, Receive count=3 from 192.168.81.1

(W-8540-1) >

VLAN TI—FT 12 J&EhBD AV E2—TI(4A:

w-backbone-6k#ping 192.168.81.46

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.81.46, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
w-backbone-6k#

2.ping "R LEBEWEEICE, RAVYFINTYN FYTFYELEERAZT77ZBEL T,
VLAN ORF >IN BN THD A ERBLES, F: ANO-FHA5LA V35 —KDI
A2 ping ZRBTREEIC, TNNEAFTIVI AU E—TIA(ARLALYTRY NCEE
E2BEAK. AONOA—FHFEAFTIVI AV E—TIA AN SO ping DEFETTHD
LIOICRAET,
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