DAVYLA XY 1 XY RND—ODODEFRNEL
— A —NHRE

&

BE

HIIR R

=4

FHTRAR—F b

Tk

EXNB L —X—0FAE

1B ntE R

HF S

RO
RECHELEOT—3 2 0ER

T B8 B IR

1 HREE TE

4119247 M E2FRALEL—F— TAB
4.0217.200 #FFALEL—XF— TAbB

AP TOL—HA—AREN HDIU K

AP 1520 DL—Z3F—NEE%2Z 12 F v X
Cognio DARI BN TFSAFOFERLZE
LA hieEICThn3FE
EBEN

Bz

CORFIXRNTR, Xv21 RXYKND—DZEATDHIC, 802.11a BAF ¥ RILEFLEN
2TCL— A —EE®AF VY UIR 2BEOHFEICOVTHBALET, 4.0217.200 1 X—ICHE
I FEE, BEFEMNICIE 41192 17TM T —AE XY 10FHLVEEEFERAITDHET
To 1520 E 1510 DAADX Y1 TOHEARAUN 77V EAN—LTVET,

BRENY IR—IL V2 2ELTB80211a ZEATEITVA VLA XY 1 XY ND—DICEE
ZERABURMOHIL A —GEGEETFIVIIIHBERMIB_ETT,

FEEOVDAVLAXYDIEATL—H—OFEEZRIATDCENEETT, EAFIC, XY B
D—OONY VKR—ILTHERALTVWRERBEBEHR (RF) FYRILTOL—F—DARIKNETD
TARAUN (AP) ’RRELEZEEE. BIECBOFERARER RFF Y XRILICH)EBRZZHEN
HVET, Chik, KEEHBEEESL (FCC) BLURMBEREHS (ETSI) DBEHKICK2
THEESh, BELAN(WLAN) &, BULAKESZFEATIESELIRROL—A—BTS5
GHZ ARV NI ORBZTEICT D LEHICHREENTVET,

802 1Ma NV UR—IEZFEATEIVAVLAXYZ LI XY RD—TJHBLOL—F—ESOXERG
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Launchi ng Boot Loader. ..

Ci sco Boot| oader (Version 4.0.191.0)
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Booting Primary | nage...
Press <ESC> now for additional boot options...
Det ecti ng hardware .

Cisco is a trademark of Cisco Systens, Inc.
Sof tware Copyright Cisco Systems, Inc. Al rig

Cisco AireCs Version 4.1.192.17M ( Mesh)
Initializing OS Services: ok
Initializing Serial Services: ok
Initializing Network Services: ok
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ng
ng
ng
ng
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ARP Services: ok
Trap Manager: ok

Net work | nterface Management Servi ces:

System Servi ces: ok

Fast Pat h Hardware Accel eration: ok
Swi t chi ng Services: ok
QS Services: ok

FI PS Features: Not enabl ed

Pol i cy Manager: ok

Data Transport Link Layer: ok
Access Control List Services: ok
System I nterfaces: ok

Client Troubl eshooting Service: ok
Managenent Frane Protection: ok
LWAPP: ok

Crypto Accel erator: Not Present
Certificate Database: ok

VPN Services: ok

Security Services: ok

Pol i cy Manager: ok

Aut henti cati on Engi ne: ok

Mobi l'ity Managenment: ok

Virtual AP Services: ok

Ai reWave Director: ok

Net work Time Services: ok

Ci sco Discovery Protocol: ok
Broadcast Services: ok

Power Over Ethernet Services: ok
Loggi ng Servi ces: ok

DHCP Server: ok

I DS Si gnature Manager: ok

RFI D Tag Tracki ng: ok

Mesh Services: ok

TSM ok

LOCP: ok

CI DS Services: ok
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Starting Ethernet-over-IP: ok
Starting Managenment Services:
Wb Server: ok
CLI: ok
Secure Web: Web Authentication Certificate not found (error).

(Cisco Controller)

Wel come to the Cisco Wzard Configuration Tool

Use the '-' character to backup

System Nane [ Ci sco_24:13: a0]:

Enter Admi nistrative User Nane (24 characters nax): adnin
Enter Admi nistrative Password (24 characters max): *****
Re-enter Adninistrative Password Dok
Managenment Interface | P Address: 192.168.100.1

Managenment |nterface Netmask: 255.255.255.0

Managenment Interface Default Router: 192.168.100. 254
Managenment Interface VLAN ldentifier (0O = untagged): O
Managenent Interface Port Num[1 to 8]: 1

Managenment |Interface DHCP Server |P Address: 192.168.100.1
AP Manager Interface | P Address: 192.168.100.2

AP- Manager is on Managenment subnet, using sane val ues

AP Manager Interface DHCP Server (192.168.100.1):

Virtual Gateway | P Address: 1.1.1.1

Mobi lity/ RF Group Name: 2106

Enabl e Symmetric Mbility Tunneling [yes][NJ :

Net work Nane (SSID): 2106

Allow Static | P Addresses [ YES][no]:

Configure a RADIUS Server now? [ YES][no]: no

War ni ng! The default W.AN security policy requires a RADI US server.
Pl ease see docunentation for nore details.

Enter Country Code list (enter '"help'" for a list of countries) [US]: BE

Enabl e 802. 11b Network [YES][no]: no
Enabl e 802. 11a Network [YES][no]: yes
Enabl e Auto-RF [ YES] [ no]:

Configuration saved!

Resetting systemw th new configuration...
1. 2OHEAAS, FRAEAEI-YRENAD—ROBE+ELEZEAL T, BHRICOV N
A—ZICAJ4> L&Y,

Starting Managenent Services:
Web Server: ok
CLI: ok
Secure Web: ok

(Cisco Controller)

Enter User Name (or 'Recover-Config' this one-tinme only to reset configuration to
factory defaults)

User: admn
Passwor d: *****
(Cisco Controller) >

2. BEQEMEEBRTALHIC, OV RO—5R. BHENDY—EREHRT 4545
RENBYET, £, WLC & AP O DHCP H—/Se LTREEhTLET,

config wan delete 1
config dhcp create-scope dfs
config dhcp network dfs 192.168.100.0 255. 255. 255.0



config dhcp address-pool dfs 192.168.100.100 192. 168. 100. 120
config dhcp enable dfs

3.1500 AP A" hO—FJICEMEND 2, CchZEFATTEDELSIC, MACT RLAZA
DRENHYVET, COBHIAP DRATY H—ICRBEENTHY, AP ZT TICEY FT
TH>HAE. 1> NO— T debug Iwapp errors enable 1Y > RE#FEAL TINETZE X
T APHFRFATHDESH, MACTRLAZEHEIZEETEEXT,

Cisco Controller) >debug lwapp errors enable

(Cisco Controller) >Tue Apr 24 04:27:25 2007: spanRadi usProcessResponse:
AP Aut horization failure for 00:1la:a2:££:8£:00

4.2 FMO-FICEMTRLEHIC, ROA2ET RLAZERLET,

config auth-list add mc 00:la:a2:ff:8f:00

5 2L9%&, MADAPA I NO—ZIEMALET, TANFICERATS 0, AP E%
XELET, BAIEREILI>TELBYET, BHICKREENTVZHEED AP O MAC 7
RLABELCL>TEBYNET, CORFIXDMNOBITE. AP OERIF ap1500 T,

(Cisco Controller) >show ap summary
AP Nane Slots AP Model Et hernet MAC Location Por t

apl500 2 LAP1500 00: 1a:a2: ff:8f: 00 default_location 3

(Cisco Controller) >

4.1.19217M ZFEBALEL—F—TAbB

L—F—FTANE., RODATYTHSBEENATVET,

1. 3> A= LTOL—HA—DOF NV T &AL Z—TILIZLFET, debug airewave-director
radar enabled AV > REFEALET,
2. config 802.11a disable <APNAME>T Y > REZAL T, APDERET 1 E—TNICLET

3. FrRIIZBIRL, 802.11a BREZFHTHRELE T, PAOATR., HREFVF X
(140)0 SBAL. 100ICEAA > THAD TR LA HBELTVET. [RRL—F—RF. &VUE
WF v RILEFICHBE@A H V) FT. config 802.11a channel <APNAME>
<CHANNELNUM>X > RE@#FLE T,

4. config 802.11a enable <APNAME> N> RZ#EHL T, APD802.11afEREBIICLE T

5 ZOF Y RIWICEEL —F—DBVEZBRBITDEHIC. L—FX—DOFNYITHFERE N
2ETH, "Re, BEB (LexlE 300 ) FHELET,

6. XDES%, BEICETDEAF Y XILOVARNTROFYRILICKL T hZRY)IRLE
9, 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, H KXV 140,

chEFr+ZXIL 124 0L —F—BRHOHITT,

(Cisco Controller) >config 802.1la channel ap AP1520-RAP 124

Tue Apr 1 15:50:16 2008: Airewave Director: Checking Phy Chan Options on 802.1la AP

00: 1A: A2: FF: 8F: 00(1) chan 112 (DO SCAN, COWM T, (4704, 112))

Tue Apr 1 15:50:16 2008: Airewave Director: Verify New Chan (124) on AP

Tue Apr 1 15:50:16 2008: Airewave Director: radar check is not required or not detected on
channel (124) on AP

Tue Apr 1 15:50:16 2008: Airewave Director: Checking radar Data on 802.1la AP

00: 1A: A2: FF: 8F: 00( 1)



Tue Apr 1 15:50:16 2008: Airewave Director: active channel 112 custom zed channel O
for 802.11la

Tue Apr 1 15:50:16 2008: Airewave Director: Radar non-occupancy expired on 802.1la AP
00: 1A: A2: FF: 8F: 00(1) chan 120

Tue Apr 1 15:50:16 2008: Airewave Director: Checking Phy Chan Options on 802.1la AP
00: 1A: A2: FF: 8F: 00(1) chan 124 (DO SCAN, COWM T, (4704, 112))

Tue Apr 1 15:50:18 2008: Airewave Director: Processing radar data on 802.1la AP

00: 1A: A2: FF: 8F: 00( 1)

Tue Apr 1 15:50:18 2008: Airewave Director: Updating radar data on 802.11la AP

00: 1A: A2: FF: 8F: 00(1) chan 124

Tue Apr 1 15:50:18 2008: Airewave Director: Checking radar Data on 802.1l1a AP

00: 1A: A2: FF: 8F: 00( 1)

Tue Apr 1 15:50:18 2008: Airewave Director: active channel 124 custom zed channel O
for 802.11a

Tue Apr 1 15:50:18 2008: Airewave Director: Radar detected on 802.1la AP
00:1A:A2:FF:8F:00(1) chan 124

Tue Apr 1 15:50:18 2008: Succeeded Sendi ng Radar Channel Trap

Tue Apr 1 15:50:18 2008: Airewave Director: Avoiding Radar: changing to channel 108
for 802.11a

4.0.217.200 EEALEL—F— TAb

CHDFERF. XVSIAPEFIL 1510 EFEYR—KNTS, gWXYvS 1 J—R
(4.0217.200 ) Z2£1792 A MAO—FICEATEET,

L—F—FTAKNE, ROATYTHSBEENATVET,

1. RAENBERERSTLEHIC, IVNO—FBFEAPEEANRNDORZY T OHRERTT
BEOSICWEETNTVET,
config trapflags authentication disable
config trapflags |inknmode disable
config trapflags nultiusers disable
config trapflags 802.11-Security wepDecrypt Error disable
config trapflags rrmprofile | oad disable
config trapflags rrmprofile coverage disable
config trapflags aaa auth disable
config trapflags aaa servers disable

2. 8SYVT ARVKNDODFNY T HAZ—TIICLET,
debug snmp trap enabl e
3. config 802.11a disable <APNAME>TY > RE@HL T, APDERET 1 E—TLICLET

4. Fy X)L &EIRL, 802 1MaBREZFEHTHRELFT, PAIATR, RESGVF Y XI
(140)A SEAL., 100ICEA > TRALTHDEAHRBLTVET, KRRL—F—F, &VE
WF v ZILEEICHZERASH ') £9, config 802.11a channel <APNAME>
<CHANNELNUM> X > REFEBALE T,

5. config 802.11a enable <APNAME>X> RE@AL T, APDE02.11aE#REBIICLE T

6. cOFYRIIL—F DBV EZBERTDILEDHIC, L—F—DOKRSYTHFERENDE
TH., TRE, BEB (LR 309 ) FHLET,

7.00&5%, BEICBTDABEAF Y XILOVARNTROF ¥ RILICKRL T hEZRY)IRLE
¥, 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, BKXV 140, cnlE 1 2D
FYRILETANTBHITT,

(Cisco Controller) >config 802.1la disable apl500

IController notifies of radio interface going down
Tue Apr 24 22:26:23 2007: Succeeded Sending |radlfTrap
(Cisco Controller) >



I Channel is set on AP radio

(Cisco Controller) >config 802.11a channel apl1500 132
Set 802.11a channel to 132 on AP ap1500.

(Cisco Controller) >

IRadio interface is enabl ed

(Cisco Controller) >config 802.11a enabl e ap1500

Tue Apr 24 22:30:05 2007: Succeeded Sending |radlfTrap
(Cisco Controller) >

Bok, L—X—rrlzh, BANrEEEhET,

Tue Apr 24 22:31:43 2007: Succeeded Sendi ng Radar Channel Trap

FTSICFYRILHFEEEO, FILLWEF ¥R AP ICK 2 TEREIET,

Tue Apr 24 22:31:43 2007: Succeeded Sending bsnLradl f Param Update Trap
8.DFS DANXRY NEICEBIRENIZHFHL VF v+ X)L ZHFE TS (. show advanced 802.11a
summary N> RERITLUET,

(Cisco Controller) >show advanced 802.l1lla summary

AP Nane Channel TxPower Level

ap1l500 108 1

(Cisco Controller) >
AP &, REIOEHICISLUT, L—F—ZRHLEFyXIICEITZERE 30 7BREL
£9, COER/IF. I>RNO—5D GUI 1> X —7 I 4 AA S [Monitor] > [802.11a Radios]
R—ITSRTEET,

9. F+¥RILDTANIHEATS AP ZFBIRL, 7L—LDOTERTAYZO-IILLET,
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(Cisco Controller) >debug ap enable apl500

(Cisco Controller) >debug ap command printRadar() apl500

(Cisco Controller) >Tue Apr 24 23:07:24 2007: apl500: Calling "printRadar" w th args 0x0, 0xO,
0x0, 0xO0

Tue Apr 24 23:07:24 2007: apl500: Radar detection algorithm paraneters

Tue Apr 24 23:07:24 2007: apl500: max width = 25 (units of 0.8 us),

wi dt h mat chi ng pul ses minimm=5

Tue Apr 24 23:07:24 2007: apl500: width margin = +/- 5

Tue Apr 24 23:07:24 2007: apl500: mn rssi for nmagnitude detection = 75

Tue Apr 24 23:07:24 2007: apl500: mn pul ses for magnitude detection = 2

Tue Apr 24 23:07:24 2007: apl500: maxi mum non- mat chi ng pul ses to discard sanple = 2
Tue Apr 24 23:07:24 2007: apl500: Radar detection statistics

Tue Apr 24 23:07:24 2007: apl500: sanpl es dropped for too nany errors per second = 0
Tue Apr 24 23:07:24 2007: apl500: sanpl es dropped for too nany errors in sanple = 0
Tue Apr 24 23:07:24 2007: apl500: positive radar bursts detected = 14

Tue Apr 24 23:07:24 2007: apl500: printRadar Returns: 40
Tue Apr 24 23:07:24 2007: apl500:
(Cisco Controller) >debug ap di sabl e ap1500

AP1520 DL —A—0EREZ B F v X




L—H—AEEITZTFTrXIILOVANE AP ASEERBITZICE. I MNO-FHL5UE—H
AR REFERALET,

(Cisco Controller) >debug ap enable AP1520-RAP

(Cisco Controller) >debug ap command "sh mesh channel" AP1520-RAP
(Cisco Controller) >Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW G gabitEthernet2, Channels:
Tue Apr 1 15:38:19 2008: AP1520- RAP: 2[0;0],

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW G gabitEthernet3, Channels:
Tue Apr 1 15:38:19 2008: AP1520- RAP: 3[0; 0],

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW G gabitEthernet0, Channels:
Tue Apr 1 15:38:19 2008: AP1520-RAP: 0[O0; 0],

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW G gabitEthernetl, Channels:
Tue Apr 1 15:38:19 2008: AP1520-RAP: 1[0; 0],

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW Dot 11Radi 01, Channel s:

Tue Apr 1 15:38:19 2008: AP1520-RAP: 100[0;0], 104[O0;0], 108[0;0], 112[0;0], 116[0;0],

120*[0; 0], 124*[0;0], 128[0;0], 132[0;0], 136[0;0], 140[0;0],
BICES ™ OH32INTOFyRILE, L—F—DH2ELTI—0cnhTVWBFrXIILZER
LET, ChosDF vy R0 0BT OYIENEETRICEYET,

Cognio DARI NN FFZA Y 0ERALEE

BIR L 7= WLC debug XY RiIC& > TRHEThD L —F—ESOHMIC DLV TIE:, Cognio DA
RINNVTFZ4TEZEALTRILET, ESEMEFRRT, V7 NIJIT7TCRESBEHICE
LTT75—hZ2ERLERA, EEL, UTILZALFTT® "maxholdy RL—AZFEAL T,
BH{EREBL, REEShEFYIRILORZHEBTEET,

T>FF 74>, 1510 AP O 802.11a EROBE . & &V Cognio L H—HBE>TWB I E
HERBIDENEETT, LA 2T CognioY—JILE 1510 AP LIR— N THREEThZESL
RINBEBDENFHBYET,

L= —E5OLRIANETERRERE. TOTF TAUHFEVE®HIC Cognio £ H—IZ&
DTRHENBVWAREMEAHY KT,

FYTFVICHETS, D 802.11a TFNA AN TIOT AT TRV L ZHRELET, TARAH
CZYTRYTOWi-FiOh—REFERAITZIHRETT,

F¥7F v E{TSICIE. Cognio Spectrum Expert ICBEIL, XONTX—RXEZRELET,

1. A7 T7F+2ERLET,
2. [Tools] T, [Settings] (CBEB)L £9, [Band and Channel Settings] ZiZR L TH S & R X
A2ZERL, [802.11a] RY VAT ZAICLET, RIC, [OK|ZOUYILET,
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3.[Real Time FFT] 7’OY hZ2 VU Y UL TGEIRLET,
4. [Control Panel] T, [Trace 3] #* [On] T& ') [Max Hold] ICEXEET N TVWB L ZHAELET

5.@L T3> T, [Frequency] A" [Center Freq/Span] ICEREENTH V), wEA [5.47 -
5726 GhzBand] ICBE 2 TWA L E2HRBLET, T2E8F vy 7 FyEBOKRBRIC. &KX
RERNL—ATL—HA—GEEORMUNFRRENET,
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TF7#)LERD80211a F¥RIL VAREHARNAAXTBENTEERT, LN 2T, RAP
AV RNO-ZCEREh, F4FTIVIRBRTFYRIVEREZERTIDIHVEN $B 58, £E%
FHAZEHNERICODA >TLVARTFYRILFFEAEThEFLA,

CchZEREITDICEK, IRO—FICHTHITO0-NIL NFX—2THS, Auto RF F ¥ X )Li&E
ROVANDAZZEETRIHLEN HYET, FHTSIIV RIE. config advanced 802.11a
channel delete <CHANNELNUM> T9, LRI, W22 DHBIZRLET,

(Cisco Controller) >config advanced 802.l1la channel delete 124
(Cisco Controller) >config advanced 802. 11a channel delete 128
(Cisco Controller) >config advanced 802.l1la channel delete 132

FYZXIOBED) ANEMET SIZ(FE. show advanced 802.11a channel AY Y RERITLE
9.

(Cisco Controller) >show advanced 802.1la channel

Aut omati ¢ Channel Assignment

Channel Assignment Mode........................ AUTO
Channel Update Interval........................ 600 seconds
Channel Update Contribution.................... SNI .
Channel Assignment Leader...................... 00: 18: ba: 94: 64: cO
Last RUN. .. ... . 331 seconds ago
Channel Energy Levels
Mnimum. ... ... unknown
AVErage. . . .o unknown
MBXT ITUM .o unknown
Channel Dwel | Tines
MnNimum ... 0 days, 17 h 49 m30 s
AVErage. . . o 0 days, 18 h 49 m20 s
MBXT UM . . e e e e 0 days, 19 h 49 m10 s
Allowed Channel List............. ... ... ... 36, 40, 44, 48, 52, 56, 60, 64, 100,

............................................. 104,108,112,116,120,136,140

B 18 #§

. Lightweight 72t X R4 > MCBIF 3 FAQ

. Wireless LAN Controller (WLC ) (cB89F % FAQ

- Cisco Wireless LAN Controller ® Q&A

- Unified Wireless Network ( & (7% Radio Resource Management ( RRM )
- 24X LA LAN (WLAN ) i cBET S HAR—b

TOZ_A)L HR—pbE RFI X2 B - Cisco Systems
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