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Cisco Wireless Control System ( WCS ) Tld, /N\—>2 3> 3.1 UBRBABEBL TWBAZEANMBET
T (HEALTLDES ).,
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o 802.11G, MP21G, B XU'MP31GHAHAR—RENTVWBHE802.11ANHE., RM21AL
RM22AH HR—RENETFT1200 ) —AT7 VARSI NI, HR—RENTVEZEROE
BEDHIAADLETTYTIL—RTEEXT, Gonly, Aonly, FLEEFEGEAOTEA, 17
BRESCTIVEARAV NOBE, 2O0E BRD1 DN LWAPPTHR—RENTVWREIRT
HBEE. TYTIL—RY=IGETYTIL—REZETLET, cOY—ILIEF. HR—K
ThTVWAVEREZERIBEXAY -2 OJICEMLET,

- INXNTNDI31I0AGT IV EARA b

. Cisco C3201 Wireless Mobile Interface Card(WMIC)3E : 21X 0 802.11afER I (E, 20D
BERESHFEENTVERT,
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ARA > NEYR—KNLET,
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- 4400 > —X > ~O—5
. Cisco Catalyst 65002 1) —X A4 v F[@ 3CiscoD 14 VL A —ERAEZ 1 —JL(WiSM)
. Cisco 28/37/38xx> 1) —AH—ERABKZEHI—2AOI NO—FFY ND—0F>1—-)L
. Catalyst 3750G#E 74 VL ALANI> RO—FAA Y F
SAARAMNO—F TR, Y7807 N=232 31 URBRFBFEBLTVWAENVETT,

Cisco Wireless Control System(WCS)Tld, N—2 3 V31 LEERITIBIHEN HYERT, TV
TOL—RI1—=74UFT 4&, Windows 20008 & O'Windows XP7°ZY N7 #—ATHR—KNE



nTVERT,

BHN—>3> o7y 7IL—RI1I—F41)F 141F, Cisco SoftwareX > O— RR—IH 64
DO—RTEEXT,

iC

RFIXDNREOFME, RO TIANTAVTADORERE ZZRLTLLEE L,

Fyv7JL—R7O0EA : BIE

A—HE, FOEBARARNEFOILFOOYIILDI)ARNEECAD T 7AINEZHTANDT
VTYIL—RI—FTAVT142ELTLET, I—T1UT 1k, HCERAHAELZER TSN
VREEL. TYTYIL—RAOTIOELARA N2 EBTZDEHD—ENDCisco IOSIY > R%&
ANTT7ANDOTOEARALA > NMTelnetLET, £, I—FT1UFq4FI>MNO—FIC
TelnetTH#E#LL., BENDBHCEBRIUMAET IV EARA U NOFAEZFATITDLSICTFNAARAES
OS5 ALLET, RIS, CiscolOSYTZRIITTII—R123(1NX1E T I EARA > NCO—
RLT, O MNO—FICIMATEDEKSICLET, PIOEARA RN NO—=FICIMATS
&, TOEARA > MDA SETELECisco IOSN—2a Ao O0—ReEnEkd, FYv7IL—R
A—FT4V)TFT4k,. PTORBARANDI)ARNE, WCSEEBY JRNIJITICAVKR—NTEDR
ISTHECEBRIAAEF—/\V1EZECHAT77MIEERLET, WCSIE., COEHREX
YRND—OLtOMEOI NO—FICEETEET,

SEMIC OWTIE. TAutonomous Cisco Aironet 7 7t A ;R4 > K@ Lightweight E— RAD T Y
ZOL—RFEs ® "7YTIL—RFIE; OOV avESRBLTLSEETL,

Fv7IL—RY—) : BEXNEEE

cOFTYTIL—RY—=)LI&, Autonomous AP % Lightweight E—RIZ7 Y 7L —RTB1=dH
WCERALERT, L, COTFYTIL—RICHLULTAP ODEBRMNHDI_ENBETT, 7V
7L —RY—)LIE. Autonomous A5 Lightweight E— RIZ7 Y 7L —RIBDHICHEXE
BEERNBRAVZRITLET, chlllE, ROKSBRAINHYVET,

CEARRHEFIVY  APHHR—RNR/RAESH, REROVYIRNIIFTIED IV ERTL
TVWBh, BREATHIYR—RENTVWBRHLESHEBRELE T,

CAPHFIIL—RELTREENTVDR L ZHERELET,

- Autonomous APD Z#2%4i : Public Key Infrastructure(PKNiRE L SIBAERERZEBML T, &
A RO—FAOAPRIEZITV, APICECBRBIAESSC)ZEKTESDRSICLET
» Manufacturing-Installed Certificate ( MIC; ®ETTA AN —ILENBDFAE ) AP ICH
%1548, SSCEEREnELA,

12.3(11)IX 12 12.3(7)IX%E £ O BEEA SLightweight \O T ¥ 7L — KA X—S &L ™S>
O—RULET, chickY, APERIOMNO—FICMATEE T, ¥V O—RICKIITB L
VAP AT —KRENET,

AP O MACT7RLA, SIAEN0EE, 8LU0tEFa27 F—/\V2afEmcniEHT77
AIFEFREN, A NO—ZFEBNICEFENET, COEDT7AIILNEFEWCS 21>
AR—KNLT, O RNO—FICIVAR—NTEET,

EEEE
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COIA—TFTAVTAZERATREIC, ROEEFHEZEBL TSEEL,

cCDY=IITEBRENET IOEARA 2 ME, 40xx, 41xx, FE35000> MO—F (C#EkE
LEEA

- 802 1MbERAF LR FE1HRND02.11aER T, FIOELARAI U NETYTIL—RTESE
A,

CEBRBROVUT—RNEE, TIEARAVNODAZT A Y IIPPRLA, XY NIYARD, 7K
ARE., FTANLRNTF—RNIDIA %2 #EZETBICE. TOEARSLA NELWAPPICZEHT B Hi
2. ROVTNADBREAX—TDETIOEARAVNCO—RIDVENHYET,
12.3(7)JA12.3(7)JA112.3(7)JA212.3(7)JA312.3(7)JA412.3(8)JA12.3(8)JA112.3(8)JA212.3(8)J
EA12.3(8)JEA112.3(8)JEA212.3(8)JEB12.3(8)JEB112.4(3g) JA12.4(3g) JA1

- ROBBAA=DD1DID ST IVEARA RELWAPPIZT Y 7L —RED L, Bt h
ETOBRARARNEARTAYIIPFRLA, XY KIARY, RANE, F7FILKNS—
ROIAZRFLELA. 12.3(11)JA12.3(11)JA112.3(11)JA212.3(11)JA3

TV TIOL—R7OEANZTTLTE, LWAPPF7Y 75 L —RY—)LIEFWindows AR L —F
AT ATLADXE) )Y —AZBHRUEREA, XTVDVY—-RARF, 7Vv7I9L—RY—
N2 TLERBICOMMBENET, EBONYFOTIERARSA O NETYTIL—RT
26, NYFETY—ILEZKRTLT, XTIVVY—REBHRITIBENIHVET, /\V
FOBICY—ILEKTLEVEGE, XTUOHEBNBRELSD, 7YTIL—RAT—>3
CONTF—=X VAN BREICETLET,

R J0F: £2]

RD2DODEED AP HFHV)XT,

- MIC HFEREE iz AP

. SSC "R Eix AP
HEEFICA 2 AN—IENEIRER. MICEVWSABETSRENET, ik, Manufacturing
Installed Certificate DBEEE T, 2005F7HA18H & V) BilZ Hfar& fL/=Cisco Aironet7 7 2 ARA >
NMCEMICA W, ChsDOT ItEARA > MELightweight E— RTEMET B LSICT YT
JL—RT2E, BCEBRAPAERERLET, I MNO—FR. BEODTIEARALA 2 MNDORR
ANEHICECEBRIAPEEZZTANDEKSICTOTZALTNATVWET,

Cisco Aironet @ MIC AP (&, Lightweight Access Point Protocol ( LWAPP; Lightweight 7 7 A
RAKNZ7ORIIL ) 2B TS Aironet 1000 D AP BEEFEICR>T, BRICNT T2
—TAVITFTRIRBENBYNET. DTV, IPOEGRHEEEEL., LWAPP AT—K X2 Z TN
YILT, RICES{LZRIELET,

TYv7JL—RY=)IOAOJICE. AP A MICAP A SSCAP AARRENET, RIZTYTT
L—RY—IILOFAOT OB ZRLET,

2006/ 08/ 21 16:59: 07 INFO 172.16.
2006/ 08/ 21 16:59: 07 INFO 172.16.
2006/ 08/ 21 16:59: 07 INFO 172.16.
2006/ 08/ 21 16:59: 07 INFO 172.16.
2006/ 08/ 21 16:59: 07 INFO 172.16.
2006/ 08/ 21 16:59: 07 INFO 172.16.
2006/08/21 16:59:07 INFO 172.16.
2006/ 08/ 21 16:59: 07 INFO 172.16.

60 Term Length configured.

60 Upgrade Tool supported AP

60 AP has two radios

60 AP has Supported Radio

60 AP has 12.3(7)JA |Inmage or greater

60 Station role is Root AP

.60 MIC is already configured in the AP

. 60 Har dware i s Power PC405GP Et her net,

address is 0015.63e5.0c7e (bia 0015. 63e5. 0c7e)

PRrRPPRPRPPPEPR



2006/ 08/ 21 16:59: 08 INFO 172.16.
2006/ 08/ 21 16:59:10 INFO 172.16.
2006/ 08/ 21 16:59:11 INFO 172.16.
2006/ 08/ 21 16:59:12 INFO 172.16.
2006/ 08/ 21 16:59:13 INFO 172.16.
2006/ 08/ 21 16:59:13 INFO 172.16.
2006/ 08/ 21 16:59:58 INFO 172.16.

60 Inside Shutdown function

60 Shutdown the Dot 11Radi ol

60 Shutdown the Dot 11Radi 00

60 Updating the AP with Current System Tine

60 Saving the configuration into nenory

60 Cetting AP Nanme

60 Successfully Loaded the LWAPP Recovery
Image on to the AP

60 Executing Wite Erase Command

60 Flash contents are | ogged

PP RPRPRRRE

2006/ 08/ 21 16:59:58 INFO 172.16.
2006/ 08/ 21 17:00:04 INFO 172.16.
2006/ 08/ 21 17:00: 06 INFO 172.16.1.60 Environnental Variables are |ogged

2006/ 08/ 21 17:00:06 INFO 172.16.1.60 Reloading the AP

2006/ 08/ 21 17:00: 08 INFO 172.16.1.60 Successfully executed the Rel oad conmand
cOO7DEARRENATVDHEE. MICAAP ICA VAR —ILENhTVWRZEZRLTVE
T, SIAEELT Y7L —R Z7OCAOFMICOVWTIE, TAutonomous Cisco Aironet 7 72 A
R4 > b @ Lightweight E= RANQDFTYTIL—RF|E;s ® "7Y7IL—R Z7OCAOHE,
Do aTESRLTSEZL,

Poee e

SSCAP MFZE ., AIAENF A MO—ZICEHEhELA, PYTIL—RY—=IIICLY, B
CAEKEIEAE (SSC ) NERICFEA T3 Rivest, Shamir, Adelman ( RSA ) F¥— RT7H AP [CERK
ThET, FVYTIL—RY—=IE., TOAP O MAC 7 RLAEAREF—/\vZ 121> N0
—ZOFMIANOIRNJELTEMLEY, 2FF—/\v2 2, O MAO—FA"SSC D
BELERIATDLEHDICHKETT,

O MA—ZICIRUAEMENRTVWEWVESE, HHOCSV 77N ERRELET, D7
FANLIZEK, APZCEDQOIRNINFBYET, TONUNFRDIA2ES, FEOT7 74 )20 6
O—JICA>R—MNLET, A NO—FOINRIA2 42X —T I A4 A(CLI) ( config
auth-list AN R ) REGFARASMYFO Web Z2FERATHEEE. 774 E1EIC1DFDOM4>
R—KRTBIUBENHYET, WCS ZFEATNIEL, CSVI7AINEHZEZT 7T L—hELTA Y
R—KNTEET,

REIXHEEEL T T,

X LAPAPA' ® BN, Cisco IOSHEEEZ M E L TDHEAIE. BERCisco IOSA X—2%#0O—RT
BPDRENFHVYET, HIC, Autonomous APEFEAL TWT, ThELWAPPICERTDHEEE.
Autonomous IOS EIZLWAPPU ANV AX—=2D% A2 ARN—=)ITEET,

MODER & > & 1= (& CLI®Marchive download AXY > RZFEHAL T, AP/ X—2aZEETHFIER
ETTEEXT, MODERZVAX—OVO—REZFRATZHEOFMICOVTIR., TRSTL
A—TFT 4201 BSRBLTLKEETV, cOUO—RIE, BEHRIOSEFLERFAPETFILOFT7 2
NOT77AINETEELET,

ROEo23>TR, PTYTITL—RBET—HRNICRETZIEBEL T OMRIGEICOVTEHA
LEY,

i)
ER

AP A2 RO—=ZICMALBEW, CORFIAX DD THRE, €032 TR, BEOJEIC
FERZHHBALTVET,
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COEVIVEERALT, BEZHRLTSLEEL,

o
B

] 1

AP I LWAPP F4 AANVEHTI MNA—FZ2RB205hBZVLA, $20WE, APA O MO
_3L:KIJET"€7&L\O

o] 2 Rl

RDATY TERITLET,

1. 1> RO—3Z® CLI T debug Iwapp events enable Y > RZRITLE T, [LWAPP
discovery] > [discovery response] > [join request] > [join response sequence]Z# L £ 9,
LWAPP 4 AANVERNFRED2ASKBWVWEERE. APAINO—FZ2R205hixLA
BEORSsBVCEZEKRL TVWET, ZHUX Lightweight AP ( LAP ) A®. Wireless LAN
Controller (WLC; 74 YL A LAN O hOA—F ) #S5DOIEL W JOIN REPLY O flZXICTR
LET, RIZRITDIE, debug lwapp events enable X ROH LTI,

Thu May 25 06:53:54 2006: Received LWAPP DISCOVERY REQUEST from AP
00: 15: 63: e5: 0c: 7e to 00: 0b: 85:33:84:a0 on port '1'

Thu May 25 06:53:54 2006: Successful transmission of LWAPP Discovery-Response to AP
00: 15:63:e5:0c: 7e on Port 1

Thu May 25 06:53:54 2006: Received LWAPP DISCOVERY REQUEST from AP 00:15:63:e5:0c:7e
to 00:0b: 85:33:84:a0 on port '1'

Thu May 25 06:53:54 2006: Successful transmission of LWAPP Discovery-Response to AP
00: 15:63:e5:0c: 7e on Port 1

Thu May 25 06:53:54 2006: Received LWAPP DI SCOVERY REQUEST from AP 00: 15: 63: e5: Oc: 7e
to ff:ff:ff:ff.:ff:ff on port '1'

Thu May 25 06:53:54 2006: Successful transm ssion of LWAPP Di scovery-Response to
AP 00: 15: 63: e5:0c: 7e on Port 1

Thu May 25 06:54:05 2006: Received LWAPP JOIN REQUEST from AP 00:15:63:e5:0c:7e
to 00:0b: 85:33:84:a0 on port '1'

Thu May 25 06:54:05 2006: LWAPP Joi n- Request MIU path from AP 00: 15: 63: e5: Oc: 7e
is 1500, renpte debug node is O

Thu May 25 06:54:05 2006: Successfully added NPU Entry for AP 00: 15: 63: e5: 0c: 7e
(index 51)Switch IP: 172.16.1.11, Switch Port: 12223,
intlfNum 1, vlianld OAP IP: 172.16.1.60, AP Port: 20679,
next hop MAC. 00: 15: 63:e5:0c: 7e

Thu May 25 06:54:05 2006: Successfully transmission of LWAPP Join-Reply to AP
00: 15: 63: e5: 0c: 7e

.............................................. /1 the debug output continues for
full registration process.

2AP XY ND—2E2NO—Z0MO IP DEFHZEMEERLET, I RNO—F & AP FE
LH7ZY NIHDHERE., ELKHEEHEIATVR L EERLET, s %Y
NCHBHEER. BEOBEICIL—ZNFERAEIATEY, 22097y NOBTIL—FT1>
TIHNELLKBMICBE>TVBRCEZERELET,

B.TFAANNI XAZAXLNELKREREENATVWSR L ZBERLET, WLC OREIC
Domain Name System (DNS; RXA > X—ALA S ATAL) A7 a>zERATHHEEE.
DNS H—N\HAELLKEEE=NTWT, CISCO-LWAPP-CONTROLLER:.local-domain A"
WLC D IPZ7RLAICELKIYYETENTVWBR L ZHRELET, XIZ, APHFRETE
BARATENE, APRRBREIPT7RLAICHLUTLWAPP IMAXY =2 ZRITLET, T
A AANY 723> eLTHTI a2 43 2FEMATBHEE. DHCP H—NTEOF TS
AVUNFELKBESATVWDR L ZBFELET. TI1AANUOMEBES -T2 AOFMIC



20T, TWLC AD LAP 0&&HFy 2SR T &V, DHCPA 7' 3V 430BESE
D FHHAE . TLightweight Cisco Aironet7 9 ARA > NHADHCPA 7> 3 243N R EH. =
ZRUTLKEZV, F: ARTIY VLT RLAERENEAPZEMTID &, BETDMHE

—DLAVIFAAANIXAZAXLHFDNSTHD EIEFELTLKEE Y, chidk, 7V

T7IL—RHPIZAZTAYIT RLANREZFEENSB -HTT, debug lwapp client events ]
N> R& debugipudp ON > RZ AP ETERITTHE, AR >TVWA A ZERICHET
DIt BBERNBSNET, User Datagram Protocol ( UDP; 1—4 F—&X TS A 7°'0
RIAW)YDONTY N =T AN RRENET, JNA—FOEBAVX—TI(1AD

IPASRRETNIEAP O IPZRERLETDI/NTY N, OVRNO—FDODAPIYZ—YDIP &
RETELTAP DO IPAREENLENTY R, APDIPZRETELTAPNYZR—2VY0D

IPAREBENLE—EONTY o - RAREBUT, EBHROO NOA—FHFFETIESN
HY), LWAPPTF A4 AANVREDIYD D ETFTIIVXALICEITVT, APHFRIOI> NO—
FIZMALKS ETRHEEN BN ET, CORSIBRANRETDAEEI BB DK, I
NO—FHFFT7AILRNTETIDENAPO—RNT OO IDEDTT, CORSBERR
FRELES, RENYEBBZENHYET, X : RIC, debugipudpdX > ROEHHIZ

~LET,

Dec 16 00:32:08.228: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12222),
| engt h=78

*Dec 16 00:32:08.777: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=60

*Dec 16 00:32:08.777: UDP: sent src=172.16.1.60(20679), dst=172.16.1.10(12223),
| engt h=75

*Dec 16 00:32:08.778: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:08.779: UDP: rcvd src=172.16.1.10(12223), dst=172.16.1.60(20679),
| engt h=59

*Dec 16 00:32:09.057: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=180

*Dec 16 00:32:09.059: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:09.075: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=89

*Dec 16 00:32:09.077: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:09.298: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=209

*Dec 16 00:32:09.300: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:09.300: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=164

*Dec 16 00:32:09.301: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:09.302: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=209

*Dec 16 00:32:09.303: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:09.303: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=287

*Dec 16 00:32:09.306: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:09.306: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=89

*Dec 16 00:32:09.308: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:09.308: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=222

BRTE
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RDATY TE#ERITLET,

1.XZAT7 N Z2#ELET,
2.LWAPP F A4 AANVDNELLKHR—KRENBD RIS, 1 VT TARNZIOF Y ZEELET

3.7 TAX VI EGTSEHIC, AV NO—FERUYTZRY NZAP Z2BEBLET,
4. A MO—Z0IP Z2FBTRHRETSDHIC, BLEICLU T lwapp ap controller ip address
ABC DONRZAP DO CLI TEITLET, cOIN RMD AB.C.D OEHICE,. WLC
EEAE—TIAAQIP PRLAZEELE T, X : 2OCLIAY>RIE, O ~O—
EtﬁﬁéhTU&UMW\RW®]>hD—?Emlev6EE?7xnh®4i—
TINAD—RIBBEENLEAPTHEATEER T, F##lk. TLightweight AP(LAP)T®D
LWAPPERED Ut Y by ZSBRLTLSEEL,

>:-:

A 2

O NA—Z0RZY, AREOEMBERTEZ W,

hS7LM>a1—h

RDATY TE#EITLET,

1. debug Iwapp errors enable 1< > K & debug pm pkienable IV RZETLET, <h5
OF/NY YT ARV RTE., AP E WLC OBTEENEZFHAEX Y E—20F /Ny JHEHRN
RRENET, ChSOOAVN RTR, BVWHBARNTREVOTESENEARAEOXY &
—DHFRARBICRTENET, & BEHERBUTC)ZA 7Yy hE2ZEEL TEEV, RIC,

1> NO—3 £ T® debug pm pkienable N> ROHBHERLET,
Thu May 25 07:25:00 2006: sshpntetlssuerHandl es: | ocking ca cert table
Thu May 25 07:25:00 2006: sshpntetl|ssuerHandl es: calling x509 alloc() for user cert
Thu May 25 07:25:00 2006: sshpntetlssuerHandl es: calling x509_decode()
Thu May 25 07:25:00 2006: sshpnCet|ssuerHandl es: <subject> C=US, ST=California,
L=San Jose, O=Ci sco Systens, CN=Cl1200-001563e50c7e,
MAI LTO=support @i sco. com
Thu May 25 07:25:00 2006: sshpnCet|ssuerHandl es: <issuer> O=Ci sco Systens,
CN=Ci sco Manufacturing CA
Thu May 25 07:25:00 2006: sshpntet|ssuerHandl es: Mac Address in subject is
00: 15: 63: e5: 0c: 7e
Thu May 25 07:25:00 2006: sshpntetlssuerHandles: Cert is issued by Ci sco Systens.

Fri Apr 15 07:55: 03 2005: ssphmJserCertVerify: calling x509_decode()
Fri Apr 15 07:55: 03 2005: ssphmserCertVerify: user cert verfied using
>cscoDef aul t M gCaCert <
Fri Apr 15 07:55:03 2005: sshpnCet|ssuerHandl es: ValidityString (current):
2005/ 04/ 15/ 07: 55: 03
Fri Apr 15 07:55:03 2005: sshpmGetIssuerHandles: Current time outside AP cert
validity interval: make sure the controller time is set.
Fri Apr 15 07:55: 03 2005: sshpnfFreePublicKeyHandl e: called with (nil)

COHIDBARTENATVWREAIEBELTLEZY, COBHTR. I MNO—F 08
ZA AP QI E0EMHERNTREBEVCEN E2EY REATVET, TOLEH, AP &
AV MO—FICBRTERLA, APICAVARN=IIEhTVSIBHEEICE, EMHENE
BIICEZENTVET, A NO—F0KZE. AP OFIRE0EMHBNICED KSICEE
ETBRLENHYET,


//www.cisco.com/en/US/products/hw/wireless/ps430/products_tech_note09186a00808e2d27.shtml
//www.cisco.com/en/US/products/hw/wireless/ps430/products_tech_note09186a00808e2d27.shtml

2.AP ICREEN TV SAHAESOEMABZ®IE TS -HIC. AP O CLI A*'S show crypto ca
certificates AN RZERITLET, RICHAZRLET,

AP0015. 63e5. Oc7e#tshow crypto ca certificates

Certificate
Status: Avail able
Certificate Serial Nunmber: 4BC6DAB80000000517AF
Certificate Usage: Ceneral Purpose
| ssuer:
cn=Ci sco Manufacturing CA
0=Ci sco Systens
Subj ect :
Name: C1200-001563e50c7e
ea=support @i sco. com
cn=C1200- 001563e50c7e
0=Ci sco Systens
| =San Jose
st=California
c=US
CRL Distribution Point:
http://ww. ci sco. conf security/pki/crl/cnta.crl
Validity Date:
start date: 17:22:04 UTC Nov 30 2005
end date: 17:32:04 UTC Nov 30 2015
renew date: 00:00:00 UTC Jan 1 1970
Associated Trustpoints: Cisco_IOS_MIC_cert

COOXRVROBAICEETZ2EMPEIZHRICAZIZENF $2DT, HhEERL TV
FtA, ZETIHLEN HDDE., BEETD AP OBEIABE 7 1 —J)L RIC
Cisco_|IOS_MIC_certi—, BETHAPEZEZRI 7 1 —JL RICA B L F 9 (Here, Name:C1200-
001563e50c7e) 2 S HBL T &\, ZMITIVENH2REOAAROEWDHEIE C D
ﬁ-('_g-o

3.IVRA—JICHREETNTVD ANEBZIF/rENHBATHZ L EZRRETDHLH, IV N
O—Z® CLI A5 showtime ON RZRITLET,. A NO—FORZN COIAENE
NEEOFRICE>TVEEEE., HERNICAZESICONO—Z0BAZZELET,

BRI
RDFIEZRITLET,

> MO—F OGUITE— RTCommands > Set TimeDHICE IR T2 A, O NO—FOCLIT
configtmedN > RZR{ITL T, O NOA—ZORAZZRELET,

F&A 3
SSC AP MIBAIC, SSCAP DRV —HFEHMICHE>TUVS,

o] 2 Rl

ZTORSBF/ECEF. ROIZ— XV - MNO-FIERRENET,



Wed Aug 9 17:20:21 2006 [ERROR] spam.lrad.c 1553: spanProcessJoi nRequest
: spanDecodeJoi nReq fail ed

Wed Aug 9 17:20:21 2006 [ERROR] spamcrypto.c 1509: Unable to free public key for
AP 00: 12: 44: B3: E5: 60

Wed Aug 9 17:20:21 2006 [ERROR] spam.lrad.c 4880: LWAPP Joi n- Request does not incl ude
valid certificate in CERTIFI CATE_PAYLOAD from
AP 00: 12: 44: b3: e5: 60

Wed Aug 9 17:20:21 2006 [CRITICAL] sshpmPkiApi.c 1493: Not configured to accept
Self-signed AP cert

RDATY TERITLET,
ROWThD OBREZITVET,

.SSC TAP ZZ [T ANDESICOMNO—FHNRESTATVIAESHZRAXNDLEHIC, O
>~ MO—Z ® CLI T show auth-list AN¥ > R&ZEEITLE T, show auth-list X > KD H 45l
ZXICRLET,

#show auth-list

Authorize APs against AAA . ... .. ... ... ... ... ... di sabl ed

Allow APs with Self-signed Certificate (SsC) .... enabled

Mac Addr Cert Type Key Hash

00: 09: 12: 2a: 2b: 2¢ SSC 1234567890123456789012345678901234567890

- GUI T [Security] > [AP Policies] ZiZRL £9,

1. [Accept Self Signed Certificate] F T Y V7 RY JAICF I Y IX—INFFVWTLVB A ESH =
BRLET, FIVIN—IFFVTVBVEER, FIVvIN—DVZFHTET,

2 STAEQEEE LT [SSC] ZBRLET,

BMACT7RLAREF—/N\YZ1ZEELT, AP ZRIEVARNIEMNMLET, COF—/\Y
> 1%, debug pmpkienable AX>Y ROHIASHMBTEET, ¥— /\VZ 1DEDEE
FECOVTE, TEE4, 28RBLTLEEL,

>:-:

R

SSC DRFAF— NV ANEE>TVBIAFELE,

4

o] 2 Rl

RDATY TE#EITLET,

1. debug Iwapp events enable 1Y > REZETLET, AP HAMAL LS ELTWVWS Z & ZHER
LET,

2.show auth-list JN > REEFTLET, COONREF, I NO—FICREEATVEL
BM¥— \v>1ZRRLET,

3.debugpmpkienable XY RZEITLET, OOV RIF, EBROLEF—/\v2 1%



RALET, EROLNAEF—/\v> 2@k, I MAO-JFECRFEATVIREF—/\V >
AE—HLTVRLBENBYNET, F—HNHRERBEIRELET, COT/NYT XY
t—C0HNBIERICRLET,

(Cisco Controller) > debug pm pki enable

Mon May 22 06: 34: 10 2006: sshpmCet| ssuerHandl es: getting (old) aes ID cert handle...
Mon May 22 06: 34: 10 2006: sshpmCetCID: called to eval uate <bsnd dDef aul t1dCert >
Mon May 22 06: 34: 10 2006: sshpmCGetCID: conparing to row 0, CA cert

>bsnd dDef aul t CaCert <

Mon May 22 06: 34: 10 2006: sshpmCetCID: conparing to row 1, CA cert

>bsnDef aul t Root CaCert <

Mon May 22 06: 34: 10 2006: sshpmCGetCID: conparing to row 2, CA cert

>bsnDef aul t CaCert <

Mon May 22 06: 34: 10 2006: sshpnmCetCID: conparing to row 3, CA cert

>bsnDef aul t Bui | dCert <

Mon May 22 06: 34: 10 2006: sshpmCetCID: conparing to row 4, CA cert

>cscoDef aul t NewRoot CaCert <

Mon May 22 06: 34: 10 2006: sshpmCetCID: conparing to row 5, CA cert

>cscoDef aul t M gCaCert <

Mon May 22 06: 34: 10 2006: sshpmCGetCID: conparing to row O, |ID cert

>bsnd dDef aul t 1 dCert <

Mon May 22 06: 34: 10 2006: sshpnCet| ssuerHandl es: Cal cul ate SHA1 hash on Public Key
Dat a

Mon May 22 06: 34: 10 2006: sshpmCet| ssuerHandl es: Key Data 30820122 300d0609
2a864886 f70d0101

Mon May 22 06: 34: 10 2006: sshpmCet | ssuerHandl es: Key Data 01050003 82010f 00
3082010a 02820101

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data 00c805cd 7d406ea0
cad8df 69 b366f d4c

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data 82fc0df0 39f2bff7
ad425f a7 face8f 15

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data f356a6b3 9b876251
43b95a34 49292e1l1l

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data 03818leb 058c782e
56f 0ad91 2d61a389

Mon May 22 06: 34: 10 2006: sshpmCet| ssuerHandl es: Key Data f81fa6ce cdilf 400b
b5cf 7cef 06ba4375

Mon May 22 06: 34: 10 2006: sshpmCet| ssuerHandl es: Key Data dde0648e c4d63259
774ce74e 9e2fdel9

Mon May 22 06: 34: 10 2006: sshpnCet| ssuerHandl es: Key Data 0f463f9e c77b79ea
65d8639b d63aale3

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data 7dd485db 251e2e07
9c¢d31041 b0734a55

Mon May 22 06: 34: 14 2006: sshpmCet|ssuerHandl es: Key Data 463fbacc 1a61502d
c54e75f 2 6d28f c6b

Mon May 22 06: 34: 14 2006: sshpmCet| ssuerHandl es: Key Data 82315490 881le3e3l
02d37140 7c9c865a

Mon May 22 06: 34: 14 2006: sshpnCet | ssuerHandl es: Key Data 9ef3311b d514795f
7a9bac00 d13ff 85f

Mon May 22 06: 34: 14 2006: sshpmCet| ssuerHandl es: Key Data 97ela693 f9f 6¢c5cb
88053e8b 7f ae6d67

Mon May 22 06: 34: 14 2006: sshpnCet | ssuerHandl es: Key Data ca364f6f 76cf78bc
bclaccl3 0d334aab

Mon May 22 06: 34: 14 2006: sshpnCet | ssuerHandl es: Key Data 031fb2a3 b5e572df
2c83le7e f765b7e5

Mon May 22 06: 34: 14 2006: sshpmCet|ssuerHandl es: Key Data fe64641f de2a6fe3
23311756 8302b8h8

Mon May 22 06: 34: 14 2006: sshpmCetlssuerHandl es: Key Data 1bfaela8 eb076940
280cbedl 49b2d50f

Mon May 22 06: 34: 14 2006: sshpmCet| ssuerHandl es: Key Data f 7020301 0001
Mon May 22 06:34:14 2006: sshpmGetIssuerHandles: SSC Key Hash is
9e4ddd8dfcdd8458ba7b273£c37284b31a384eb9

!--- This is the actual SSC key-hash value. Mon May 22 06:34:14 2006: LWAPP Joi n- Request



MIU path from AP 00: Oe: 84:32: 04:f0 is 1500, renote debug npde is 0 Mon May 22 06: 34: 14
2006: spamRadiusProcessResponse: AP Authorization failure for
00:0e:84:32:04:£f0

BRTGE
RDATY TERITLET,

1. debug pm pki enable X > ROHIASLBEF— /\v2 12 IE—-L T, BEVAMDOR
ME¥—/\v21zBEMAET,

2APDOMACTRLAEF— NV 1ZFEREVANIEMNTS8HIC. config auth-list add
ssc AP_MAC AP_key AN RERITLET, cOINY ROFIEXRICRLET,

(Cisco Controller)>config auth-list add ssc 00:0e:84:32:04:f0
9e4ddd8dfcdd8458ba7b273fc37284b31a384eb9
!--- This command should be on one line.

>:-:

R

AP OFEFAZR R LARAF—HREBEL TV,

5

)| = Rl

ROFIEZERTLET,
debug Iwapp errors enable 1< > K & debug pm pkienable 1Y > RZE{TLET,

BELTVWAABRREEF—2ZRIAY E—IHARRENET,
BRRTT &
RD220AT7>a>nEE5LZFAL T, BEZBRL TSEEL,

- MIC AP : Return Materials Authorization (RMA ) ZEXRL &9, —
. SSC AP:Cisco IOSY 7RI T TFVIJ—=RA123(TVWAICEZ DT L—RLET, ¥V T L—
REBICE. XOFIEZERITLET,

1. VY NRERO>OAT>a > a#ERALET,
2> NO—20&EZVUTFLET,
3.7V 7L —REBUVEITLET,

>:-:

R

OO LAV 2E-—RTEHELTVDAREMESN DS,

6

hS7LM>a1—h

RDFIEZRITLET,
O NO—Z0OEEE— RZHERELET,



EREOAP TRELAYIOTA AANVEFHAYR—REIhKRT, TREO AP TREL 1V 2
DFAAANDEHR—REhTLEA,

BRR I %
RODATY T H#EZTLET,
1T WLCHLAVI3IE—RICBEDELSICEREELET,
22.U7—KLT, APRZ—SYDAVR—TIARIL, EBAVEZ—TIAAERALYTX
YRNDIPT7RLAZERELE T, 4402 £-lE 4404 DH—E A R—RNDOKSHBEH—E R
R—KMDNFBHBDHEEE. APYXZR—FY A VB—TIAREEBA UV ZA—TIAARERFRINDA
—N\N—FY NIRETIHBENHYET,
R

TYTIL—RAICRODEISBIZ—HRREND,

\ 1]
Tal

7

S

FAILED Unable to Load the LWAPP Recovery |l mage on to the AP

RS7)La2—b

CHOIZ—HFRRENDEEICLRE, ROFIEZERTLET,

1.TFTP H—NHFEL<RBREENTVWR L ZHFEALET, PYTIL—RY—IFABE
ETFTP H—NZEALTVW25EE. 2<0FE. BE TFTP ZEMIZI/N—-VYFI 7
FATIOA—=IL YT RNIDITHRRATT,

27V 7UL—RACELVWAX—=2DZFALTVRLESH ZHFEL £T, Lightweight £
—RIETYTIL—RIBLEDHICE. BHRBAX—IJHIYBET, BEOT7YTIL—R A
A= TRELSEELEEA,

R

B, APICROIZ— XY E—IHFRRENETT,

m

8

*Mar 1 00:00: 23.535: % WAPP-5- CHANGED:. LWAPP changed state to DI SCOVERY

*Mar 1 00: 00: 23. 550: LWAPP_CLI ENT_ERROR DEBUG | wapp_crypto_init_ssc_keys_and_
certs no certs in the SSC Private File

*Mar 1 00:00:23.550: LWAPP_CLI ENT_ERROR DEBUG

*Mar 1 00:00:23.551: |Iwapp_crypto_init: PKI_StartSession failed

*Mar 1 00: 00: 23. 720: %8YS-5- RELOAD: Rel oad requested by LWAPP CLI ENT.
Rel oad Reason: FAILED CRYPTO INIT.

*Mar 1 00:00: 23.721: % WAPP-5- CHANGED: LWAPP changed state to DOM

AP F 30 ®&ICUO—RL, 7O0EAZE5—ERBLET,
BRI

RDFIEZRTLET,

SSCAP ZHEL &Y. LWAPPAPIZZEHL 125, O hO—Z O[AP Authentication]') A ~(Z



SSCEZOMACT KL AZBMULET.
NZ7LM21—bOEVH

ROk ME, AutonomousE— RASLWAPPE—RIZTZYSIL—RTBEEICFEHTEET

o

- Y FA—FAEHREBICNVRAMIZEZIAE S E LEEZEIZNVRAMA VU T ENiEVWEE,
BEARELET, APELWAPPIZZEMTRHIIC, BREZI VT IR EZHRLET, &
EZzVUTITBICE. ROFIEZETLET, I0S GUIN S, [System Software] > [System
Configuration] > [Reset to Defaults]ic BEI ¥ 5 A, [Reset to Defaults Except IP]IcBBIL & ¥
o CLIN S : CLITwrite erase 1N > R&reload N> RERITL, 7OV MR RE N
SEEEZRFELBEVRSICLET, ChiZkl), PYTITL—RY—IILTERENDAPOT
FANT7AILE,. T MJA<ipaddress>, Cisco, Cisco, Ciscolc %% (& EFEIZERT
BEY,

- tftp32Z A TR L E2BEH L FT, HZFOTFTPDY —/\Ni&http://tftpd32.jounin.net/A* 5 X
DO0—RTEFRT,

STV TIL—=—RZ7OCARICTZ7ATOF=)NELETIoEAIA> MO—=I)LJANACLNE
MIB2TVWBRE, TYTIL—RY=ILT, JT—OART—23VHSAPILREZERZET
774N EIE—TELBLLBRARMUNI HVET, 77A4T7IF—ILELET ORI
AO—J)LVARNYIE—REZTOYIL, [TYTIL—RY—=ILTFTPH—/NDOEMA(Use
Upgrade Tool TFTP Serven]7A 7> 3> Z&RU 8BS, V—IIRBREZRZEHNTE T,
APADAX—=TOTF Y TO—RIFKBTBDED, PTYTIL—REHETTEEE A

CTYTIL—=RULEDELTVRAMX—=RBHERELET, I0OSHSLWAPPA X—=IADT
Y7L —RIE, BEDIOSAX—JEREBYET, [NA1RFIXINIAOAEI—Z
—[YV=NL—[7#NLEFT2a T, BBAOT77AIIOBEICH LTI 7M1 IILILRFZ
FRRICTBIFIVIRYIREFTICLTLSEEL,

CRBILERHOTYTIL—RY=ILNETYTIL—RUANVAA=DBFERHLTLSEE L,
B#H/IN—> 3 &, Wireless Software CenterCAF TEE T,

AP tarA A= 7 7 AN ET—RNTEEBA, Zp7 7ANBUET—HA4TTT, tar7 7
4 )L Zarchive download Y > REFEAL TAP7S Y 1IN RIVBRIZDHBENF HYE
To THTHVEBEE., 7T—RNUEBRAX—DRtar7 74D SEIEHLTAS, 7—RT]
BEBAA—DZAPT SV IICREBLET,

BEE 1T

- Autonomous Cisco Aironet 7 V2t A ;R4 > b ® Lightweight E— RAOF Y 7JIL—KRFE

. Lightweight AP ( LAP ) T® LWAPP B2EQ Ut Y b

. Lightweight Cisco Aironet 7 7t A R4 > N DHCP #7°> 3> 43 OREEHI

TFOEARL VR ENY S 21Xx—%EBELT, OMNO—FCAVR—NTBFZE

. Cisco Aironet Autonomous Access Point (AP ; BE#F 9 tARAL M) &, CLIZAL T
Lightweight Access Point Protocol(LWAPP) It E#TZ £ 3 H',

- TOZHhIL BHR—bE RFI XN - Cisco Systems



http://tftpd32.jounin.net/
//www.cisco.com/en/US/docs/wireless/access_point/conversion/lwapp/upgrade/guide/lwapnote.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/wireless/ps430/products_tech_note09186a00808e2d27.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00808714fe.shtml?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-5451?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-4484?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-4484?referring_site=bodynav
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	LWAPP アップグレード ツールのトラブルシューティングのヒント
	内容
	概要
	前提条件
	要件
	使用するコンポーネント
	表記法

	アップグレードプロセス：概要
	アップグレード ツール：基本的な動作
	重要事項

	証明書の種類
	問題
	症状

	解決方法
	原因 1
	トラブルシュート
	解決方法

	原因 2
	トラブルシュート
	解決方法

	原因 3
	トラブルシュート

	原因 4
	トラブルシュート
	解決方法

	原因 5
	トラブルシュート
	解決方法

	原因 6
	トラブルシュート
	解決方法

	原因 7
	トラブルシュート

	原因 8
	解決方法


	トラブルシュートのヒント
	関連情報


