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REFIXDNREBOFBICOVWTR, RO TININTAYTADOREFES 2ZRUTE
=L,

Cisco Secure Dty NFP7Y S

RDATY TERITLET,

1.

2.

UNIX#H—/NICCisco Secure 1— RZA 2 AR—IILTBICE, V7RV ITICREOFIEZ
BIFEALTLEE W,

;ﬂﬁb‘@ibfﬂ@?%lt%ﬁﬁ%?%tﬁ\ cd/etc/rc0.droot./K80Cisco Securebgsj- ( T
—EZEFEIELET ) o cd®/etc/rc2.al, root& U T ./ssocisco secureUER T ( F—E %
BEBLET ), BRI, RORSBEXYE—IHFRRENET,

Cisco Secure starting Processes: Fast Track Admin, FastTrack Server (Delayed Start),
DBServer, AAA Server

$BASE/utils/psgZRITL . SQLAnywhereEZEBIDF—XX—ATIL >, Cisco SecureT
—RZR—AHP—/N7'O1 A, Netscape Web Server, Netscape Web Admin, Acme Web
Server, Cisco Secure AAAZ'Ot A, Autorestart7 O AR E, E7OEANDELEE
1DRITENBDESICLET,

BYBRTFALIRIICAIDTVWR L 2#ETRICE. YILVRRETRREBRE/NAZRE

LET, CTlke-shellzERAL £9, $BASEWECisco SecureN' 1 > AR—=I)LEnTWBTF
ALORNIT, A VAR—IRICERENET, ChiZlF. DOCS. DBServer, CSUKE
DTFALIRNINEENETT, COBFITIE, /opt/CSCOacsTNA 2V AR—=ILHFEBEENT
WETH, SATAICK>TEBZIHENHYET,

setenv $BASE /opt/CSCOacs

$SQLANY:, 1 ARN—IEBICERE Nz, 77 %)L hDCisco SecureTF—XRK— AN A
VARN=ILENBDTALINITY, BRmICNBITRT7ALMOTF—ER—-A
SQLAnywhereZ £ 9% &, database, docBEDTF AL UV RNUNEENET, COHITE
. lopt/CSCOacs/SYBSsa50 TN A VAR —IHABEENTVEITHN, DATAICL>TE
BABEENHYET,

setenv $SQLANY /opt/CSCOacs/SYBSsab0
SINRETNAZEMTDHE
$SBASE/utils

$SBASE/bin

$SBASE/CSU

SBASE/ns-home/admserv
SBASE/Ns-home/bin/httpd

SSQLANY /bin

. $BASE/config\ ® CDCSU.cfgld Cisco Secure b —N#IH 7 7 AILTT, COT7AILDIN

b4 77‘) 7°:| E_E'ﬂzﬁibﬁjo :@7 7"r)I/_C"LIST config_license_key‘j:\ \J7 I\'717
EBALLEBECSAEATOCATETR 2 LMV AF—ZRLET, 4R—hD
RZATILZAADFZER. COTZEBTEE T, NAS config_nas_configkz ¥ 3
JICE, FT7AILNORY ND—=DOTFT DA —=/NINASYEEBFIL—Z, FLEFAAN—
IEFIZABDLUENASZESHDENTEXRT, cOBlOF/NYTBERN T, EFEDONASHF
—%ZEH 2 91_Cisco Secure b —/NEBETEDRSILT B ESNTEET, LA,
NASOER &, NASBEZETITHASF—ZHIBRL £7+/"&/*NAS/Cisco Secure secret key
YTT. TOWBOE—DARFFRIROEHTT,

NAS config_nas_config = {

{

/* NAS name can go here */
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/* NAS/Cisco Secure secret key */
/* message_catalogue_filename */

1, /* username retries */
2, /* password retries */
1 /* trusted NAS for SENDPASS */

AUTHEN config_external_authen_symbols = {

ZhZz{T53%B4E, Cisco SecurelC ML T, F—ZRWEFTIZ. IXNTONASE DBENFHH
ENTVWBRCEZEAET,

. TINY J1E#HR Z lvar/log/csusloglc i Y ImWBE I, CSU.cfgh—FELEDEI S 3> ICTH Y
ETY, COTRE. Y—NCTFNYTOERTEZRLTVWET, OX7TFFFFFFFE, AIRER T
NTOFNY T ZEBMLET, COTZEEEMELRFEELET,

NUMBER config_logging configuration = Ox7FFFFFFF;

ROEMTE, 7Ny JERZl0cal0llEFELE T,

NUMBER config_system logging_level = 0x80;

F . letc/syslog.conf7 7 AI)NZZBETBICE., KOOI MNJ)ZEMULET,

local0.debug /var/log/csuslog

RIZ, syslogdzZ U H A VI L THFEKMAKLET,

kill -HUP ‘cat /etc/syslog.pid®

Cisco Secure— Nz Hi2EBL £,

/etc/rc0.d/K80Cisco Secure
/etc/rc2.d/S80Cisco Secure

EEWREDEFI T,

oo EERALT, Y, JII—TkEREBML LY, CSimportl—F 4 T « &ZBHN
LEVWTEXET, CORFAIXVNOBREILHDT7SYRNT7AINOH T IINI—HIE.,
CSimportZ AL TRAEICT —ER—AILBHTEERT, chSOI1—FRETANEWTE
EL., I—HYHFBEPOI1—HZEEBLESHIBRTEERT, /1 VR—KFETTHE, GUIA
SAVR—NENEI—YEZERTEEXT, CSimport:

CD S$BASE/utils

I—YBRCIIN—T707 74N E AT LLEOEEOEFHREED T 7AIILIZREFEL, K
([Z$BASE/UtisTA LV NUASTF—F2 ZRITLET(H : /etc/rc2.d/S80Cisco Secure), 1
—+Hroot& U Ttest (-)A 7> 3> Z#EHAL TCSimportZX1TLE T,

./CSimport -t -p <path_to_file> -s <name_of_file>
I—TFOBXZTARNLET, ROXSIBAYE—IDHFRRENET,
Secure config home directory is: /opt/CSCOacs/config/CSConfig.ini
hostname = berry and port = 9900 and clientid = 100
/home/ddunlap/csecure/upgrade.log exists, do you want to write over 'yes' or 'nmo' ?
yes

Sorting profiles...

Done sorting 21 profiles!

Running the database import test...

ROEDIBXRX Y E—JRREZFELBEVWTSEZ,

Error at line 2: password = "adminusr"

Couldn't repair and continue parse

I5—HRELENESH ERERTSICIE. upgradelogZF/ANT, Z7OT77AIIHFF T Y
DT IRENTVBR L ZRAELET, T7—NBEESn=S, $BASEMUtiIsTA LI K
A5 F—F 2 ZE1T L (Jetc/rc2.d/S80Cisco Secure), 1—Hroot& L TCSimport&commit (-
AT AVTRITLTIA—HEF—EIR—AICBELET,
./CSimport -c -p <path_to_file> -s <name_of_file>
CCT%H, BEHE*¥upgrade.logic TZ—FRREhFLEA,

MHR—RENTWBRTSOHE., TO9ZHILT 1Y 7D "Cisco Secure Compatibility ; =52
HEhTWET, PCTZIH T, [Cisco Secure/Solaris]7R Y 2 Ahttp://#.##H#lcsERA > b
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LEJ., TR, ###IECisco Secure/Solarist—/NDIPTT, RRENDEE T, 1—

H(Zsuperusere AL, /NAD— RiCchangeme&E AL ULET, CORKRTNAT—REZE
BELBHEVTLEETV, BIOFIETCSimportZ AT 258, BMenizl—YELETIL
—THARRENET, . ZB7/OYIEIUYILTAZICLT, GUIZFERL T
—HBLROPITIN—TZ2FHTEMTEXT,

BEQOEYRNTFYT

ZE:COIN—RREWR. CiscolOSY T RIITVIU—A1205.TUBNFBZRE TSI —XTHRE
NEL L, CiscolOSY T RIIT TV —A11.3.3.TEABE T, tacacs®fb ¥) IZgroup tacacsH*
RRENET,

CORRT, I—RZRELET,

1.

2.

IL—Z DERES(CCisco Secure 2B TLE T,

/etc/rc0.d/K80Cisco Secure to stop the daemons.

IL—2T, TACACS+DFHEZRBLET, 41 X—7ILE—RICAY, O Rtconft& A
ALET, COBXIZKY), Cisco Secure M BEL TLWAWERIZHHTIL—2A5OY D
77/\é 7(162_&:75‘7&<73U¥3'o ps —ef& | grep Secure’&ﬁﬁﬁ L/_C\ Cisco Secure?f)‘"%ﬁ
TNTVWEVIEZ®FEL, Z7OEANROBERF-IZRERTLET,

I -—— Turn on TACACS+ aaa new-model enable password whatever !/--- These are lists of
authentication methods, !--- that is, vtymethod and conmethod are !--- names of lists, and
the methods listed on the !--- same lines are the methods in the order to be !--- tried. As
used here, i1if authentication !--- fails due to Cisco Secure not being started, !--- the
enable password 1s accepted !--- because it is in each list. aaa authentication login
vtymethod tacacs+ enable aaa authentication login conmethod tacacs+ enable !/--- Point the
router to the server, that is, !--- #.#.#.# 1s the server IP address. tacacs-server host
#.#.#.# line con 0 password whatever !--- No time-out to prevent being locked out !---
during debugging. exec-timeout 0 0 login authentication conmethod line vty 0 4 password
whatever !--- No time-out to prevent being locked out !--- during debugging. exec-timeout 0
0 login authentication vtymethod

ORICEBHEIC, Telnet 8ROV Y —I)L R—MNEATEIEHMEIL—EINTIEATESC

EMFELUET, Cisco Secure N RITENTVWAVWESD, 1 XZ—TINAT—REZFTAND
VENHY)ES, FB: AV R—hOEY2aVETITATIZLTEE, 1 %—
TLE—ROFFRLLLET, COEYIIVERILTIRNEETREVTFREREA, CORR
TIL—BZANOT I AZFRLES, OV ITIRNETICREZLEETEDLSICTILE
FHYVET, L—FTOH—NEIN—ZREOARZ02a>z2BRITHICE,. XX
REFRITLET,

terminal monitor

debug aaa authentication

.root& LT, Y—/\TCisco Securezi2EH L £,

/etc/rc2.d/S80Cisco Secure

KW ZTOEANBBENETH, S80Cisco Secure TEREETNTWBR KW EZLL DT
NYTEBMILEVDOT, ROFIEZRITLET,

ps -ef | grep Cisco Secure

kill -9 <pid_of CS_process>

CD $BASE/CSU
./Cisco Secure -cx -f $BASE/config/CSU.cfg to start the Cisco Secure process with debugging

XA 7S 9FBE, CiscoSecureN 7 #F T 50 RTEHETZD D, IL—2EHF—NEDA
VRSO AVERIETEETT, IT7—AVE—DRERSNELA. xATIHNER
T. Cisco Secure7’ Ot AN BEh, NTLET,



5 80D 14> RJT, Cisco Secure N BEIL TWBD EZBRLET, ps -er& AHCisco
Secure 7O AZRLE T,

6. LT, Telnet(vty) 1—H (& Cisco Secure CRALT D HEN BV ET, L—RXOFNY T %=
FRALT, XY RNDT—=00ROFHE LS I—RICTelnetiE it LET, L—RFEI—HFBEN
AD—ROZF7OVTNEERTIVLENHYVET, XOI—HIDENAT—ROEZEDE
TIL—RICTIVEATEREFIT T,

adminusr/adminusr
operator/oper
desusr/encrypt

H—NEIL—ZFZERLT, 125023, D2EYREEThERE, BE. EXEGE"R
BRELET, BB BDESFEBELTHASRNEXRET,

7. 1—YHCisco SecureZ N L TR Z2Z T TAZ—7ILE—RICADBARE. I VY—IR
—RNEY S IaUNERETIOTATTHZEEZEEL, AOOANY REL—ZICEBMLET

o

!--- For enable mode, list 'default' looks to Cisco Secure !--- then enable password if
Cisco Secure is not running. aaa authentication enable default tacacs+ enable

8. ZN T, CiscoSecureZ AL TEMICTZIHBRENFHVET, IL—RXOFNYITE2FEALT
VRYRND=U0BI0Eo L SIIL—R CTelnetERLET, L—2DF1—HR/I/NAT—RD
ANERDDE, ARL—/0 I—YARL—ZHF A1 Z—TILET—R (BHELXRI15) IZA
25&ddE, INAT—R Tciscoy M"YBETT, DI —HE, BFELARILOAT—HKX
> N (£ Cisco SecureF—EUNZTI ) FVe, 1 Z—7ILE—RICADZERT
ZEEB A, CiscoSecureD A RSV IAVHFRRENDT—NEIN—XEZEHRLET, L
ERE, BEETCNDHE. I8, ERBETT, HITITHHICEBEZEELTSEETL,

9. AV —=IAR—RMIZEHL EEEH—/VLEDCisco Secure 7Ot AZA I &8, Cisco
Secure X LTEI—HYNIN—BRICTIOEATED L ZHERELET,

'ps -ef' and look for Cisco Secure process
kill -9 pid_of_Cisco Secure

BIOFIETIT2 /= Telnet & enable Z#V)IBL F9, JL—AR &, Cisco Secure7’ Ot AN IS
B9, I—IHFFI72ILNOAZ—TINAD—REZFRALTOTA VB LA Z—T )
T—RICABD L ZRBIDIZLEN BYVET,

10. Cisco Securet—/N\ZBEi# 28 L. Cisco Secure TR TR HEN H B I)IL—X N DTelnettz
v aAVEBILET, cOEYSZ 3k, CiscoSecureTA YV —I)LR—RNI—HDOR
3l & #EER ¥ B 7= 8 (Cuserid/password operator/operE AL E I, IV —IR—KENL
TIN—RCOTVA>VTEDET, I—REAZ—TILE—RTtelnetLEXRFRICLET, &
EZE, AVY—ILR—RENLTIL—B2ANOROEEASOFTTIRL, OY—IR
—NCIBEELET, Uaio1—YIDENATD—ROExEDLEEFEALTOTA TS
OV —I)LR— N§BREk. Cisco SecureZERATAXEN HVWET, L&A, 1—Y
ID//NA™)— Roperator/oper, /NA7J — RciscoZfEAL TA ZX—AE2EBMICTEIHLENHY)
£9,

E

COEVSIVTRER, CORFIAXANTHAITIHREZRETDLOICLEZBRERMLT
WEd,

ggll

F:C0EVIIDTHEASNZ AN ROFMZEFANSICIE. Command Lookup Tool(E &1
—HER)ZEFEAL TSEEL,
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A DiEn
RAOEME AT I>TT,
FI7 AT, L—RICERD3D2OIIV R LRILF B ET,

. 4L X)JLO ( disable, enable exit, help, logout’® & )

- BELARITenetB KO 7OV 7 ROBEL X)L Erouters &

CBELARIIS  AZ—TILRILETOY T M routers
FEAAREA Y RiE, CiscolOS7 1 —F¥EY N, CiscolOSY 7RI TFVI)—RA, JL—4&
DEFINBEICMETSDED., LRIMNBELTI15OITXNTOON ROBEHNBRIVARNEHY) E
BA, ZEAWEF, showipxrouteld, IPOHDT7 1 —F v+ Y NMIFFEELEEA., xXOA—ROR
Ak, NATHAEATKATUVWEVZE, BLRUTEREBEVER/Nf 1THATVEVWIL—XEFILIC
(&show environment? ZE L xW iz T,

BEDLANILOBEDI—2TEATELAIN R, MHELRNILOBER. L—207027
NTHRLET,

i

CSCdi82030f R&EZEENDE T, AV —IIR— PRI HeEEE L TEMEhEBATLE, &R
DTN—ZRASAYVITIRENDITEMZRS TLOHIC, DAYV —IIR— EREET7 I b
THA7ICBATVET, I—HFHFOAV-IZEBLU TYENICT IV LATERFZERK., OV —
I AR—KRFEARFHEYMRATRESYEEA, =L, OV —I)LFR— NEBEEIE. authorization
exec defaultf WORD Y > R TCSCdi82030/ Rix & h #=Cisco IOS1 X— Dline con 0V > R
THAILITDEHNTEFT,

RDATY TERITLET,

1. )L—& &, Cisco SecureZML T, IXTOLARILFLEF—ZFHOLARILTIN REFAT
BDEOICERETEE T, RON—ZFFETRK, IXTOI—HIZ, Y—NELTOOT RE
NOBIAEDREZFATL TWET, Cisco SecureZFAL TINTHOIX REFAITEE
I, B—=NAHFFT DL TVRGEERRANDBEBZRVLESD, noneo Cisco Securetr —/AH"F
JUTVBRRET, ROON RZAHBDULET, Cisco Secure CRAMZEMICT I EHZ
HIBRT B ICIE, RO REAHDLET,

no aaa authentication enable default tacacs+ none

ROIAX > RZEAHDL T, CiscoSecure AN REFAIZITHELDIERLE T,
aaa authorization commands 0 default tacacs+ none

aaa authorization commands 1 default tacacs+ none
aaa authorization commands 15 default tacacs+ none

2. Cisco Secure—/XMOEITHIZ, 1—HID//N AT — Rlonusr/lonepwdZ A L TIL—ZI(C
Telnet#ELE T, COI—HEF, ROOVY RUABGRITTEEE A

show version
ping <anything>
logout

LA81 @ 1 —+*adminusr/adminusr. operator/oper. desasr/encryptid. default service =
permit ZEFEAL TINTOIANY RZERTTEDMENHYERT, 7OCLAICEEN H D5
Bk, =2 TAZ—TILE—RICAY, ROOXV REFEALTHFITFNY TZFICL
9,

terminal monitor
debug aaa authorization

Cisco SecureD A RSV AUNRTENDH—NEL—XEERLET, L&z lE, &
FEEhdFmM,. BE. EXBETT, BENfHI2HEREFBELTHSRAEALET,
3. )L—& . Cisco SecureZNM L Texect YAV AHFATAHRDIIIERETE LT, aaa



authorization exec default tacacs+ none1Y > Rk, exectYy < 3> LT S TACACS+F
A%2%RELET, chEBAITDE, I—H0ER/EEZ, telnet, todam/todam,
todpm/todpm. & & U'somerouters/someroutersic XN RUVET, cNDIAN RZEJIL—ZIC
EBimML. 1—Y0time/time& LTI —AR ICTelnetiE LU = 1E. exectzy 23 > A1 R
WEERFIZHEY E T (settimeout = 1), I—Htelnet/telnetid L —RICAVW ETH, T<ICH
DT RL AIZEFE E 1 E 9 (set autocmd = "telnet 171.68.118.102"), todam/todamd & T
todpm/todpmidk. TARNFOEZIICKEU T, L—RIZTIOEATES, ELETIVLATE
BVATREMEN H V) ET, 1—Hsomeroutersid, XY NT—210.31.1xHh5I)—2
koala.rtp.cisco.comiZTelnetiEfi 32 & LA TEEH A, Cisco SecureH' )L—R B DfFR
ZRAET, IPTRLAR10.31.15Z2FATRHEE. BRATONBEVEEEEMNT, Bl
koalaZEA T2 HESRRBANSBIBL TLWABEEEMTT,

FHY>T4F0EM

TAHAOOT AT OEBMEATS3>2TY,

1. L—Z N CiscolOSY 7R IITTFT 1) —A11.0& ) #ENDCisco lOSY T RII TV —A%EE
TLTVWREE, L—ZTRESCINTVAEVRY, PHIODTAVTRETEREEA, I
—RTCTNITA T ZBMIITEET,
aaa accounting exec default start-stop tacacs+
aaa accounting connection default start-stop tacacs+

aaa accounting network default start-stop tacacs+
aaa accounting system default start-stop tacacs+

3 : CiscoBug ID CSCdi44140TAXR Y RT AT A VI NFBEBATVWEL N, ChhE

FEhAX—272FEALTVWAEBEE. ONVRTAITAVTEAMICTEERT,
2N—BIZTHooT427LA—ROFNY TZEMLET,

terminal monitor

debug aaa accounting

3.AVV—=ILOFNY I TR, 1—FFad4>3sd&, Y—NICABDTHOT142TL
— RAFRRENET,

4. FHooT4JLdA—RZIL—NELTEBTRICE., ROFIEZETLET,
CD $BASE/utils/bin
./AcctExport <filename> no_truncate

no_truncatea75‘“5_“_9/\‘_7\‘::1%%6 1’1%) c (‘: E%uik L/ 353-0

AAYILTFT Y 71— DEMN

RDATY TERITLET,

1. 2AYIWTY 71— %BMTSHIZ. Cisco Secure® T D DMEEN EIET D _ & #FERR
LTLKEEVW, CORRRKYBIICCisco Secure b —/NEETLNFBHELTVWEAITAE, 20
RRZBEDEEBHELEE A,

2 )—BRECROII RZEEMLET,
aaa authentication ppp default if-needed tacacs+

aaa authentication login default tacacs+ enable
aaa authorization network default tacacs+

chat-script default "" at&flsO=1&hl&r2&cl&d2&blelg2 OK
{VE—TIAADBERGRBEVETH, COPTRAA VLAV ERERDRETHEAL
TVWERT,

interface Ethernet 0
ip address 10.6.1.200 255.255.255.0



! I--- CHAP/PPP authentication user: interface Asyncl ip unnumbered EthernetO encapsulation
ppp async mode dedicated peer default ip address pool async no cdp enable ppp
authentication chap ! !/--- PAP/PPP authentication user: interface Async2 ip unnumbered
Ethernet0 encapsulation ppp async mode dedicated peer default ip address pool async no cdp
enable ppp authentication pap ! !--- login authentication user with autocommand PPP:
interface Async3 ip unnumbered Ethernet0 encapsulation ppp async mode interactive peer
default ip address pool async no cdp enable ip local pool async 10.6.100.101 10.6.100.103
line 1 session-timeout 20 exec-timeout 120 0 autoselect during-login script startup default
script reset default modem Dialin transport input all stopbits 1 rxspeed 115200 txspeed
115200 flowcontrol hardware ! line 2 session-timeout 20 exec-timeout 120 0 autoselect
during-login script startup default script reset default modem Dialin transport input all
stopbits 1 rxspeed 115200 txspeed 115200 flowcontrol hardware ! line 3 session-timeout 20
exec-timeout 120 0 autoselect during-login autoselect ppp script startup default script
reset default modem Dialin autocommand ppp transport input all stopbits 1 rxspeed 115200
txspeed 115200 flowcontrol hardware ! access-list 101 deny icmp any any

. Cisco Secure® 1—H 7 7 A4 )LH 5 : chapuser:CHAP/PPP : I—H¥A BE1THA A YILA >
LET, TRLARER, E7OF7 )L MOipF? KL A7 —)Lasync® &k Tip local pool async
10.6.100.101 10.6.100.103k= & = T)L—Z (= &) ¥ T 5 % F chapaddr:=CHAP/PPP : 1—
HAEFITHA A VILALET,. 7 RLA10.291.99FH—NIZ&K>TEIYHTSNhD
chapacl:CHAP/PPP : 1—HFEHF1TH A VI A LET, 7 KL A10.29.1.100(F H—/\
ICR2TEIVWETSh, BETIVEAVAMUMFBEAEAET (IL—XTEXRTHIHLEN
HY)ET ), papuserPAP/PPP : I—H AN EF2THAAVILLET, PRLARK., E7DOTF
7 )L Mip7 KL A7 —JLasync® & Tip local pool async 10.6.100.101 10.6.100.103(C & =2
TI—ZRICEIV) Y TS NETpapaddr:PAP/PPP : I—HHNE#H2THA A VILALET, 7
KL 210.29.1.98kk 4 —/VIC & 2 TEIV) X T S hBpapacl:PAP/PPP : 1—H A E#H2TH A
YILLET, 7 RLA10.29.1.100FH—NIC &> TEWH TSN, BETFTIEAVAN
101 ERAENET, CREBFIL—FXTERITDIHLENH'V) FJloginauto : I—HFNF> S A
THAALVILLET3, autocommand onlineZ AL =05 4 VFREEICK Y, I—HEmdE
MICPPPERZITV., 7—IASTRLAZEVHETShET

. 1—%—loginautoZ r < 9 X T M 1 —H—H ®Microsoft Windowst ¥ K7 ¥ 7'[Start] >

[Programs] > [Accessories] > [Dial-Up Networking] D JEIZi®R L £ ¥ . Connections > Make

New ConnectionDJEICEBIRLUET ., EHROBZALLET, TFLEEOEREASLL

%9, [Configure] > [General] T, EFANDHREEEZBRLET, LEL., XOFI VIR

YORAEAIZLEEWTL ZE L, [Configure] > [Connection] T, 87F—&XEY ~, /NUFT 4

BL, 1ANYTEY NEFRALET,. I—IIERERE., [FAVILTDHCASLVIN—%

#Fole[E/RL TV EVGEE20080 2 CO—-INEF ¥ 2ILITT, [F#l]T. [/\—RVI

T70—#E[ERRA TEE | DHKERBIRL E T, [Configure] > [Options] Tlk, AT—2X

AEEBEOTZRE, MEFIVYILBVTLEEV, OK|ZIUYILET, [RN]T 1>
RIT, WAEDEFEESZANL, [RN\Z22VYOLT, [ET1Z7VYIOLET, HLL

BRT7AONRRENES, ThzehoUyoLZ7aONT1128RL, [H—NNOEE

122Uy O LET. PPP.WINDOWS 95, WINDOWS NT 3.5, InternetZi2RL, BELZF

7232VR@3FIvoLBVTLEZV, [fAThEzxY ND—270R3LT, DL

£ TCP/IPZMERL £ T, [TCP/IP settings] T, [Server assigned IP address] . [Server

assigned name server addresses] . [Use default gateway on remote network]® I Ci23R L

£T, OK|ZIVYILET, PAA XTIV U Y UL T[#EHE(Connect To)]J 1 >

ROZBE, FAVILTBICE. [I—HHE(Username)]7 1 — )L RENAT—R

(Password)]7 4 —JL RIZCABZ L., [#EH(Connect)| 2V VY VTBDUENFHYVET,

. Microsoft Windows 95 Setup for User loginauto 1 —%#loginauto M E. autocommand

PPP%&fEf U /=583 1—%1&. [Configure] > [Options]V 1 > RO ZEKRE, O 1—FEFU

BREIC& ) £9, [Bring up terminal window after dialing]2 A ICLET., 741 &2X 7))

1)UL T[#ER%(Connect To)| V1 RUZRE, A4 VINTBDE, [1—H & (User



name)]7 1 —J)L R&E[/NAD — R(Password)]7 1 =)L RICAHLEE A, [Connect] 20 1)
YOU, L—ZN0EGEAEILIENES, BEVDJA 2V RVICI—HYREENAT—RZAHDL
£9, RAHNTT LS, [Continue (F7)|ZVVYILET,

EBREORS TN A —F AT ERATEZRRERLET,

N el
&
\

./Cisco Secure -cx -f $BASE/CSU S$SBASE/config/CSU.cfg

L=2

FORTYNADE=T)RZ Y= (BEI—YEAH) (OIT) F. BED show AX RZEYH
R—bhLETF, OIT ZFEAL T, show AN ROH IO DM ERRLET,

3 :debug AN RZFEATSAEIIC, "debug AV ROEELEH. 25RBL T EEV, &
EOIANY ROFMIZOVTIE, TCiscolOS Debug AN RUT 7L Ay ZSBLTLKEE
L,

. terminal monitor : MEND X —ZFILB LY 3> NDdebug XY REBEZATLILS
—XvtE—2J72RRLET,

. debug ppp negotiation : PPP ORBRICIEEE N PPP/NT Y RZERRLET, PPP OF
BREFICE PPP A2 arfxdI—RENFET,

- debug ppp packet : EZEE NDPPPNT Y RERRLET, COOXY RIFELARILDON
TYNZUTHERRLULET,

-debugpppchap : F YL PRA7ONII(CHAP)ZRE T DA X—XY NT—UND KNS
T4V IBLVORRUCEHTBDERZRTLET,

. debug aaa authentication : FRHE N TVWBRIAARNE TOFEREERELET,

- debug aaa authorization : FEE N TVRHFTAREZTOHEREEIBLET,

Cisco Secure 1—Y7 74J)L

group = admin {
password = clear "adminpwd"
service = shell {
default cmd = permit
default attribute = permit

group = oper {
password = clear "oper"
privilege = clear "cisco" 15


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/docs/ios/12_2/debug/command/reference/122debug.html
//www.cisco.com/en/US/docs/ios/12_2/debug/command/reference/122debug.html
//www.cisco.com/en/US/docs/ios/12_2/debug/command/reference/122debug.html

user

user

user

user

user

user

user

user

user

service = shell

{

default cmd = permit
default attribute = permit

adminusr {
password = clear
default service
}

desusr {

"adminusr"
permit

password = des "QjnXYdlkd7ePk"

default service
}

operator {
member = oper
default service
}

time {

default service

password = clear
service = shell

permit

permit

permit
"time"

{

set timeout = 1

default cmd = permit
default attribute = permit

todam {
password = clear
service = shell

"todam"
{

default cmd = permit
default attribute = permit
time = Any 0600 - 1200

todpm {
password = clear
service = shell

"todpm"
{

default cmd = permit
default attribute = permit
time = Any 1200 - 2359

}
}
telnet {
password = clear "telnet"
service = shell {
set autocmd = "telnet 171.68.118.102"

limit_lifetime {
password = clear

}

"cisco" from

"2 may 2001" until

"4 may 2001"
}

loneusr {
password = clear

"lonepwd"



service = shell {
cmd = show {
permit "ver"
}
cmd = ping {
permit "."
}
cmd = logout {
permit "."

}

user = chapuser {

default service = permit
password = chap "chapuser"
service = ppp {

protocol = lcp {

}
protocol = ip {
}

user = chapaddr {
password = chap "chapaddr"
service = ppp {
protocol = lcp {
}
protocol = ip {
set addr = 10.29.1.99

user = chapacl {
default service = permit
password = chap "chapacl"
service = ppp {
protocol = lcp {
}
protocol = ip {
set inacl = 101
set addr = 10.29.1.100

user = papuser {

default service = permit

password = pap "papuser"

service = ppp {
protocol = lcp {

}

protocol = ip {
}

user = papaddr {
default service = permit
password = pap "papaddr"
service = ppp {
protocol = lcp {



}
protocol = ip {
set addr = 10.29.1.98

user = papacl {
default service = permit
password = chap "papacl"
service = ppp {
protocol = lcp {
}
protocol = ip {
set inacl = 101
set addr = 10.29.1.100

user = loginauto {
default service = permit
password = clear "loginauto"
service = ppp {
protocol = lcp {
}
protocol = ip {
}

user = somerouters {
password = clear "somerouters"
allow koala ".*" "10\.31\.1\.*"
allow koala.rtp.cisco.com ".*" "10\.31\.1\.*"
allow 10.31.1.5 ".*™ "10\.31\.1\.*"
refuse ".x" v xm o xw
service=shell {
default cmd=permit
default attribute=permit
}
}

EEH

. Cisco Secure ACS for UNIXBGE D HR— b
- E2F2AUF 4 HEICBIT S Field Notice ( Cisco Secure UNIX 288 )

P
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