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1. CentOSH— /YD ERE

ﬁl{!ll

1TAN—RFALIRNIZIL—RI—HELTERLET,

mkdir -p /cisco/engineer

12.1—5TIN—7T0ERK

groupadd tac

1.3.20OX Y RIF, A—Y—ZXAFALIRNY (77A4)) ICEML, I—H—HTI)—
TIVOZTIRTRCEZEBELET,

useradd -d /cisco/engineer -s /sbin/nologin engineer
usermod -aG tac engineer

3 : OY > RO/sbin/nologin® 7 ld. 1—FHFEF21 7> T)L(SSH)ZALTAT A TE
BOWCEZRLTVET,

147740V 2T7Y70—RIBDFALINIOERICEHET,

mkdir -p /cisco/engineer/repo

141F 4L ORI T 7AIINDERZRET S,

chown -R engineer:tac /cisco/engineer/repo
find /cisco/engineer/repo -type d -exec chmod 2775 {} \+
find /cisco/engineer/repo -type f -exec chmod 664 {} \+

1.5. CentOSH—/N\NRBAEOF IV IV EREITIDTALINIET7TAINEERLET,
F14LOINU:

mkdir /cisco/engineer/.ssh
chown engineer:engineer /cisco/engineer/.ssh
chmod 700 /cisco/engineer/.ssh



File :

touch /cisco/engineer/.ssh/authorized_keys
chown engineer:engineer /cisco/engineer/.ssh/authorized_keys
chmod 600 /cisco/engineer/.ssh/authorized_keys

1.6. sshd_configZ AT A7 7A)ICOV 1 HEREEKL £,

CNT77AINERETAICIE. COIOAX RTvimLinuxW—I)LZ2EALET,

vim /etc/ssh/sshd_config

1.6 1FEEL T2 RICEMLET,

#Subsystem sftp /usr/libexec/openssh/sftp-server
Subsystem sftp internal-sftp

Match Group tac

ChrootDirectory %h

X1lForwarding no

AllowTCPForwarding no

ForceCommand internal-sftp

1.7.sshd_config> AT L7 7A N ORPZEEITHLHIC, OAIX REERITLET,

sshd -t

E i EAIF, V7ML OBXAELVCEZBRLET,

1.8. SSHY—EANHEEICEAFTT,

systemctl restart sshd

¥ —EoLinuxY—/NICEselinuxAFBRAEhTEY, CONTX—RZRBRETHICIE.
getenforce 1N > RZFEHATEE T, MEHT— RDFEEpermissivelC EET D EZHEH
HLET,

1.9. (#7232 ) semanage.conf7 7 1 )L Z#wm&EL T, 5Bl ZpermissivelZZREL £,

vim /etc/selinux/semanage.conf

1V > Rsetenforce0%ZEML £,

setenforcel

2. ISEVRD N DORRTE

21.1ISEFdZS 74 v 01— AR —TIAAGU)EFEALTURS N ZEBMLET,

[& (Administration)] > [ AT A X > T3> A(System Maintenance)] > [J R s 1) (Repository)]
> [EMAd)CBBLET
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Roepoaiong LSt » Add Repository
Repository Configuration
" Repository Name | sftp_pkd

* Protocel [SFTP =]

* Secver Name | 10,88 240,10 |

“Path [/ |

Credentials

* Enatla P¥I autherticaton [

" Liger Name | engineer

* Passwold

| subrrit JECL

F:IDPZT7OL—RFALIRN)TRBELrepoT I LI NVICT OV EATEIVENHS
Bak., 2—7Y NNA/Irepo/ THRIMBEN HV)ET,

Host ey of sftp server must be added throwgh (LT using ‘crypto host_key add” exec command before this
repository can be used. Also ensure that the host key string matches the host name used in the LIRL of the
repository condiguration, To acoess thie P enabied repository, genemte key pairs from the GUI and expoet the
Pl kiry onbo your local maching, Copy this public key onba the PRI enabled SFTP server and a4 It to the
‘suthorined_keys' lile

3. ISE—/NTHF—RTFEZERT S
3.1. ISE GUI

RICRT LS, [BE]> [PATFARXYTFYA]> [URI NU]> [F—RTFOER|ICBBL %
T
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AR —TIALAACLYSF—RTZERTIVENF HYET,
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BAANATL—REAALET., chldk, F—RTZ2RBEIILOICHBETT,

Erbisr 1-- -
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F:ARF—EIVAR—NIRHIC, ETF—RTEZERLET,

BI2.8RAF—DIVAR—NIEHZRET,

[E# (Administration)] > [ AT A X > T3> A(System Maintenance)] > [ R s 1) (Repository)]
> [ABF — D T O AR— N (Export public key)|ic BB U £,

[Export public key] ZiBIR U £, id_rsa.pubE WS BH DT 7 I ERE NhETF(CThEENS
BOLHIZRELTLSEEWV),

. [ Opening id_rsa.pub

ou have chosen to open:
id_rsa.pub

which is: PEM file (3296 bytes)
from: https://10.88.240.96

What should Firefox do with this file?
Openwith Choose.,,

0 Save File

Da this automatically for files like this from now on.

3.2. ISE CLI
321 VRS NUDREZKTITSD /—ROCLICBELFT,

X OBANS, PKIRAIZFEALTSFTPURD NUANDT IV ERAZHFTTSHE/—R
T, ROFEFBEICBEVET,



322.2MONY RZEEITL T, LinuxY—/NDIPZhost key> AT L7 7A)IZEMLET,

to host key add host <Linux server IP>

323 N7 UYHUCLIF—%4KT D,

criito kei ienerate rsa iassihrase <iassihrase>

324 XMIXY RZFEAL T, ISEOCLIN SRRAF—T77AINEIIAR—MLET,

crypto key export <name of the file> repository <repository name>

X REXF—TT7ANEIVOAR—RTED, URIICT IV EAABEBEUVRS NUFBETT
| ise2ahtts/admin# crypto key export public repository FTP
4.E
4.1. CentOSH—/NICATA > LET,
authorized_key 7 7 A L2 LLRTIICEBR L =7 # LA ICBBULET,
A2FBAF—T7 7M1 ORE
VImMOY Y REEFTLT, 774N EEELET,
vim /cisco/engineer/.ssh/authorized keys
43. "TF—RTOERL EV23VOARTY 4B LV TEREN LI TV EIE—L TR
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Linux¥—/Y E®Authorized_key 7 7 1)L :

sh-res ALLARINGaClyo 2 EARLADACABANABADD ) opgsETREacBaTPLs0rafEr¥aiwsogaTSuTeP Tol+0z 1 t1&0ART I J/PEresw FuraNgluEnSHa L kFOFPAJ rEqol BLATus Ze 1yMa LSt L
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447 FANICF—ZBE)FH R, EscF—Z#HL, wgZEITLET ! OV RERTLT,
774N EREFLET,
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1. LinuxY—N\AS5, COION RZroot& LTRITLET,

tail -f /var/log/secure

RICRIRSIC, HOZRTIDBEF BV,

[reatflocaltadat =)@ rail =¥ frarflogfaeturs

Apr 1T Z1:AT:EY lesslhont sehdlddBl1T0: Accepted puplickey for root from LO.24. 148,334 gart G1LGF pehd: REL SHATEG ;HNHNDTATVEDECH TyegfL NOGRIWF s
GbuEWiE o s ey

Apr 17 21:37:83 lecalhodt dyitend|atd11¥): psa_uvsislayitead-wieor:dednion): dadilon opened Far uder ook by (ulded)

Apr 1% F1:ATiRR lecalhont sehdldfBlld): pas wsdwieshdissssienl; sepplen spingd for user roet by (ulds@)

ApE 1T 21r3BIIF letalhodt sahdlse828001 Aveepred publichey FoF enpinee? fros 18, 24,180,734 port &L184 f4hd! EcBA SHADGE ! MMNEIAVEDEDLT fagP LEDEE AW
FlueGEE LWL ks sedL

Apr 1T P1:RE:27 lecslhont syetesdlbidel]: pes_vsiciepstesd-srerissesiond; sevsion cpened for ueer anginesr by (uldsd]
ip: 1T FLr3BrIY lecalhost sahdl el pis_valuisskdlasdslonl! seasien spesdd Tor uider englnedr By [uidsB)

2. ISERRELDHEE
GUIT[Administration] > [System] > [Maintenance] > [Repository]I_ &L £ 7,

URZ KU VDARDSBEHOURI N ZRBIRL, "KL Z2BRULET,
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B E O A TBBIZ[Server Response]e WHRY TP Y THRRENET,

ll Sy RO o
Reposbory vakdsted successfully

CLIA 5., showrepo sftp_pkidV > RERITL T, F—ERIELFT,

ISEZESICTFNYTIBICE, CLITROIONY RZETLERY,

debug transfer 7

RORICRI LS, HOZRRIBDBENHYNET,

R

https://www.cisco.com/c/en/us/td/docs/security/ise/2-
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