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adm n@MC:. ~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now
129 statistics lines read

host limt: 50000 0 50000

pcnt host limt in use: 0.01 0.01 0.01

rna events/second: 0. 00 0. 00 0. 06

user cpu tine: 0. 48 0.21 10. 09

system cpu tine: 0. 47 0. 00 8.83

menory usage: 2547304 0 2547304

resi dent nenory usage: 28201 0 49736
rna flows/second: 126.41 0.00 3844.16
rna dup flows/second: 69.71 0.00 2181.81
i ds al erts/second: 0. 00 0. 00 0. 00

i ds packet s/ second: 0. 00 0. 00 0. 00

i ds conm records/second: 0.02 0.01 0.03

i ds extras/second: 0. 00 0. 00 0. 00

fw_stats/second: 0. 00 0. 00 0.03

user | ogi ns/ second: 0. 00 0. 00 0. 00

file events/second: 0. 00 0. 00 0. 00

nal war e event s/ second: 0. 00 0. 00 0. 00

fireanp events/second: 0. 00 0. 00 0. 00
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Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_ch_util [INFO] Delay for heartbeat
reply on channel from 10.62.148.75 for 609 seconds. dropChannel...

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_connections [INFO] Ping Event
Channel for 10.62.148.75 failed

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_channel [INFO] >> ChannelState
dropChannel peer 10.62.148.75 / channelB / EVENT [ msgSock2 & ssl_context2 ] <<

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_channel [INFO] >> ChannelState
freeChannel peer 10.62.148.75 / channelB / DROPPED [ msgSock2 & ssl_context2 ] <<

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunnel d:sf_connections [INFQ Need to send SW
version and Published Services to 10.62.148.75

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_peers [INFO Confirm RPC service in
CONTROL channel

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunnel d:sf_channel [INFQ >> Channel State
do_dat ai o_f or _heartbeat peer 10.62.148.75 / channel A/ CONTROL [ nsgSock & ssl_context ] <<

Sep 9 15:41:48 firepower SF-1MS[5458]: [5464] sftunnel d:tunnsockets [INFQ Started |listening on
port 8305 | Pv4(10.62.148.180) nanagenentO

Sep 9 15:41:51 firepower SF-1MS[5458]: [27602] sftunneld:control _services [INFO Successfully
Send Interfaces info to peer 10.62.148.75 over nanagemen

Sep 9 15:41:53 firepower SF-1MS[5458]: [5465] sftunnel d:sf_connections [INFQ Start connection
to : 10.62.148.75 (wait 10 seconds is up)

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunnel d:sf_peers [INFO Peer 10.62.148.75
needs the second connection

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ |nterface managenentO is
configured for events on this Device

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ Connect to 10.62.148.75
on port 8305 - managenent O

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ Initiate | Pv4d connection
to 10.62.148. 75 (vi a managenent 0)



Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ Initiating |Pv4d
connection to 10.62. 148. 75: 8305/t cp

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFO Wit to connect to 8305
(1'Pv6): 10.62.148.75
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adm n@MC: ~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now
129 statistics lines read
host limt: 50000 0 50000 pcnt host limt in use: 100.01 100.00 100.55 rna events/second: 1.78
0.00 48.65 user cpu tine: 2.14 0.11 58.20 systemcpu tine: 1.74 0.00 41.13 nmenory usage: 5010148
0 5138904 resident nenory usage: 757165 0 900792 rna flows/second:
101.90 0.00 3388.23

rna dup fl ows/second: 0. 00 0. 00 0. 00
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i ds al erts/second: 0. 00 0. 00 0. 00
i ds packet s/ second: 0. 00 0. 00 0. 00
i ds comm records/ second: 0.02 0.01 0. 03
i ds extras/second: 0. 00 0. 00 0. 00
fw_stats/second: 0.01 0. 00 0.08
user | ogi ns/ second: 0. 00 0. 00 0. 00
file events/second: 0. 00 0. 00 0. 00
mal war e event s/ second: 0. 00 0. 00 0. 00
fireanp events/second: 0. 00 0. 00 0.01
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adm n@MC: ~$ sudo perfstats -C < /var/sf/rna/correlator-stats/now

<QUTPUT OM TTED FOR READABI LI TY>

Wed Sep 9 16:01:35 2020 host limt: 50000 pcnt host limt in use: 100.14 rna events/second
24,33 user cpu tine: 7.34 systemcpu tine: 5. 66 nmenory usage: 5007832 resident nmenory usage:
797168 rna flows/second: 638.55

rna dup fl ows/second: 0. 00
i ds al erts/second: 0. 00
i ds pkts/second: 0. 00
i ds comm records/second: 0.02
i ds extras/second: 0. 00
fw stats/second: 0. 00
user | ogi ns/ second: 0. 00



file events/second: 0.00
mal war e event s/ second: 0.00
fireAVP event s/ second: 0.00

Wed Sep 9 16:06:39 2020

host limt: 50000
pcnt host limt in use: 100. 03
rna events/second: 28. 69
user cpu time: 16. 04
system cpu tine: 11.52
menory usage: 5007832
resi dent menory usage: 801476
rna flows/second: 685.65
rna dup fl ows/second: 0. 00
i ds al erts/second: 0. 00
i ds pkts/second: 0. 00
i ds comm records/ second: 0.01
i ds extras/second: 0. 00
fw stats/second: 0. 00
user | ogi ns/ second: 0. 00
file events/second: 0. 00
mal war e event s/ second: 0. 00
fireAVP events/second: 0. 00
Wed Sep 9 16:11:42 2020
host limt: 50000
pcnt host limt in use: 100. 01
rna events/second: 47.51
user cpu time: 16. 33
system cpu tine: 12. 64
menory usage: 5007832
resi dent menory usage: 809528
rna flows/second: 1488.17
rna dup fl ows/second: 0. 00
i ds al erts/second: 0. 00
i ds pkts/second: 0. 00
i ds comm records/ second: 0.02
i ds extras/second: 0. 00
fw stats/second: 0.01
user | ogi ns/ second: 0. 00
file events/second: 0. 00
mal war e event s/ second: 0. 00
fireAVP events/second: 0. 00
Wed Sep 9 16:16:42 2020
host limt: 50000
pcnt host limit in use: 100. 00
rna events/second: 8. 57
user cpu time: 58. 20
system cpu tine: 41.13
menory usage: 5007832
resi dent menory usage: 837732
rna flows/second: 3388.23
rna dup fl ows/second: 0. 00
i ds al erts/second: 0. 00
i ds pkts/second: 0. 00
i ds comm records/ second: 0.01
i ds extras/second: 0. 00
fw stats/second: 0. 03
user | ogi ns/ second: 0. 00
file events/second: 0. 00
mal war e event s/ second: 0. 00
fireAVP events/second: 0. 00



197 statistics |lines read

host limt: 50000 0 50000
pcnt host limt in use: 100. 01 100. 00 100. 55
rna events/second: 1.78 0. 00 48. 65
user cpu time: 2.14 0.11 58. 20
system cpu tine: 1.74 0. 00 41.13
menory usage: 5010148 0 5138904
resi dent menory usage: 757165 0 900792
rna flows/second: 101.90 0.00 3388.23
rna dup fl ows/second: 0. 00 0. 00 0. 00

i ds al erts/second: 0. 00 0. 00 0. 00

i ds packet s/ second: 0. 00 0. 00 0. 00

i ds conmm records/second: 0.02 0.01 0.03

i ds extras/second: 0. 00 0. 00 0. 00
fw_stats/second: 0.01 0. 00 0.08
user | ogi ns/second: 0. 00 0. 00 0. 00
file events/second: 0. 00 0. 00 0. 00

mal war e event s/ second: 0. 00 0. 00 0. 00
fireanp events/second: 0. 00 0. 00 0.01
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Events Time Window Preferences

Static Time Window

Start Time End Time Presets
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- EENROICREL EBHE,

AR —ICRITRIRENEEICHITZIER (RATIEHEE)
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. Log to Ramdisk:Ramdisk N OF > J#ge e . ALAT T —MAOBENBEEIZ OV TEH
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AR NOMBICBETAIANATS—NEEBHEL, BENEEERAMNEEETSICEK, Ch
SOAVKR—FXVRNFEDISICEMEL, HEICERATINZAXNBDIUBEN BYET,

AR N

Frequent DrainZ 4 Z7OAIL AT Z—KNik, ARV NIBEELEVTAOKLK>TRUH—Eh
SHEEMEN BV EFTH, Cisco TACTHREEND T—ADKEH K., 1R NEHEFBHROMIBIC
BELTVET, £, REBOAMNRNOREZEKITHDEOZEMRITDICIE, 1RV NE
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FMC

Event
Handler

SFDataCorrelator

SFTunnel

| 2

Unified
Events

S
Database

Firepowertz > —A2#H L VERASNTY N ZEZETR L, snont7OLCAFAIR ~NE
unified2FEXTERLET. chik, LY ERBFTHIRY/FEIAKLEBVAR NZAEICTS
NAFVEXRTT,

COENE. FLUVERIMERE NI & 2R TE HFTDION > Rsystem support trace’z 7= L
TVET, BEELTpZ2RARTLUTHALET,

192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Packet: TCP, SYN, seq 3310981951
192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Session: new snort session
192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Appl D: service unknown (0), application

unknown (0)

192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1
192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1
I nspection', action Allow and prefilter rule
192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1 0 Hit Count data sent for rule id: 268437505,
192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1 0 allow action

192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Firewall: allow rule, 'Default Inspection',
al | ow

192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Snort id o, NAP id 1, IPSid 0, Verdict PASS

Snort unified_events 7 7 A L&, 12 AZAZEIWICNA

0 new firewal |l session
0 using HWor preset rule order 4, 'Default

HHOHH



[/ngfw]var/sf/detection_engine/*/instance-N/® FICERENET, < T,

- *ESnort UUIDT Y, ChET7SAT7AZEICERTT,
- NI&ESnortf > AZ 2 AIDT, BIOHEINASA VAR AIDELTFHETERT (COHITR
MARTENTVB0) + 1
FEEOSnortA VAR AT A NFRICIE, RO2EEDunified_events 7 7 AL BV E T,

. unified_events-1 ( SBEEARVKNZET ),
- unified_events-2 ( BEIBMOEVWA R NEED ),
SERAEEARVNER, BENICEEDOHZERICHISTEDANRBNTT,

ARNDRATEBERE :

EEEE() EEEEQ)
BA Connection
NILoTT FA4AA/N

EXFIVTAATIDIA T74)
BEMITSnEERANR N HEHER

ROEAE, OB TRL—AEhEHLVERICEIDAARNERLTVWET, 74 —X VY
N (unified2 T, [/ngfw]/var/sf/detection_engine/*/instance-1/D FICEEE NEFhEFhDO 17
TARARNOVOHEANSEBENET, T, 1FEHIOHEA+1DKFEDsnortf > AR
AdTT, IZT7 74 RARNAT D7 #—X Y hB &, #Xunified_events-
2.109.1599654750_ Rt WVE T, 2BERICRLEAR NOEBEIEMNEZZRL, KZOOHKED DI
7(155559999999655555555555555555555555555) 1. 7 7 1 ILAMERE h BRI DR A4 LAA R
>7 (UnixBf@E ) ©9,

BB : Linux®date Y RZFEHAL T, UnixDEZZSKAEY) AIREBR BT ICERTEE
E

admin@FP1120-2: ~ $ sudo date -d@1599654750

202049 H9R ( 7 ) 14:32:30

Uni fi ed2 Record at offset 2190389

Type: 210(0x000000d2)

Ti mestanp: 0

Length: 765 bytes

Forward to DC. Yes

Fl owSt at s:

Sensor ID: O

Service: 676

Net Bl OS Donmi n: <none>

Cient App: 909, Version: 1.20.3 (linux-gnu)
Protocol: TCP

Initiator Port: 42310

Responder Port: 80

First Packet: (1599662092) Tue Sep 9 14:34:52 2020
Last Packet: (1599662092) Tue Sep 9 14:34:52 2020

<OUTPUT OM TTED FOR READABI LI TY>

Initiator: 192.168.0.2

Responder: 192.168.1.10

Oiginal dient: ::

Pol i cy Revi sion: 00000000- 0000- 0000- 0000- 00005f 502a92



Rule I D. 268437505
Tunnel Rule ID: O
Monitor Rule ID: <none>
Rul e Action: 2

I N T Dunified_events 77 AL DOEIC, 20D EEREEZESL T Y IR—TT7AIINBYET

o

1. FTNDA VAR AEBEIBADIRIEDunified_events 7 7 A ILICHIETBDRALAEZT .
2. unified_event7 7 A )L DBREBDOFHRHAE) AR NO/NA NENONE,
Bk, ROBIICRITRSIC, BN TCXYSIEIEFTHEATVET,

root @TD. / hone/ adm n# cat /var/sf/detection_engines/d5a4d5d0-6ddf-llea-b364-
2ac815cl16717/instance-1/unified_events-2.log.bookmark.la3d52e6-3e09-11ea-838f-68e7a£919059
1599862498, 18754115

ChICKY, FARAIIZ—2v7TOCAR, EOAMRYIFFTTIZAEET O (FMCIZEFEh
). EQARY MNFRERBENTVEVWAZHDZENTEXRT,

FARIIZ—TVHFARY N AOEKEBRTDE, 12774 RARY N7 7 ALK BIBRE h
BOEICEBLTLKEE W, SAO0HBROFEMIDVTR, "TARIIZ—T v, OEES
BLTEE W,

RLAVENTERET7AILE., ROVTIANETREEDHE, RUEBOARNERFIEH
BENXT,

1.7V IORI=DDBRALARAZ T T7AIOERBRA KLY NEV,
2.7VIOR=VDEALAZYTET77AIINOERBZAERUTHY ., 771ILAO/NA NE
MOMNBEZOHA ALY ENELBEYET,
EventHandler7Ot Ak, MEETNET7AIUDLSARY NZEFTHEY, ThesztE H—&
FMCEORBSLERFEZT>7OLATH BsftunneliBHT ( XXTF—RELT)FMCICA K U—
ﬁtléi;%CﬂHTCPN—XW?ﬁﬁTﬁét&J\ ARYNARNI)—=ZVTEFMCIC &k > THERR

[/ngfw]/var/log/messages 7 7 A )L TIROXY t—2D 2R TEE T,

sfpreproc: QutputFile [INFQ *** opening /ngfw var/sf/detection_engines/77d31ce2-c2fc-1lea-b470-
d428d53ed3ae/ i nstance-1/uni fi ed_events-2.|0g. 1597810478 for output" in /var/l og/ nessages

EventHandler: Spool Iterator [I NFO| Opened unified event file /var/sf/detection_engi nes/77d31lce2-
c2fc-1lea- b470- d428d53ed3ae/ i nstance- 1/ uni fi ed_events-2.10g. 1597810478

sftunneld: FileUtils [INFO Processed 10334 events from log file
var/ sf/ detecti on_engi nes/ 77d31ce2- c2f c- 11ea- b470- d428d53ed3ae/ i nst ance- 1/ uni fi ed_event s-
2.1 0g. 1597810478

ROEDF, ROBHRERBEL KT,

- SnortiE H A AIC (EBEIAKAIZ ) unified_events 7 7 A )L ZFE EL 1=,
cARYRINYRZE, EUunified_events 7 7 AL ZREELIE (DT 7AIHSFHEKIED
=H) o,
. sftunnelld, F@Dunified_events7 7 A )L SMBENLEAR MNOBERELEL 1,

TO®, TYIR—VT7T7ANUNEHENET, sftunnelld, SBEEANRNERBEEAIRY
N2 F ¥ hUnified Events(UE)Channel 0E1EWS20NERBRZF vy XL EZFERALET,



FTDTsfunnel_status CLIOdN > RZFEHTHE, ARNU—LAETNEARNOBREERETEEXT

o

Priority UE Channel 1 service

TOTAL TRANSMITTED MESSAGES <530541> for UE Channel service
RECEI VED MESSAGES <424712> for UE Channel service

SEND MESSAGES <105829> for UE Channel service

FAI LED MESSACGES <0> for UE Channel service

HALT REQUEST SEND COUNTER <17332> for UE Channel service
STORED MESSACGES for UE Channel service (service 0/ peer 0)

STATE <Process nessages> for UE Channel service

REQUESTED FOR REMOTE <Process nessages> for UE Channel service
REQUESTED FROM REMOTE <Process nessages> for UE Channel service

FMCTIl. 4R MNiESFDataCorrelator 7/ AICE > TEEETNET,

B —DSREBENLZARNOAT—R AR, stats_unifiedpl Y RTHEEBTEEXT,

adm n@MC: ~$ sudo stats_unified.pl
Current Time - Fri Sep 9 23:00:47 UTC 2020

R O S O S O S O S O

* FTD - 60a0526e- 6ddf - 11ea- 99f a- 89a415¢c16717, version 6.6.0.1

R R O S O o O S O O O O O O S kO O

Channel Backlog Statistics (unified_event_backl og)

Chan Last Tine Bookmar k Ti me Byt es Behi nd
0 2020- 09- 09 23:00: 30 2020- 09- 07 10:41:50 0
1 2020- 09- 09 23:00: 30 2020- 09- 09 22:14:58 6960

COOXVRIEF, FY¥YRILZECBEDTFNAARADARNONY VOTDAT—RAZERRL
£9, FHAENDF v XI)LIDEsftunnelE AL T,

Bytes BehindfEld, 1774 RARY KNIV II—VDTFAINICRRENDNBEEIZT7 A
RARRNRTT7ANDOHAADE, BRETYIIX—DT7AINEVERLALARAZTOEVE
B77AINDEELTEHETEET,

SFDataCorrelator 77Ot Ak, N7 #—X 2 ARHABEBRERFELET. N7+ -2 AR ER
(& /var/sf/rnal/correlator-stats/IC R TFE NE T, 1HBIC1 DD T 7Z7AIHNEREh, TOED/NT #
— N AR BRI CSVERTREECNET, 774)ILABE "YYYY-MM-DD, OFEXZFAHL.
BEOAFRICKHETD 7 7ML iEnowEHIENE T,

METBWESD CEICIREENKRT (501 X—NILZELXIDDITABYNET ),
COT77ANDOHEANE, perfstats IV RTHRAMBD CENTEXRT, CDisON RIF,
snort/N7 # =XV AMREFHER7 7 AL OFZHEY) CEEAEND 8, BYBT7ZT2EATS
BEANBHVNET,

-C:perfstatsiC, ANNMEBEFEH 77 AN THRIEEZEBRLET (DTS E2BELREVES
. perfstatsld A A Snort/N\ 7 #—X AR 7 7ML THBDERELET ) o

-qQuietE—RTR, 77MI)ILOBELGFFEHIEINET,

admin@FMC:~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now
287 statistics lines read



host limt: 50000 0 50000
pcnt host limt in use: 100. 01 100. 00 100. 55
rna events/second: 1.22 0.00 48.65
user cpu time: 1.56 0.11 58. 20
system cpu time: 1.31 0. 00 41.13
menory usage: 5050384 0 5138904
resi dent menory usage: 801920 0 901424
rna flows/second: 64.06 0.00 348.15
rna dup fl ows/second: 0. 00 0. 00 37.05

ids alerts/second: 1.49 0.00 4.63
i ds packet s/ second: 1.71 0. 00 10. 10
i ds conm records/second: 3.24 0. 00 12. 63
i ds extras/second: 0.01 0. 00 0. 07
fw_stats/second: 1.78 0. 00 5.72
user | ogi ns/ second: 0. 00 0. 00 0. 00

file events/second: 0.00 0.00 3.25
malware events/second: 0.00 0.00 0.06
fireanp events/second: 0. 00 0. 00 0. 00

HIV—OFEO—IZE, XROEFRTIDOENFHV)ET. FiI. & &K

Q7 Z7ERFFTICHLTRE, 5594V EZ—NILDEERTEIET, FRICHIYU—ZRLE
9o

BFMCIZE, =22 —NIRBENTVWBRIHEAR7O—-L—MFHNET. RORIC, BT—X
SR SEBLEEDI-IINZEDEZRLET,

FMC FMC FMC FMC FMC FMC FMC FMC FMC

T7L 750 1000 1600 2000 2500 2600 4000 4500 4600 ' MCVFM!
| A7 & (fps) 2000 5000 5000 12000 12000 12000 20,000 20,000 20,000 AZLE 1

ZhsnOfElk, SFDataCorrelatorHETHAICAZTCRENT VDI IXRTDAR NEZALATDE
WICERAENET,

HOZR T, REBOSFTUF (IXTOBRKENFBRICRETSIIES ) (CEALAEETFMCOY
A AERETDE, FMCHREBEITHDARNDOL —NIF48.65 +348.15+4.63 + 3.25 + 0.06 =
404.74 fpslCx V) £9,

COEMER. BETFILOTF—EF—RDELLEBETEXT,

FJ=. SFDataCorrelatorlE ZEL AR NMIMAT (MHEBERAEZE ) EMOEEZITV. Th
SEF—AR—ALBMLET, F—AR—AW, YT IR—KPARYREI—HE,
FMCODUZ 74 ANI—H AR —TIA AGUNTEETERBREANTEDEDHICEBAETHh
¥,

TFAAIIZR—DF

ROREBAR AT 5 Alk. Health Monitor7' [0+ A &Disk Manager7’ Ot AN @A OHREI R
—ZXVRERLTVET, chslE, FAAVBEEDAILATZ—NEERTBEHICHEICH
HAE2TVET,



Health Modules

SFTunnel HealthiMonitor:

Disk Usage
Module <v '>
Local Modules

Disk Manager

BRIZESE, FARAIRZ—Y+TORARRY VRADTF A AVEREEEEL, RET7A
L& Ingfwllete/sti 7 # LR ICHVET, TAARAIRZ—2+7OCAICE., BEORRTEAE
NBEHOA74F1L—>23T77A4IUNHYET,

. diskmanager.conf : BEBK 7 7 1 )L
. diskmanager_2hd.conf— RY J AIC2DD/N\N—RRSALATHF AV AN =IENTVBRHEICHE
BALET, 2BBO/N\N—RRSAT@E, 77M4INRIV—TERENTVWBRELSICT7AMIL%E
RETDLEHICEAETNBTINVITILRICEETZDENTT,
- ramdisk-diskmanager.conf - Log to Ramdisk " BB HZSICEAL T, FMICODVWTE, T
RAMT A RAIOANQOT 1 02 3a>asRLUTLEEL,
TARY IR=—DFILE2>TERENBZEEZATOT77A4INICEK, O8I HTSNET
o VATATHEATAELET A AVREICEDIVWT, F1RINZR—2 ¥ &Y A ODHigh Water
Mark(HWM) & Low Water Mark(LWM)Z5t&E L £

TARY XZR—=2v- TJ7OVAN Y/ O2ET2EE,. LWMICEIET D2 ETAEN THONE
FTo ARNFIT77AINEHHEND =D, COLEVMEZBADAEEN BV ET,

BB —FNAADH A ODAT—ZAEHRT DI, ROV REFEATEET,

> show disk-manager

Silo Used M ni mum Maxi mum

m sc_fdm.| ogs 0 KB 65.208 MB  130.417 MB
Tenporary Files 0 KB 108.681 MB 434.726 MB
Action Queue Results 0 KB 108.681 MB 434.726 MB
User ldentity Events 0 KB 108.681 MB 434.726 MB
U Caches 4 KB 326. 044 MB 652.089 MB
Backups 0 KB 869.452 MB 2.123 GB
Updat es 304.367 MB 1.274 GB 3.184 @&B
O her Detection Engi ne 0 KB 652.089 MB 1.274 GB
Perfornmance Statistics 45.985 MB  217.362 MB 2.547 GB

O her Events 0 KB 434.726 MB 869.452 MB
I P Reputation & URL Filtering 0 KB 543.407 MB 1.061 GB
arch_debug file 0 KB 2.123 &B 12.736 GB
Archives & Cores & File Logs 0 KB 869.452 MB 4.245 GB
Unified Low Priority Events 974.109 MB 1.061 GB 5.307 &B
RNA Events 879 KB 869.452 MB 3.396 GB
File Capture 0 KB 2.123 &B 4.245 GB
Unified High Priority Events 252 KB 3.184 &B 7.429 GB

| PS Events 3.023 MB 2.547 GB 6.368 GB

ROWTNDOERENTIEhDE, TAARAINZR—D Y TORANRTENET,



CJOBANBEB ((FLEERE ) LET

- A OFHWMIZZET 2

/O FBHTRLAEND

CABFEICE
TARIRIZ=—DY7ORAZEZTIR LTI, MEOOAT 774 IILICERD YOOI KN
FERENET, COOY 7 7 1 )LIE[/Ingfw]/var/log/diskmanager.log® FIZ&H V), CSVIER DT
—REHFBEET,

IRIZ . Unified Low Priority EventsANJLAT Z— KA S ORMEBA R NOHIBRZ RN A—L Izt
> H—7H 5 Ddiskmanager.log7 7 AL OH > 7TIITE., ThENOIORRZEZRLET,

priority_2_ events, 1599668981, 221, 4587929508, 1132501868, 20972020, 4596, 1586044534, 5710966962, 11421
93392, 110, 0

Hh7 4L i
HA4OZXI)L priority_2_events
BEREFR ( IARY V™ ) 1599668981
BHEEhiz7714)LOK 221
BEH /N1 MR 4587929508
RLAEOF—ROBEOYA X (N4 1132501868
HEHENBZBRI7AIL (N4 H) 20972020
BLEEhBDHZNT7AIL(INAR) 4596
HHENEREHVW I 7 (ITRY V8 1586044534
BRER(INAK) 5710966962
O— 94—%—<3—%2 (N4 ~) 1142193392
RUBOA R NFFEHREN T 71ILOEK 110
DiskmanageriR#&7 4 0

COBE®EE. TNRNTNOALARAEZRED I -)LICL 2> THEABS N, BEITBIAIATZ—H
AFRUH—ZTHhZFT,

BYAOZFHTHIBRTS

BEDFTIATRE, Y/OZFHTHIRTEE T, LEAE, FETI7 7ML ZHIKRTZ D
WICFBTHAORLAZZERLTTFAARAVBEBZIVTIBRICE, TM1AIINR—J ¥ HR
BI2T77AINEHIBRIBZDTTAINERETDRR/ANBYERT, TAARAINR—D TR, TOY
AODCBFDT77AINEZRFLET,

EOHAOERLAVARET, I TICHBLEXKSICEHELET (F—XENFLWMLEVEEZT
B2FET, TARAINR—2F¥HNTF—R&EZRLA2UET ), system support silo-drain IV > R
(EFTD CLISHE— RTERATE, FAMEEAY /O ( BF+HED ) VAN ZRHELET,

JRIZ. Unified Low Priority Events 1 OO FEB RL 1 > O flZRLE T,



> show disk-manager

Silo

m sc_fdm| ogs

Tenmporary Files

Action Queue Results

User ldentity Events

U Caches

Backups

Updat es

O her Detection Engi ne
Performance Statistics

O her Events

I P Reputation & URL Filtering
arch_debug file

Archives & Cores & File Logs
Unified Low Priority Events
RNA Events

File Capture

Unified Hgh Priority Events
I PS Events

> system support silo-drain
Avai l abl e Sil os
1 - msc_fdml ogs

2 - Tenporary Files

3 - Action Queue Results

4 - User ldentity Events

5 - U Caches

6 - Backups

7 - Updates

8 - O her Detection Engine

9 - Performance Statistics
10 - O her Events
11 - IP Reputation & URL Filtering
12 - arch_debug file
13 - Archives & Cores & File Logs
14 - Unified Low Priority Events
15 - RNA Events
16 - File Capture
17 - Unified High Priority Events
18 - I PS Events

0 - Cancel and return

Select a Silo to drain: 14

Used

KB

KB

KB

KB

KB

KB
304. 367 MB
0 KB
1.002 MB
0 KB

0 KB

0 KB

0 KB
2.397 GB
8 KB

0 KB

0 KB

0 KB

O h~OOOO

Silo Unified Low Priority Events being drained.

> show disk-manager

Silo

m sc_fdm| ogs

Tenmporary Files

Action Queue Results

User ldentity Events

U Caches

Backups

Updat es

O her Detection Engi ne
Performance Statistics

O her Events

I P Reputation & URL Filtering
arch_debug file

Archives & Cores & File Logs
Unified Low Priority Events
RNA Events

File Capture

Used

KB

KB

KB

KB

KB

KB

304. 367 MB
KB
. 002 MB

O h~OOOO

O pRr OO O0OO0OFr o
Py
us]

1.061 GB
869. 507 MB
2.123 &8
3.184 GB
2.547 GB

1.061 GB
869. 507 MB
2.123 &8

Maxi mum
130. 426
434. 753
434. 753
434. 753
652. 130
2.123 &B
3.184 &B
1.274 GB
2.547 &B
869. 507 MB
1.061 GB
12.737 GB
4. 246
5.307
3.397
4. 246
7.430
6. 368

PP DD

BEL8EE

Maxi mum
130. 426
434. 753
434. 753
434. 753
652. 130
2.123 &B
3.184 &B
1.274 GB
2.547 &B
869. 507 MB
1.061 GB
12.737 GB
4,246 @B
5.307 GB
3.397 &B
4,246 &B

PP DD



Unified Hgh Priority Events 0 KB 3.184 &8 7.430 &B
I PS Events 0 KB 2.547 &B 6.368 GB

ALAEZAR
EBRANIRDOEBY TT,

- FMC ®[Health Monitor] X — 1 — & 7= [&[Message Center]®D[Health]| 2 7 ICRRENBAIIL AT
Z— NI&. Health Monitor 7O AICK > TEREIET,

. CO7OtAR. FMCEBEBRKREH—OEAICOVWTIRATLAOREZERL, ZHO
BBPED1-I)ITEBREIhET,

ANATZ—=REZ 2=, FNAAZEILTRYFTEBIANARIS—TEBENE
9,

cANILATZ—bKE, DiskUsageED 1 —JLICK>TERENE T, cOED1—I)LIE,
FMCIZ& > TEEBENDREVY—TEITTEEXT,

-FMCETANREZZ7OEAN (5P C1BAFRLEREFHRITHA NI H—Eh e IZ) BT
ThdE, FARAIERARRED 1 —)Likdiskmanager.log7 7 4 )L Z AN, EL WEEHE
fEhnde, ThENOALARATZ—RFRNUH—EhhET,

Drain of Unprocessed events\ )L A7 Z—KRZ RN H—FBICIF, ROFZKEIXNTHBLEITHSE
FHYVET,

1.Bytes drained 7 1 —JLRFOK Y KZEWV (ZOHAODTF—ENHE i EERT ),
2. RMBOARY NFOKYWZBKHHEENLET7Z7AILOE ( ZhiF, BEHEhEF—FAIKCK
MBOARNNFH2IEZRLET ),
3. RLAVOKREEBEI1FEAUATT,
Frequent Drain of eventsNJLAT7 Z— KR Z RN UH—TFBIZE. ROFENFBLENTVIHLEN
HYET,

1. diskmanager.log7 7 A LD FZED2O2OI M) IE, ROBEZETOIBEN HYET,
Have Bytes dralned field greaterthan 0 ( Chik, OOl SOTF—EZHFHFEHEnE
EZRLET ) SoREOBRBZZEITTSEZL,

2.2DHAMO0NKREBEOIVNIDORLAVERE, BE1EFEURNTT,

TFARVERAED 1 —IIISPREChEHER (BIOMEOED 1—I)LTREEhIEEHER ) &
sftunnelfBH TFMCICEEE hE T, sftunnel_status AN RZFERH TS &, sftunnelZ L TR
BENBIALNAARNODAI R EEBTEEXT,

TOTAL TRANSMITTED MESSAGES <3544> for Health Events service

RECEI VED MESSAGES <1772> for Health Events service

SEND MESSAGES <1772> for Health Events service

FAI LED MESSAGES <0> for Health Events service

HALT REQUEST SEND COUNTER <0> for Health Events service

STORED MESSAGES for Health service (service 0/ peer 0)

STATE <Process nessages> for Health Events service

REQUESTED FOR REMOTE <Process nessages> for Health Events service
REQUESTED FROM REMOTE <Process nessages> for Health Events service

RAMT*4 A2 COJ14> L&Y,

FEAEDARYNETARVIZRBEETENETTY, IXRVNOEHHNABEEIAAKEHIBRICE2T
SSDHA#RLZICEBEZZHEBEVWLSIC, FNAAFT7 I NTRAMT A RAVICOT 238H TS &
SICEREENTVET,


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/health_monitoring.html?bookSearch=true#ID-2227-000001d1

COTFI)FTR, 14X ~&[Ingfwl/var/sf/detection_engine/*/instance-N/D T ICRFEE N TV E
B AN, [Ingfw]/var/sf/detection_engines/*/instance-N/connection/ICEEEE N TVE T, < hik
/dev/ishm/instance-N/connection NN > R Y D) OTE, COFBE, ARV NEYEXTED
TRAESREBXTUICFELETD,

adm n@TD4140: ~$ 1s -la /ngfw/var/sf/detection_engines/b0c4a5a4-de25-1llea-8ec3-
4dfd4ea7207e3/instance-1/connection

Irwxrwxrwx 1 sfsnort sfsnort 30 Sep 9 19:03 /ngfw var/sf/detection_engi nes/b0Oc4a5a4-de25-1lea-
8ec3- 4df 4ea7207e3/ i nst ance- 1/ connecti on -> /dev/shm/instance-1/connection

FNAATBERTIDELDICHRECNTVD L 2RI SICIE., FTD CLISHA Sshow log-
events-to-ramdisk 1Y > KZ3£1TL ¥ 9, configure log-events-to-ramdisk <enable/disable>:

> show log-events-to-ramdisk
Loggi ng connection events to RAM Di sk.

>configure log-events-to-ramdisk
Enabl e or Di sable enable or disable (enable/disable)

E& : "configure log-events-to-ramdisk disable; N> RZER{TF 2 &, Snorth” "D, R
BE(Uninterruptible Sleep) TAXY I L, RZ 714V INELLBEVELSIZTREDHIC,
FIDT2ODORBAZTOXREN HYUET,

Z DEEF. Cisco Bug ID CSCvz53372M R EGICRREBE N TVET, RIDEATH,
snort® X EUBRBEOBFFMEARAFY &N, snorth” "D, REICHEYET, BEFKF, X
E—NEEEECHOBAZITS>ETT,

ramdiskiCOJ 2R TH2EBEOERLXAE. TRTFIOFAOCEYHTESNDZAR—AN/PEV
S, BURATHEICHEHENDZETT, KOHDE, FPR4140ASDT 1 AINZ—+
T, EBOESH ICramdisk N\OOT AR MABMCHE2>TVBDEDEEMICHE>TVERENDTT

o

RAMF 4 AOAOOTHFER

> show disk-manager

Silo Used M ni num Maxi mum
Temporary Files 0 KB 903.803 MB 3.530 GB
Action Queue Results 0 KB 903.803 MB 3.530 GB
User ldentity Events 0 KB 903.803 MB 3.530 GB
U Caches 4 KB 2.648 GB 5.296 GB
Backups 0 KB 7.061 GB 17.652 GB
Updat es 305.723 MB 10.591 GBB 26.479 GB
O her Detection Engi ne 0 KB 5.296 GB 10.591 GB
Performance Statistics 19. 616 MB 1.765 GB 21.183 GB
O her Events 0 KB 3.530 GB 7.061 GB
I P Reputation & URL Filtering 0 KB 4.413 GB 8.826 GB
arch_debug_file 0 KB 17.652 GB 105.914 B
Archives & Cores & File Logs 0 KB 7.061 GB 35.305 GB
RNA Event s 0 KB 7.061 GB 28.244 B
File Capture 0 KB 17.652 GB 35.305 GB
Unified Hgh Priority Events 0 KB 17.652 GB 30.892 GB
Connection Events 0 KB 451.698 MB 903.396 MB
I PS Events 0 KB 12.357 GB  26.479 GB

RAMT* 4 RO ANOOT K &R


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvz53372

> show disk-manager

Silo Used M ni num Maxi mum
Tenmporary Files 0 KB 976.564 MB 3.815 GB
Action Queue Results 0 KB 976.564 MB 3.815 GB
User ldentity Events 0 KB 976.564 MB 3.815 GB
U Caches 4 KB 2.861 GB 5.722 GB
Backups 0 KB 7.629 GB 19.074 GB
Updat es 305.723 MB 11.444 GB 28.610 GB
O her Detection Engi ne 0 KB 5.722 &3B 11. 444 GB
Performance Statistics 19. 616 MB 1.907 GB 22.888 GB
O her Events 0 KB 3.815 GB 7.629 GB
I P Reputation & URL Filtering 0 KB 4.768 GB 9.537 &B
arch_debug file 0 KB 19.074 GB 114.441 GB
Archives & Cores & File Logs 0 KB 7.629 GB 38.147 &B
Unified Low Priority Events 0 KB 9.537 GB 47.684 GB
RNA Event s 0 KB 7.629 GB 30.518 &B
File Capture 0 KB 19.074 GB 38.147 GB
Unified Hgh Priority Events 0 KB 19.074 GBB 33.379 &B
I PS Events 0 KB 13.351 GB  28.610 GB
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