ESAD77A4I) 9MFY 70— ROKBAE
B

FELU®IC
BEAZTANDTZT7AN SHOEDICTYTO—RENLEHAESHBRLTTEL
774N ZHDEHD AMP ZREL TR E L
774N HMDHO AMP OJZRTFE
Ty 70— RuEBRI DA
"/7")2!’15']

SMDEHIETYZT7O—RENDT7AI)
J27ANTBRICHASNATVRDTHHOLEDICTY T7O—RENABWVWI T A
X—)L/\J'}'H‘_Jl%alil%/'77 AN SHT7Y7O—R

E1EHR

B=

COERICAMPBEETZOJ 7 7AMIARETZME CiscoEX—I EF21UT414 TTS4A4TF
> A (ESA) @ Advanced Malware Protection ( AMP ) IC& 2 TREBEND 7 T7AINNT7 74
PMOEHICEEFE D, BRCKENESHHBITIHFEZRERENTVET,

BRIFAUNFT7AL 9HOEOETYTO—-REhZHE
SHAREBLTTFEV

T77ANCE2THME. EBRDTMOLEODOTT7AIL SHICTFAILFHICL>TEE SN
PELNBLAF YU ENDRNT7ALBHC BVET, ChEFEOBOBLTBEFEEESIE
BRIIHLUTRBORSLARILEZRHLET, 774N 5HET77AUNTFHTAIINEZIDTHE
W BBREELETRATEXT,

Cloud ICIAE B3 A ELNBWVWIFAIILOBEZHRIDEDICTTAIINEAT AT 3%
FEALTTEVY, EFEEThBIBEDT7AIILNET 7ML 54 —E X Cloud 5 DERICEIC
EJVTVEY, BEMPMHFIVETHDETNSOTI7AIZEEREETD. BEOD I/ 7AILEDE-
OSDTT7AIN ZHE 774 58 T—EACloud A'F ¥ N> T4 ICIET D —RKHNICEDC 53
PELIhEEA,

I BRI TOMOBERICBAL TIE Cisco ATV £F 1) T 1485 CiscoRF 21 X
>~ N ® Advanced Malware Protection H—EZXAQESH DT 7L )L BEEEZSRBLTTE V.,

¥ T7AN DWW TTFANEATH AsyncOS DN—2 3V ICEDVWTEDLZ L E LMK
WDT, PTTZAT 2 ATEET S AsyncOS DEENBEDLEHDOI) I—RA /— B KT
I—HHA RZHBEFLTTEV,

774N ZHOEHICEFE THENTERTTAINERAT

CRDTTFANBALTRAMDOEOICBE RE THENTEET: (FRTOUU—RT7


http://www.cisco.com/c/dam/global/ja_jp/td/docs/security/content_security/content_security_general/Content-security-file-reputation-and-analysis-criteria.pdf
http://www.cisco.com/c/dam/global/ja_jp/td/docs/security/content_security/content_security_general/Content-security-file-reputation-and-analysis-criteria.pdf
http://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-release-notes-list.html
http://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html

1) 2HEHR—KNTS ) Windows 1T, L&A exe, dll, sys BKV scr 77 1)L,
Adobe Portable document format ( PDF ) . Microsoft Office 2007+ ( B\ %z XML )
Microsoft Office 97-2004 ( OLE ) . Microsoft Windows/DOS E{TAIREEZ 1 —)L, LD AL
MELTREEZEDHD77AMIRA7, Settings R—Z RkMalware D7 Y 7 O— RICBE KT
§$¥U (Web EF21UFT 1 DEHIC ) £h(d Settings R—2 77 A IILFFUS KT BHIBIRL

TANRAT (EX=IL EF21VFT10EHIC, ) HRIDOYPAR—KE PDF B KT
Mlcrosoft Office 7 7 'f)lﬂb‘ FhTVET, HOTREMEELTRERBEEOHD 7 7MILEAT
F72a BRI BDBE(EX—I EF2UT1HD Async0S 9.7.1 DIAEY) ). RO
REEEN TV TVD Mlcrosoft Office 7 7 4 JLI& XML E/zl& MHTML EX TREL E L 1:
ade, adp. adn, accdb, accdr, accdt, accda, mdb, cdb, mda, MDN, mdt, mdw,
mdf, mde., accde. mam, maq. 3 A. ¥ ¥ b, maf, Idb, laccdb, RFI1 XN, RY b
. docx, docm, dotx, dotm, docb, xIs, xIt, xIm, xIsx, xlsm. xltx. xltm, xIsb, xla,
xlam, xllI, xlw, ppt. pot. pps. pptx. pptm. potx. potm. ppam. ppsx. ppsm, sldx,
sldm, mht, mhtm, mhtml & & ' XML,

ET77A4N T —EAOO—RFFYNI T4 ZBBITREE, W<D2PDT77MILE
T77ANRATHGMICBREN, £ 77 A IMETREROMOLEHICERTHDoME N
WAELIhERBA, T EAN-—BHNCEEDEEN 7 7ML 20BTEH AN TERD
EETZ—RZEZTWYET,

JERCDRRFAR R

ST TAIIDHSWARHEAASKET Y 7O—RENDHE, 774ILEBET7Y7O—RE
hiﬁho;®7 ANDT7 74N DERICBALTE, R—DEHREITD 774 o
A 5D SHA-256 D= DEE,

TTSAT VAR T 7ANETYTO—RTBDCEEZ—ERAGET, 7Y TO—RNAEETR
BWEE, FEAFERICEIZIBENERHT, 774LET7Y7O—REhBzVWAELA
FRA, 774N 2 H—NANFBRIE2EOTRENF G215, FY7O0—REES—
ER&zsNFET,

774 DI DERE AMP

T7#A) I\'C ESA NF&AICEEE N, £ Cisco 7Y T TF—RXANNELREBITH-HICE-
TVWBEE, VDARENTVRHE—DOT7AI 94 77 4L 247 I& "Microsoft Windows/DOS
RITARED 21—, 774LTT. Y—ERATYTTF—RNFEMTTAINEATEZERETS
CENTEBRICETIBDRSICHKENHYET, <hild Tfireampjson EL Ty BRShik
updater_logs AV 7 7 A ILICRRENET:

Sun Jul 9 13:52:28 2017 Info: amp beginning download of remote file
"http://updates.ironport.com/amp/1.0.11/fireamp.json/default/100116"

Sun Jul 9 13:52:28 2017 Info: amp successfully downloaded file
"amp/1.0.11/fireamp.json/default/100116"

Sun Jul 9 13:52:28 2017 Info: amp applying file "amp/l.0.11/fireamp.json/default/100116"

7740\ afetF¥1VT4 Y—ERX> 77 MIFNE KT S > Edit TO—/NILBEEIC
GUI, TET—NIZK>TRHRETRI2D...



Edit File Reputation and Analysis Settings

Advanced Malware Probection

Advanced Mylwara Prafachion Sarvices réguine Reiwork commuieation to the cland servars an ports 32137 ar 443 (for File Reputation) and 443 (for & Analysis), Plaase sea the Online Halp for additional gerais

File Reputation Filtenng: | ¥ Enable File Reputation

File Analysis: () | & Enable File Analysis

= Select Al Expand Al 1pse & | Resst

+ ¥ archived and compressed
¢ ¥ configuration

* ¥ patabase

¢ ¥ Document

» ¥ Email

¢ ¥ Encoded and Encrypted
= Executables

¥ ¥ Microsoft Documents

¢ ¥ Miscellaneous

b Advanced Settings for File Reputation | 4
b Advanced Settings for Fle Analysis 4

b Cache Settings | Advanced

b Threshold Settings | <

[Submit

T74IL DHDOEHD AMP Z CLI ICK 2 TERETRDEHIC, WEVAHF—REBLT
ampconfig > setup AN RE LV BEZALLTTEVY, COBRNFRRENDEE TY, %
BIRLUTTFEV: TP MR TDITIPAUNERLATEZBELIEVERBVWERT D,

myesa.local> ampconfig

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

Adobe Portable Document Format (PDF)

Microsoft Office 2007+ (Open XML)

Microsoft Office 97-2004 (OLE)

Microsoft Windows / DOS Executable

Other potentially malicious file types

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

[1> setup

File Reputation: Enabled
Would you like to use File Reputation? [Y]>

Would you like to use File Analysis? [Y]>
File types supported for File Analysis:

Archived and compressed [selected]
Configuration [selected]

Database [selected]

Document [selected]

Email [selected]

Encoded and Encrypted [selected]
Executables [partly selected]
Microsoft Documents [selected]

O O J oUW N

Miscellaneous [selected]

Do you want to modify the file types selected for File Analysis? [N]> vy



Enter comma separated serial numbers from the "Supported" list. Enter "ALL" to select all
"currently" supported File Types.
[1,2,3,4,5]> ALL

Specify AMP processing timeout (in seconds)
[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail
Policies (GUI) to configure advanced malware scanning behavior for
default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy.

DREICEIVT, BMC B2 T7ANEATREHRSCT 7ML MU T, HWE
'd'o

774 SHDESOREE AMP OJ

WETTFANNESADT7FALFTFHA T 7AIN BMICL>TAFrEhdeE, AMPOYIC
EENET, AMPIXTOT O/E/WTL&)@L@D'?EE%T;&)L\ tail amp Z ESA @
CLINSEITTRDA, FLREESSHADLEOOREVAHF—RZEL T tail £k grep IX K
EBBHLTTEV, grep AN REAMP OV THE T L Z2LETMHOFMAIBIED 7 7 ()L 2K
DTVWRIHZERIBEET,

RIZHZRLUET,

mylocal.esa > tail amp

Press Ctrl-C to stop.
Tue Aug 13 17:28:47 2019 Info: Compressed/Archive File: sha256 =
deace8ba729ad32313131321311232av2316623cfe9ac MID = 1683600, Extracted File: File Name =

' [redacted] .pdf', File Type = 'application/pdf', sha256 =
deace8ba729ad32313131321311232av2316623cfe9ac, Disposition = LOWRISK, Response received from =
Cloud, Malware = None, Analysis Score = 0, upload_action = Recommended to send the file for
analysis

Thu Aug 15 13:49:14 2019 Debug: File reputation query initiating. File Name =
'amp_watchdog.txt', MID = 0, File Size = 12 bytes, File Type = text/plain

Thu Aug 15 13:49:14 2019 Debug: Response received for file reputation query from Cloud. File
Name = 'amp_watchdog.txt', MID = 0, Disposition = FILE UNKNOWN, Malware = None, Analysis Score =
0, sha256 = a5f28fl1fed7c2fe88bcdf403710098977fal2c32d13bfbd78bbe27e95b245f82, upload_action =
Recommended not to send the file for analysis

3#: AsyncOS D& W HWN—2 3 ik AMP O ® "amp_watchdog.txty Z2&R¥ 5, 10
PEBICOTVORTIDNEOS 77M4ILTT, cOT7T7AINEAMP DHDOF—TT 5
A170—FT, Z2ICEBETNIHPELNEEA, D77 A)LIE AsyncOS 10.0.1 DR
ENEHRBERTRYFHLVTT,

E 774N B BEANOTYTO—ROEDHICEREND AsyncOS D& HW/N—2 =
> |& upload_action T ZHF >TVWEIT 3 DDEZREZ LET,

&)L AsyncOS D7 Y 7O — RBED=H D 3 DDA

Tupload_action =0": 7 7 A JLIEFFFHH—EAICHSNTVET; 2O L-HICIEE LAV
=TT,



Mupload_action = 1": %15
"upload_action =2": 7 7 A JLEFFHH—ERICHSNTVET,; 2O LHIZEEFE LAV
TFEL
DBLVHOF YT O—K P23 AsyncOS N—T 3> 12X DI D 2 D ORSE:

Tupload_action = 2D EHD T 7 A )%, EE TR eHRBEND
CFENRY TR ERE®R UET: Tupload_action = MDD T 7 AI%E, EEE LAWZ E
EHERBLELLE
CORBETTAINNDHDEOIZEE chBIHAESIHEDHET, BE, ThRIREShET7
ANBZATORBEZEREICADEDICHEITHBEN HYET,

Ty 70— RuBXITORBHA

"upload_action = 0": The file is known to the reputation service; do not send for analysis.
"0,"DEHIZCHFT7ALN TPYTO-ROEOIC) EE ThDEHICBBEETABVWI L
ZERLET, T, ThERA ITBDRVRIVEZEE 774 2WICTY7O—ROEHIC
ITANBRETHNREE TRCENTEEFTHYET, EEL. 774N EThDSHBE
EBRSBINETTAIREE EhFr A,

"upload_action = 2": The file is known to the reputation service; do not send for analysis
CHIZR>THERE "THZ"2,"0EHIC, TYTO—ROEODODTIT7TAIINEEEFE LBV TT
TV, COBRERRKEN. RENTHY, 774 7HBRERITENET,

>FUAH

SOOI AVRITTFANNDHOLEDIZEBAETYTO—-REND D, FLERECOREN
TY7O—RENBA>EREETRABAVARES FUFEHERLTVET,

SWMOLEOETYTO—RENDTFAI

& ) &\ AsyncOS:

SHz®IL, upload_action & =1.2TFIHE B ZDHIE DOCX 774 I Z2RRLEEDT
o RDITTIE, 24 Secure Hash Algorithm (SHA ) O ESICF Y 7O0—R&Eh3 7714
AMP OJ ICEAKRICEBFEENET,

Thu Jan 29 08:32:18 2015 Info: File reputation query initiating. File Name = 'Lab_Guide.docx',
MID = 860, File Size = 39136 bytes, File Type = application/msword

Thu Jan 29 08:32:19 2015 Info: Response received for file reputation query from Cloud. File Name
= 'Royale_Raman_Lab_Setup_Guide_Beta.docx', MID = 860, Disposition = file unknown, Malware =
None, Reputation Score = 0, sha256 =
754e3e13b2348f£fd9¢c701bd3d8ae96c5174bb8ebb76d8fb51c7£3d9567ff18ce, upload_action = 1

Thu Jan 29 08:32:21 2015 Info: File uploaded for analysis. SHA256:
754e3e13b2348f£fd9¢701bd3d8ae96c5174bb8ebb76d8fb51c7£3d9567ff18ce

AsyncOS 12.x & RUHIIC:

£HEMEZL., upload_action & = D DEHDTFAIINEREEB TR ELEHRBEIhTRI ST
ENBOHFIFEPPTX 774 ERRLIZEDTT, ROITTIEE. 94 Secure Hash
Algorithm (SHA ) O 7=HICF7 Y 7O—RKREhD 77L& AMP OV ICEAKICERERENE T,



Thu Aug 15 09:42:19 2019 Info: Response received for file reputation query from Cloud. File Name
= 'ESA_AMP.pptx', MID = 1763042, Disposition = UNSCANNABLE, Malware = None, Analysis Score = 0,
sha256 = Ocaaded49103146813abaasd52edb63cflc285b6adbb6a2987cdel32, upload_action = Recommended to
send the file for analysis

Thu Aug 15 10:05:35 2019 Info: File uploaded for analysis. SHA256:
Ocaaded9103146813abaasd52edb63cflc285bbadbb6a2987c4el32, file name: ESA_AMP.pptx

77ALTFBECHASATVZOTOHOLEDIET Y 7O—-REhBZWVWI 7P A

& ) &L AsyncOS:

upload_action ® AMP IZ&>T =7 7 A I)LFFHOTICEM END 2 AF v T2 hhd 2Ol
PDF7 74 ZERLEENDTT, Cloud ICCDT77AIINEEHMNSh, 2O EHICTY 70—
RENBDLEHICBBEB >TVREBAR>TEET7ZY 7 7O—REhEFHA,

Wed Jan 28 09:09:51 2015 Info: File reputation query initiating. File Name = 'Zombies.pdf', MID
= 856, File Size = 309500 bytes, File Type = application/pdf

Wed Jan 28 09:09:51 2015 Info: Response received for file reputation query from Cache. File Name
= 'Zombies.pdf', MID = 856, Disposition = malicious, Malware = W32.Zombies.NotAVirus, Reputation
Score = 7, sha256 = 00b32c3428362e39e4df2a0c3e0950947¢147781£dd3d2f£d0bf5£96989bb002,
upload_action = 2

AsyncOS 12.x 8 K UHIIC:

C DOBIET > RT @ amp_watchdog.txt 7 7 4 )L A" upload_action E—# T2 7F/\Nv T LX) %& =
77AILFHOTICEMN 2 FHOEDOT77PAIILEEAE LEVC L EHREhTOT A

TBEZRLET, Cloud IZCDT77AIANELEHMSh, 2HOLEHICTY7O—REIND L
HICHBEBD>TVEBAR > TBET7ZY 7O—REhEFL A,

Mon Jul 15 17:41:53 2019 Debug: Response received for file reputation query from Cache. File
Name = 'amp_watchdog.txt', MID = 0, Disposition = FILE UNKNOWN, Malware = None, Analysis Score =
0, sha256 = a5f28fl1fed7c2fe88bcdf403710098977fal2c32d13bfbd78bbe27e95b245f82, upload_action =
Recommended not to send the file for analysis

X=)LAYACRDOAF T 774 aHwF7y70—R

N> Rlogeonfig ZFERALTAT 3> CLIAS, ESAILE > TREENEX—=ILDOAYHR
ZI)AKNL, BR T271-0IC, logheaders DY 7 #7723 BRI DENTEET, =
A3277A4INFTY7O—RENBDD, FERE 774 2HOEHICTY TO—RENELT
ESADX—)L OJICREREND, AYHE "XAMP 774 7Yy Z7A—RULEL LI

X=)LZRBRA LT OMOEDICTYTO—REDT7T7A4AINOEDICEE LELEY, AL
x£9:

Mon Sep 5 13:30:03 2016 Info: Message done DCID 0 MID 7659 to RID [0] [('X-Amp-File-Uploaded',
'"True') ]

X=)LZBA LT OMOEDIZTYTO—RENBEVTIZAILOEDIZEBE LELLEY, 2R
LET:

Mon Sep 5 13:31:13 2016 Info: Message done DCID 0 MID 7660 to RID [0] [('X-Amp-File-Uploaded',
'False')]
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http://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html
http://www.cisco.com/c/dam/global/ja_jp/td/docs/security/content_security/content_security_general/Content-security-file-reputation-and-analysis-criteria.pdf
http://www.cisco.com/c/dam/global/ja_jp/td/docs/security/content_security/content_security_general/Content-security-file-reputation-and-analysis-criteria.pdf
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/118511-technote-esa-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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