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. Jua

‘zl=llt

B
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CORFIXVRNOERE., ROVTIKRIITEN—RIITON-23VICETVTVET,

. PIX Firewall/\—< 3 >/6.3(3)

. Cisco VPN Client /\—>¥3 2 3.5

. Cisco Secure ACS for Windows /N\—23 2 2.6
CORFIAIXNDOEREF, BENDTAREICHDT/NAAICEIVWTEREhELE, COR
FAXKNTERATEDZINTOFNA AR, DB (F72)DN ) REORELSEBLTVET



o MROXY RT—INEBBHITHBIBERICE. EOXRSIBIOANV RIZDVTE, TOEEN
BEEIODVTHRIEBL THBENf BYUET,

RECE
KF1XY NEROBME. TYRIFINL T4y TAOREE) ESRL T,
BRBHA

COBITE, VE—BMPIXDASN\T PXADT—RIIA B IPSec NRILHFBYVET, OB
VERILICKY), UE—RPIXDBRIZHZDZRY ND—2104867xHh5. NTPIXDBERIZLHS
ZYRT—2 104866 X NDKRTT 1Y INBEENET, 12—V NEOPCIREK, N7
PIXZ2MLTEY RD—210.48.66. x\DIPsech > X EFRTEET,

Xauth#eEZ2 A TS ICE, ETEANEREL., /. THOTA 2 TJAAAY—NERETS
PDENHV)ET, crypto map client authentication 1Y > RZFEAL T, IKE( /X —FY ~F
—TIOARAFIVT ) D7 IT—X1TXauth (RADIUS/TACACS+I1—HRENAD—R)F¥L >V
DEBERATDRSICPIXTTATIA—ILICERLE T, XauthA KRBT B &, IKEEF1UT 4
TIVI—2aviEBiIEhER A, aaa-server1N¥ > RX THEE L fcrypto map client
authentication VY > RN AT, EAUAAAH—NBEZEELTLSEET W, VE—FI—YE,
Cisco VPN Client/\—> 323 xZ2RTTDMVEN BV ET, R ThUURE

3 : Cisco VPN Client 3.5 xR EHTA I CLEZBEHOLET, VPNClient 1.1Ec NERETIE
BELZEVED, CORFIXNOEHBHENTT,

3 : Cisco VPN Client 3.6 AR Tl&, des/shaD RS A7 A —LtY NEHYR—REhhTOVEE
Ao

Xauth ZFEALBVEREZER' T TR LEN $HBHS. no crypto map client authentication Y
RZFEALET, F7FI)INTIE. Xauth EEREBIICE>TLVER A,

F BB o /O —F. GERFEORRERYET, BELEMOBBICEATIEEEZHAS
ek, BEEODEETT, FHMlllEx,. MmETEROF—AMNR—JESBLTLKESLY , BHEH
CBITACERANCTVWELES, export@cisco.comETEFXA—ILTHEEVEDLELSEET W,

¥ : PIX Firewall /S\—> 3> 5.3 L&, ERETBEAS RADIUS R—RNABAEShELE, —ZD
RADIUS H—/\Il&. 1645/1646 LAk @ RADIUS 7R— K~ (BEE 1812/1813) ZFEAL £ J, PIX
53 TlEk., xOON> REFEAL T, RADIUSRIEEB RO T HI U TA 0 R—N2FT7 %)
N D 1645/1646 A DR—NICEETEE T,

aaa-server radius-authport #
aaa-server radius-acctport #
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COtEI2aTTR, CORFIXVNTHAITIHELZRETDLHICHERBTREREL T
W&ET,

E: CORFIAIXNTHEASATVWAS IOV ROFMEFANSIZIE. Command Lookup
ool (BEI—HER ) ZFEALTEEL,
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FYMI—OK

CORTE, VPNRRIILZRILEHICRBERBOAFOREEALTVLERT,

10.48.67.0 / 24

155

10.48.68.0/24

PC

Remote User
BUOE
CORFIXNTRARAOEBREZEALET,

. NZPIX
. JE—KPIX

209.165.202.128/27 209.165.200.224/27

10.48.66.0/24

35

PC

102

ALA Server

FE:ZORFIXRNOBITE., VPNH—/NDIPF RL R1£209.165.200.225, FIL—THlEk T

vpn30001 . JIL—7/NAT—RIF Tciscos TFo,

N7 PX®OOAY74F21L—>3>

PIX Version 6.3(3)

interface ethernet0 auto

interface ethernetl auto

nameif ethernet0 outside security0

nameif ethernetl inside securityl00

enable password OnTrBUGlTpOedmkr encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

hostname hubfixup protocol dns maximum-length 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol tftp 69

names

!--- Include traffic in the encryption process. access-
list 101 permit ip 10.48.66.0 255.255.255.0 10.48.67.0




255.255.255.0

1--- Accept traffic from the Network Address Translation
(NAT) process

access-list nonat permit ip 10.48.66.0 255.255.255.0
10.48.67.0 255.255.255.0

access-list nonat permit ip 10.48.66.0 255.255.255.0
10.48.68.0 255.255.255.0

pager lines 24

mtu outside 1500

mtu inside 1500

ip address outside 209.165.200.225 255.255.255.224

ip address inside 10.48.66.18 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool mypool 10.48.68.1-10.48.68.254

no failover

failover timeout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

pdm history enable

arp timeout 14400

global (outside) 1 209.16.200.230-209.16.200.240 netmask
255.255.255.224

global (outside) 1 209.16.200.241

!--- Except traffic from the NAT process. nat (inside) 0
access-list nonat

nat (inside) 1 10.48.66.0 255.255.255.0 0 0

route outside 0.0.0.0 0.0.0.0 209.165.200.226 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h225 1:00:00

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media
0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

aaa-server mytacacs protocol tacacs+

aaa-server mytacacs (inside) host 10.48.66.102 cisco
timeout 5

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

sysopt connection permit-ipsec

crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
!--- Use the crypto-map sequence 10 command for PIX to
PIX.

crypto map mymap 10 ipsec-isakmp

crypto map mymap 10 match address 101

crypto map mymap 10 set peer 209.165.202.129

crypto map mymap 10 set transform-set myset

!--- Use the crypto-map sequence 20 command for PIX to
VPN Client.

crypto map mymap 20 ipsec-isakmp dynamic dynmap
crypto map mymap client authentication mytacacs
crypto map mymap interface outside

isakmp enable outside

isakmp key ******** address 209.165.202.129 netmask




255.255.255.255

isakmp identity address

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption des

isakmp policy 10 hash md5

!--- ISAKMP policy for VPN Client that runs 3.x code

needs to be DH group 2. isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

!--- IPsec group configuration for VPN Client. vpngroup

vpn3000 address-pool mypool

vpngroup vpn3000 dns-server 10.48.66.129

vpngroup vpn3000 wins-server 10.48.66.129

vpngroup vpn3000 default-domain cisco.com

vpngroup vpn3000 idle-time 1800

vpngroup vpn3000 password ****x**k%

telnet timeout 5

ssh timeout 5

console timeout 0

terminal width 80

Cryptochecksum:7293dd9fc7c58£f£5d65£042dd6ddbel3
end

DE—MPXOO74F2L—>3>

PIX Version 6.3(3)

interface ethernet0 auto

interface ethernetl 100basetx

interface ethernet2 auto shutdown

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

nameif ethernet2 intf2 security4

enable password OnTrBUGlTpOedmkr encrypted

passwd 2KFQnbNIJI.2KYOU encrypted

hostname remote

fixup protocol dns maximum-length 512

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol tftp 69

names

access-list 101 permit ip 10.48.67.0 255.255.255.0
10.48.66.0 255.255.255.0

!--- Accept traffic from the NAT process. access-list
nonat permit ip 10.48.67.0 255.255.255.0 10.48.66.0
255.255.255.0

pager lines 24

mtu outside 1500

mtu inside 1500

mtu intf2 1500

ip address outside 209.165.202.129 255.255.255.224
ip address inside 10.48.67.155 255.255.255.0

no ip address intf2

ip audit info action alarm

ip audit attack action alarm

no failover




failover timeout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

no failover ip address intf2

pdm history enable

arp timeout 14400

global (outside) 1 209.16.202.135-209.16.202.145 netmask
255.255.255.224

global (outside) 1 209.16.202.146

!--- Except traffic from the NAT process. nat (inside) 0
access-list nonat

nat (inside) 1 10.48.0.0 255.255.255.0 0 0

nat (inside) 1 10.48.67.0 255.255.255.0 0 0

route outside 0.0.0.0 0.0.0.0 209.165.202.130 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h225 1:00:00

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media
0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

sysopt connection permit-ipsec

crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto map mymap 10 ipsec-isakmp

!--- Include traffic in the encryption process. crypto
map mymap 10 match address 101

crypto map mymap 10 set peer 209.165.200.225

crypto map mymap 10 set transform-set myset

crypto map mymap interface outside

isakmp enable outside

isakmp key ******** address 209.165.200.225 netmask
255.255.255.255

isakmp identity address

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption des

isakmp policy 10 hash md5

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

telnet timeout 5

ssh timeout 5

console timeout 0

terminal width 80
Cryptochecksum:13e£4d29384c65c2cd968b5d9396f6e8

: end

VPN ClientD X EFEZDFMMIC DWW T, FPIXA SPIXE K TVPN Client XN DPIXDEEES D

MR 2023 sESBLTLKEZV, £, PIXIPsecAN DAAAFREE D ER
. TPIXIPsec 5.2LA A\ DAAASREE(XauthY DB MG £y 25 HBL TS EE L,

4
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TIORTYINADR=7TD)RZY—=), (BEFEI—YEH) (OIT) E. BE®D show IV R&EY
A—BRLET, OITZFEAL T, show AN ROB IO ZERRLET,

. showcryptoisakmpsa: 7I—X10OEF1)F4 PYII—->aVERRLET,
. showcryptoipsecsa: 7ZI—X2DEF1VF I FKEERRLE T,

| 7 Rl

CoTH. BEORS A I-F AT CBATEBEHBERLET,

RSTIUNS1—F42F70EHOIAI K

TORTYINAVER=TVR Y= (BRI—YEAH) (OIT) F, HED show I RZEYH
R—bhLETF, OIT ZFEAL T, show ANV ROH IO DM ERRLET,

X :debug ON REFEATSHIIC, Fdebug IV ROEEXER. 23RBL TV,

ChSOFNYJid, AHDIPsec)l—% (E7 ) TRITTDBENHYET, F1UT A
SRAFOETTIVT—SBLEFBYET,

. debug cryptoisakmp : 7T —X 1 ODIT7—&ZKRRLET,

- debug cryptoipsec: 7T —X2 DI Z—ZRRLET,

- debug cryptoengine : ES LA S OEHRERRLET,

. clearcryptoisakmpsa: 7T —X10EF1UFT4 7Y IT—>3>z2 0 )T LET,

. clearcryptoipsecsa: 7I—X20tF1 VT4 7Y I—>3a>z 0 UFLET,

. debug radius [session | all | user username]:PIX 6.2 TFEATE X T, DIV RiF,
RADIUSt Y > aviEHReE, EZEENLERADIUSNT Y NOBMZOJICREELET,

- debug tacacs [session|user <user_name>]:PIX 6.3 CHEMAREET T, DIV RiFE
TACACSTE&HZOJICREEZELEF T,

- debug aaa [authentication|authorization|accounting|internal]:PIX 6.3 T AT 8ERAAA Y TS

ATLABERAIRTIENET,

NT PIXASOF/INy Y

X 1 IPSeck > I—a»FEIHL @&, Cisco Bug ID CSCdu84168 ( &#R1—HEH

) (WEBCisco Bug ID CSCAt31745) A RE T, INTOTNY IAPIXTERRERTENBEVLEHN B
ZCEICFELTLKEEWVERI—YER), CORFIXINOHERATIEE, COBERE
EERENTLER A,

3 : VPN Clienth 5 ®IPSec VPNAPIXTRIEL BV ENFHYET, CORBEEMBRT S ICIE,
DSAT > KRPCIZ T Z7ATIA—=)IDBVNCEZERBLET, 77ATIA—INEETZDES
(&, UDPR— R5008 K T4500 EMICE 2 TVWRAESHEERLET, COKSBFEEIE.

IPSec over TCPZEMICT B A, UDPR—MO7OY U EBBRLET,

NTBELRTFVE—ROPIXBEOAALFZY U IPSec FZRILDFTISY T

crypto_isakmp_process_block:src:209.165.202.129,
dest:209.165.200.225 spt:500 dpt:500


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdu84168
//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdu84168
//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdt31745
//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdt31745
//tools.cisco.com/RPF/register/register.do

OAK_MM exchange
ISAKMP (0): processing SA payload. message ID = 0

ISAKMP (0): Checking ISAKMP transform 1 against priority 10 policy

ISAKMP: encryption DES-CBC

ISAKMP: hash MD5

ISAKMP: default group 2

ISAKMP: auth pre-share

ISAKMP: life type in seconds

ISAKMP: life duration (VPI) of 0x0 0x1 0x51 0x80

ISAKMP (0): atts are acceptable. Next payload is 0

ISAKMP (0): SA is doing pre-shared key authentication using id type ID_IPV4_ADDR
return status is IKMP_NO_ERROR

crypto_isakmp_process_block:src:209.165.202.129, dest:209.165.200.225

spt:500 dpt:500

OAK_MM exchange

ISAKMP (0): processing KE payload. message ID = 0

ISAKMP (0): processing NONCE payload. message ID = 0

ISAKMP (0): processing vendor id payload

ISAKMP (0): received xauth v6 vendor id

ISAKMP (0): processing vendor id payload

ISAKMP (0): remote peer supports dead peer detection

ISAKMP (0): processing vendor id payload

ISAKMP (0): processing vendor id payload

ISAKMP (0): speaking to another IOS box!

return status is IKMP_NO_ERROR
crypto_isakmp_process_block:src:209.165.202.129, dest:209.165.200.225
spt:500 dpt:500

OAK_MM exchange

ISAKMP (0): processing ID payload. message ID = 0

ISAKMP (0): processing HASH payload. message ID = 0

ISAKMP (0): SA has been authenticated

ISAKMP: Created a peer struct for 209.165.202.129, peer port 62465

ISAKMP (0): ID payload
next-payload : 8

type :
protocol . 17
port : 500
length : 8

ISAKMP (0): Total payload length: 12
return status is IKMP_NO_ERROR
ISAKMP (0): sending INITIAL_CONTACT notify
ISAKMP (0): sending NOTIFY message 24578 protocol 1
VPN Peer: ISAKMP: Added new peer: ip:209.165.202.129/500 Total VPN Peers:1
VPN Peer: ISAKMP: Peer ip:209.165.202.129/500 Ref cnt incremented to:1
Total VPN Peers:1
crypto_isakmp_process_block:src:209.165.202.129, dest:209.165.200.225
spt:500 dpt:500
ISAKMP (0): processing NOTIFY payload 24578 protocol 1
spi 0, message ID = 863921625
ISAKMP (0): processing notify INITIAL_CONTACTIPSEC (key_engine) :
got a queue event...
IPSEC (key_engine_delete_sas): rec'd delete notify from ISAKMP
IPSEC (key_engine_delete_sas): delete all SAs shared with 209.165.202.129



return status is IKMP_NO_ERR_NO_TRANS
crypto_isakmp_process_block:src:209.165.202.129, dest:209.165.200.225
spt:500 dpt:500

OAK_QM exchange

oakley_process_guick_mode:

OAK_QM_ TIDLE

ISAKMP (0): processing SA payload. message ID = 2542705093

ISAKMP : Checking IPSec proposal 1

ISAKMP: transform 1, ESP_DES

ISAKMP: attributes in transform:

ISAKMP: encaps is 1

ISAKMP: SA life type in seconds

ISAKMP: SA life duration (basic) of 28800

ISAKMP: SA life type in kilobytes

ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0x0
ISAKMP: authenticator is HMAC-MD5

ISAKMP (0): atts are acceptable.IPSEC(validate_proposal_request): proposal part #1,
(key eng. msg.) dest= 209.165.200.225, src= 209.165.202.129,
dest_proxy= 10.48.66.0/255.255.255.0/0/0 (type=4),
src_proxy= 10.48.67.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

ISAKMP (0): processing NONCE payload. message ID = 2542705093

ISAKMP (0): processing ID payload. message ID = 2542705093
ISAKMP (0): ID_IPV4_ADDR_SUBNET src 10.48.67.0/255.255.255.0 prot 0 port O
ISAKMP (0): processing ID payload. message ID = 2542705093
ISAKMP (0): ID_IPV4_ADDR_SUBNET dst 10.48.66.0/255.255.255.0 prot 0 port 0

IPSEC (key_engine): got a queue event...
IPSEC (spi_response) : getting spi 0x858c841a(2240578586) for SA
from 209.165.202.129 to 209.165.200.225 for prot 3

return status is IKMP_NO_ERROR
crypto_isakmp_process_block:src:209.165.202.129, dest:209.165.200.225
spt:500 dpt:500
OAK_QM exchange
oakley_process_guick_mode:
OAK_QM_AUTH_AWAIT
ISAKMP (0): Creating IPSec SAs
inbound SA from 209.165.202.129 to 209.165.200.225
(proxy 10.48.67.0 to 10.48.66.0)
has spi 2240578586 and conn_id 3 and flags 4
lifetime of 28800 seconds
lifetime of 4608000 kilobytes
outbound SA from 209.165.200.225 to 209.165.202.129
(proxy 10.48.66.0 to 10.48.67.0)
has spi 681010504 and conn_id 4 and flags 4
lifetime of 28800 seconds
lifetime of 4608000 kilobytesIPSEC (key_ engine): got a queue event...
IPSEC(initialize_sas): ,
(key eng. msg.) dest= 209.165.200.225, src= 209.165.202.129,
dest_proxy= 10.48.66.0/255.255.255.0/0/0 (type=4),
src_proxy= 10.48.67.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 28800s and 4608000kb,
spi= 0x858c841a(2240578586), conn_id= 3, keysize= 0, flags= 0x4
IPSEC(initialize_sas): ,
(key eng. msg.) src= 209.165.200.225, dest= 209.165.202.129,
src_proxy= 10.48.66.0/255.255.255.0/0/0 (type=4),



dest_proxy= 10.48.67.0/255.255.255.0/0/0 (type=4),

protocol= ESP, transform= esp-des esp-md5-hmac ,

lifedur= 28800s and 4608000kb,

spi= 0x28976548(681010504), conn_id= 4, keysize= 0, flags= 0x4

VPN Peer: IPSEC: Peer ip:209.165.202.129/500
Ref cnt incremented to:2 Total VPN Peers:1
VPN Peer: IPSEC: Peer ip:209.165.202.129/500

Ref cnt incremented to:3 Total VPN Peers:1
return status is IKMP_NO_ERROR

VPN ClientZ/\7PIXIcEH TR BEDT/NNV T

crypto_isakmp_process_block:src:10.48.68.2,
dest:209.165.200.225 spt:500 dpt:5000AK_AG exchange

ISAKMP
ISAKMP

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

ISAKMP
ISAKMP

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

ISAKMP
ISAKMP

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

ISAKMP
ISAKMP

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

ISAKMP
ISAKMP

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

ISAKMP
ISAKMP

ISAKMP:

(0) :
(0) :

(0) :
(0) :

(0) :
(0) :

(0) :
(0) :

(0) :
(0) :

(0) :
(0) :

processing SA payload. message ID = 0
Checking ISAKMP transform 1 against priority 10 policy
encryption AES-CBC
hash SHA
default group 2
extended auth pre-share (init)
life type in seconds
life duration (VPI) of 0x0 0x20 Oxcd4 0x9b
keylength of 256
atts are not acceptable. Next payload is 3
Checking ISAKMP transform 2 against priority 10 policy
encryption AES-CBC
hash MD5
default group 2
extended auth pre-share (init)
life type in seconds
life duration (VPI) of 0x0 0x20 Oxcd4 0x9b
keylength of 256
atts are not acceptable. Next payload is 3
Checking ISAKMP transform 3 against priority 10 policy
encryption AES-CBC
hash SHA
default group 2
auth pre-share
life type in seconds
life duration (VPI) of 0x0 0x20 Oxcd4 0x9b
keylength of 256
atts are not acceptable. Next payload is 3
Checking ISAKMP transform 4 against priority 10 policy
encryption AES-CBC
hash MD5
default group 2
auth pre-share
life type in seconds
life duration (VPI) of 0x0 0x20 Oxcd4 0x9b
keylength of 256
atts are not acceptable. Next payload is 3
Checking ISAKMP transform 5 against priority 10 policy
encryption AES-CBC
hash SHA
default group 2
extended auth pre-share (init)
life type in seconds
life duration (VPI) of 0x0 0x20 Oxcd4 0x9b
keylength of 128
atts are not acceptable. Next payload is 3
Checking ISAKMP transform 6 against priority 10 policy
encryption AES-CBC



ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP

ISAKMP

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP

ISAKMP

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP

ISAKMP

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP

crypto_
crypto_
ISAKMP_

ISAKMP
ISAKMP:
ISAKMP

crypto_
ISAKMP_

ISAKMP
ISAKMP:
return

crypto_
ISAKMP_

ISAKMP

ISAKMP:
ISAKMP

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

ISAKMP:

ISAKMP:

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

hash MD5

default group 2

extended auth pre-share (init)

life type in seconds

life duration (VPI) of 0x0 0x20 Oxc4 0x9b

keylength of 128
(0): atts are not acceptable. Next payload is 3
(0) : Checking ISAKMP transform 7 against priority 10 policy

encryption AES-CBC

hash SHA

default group 2

auth pre-share

life type in seconds

life duration (VPI) of 0x0 0x20 Oxc4 0x9b

keylength of 128
(0): atts are not acceptable. Next payload is 3
(0) : Checking ISAKMP transform 8 against priority 10 policy

encryption AES-CBC

hash MD5

default group 2

auth pre-share

life type in seconds

life duration (VPI) of 0x0 0x20 Oxc4 0x9b

keylength of 128
(0): atts are not acceptable. Next payload is 3
(0) : Checking ISAKMP transform 9 against priority 10 policy

encryption 3DES-CBC

hash SHA

default group 2

extended auth pre-share (init)

life type in seconds

life duration (VPI) of 0x0 0x20 Oxc4 0x9b
(0): atts are not acceptable.
isakmp_process_block:src:10.48.68.2, dest:209.165.200.225 spt:500 dpt:500
isakmp_process_block:src:10.48.68.2, dest:209.165.200.225 spt:500 dpt:500
TRANSACTION exchange
(0:0) : processing transaction payload from 10.48.68.2.message ID = 17138612
Config payload CFG_REPLY return status is IKMP_ERR_NO_RETRANS
(0:0): initiating peer config to 10.48.68.2. ID = 134858975 (0x809c8df)
isakmp_process_block:src:10.48.68.2, dest:209.165.200.225 spt:500 dpt:500
TRANSACTION exchange
(0:0) : processing transaction payload from 10.48.68.2. message ID = 17138612
Config payload CFG_ACK
status is IKMP_NO_ERROR
isakmp_process_block:src:10.48.68.2, dest:209.165.200.225 spt:500 dpt:500
TRANSACTION exchange
(0:0) : processing transaction payload from 10.48.68.2. message ID = 17138612
Config payload CFG_REQUEST
(0:0) : checking request:

attribute IP4_ADDRESS (1)

attribute IP4_NETMASK (2)

attribute IP4_DNS (3)

attribute IP4_NBNS (4)

attribute ADDRESS_EXPIRY (5)
Unsupported Attr: 5

attribute UNKNOWN (28672)
Unsupported Attr: 28672

attribute UNKNOWN (28673)
Unsupported Attr: 28673

attribute ALT_DEF_DOMAIN (28674)
attribute ALT_SPLIT_INCLUDE (28676)
attribute ALT_SPLITDNS_NAME (28675)
attribute ALT_PFS (28679)

attribute ALT_BACKUP_SERVERS (28681)



ISAKMP: attribute APPLICATION_VERSION (7)

ISAKMP: attribute UNKNOWN (28680)
Unsupported Attr: 28680

ISAKMP: attribute UNKNOWN (28682)
Unsupported Attr: 28682

ISAKMP: attribute UNKNOWN (28677)

Unsupported Attr: 28677
ISAKMP (0:0): responding to peer config from 10.48.68.2. ID = 1128513895
return status is IKMP_NO_ERROR
crypto_isakmp_process_block:src:10.48.68.2, dest:209.165.200.225 spt:500 dpt:500
OAK_QM exchange
oakley_process_guick_mode:
OAK_QM_IDLE
ISAKMP (0): processing SA payload. message ID = 3681346539
ISAKMP : Checking IPSec proposal 1
ISAKMP: transform 1, ESP_AES

ISAKMP: attributes in transform:

ISAKMP: authenticator is HMAC-MD5

ISAKMP: key length is 256

ISAKMP: encaps is 1

ISAKMP: SA life type in seconds

ISAKMP: SA life duration (VPI) of 0x0 0x20 Oxc4d 0x9b

IPSEC (validate_proposal): transform proposal (prot 3, trans 12, hmac_alg 1) not supported
ISAKMP (0): atts not acceptable. Next payload is 0

ISAKMP (0): skipping next ANDed proposal (1)

ISAKMP : Checking IPSec proposal 2

ISAKMP: transform 1, ESP_AES

ISAKMP: attributes in transform:

ISAKMP: authenticator is HMAC-SHA

ISAKMP: key length is 256

ISAKMP: encaps is 1

ISAKMP: SA life type in seconds

ISAKMP: SA life duration (VPI) of 0x0 0x20 Oxc4d 0x9b

IPSEC (validate_proposal): transform proposal (prot 3, trans 12, hmac_alg 2) not supported
ISAKMP (0): atts not acceptable. Next payload is 0
ISAKMP (0): skipping next ANDed proposal (2)
crypto_isakmp_process_block:src:10.48.68.2, dest:209.165.200.225 spt:500 dpt:500
hub (config) #
hub (config) #
hub (config) #
hub (config) #
crypto_isakmp_process_block:src:10.48.68.2, dest:209.165.200.225 spt:500 dpt:500
ISAKMP (0): processing NOTIFY payload 36136 protocol 1

spi 0, message ID = 3784834735
ISAMKP (0): received DPD_R_U_THERE from peer 10.48.68.2
ISAKMP (0): sending NOTIFY message 36137 protocol 1
return status is IKMP_NO_ERR_NO_TRANS
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