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= Cisco vManage ;) Select Resource Groups  Configuration - Policies ™S = ® 0
View Custom Control Policy
Descript
Route
* Rout
o = Match Conditions Actions
Default Action
VPN List: VPN_10_20 Accept
VPN Id Export To: WPN_30
v

[Default Action] A AllOW]ICEREE N TV BB E I, TLOCT RNZAAX Y MELEIFBEEDVPNA
L=RDOT RNRA XX NFER2TTOVIENZIOERBTEET,

= Cisco vManage ;) Select Resource Group~  Configuration - Policies ™= ® &

View Custom Control Policy

Default Action
' Route

Accept Enabled
| Default Action
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AAAXAY N EHFATTRDESICHEEhEL =,



= Cisco vManage

View Custom Control Policy

i
9, Select Resource Groupw

Configuration - Policies

Mame
Description
E Route
,: Route
o = Match Conditions
Dafault Action .
VPN List: VEN_30
VPN Id

= Cisco vManage
View Custom Control Policy

MName

Description

() Select Resource Groupw

Configuration - Policies

Default Action

*: Route

I Default Action

Accept

Enabled

Actions

Accept

Export To:

Route

VPN_10_20

RIZ, WAEORNRODRIS—HF, AD(BF) FAICHRTEIHARNIARNIEYETSHE
¥, VPN3OASDIL—NIE, cE1(site-id 1A SZEETNhDE, vSmartdY RO—FIC&2T
VPN 108 R U200 A —N—L A EBZ7ORJILOMP)T—7IILICT UV AR—REhET,

= Cisco vManage

red Policy >  Edit Policy

Add policies to sites and VPNs

Policy Name ROUTE_LEAKING

Folicy Description Route Leaking Policy

Topology  Application-Aware Routing

LEAK_VPN30_to_10_20
(¥ New Site List

Direction =

in

':';.' Select Resource Groupw

Configuration - Policies

Policy Application Topology

Traffic Data Cflowd

Site List

SITE_M

m Save Policy Changes

Traffic Rules

Action

1]

h

Cancel
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CUSTOM CONTROL



B#EIC. VPN1OB KV20A5DI—KIE, vSmartlc k2 TVPN30IL—F 1 5 F—T )T Y
AR— R &E N, cE2(site-id 12)H' 5 DVPN 108 K20/l — R EZELE T,

= Cisco vManage /) Select Resource Groupw Configuration - Policies ~ = 3 e

» Edit Policy
Paolicy Application Topology Traffic Rules

Add policies to sites and VPNs
Policy Name ROUTE_LEAKING

Policy Description Route Leaking Policy

Topology Application-Aware Routing Traffic Data Cflowd

—
CUSTOM CONTROL
w Site List

Direction Site List Action

in SITE_12 Z U

Save Policy Changes Cance

Fio, ZRAOE2BHBER)S—FENTLEI—-ERLET,

vi ptel a-policy:policy control-policy LEAK VPN10_20_to_30 sequence 1 natch route vpn-Ilist
VPN_10_20 prefix-list _Anylpv4PrefixList ! action accept export-to vpn-list VPN.30 ! ! default-
action accept ! control-policy LEAK VPN30_to_10 20 sequence 1 match route vpn-list VPN _30
prefix-1ist _Anylpv4PrefixList ! action accept export-to vpn-list VPN_10_20 ! ! default-action
accept ! lists site-list SITE_11 site-id 11 ! site-list SITE 12 site-id 12 ! vpn-list VPN_10_20
vpn 10 vpn 20 ! vpn-list VPN_30 vpn 30 ! prefix-list _Anylpv4PrefixList ip-prefix 0.0.0.0/0 le

32 1 11 apply-policy site-list SITE_ 12 control -policy LEAK VPN10_20 to_30 in ! site-list

SI TE_11 control -policy LEAK VPN30_to_10_20 in ! !

vSmart1> NO—Z THAMIC T S IZE. [vManage controller Configuration] > [Policies] 9> 3>
PSRV —ZTITATITRIRENHYVET,

ZBFW®DO R E

CORBEOFEVANL—YaVOBENTERET LRI TDEHDZBFWE BN L &
ERICRLET .
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J—=ARI—2
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VPN_30 oot BE intra-zone allow



FEEME., L—FcE1VPN3I0ODOH—EAfIASRHEE N, VPN 1058 TlE&E<VPN 2058 T D

Internet Control Message Protocol(ICMP) N2 7 4 Y VZFFAI§B & TY, VE—2RNT T4V
VEEBNICHETENZXENHYET,

= Cisco vManage Configuration - Security
Edit
Ay Zor i =
VPN_30 VPN_10
2 Rules
VPN
Search
Tatal Raws: 0

Order Name RAule 5013 Action Log Source Data Prefix Source Port Destination Data Prefix Dostination Pon Protocol Applcation List To Drc

1 Rube 1 MiA B Inspec t NIA 192.168.30.0/24 Any 192.168.10.0/24 Any 1 Any

z Rule 2 NiA B inspect WA 192.168.30.0/24 Any 192.168.12.0/24 Any 1 Any

Save Firewall Policy

T, L—ZRcE2H—EABIVPN 202 5 DICMPRZ 7 4 ¥ U 1&, VPN 30H —E AflIcE1INDE
BZEFAAITILEN HYEIHN. VPN10ASOBEBEFAILXEA. VPN 304 S5VPN 20ND L
2—2RZ74YORRBBNFAENET,

= Cisco vManac Configuration - Security
Edit Firewall Policy
v
WPN_20 WPN_30
2 Rules
N 20
Ot Search
Total [

Drder Ham Rule Suts Action Led Saource Data Prefix Source Part Destination Data Prefix.. Destination Port Protacal Application List Ta Dre

1 Rule 1 NiA B nspact L 152.168.20.0024 Any 152.168.30.0/24 Any 1 Any

2 Rule 2 LI B inspect MNiA 192.168.12.0/24 Any 192.168.30.0/24 Any 1 Ay

Save Firowall Policy



= Cisco vManage I Sroup - Configuration - Security "l .
ty » Add Security Policy
@ Firewall
O, Search
(Add a Firewall configuration)
Total Rows: 2

Marme Type Description Reference Count Updated By Last Updated =
VPN_30_to_10 B zoneBasedFwW Allow 10 initiate ICMP from YPN 30 to 10 0 enk 25 Feb 2022 5:05:25 PM CET
VPN_20_to_30 B zoneBasedFW Allow to initiate ICMP fram VPN 20 to 30 (i} ank 25 Feb 2022 5:06:23 PM CET

CCTR. BBAICZBFWRUY—07/LE1—%BETEET,

policy zone-based-policy VPN 20 _to_30 sequence 1 seqg-nane Rule_1 match source-ip 192.168.20.0/24
destination-ip 192.168.30.0/24 protocol 1 ! action inspect ! ! sequence 11 seq-nane Rule_2 match
source-ip 192.168.12.0/ 24 destination-ip 192.168.30.0/24 protocol 1 ! action inspect ! !
default-action drop ! zone-based-policy VPN 30 to_10 sequence 1 seqg-nane Rule_1 match source-ip

192. 168. 30. 0/ 24 destination-ip 192.168.10.0/24 protocol 1 ! action inspect ! ! sequence 11 seg-
nane Rule_2 match protocol 1 source-ip 192.168.30.0/24 destination-ip 192.168.12.0/24 ! action
inspect ! ! default-action drop ! zone VPN _10 vpn 10 ! zone VPN 20 vpn 20 ! zone VPN _30 vpn 30 !

zone-pair ZP_VPN 20_VPN 30_VPN 20_to_30 source-zone VPN 20 destinati on-zone VPN 30 zone-policy
VPN 20 to_30 ! zone-pair ZP_VPN 30 VPN 10 VPN 30 to_10 source-zone VPN _ 30 destination-zone
VPN_10 zone-policy VPN 30_to_10 ! zone-to-nozone-internet deny !
tX1VFTARIVD—2ERATBICE, FNAAT7TL—MOEMT>7L—RNEI>3>0
[EF212VTA4RVD—IRAYTE I XZ1—OTFTICBIVHTAXEN BV ET,



= Cisco vManage () Select Resource Groupw Configuration - Templates Ty = & O

Feature

Basic Information Transport & Management VPN Service VPN Cellular Additional Templates Switchport

Additional Templates

AppQoE Choose... »
Global Template * Factory_Default_Global_CISCO_Templ.. =
Cisco Banner Choose... -
Cisco SNMP Choose... -
TrustSec Choose... -
CLI Add-0On Template Choose... -
Policy Choose... x
Probes Choose... -
Security Policy TEST_SECURITY_POLICY -
Nene Empty template selection.
Switch Port (¥) Switch Port w

Cancel
TFNAART VT L—RFEFHEhDE, EFIVT ARV —FEARAEAETNAATEFIY

TARV—=DTIOTATIB)ET, CORFAXVROFEVAN L =232V ETS O
CEML—2TnatEFIUTARI—2FBHICITZDICTDTLE,

R
RIC, BEBEFIVTAR)D—(ZBFW) O BEN ERENLEZRBITIMLENF YV ET,
pingZEALTTARNTSDE, VPN1OASVPNIOAND KT T A Y IICY—URTHREENT

WaWhkedH, Y—2VPN1OASVPNIOAND KRS 714y ONBEFEB Y ICEREhD & &2RER
TE&FY,

R10#pi ng 192. 168. 30. 30 source 192.168. 10. 10 Type escape sequence to abort. Sending 5, 100-byte
| CVMP Echos to 192.168.30.30, tineout is 2 seconds: Packet sent with a source address of

192.168.10.10 ..... Success rate is 0 percent (0/5) R10#ping 192.168. 30. 30 source 192.168.12.12
Type escape sequence to abort. Sending 5, 100-byte |ICWP Echos to 192.168.30.30, tineout is 2
seconds: Packet sent with a source address of 192.168.12.12 ..... Success rate is 0 percent
(0/5)

BERIC, VPN20ALSDODRZT74Y 0@, EF1UTARU—ORETEELES W ICVPN 3012
AAEIhET,



R20#pi ng 192. 168. 30. 30 source 192. 168. 20. 20 Type escape sequence to abort. Sending 5, 100-byte
| CVP Echos to 192.168.30.30, tinmeout is 2 seconds: Packet sent with a source address of
192.168.20.20 !'!'!'l'! Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 s
R20#pi ng 192. 168. 30. 30 source 192.168.12.12 Type escape sequence to abort. Sending 5, 100-byte
| CVP Echos to 192.168.30.30, tineout is 2 seconds: Packet sent with a source address of
192.168.12.12 111l Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 s

V—2VPN10MOVPN 30A' 57 %Y 8192.168.10.024 D KF 7 1 Y I &, RIS —FREIC K
DTHREBYICHFITEIET,

R30#pi ng 192. 168. 10. 10 source 192. 168. 30. 30 Type escape sequence to abort. Sending 5, 100-byte
| CMP Echos to 192.168.10.10, timeout is 2 seconds: Packet sent with a source address of
192.168.30.30 !!'!'l'l Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

CORTTAYVIIZTRULTY—URTHAREENATVWEVES, VPNIOASHTZRY K
192.168.20.024 D RS T7 1 v ZFV—2VPN 20T EFEhET, CchFFHchTVET,

R30#pi ng 192. 168. 20. 20 source 192. 168. 30. 30 Type escape sequence to abort. Sending 5, 100-byte
| CMP Echos to 192.168.20.20, tinmeout is 2 seconds: Packet sent with a source address of
192.168.30.30 ..... Success rate is 0O percent (0/5)

IP7 RL A192.168.12.12l& Y —>>VPN 10F£ /= (&VPN 20(Z L. SD-WANI Y Z)L—RCcE1D
H—EABICHNETS I —FRIODEIN STHEVPNZHBITER WS, pingZHAKIZIZEIC
RETDAREMDHIEMODERTT,

R30#pi ng 192. 168. 12. 12 source 192.168. 30. 30 Type escape sequence to abort. Sending 5, 100-byte
| CMP Echos to 192.168.12.12, timeout is 2 seconds: Packet sent with a source address of
192.168.30.30 ..... Success rate is 0 percent (0/5)

RERIF. VRFIODIRXTHY—ATRALUTY., ChickV). Equal-Cost Multi-Path(ECMP)/\ ¥
JI1IBEBOBERICKELBEVCENMEREAET,

R30#pi ng 192. 168. 12. 12 source 192. 168. 30. 31 Type escape sequence to abort. Sending 5, 100-byte
| CVWP Echos to 192.168.12.12, timeout is 2 seconds: Packet sent with a source address of
192.168.30.31 ..... Success rate is 0 percent (0/5) R30#ping 192.168.12.12 source 192. 168. 30. 32
Type escape sequence to abort. Sending 5, 100-byte |ICWP Echos to 192.168.12.12, tineout is 2
seconds: Packet sent with a source address of 192.168.30.32 ..... Success rate is 0 percent
(0/5)

SESCIP 192.168.12. 120 T A MMEREHN S, VPN 204 ICMPTI—ERICHZEE T . VPN 30A S
VPN 20 ( ZEBIZRWUT)IANDKRZ T4V IEFATERIRDICY—URTHAREENTLVEVESD
V7OV oEn3ueEEAEWN S, VPN 20RIZCONBEEO X EHBAILET, BLIPZRLA
192.168.12.12MBHEAVPN 10ICH V). ICMPIO—ERICHE TR EEEETNBHESE. VPN
30/ 5VPN 20NDICMPRZ 7 4 Y V1L T BZBFWEF 1 UF A RIS —IZHR2T, NFT7 4
VORFUTIMLEN HVYET, BEVPNEZRRBITDILEN HVET,

RS7)IL>a1—hk
FEL. OMPTF—7 LD S5BEVPNERE TS

CE1DIIN—FT A IF—7 N EBREICFIVILTE, EBOBEAVPNEERTAHIDICKRIEE
A, HONSBSNZHREERBIERIE. 3EE(169.254.206.12)D> AT AIPTH V), ECMPIE
HKELEH A



cEl# show ip route vrf 30 192.168.12. 0 255. 255.255.0 Routing Table: 30 Routing entry for

192. 168. 12. 0/ 24 Known vi a "onp", distance 251, netric 0, type onp Last update from

169. 254. 206. 12 on Sdwan-systemintf, 01:34:24 ago Routing Descriptor Blocks: * 169.254.206.12
(default), from 169.254.206.12, 01:34:24 ago, via Sdwan-systemintf Route netric is 0, traffic
share count is 1

BEVPNZERDOTF3ICF. £, BROTL T 19 ADCE1OOMPTF—TIILASH—ERASKRIL
ZREDOITBDMLENfHYET,

cEl#show sdwan onp routes vpn 30 192. 168. 12. 0/ 24 Generating output, this might take tinme, please
wait ... Code: C-> chosen | -> installed Red -> redistributed Rej -> rejected L -> | ooped R ->
resolved S -> stale Ext -> extranet Inv -> invalid Stg -> staged |A -> On-denmand inactive U ->

TLCOC unresol ved PATH ATTRI BUTE FROM PEER | D LABEL STATUS TYPE TLOC | P COLOR ENCAP PREFERENCE - - -

-------- 169. 254. 206.4 12 1007 C |,R installed 169.254.206.12 private2 ipsec -
FRIEH1007THBD MBI ET, HFEIC, vSmartd> NO—F T, system-IP
169.254.206.12ZF D) —ZN SREThBDINTOY—EANFIVIEThD L, TBEVPNY
BREHEIhET,

vsmart 1# show onp services fam ly ipv4 service VPN originator 169.254.206.12 C -> chosen | ->
installed Red -> redistributed Rej -> rejected L -> looped R -> resolved S -> stale Ext ->
extranet Inv ->invalid Stg -> staged | A -> On-demand inactive U -> TLOC unresol ved PATH VPN
SERVI CE ORI G NATOR FROM PEER | D LABEL STATUS --------mmmmm oo oo oo -
------------------------ 1 VPN 169. 254, 206. 12 169. 254. 206. 12 82 1003 C 1,R 2 VPN 169. 254. 206. 12
169. 254. 206. 12 82 1004 C,1,R 10 VPN 169. 254, 206. 12 169. 254. 206. 12 82 1006 C,1,R 17 VPN

169. 254. 206. 12 169. 254. 206. 12 82 1005 C,1,R 20 VPN 169. 254. 206. 12 169. 254. 206. 12 82 1007 C I,R

VPNZARIL1007ICET VT, FBAVPNA20THB L ZRRTEEXT,

BE2.77Y N7 F#—LDX REERL TREREVPNERRT D

TS5YRNTA—LADAY > REFEAL THEAVPNERXSIZIE, £, show ip vrf detail 30F =&
show platform software ip fO cef table * summary AN > RZHL T, cE1/JL—XDOVPN 300
BVRF IDZERBTHIBVEN HYNET,

cEl#show ip vrf detail 30 | i Id VRF 30 (VRF Id = 1); default RD 1:30; default VPN D

COF/E, I0EVWSEROVRFICVRF ID1AE) BTSN TVWET, 75YRT7A—LTONXV K
l&. Cisco IOS-XEV 7RI ITT7ONT Y NKNAZRETHDABEEOD Y U 2K ITSD-WANY 7
NOZITOATZTOMOEIFI—2ERLET,

cEl#show platform software ip FO cef table index 1 prefix 192.168.12.0/24 oce === Prefix OCE ===
Prefix/Len: 192.168.12.0/24 Next Obj Type: OBJ_SDWAN NH SLA CLASS Next Obj Handl e: Oxf800045f,
urpf: 0 Prefix Flags: unknown aomid: 1717, HWhandl e: 0x561b60eeba20 (created)

HRKDT LT 4Rk, &S5ICHERTE BID 0xf800045fDH—E AL RILZ(SLA) I S AR A
7°(OBJ_SDWAN_NH_SLA_CLASS) DRV ARKY TATD T U RNERLET,

cEl#show pl at f orm sof tware sdwan FO next-hop sla id Oxf800045f SDWAN Next hop OCE SLA: num cl ass
16, client_handl e 0x561b610c3f 10, ppe addr Oxdbce6cl0 SLA 0: num nhops 1, Fallback_sla_flag
TDL_FALSE, nhobj _type SDWAN_NH_ I NDI RECT ECMP: Oxf 800044f Oxf800044f Oxf800044f Oxf800044f

Oxf 800044f Oxf800044f Oxf800044f Oxf800044f Oxf800044f Oxf800044f Oxf800044f Oxf800044f

Oxf 800044f Oxf800044f Oxf800044f Oxf800044f SLA 1: num.nhops 0, Fallback_sla_flag TDL_FALSE
nhobj _type ADJ_DROP ECMP: Oxf800000f Oxf800000f Oxf800000f Oxf800000f Oxf800000f Oxf800000f

Oxf 800000f Oxf800000f Oxf800000f Oxf800000f Oxf800000f Oxf800000f Oxf800000f Oxf800000f

0xf 800000f Oxf 800000f



ChERVWHEATHDE®H, 2 ~ 15OSLAVZARGRAFYTEnELE, 7F—)L/NY USLAY
SANREENTHE ST, INTOSLA1ERLUEHISEDROPRBEEZEREZIELTVWET, 4 H
fid. SLA 0A S DRIER A 7 (SDWAN_NH_INDIRECT)® I3 [F U (0xf800044f), E4& 97538 5

VPNEH—EASGRILEZEEDIIDCENESSICHERTEET,

cEl#show pl atform sof tware sdwan FO next-hop indirect id Oxf800044f SDWAN Next hop OCE I ndirect:
client_handl e 0x561b610f 8140, ppe addr 0xd86b4cfO nhobj type: SDWAN NH LOCAL_SLA CLASS,
nhobj _handl e: Oxf808037f | abel: 1007, vpn: 20, sys-ip: 169.254.206.12, vrf_id: 1, sla class: 1

FEINTY RRL—AY =)L 2ERAL TEEVPNERR TS

SLAEVPNERIMTRES 120 AR, L—2ERBERTTB/NT Y REUT LR LTH
TEBNTY NRL—RAY =TT, F/NY I&HE, IPT KL R192.168.12.125 DETDH & h
ST4VOERATBLS CREENET,

cEl#debug platformcondition ipv4 192.168.12. 12/ 32 both cEl#debug pl atform packet-trace packet
10 Pl ease renenber to turn on 'debug platformcondition start' for packet-trace to work
cEl#debug platformcondition start

RIZ, BT 749V ONFR3I0H SpingZERAL THIEBENEEES, cE1T—HI3/\T Y hZ2fHkER
EBENTYNOFEMEERTEET, cOBITE., ChEHEIAONTY NESO0TT, REEEL
T, <<<<<iEBTHERRENET,

cEl#show pl at f orm packet-trace sumary Pkt | nput Qutput State Reason 0 G 6 Tu3 DROP 52

(Firewal I L4lnsp) 1 G 6 Tu3 DROP 52 (FirewallL4lnsp) 2 G6 Tu3 DROP 52 (Firewal |l L4Insp) 3 G 6 Tu3
DROP 52 (Firewal | L4lnsp) 4 G 6 Tu3 DROP 52 (FirewallL4lnsp) 5 G 6 Tu3 DROP 52 (Firewall L4l nsp)
cEl#show pl at f orm packet-trace packet O Packet: 0O CBUG ID: O Sunmmary |nput : G gabitEthernet6
Qutput : Tunnel 3 State : DROP 52 (Firewall L4l nsp) <<<<<<<<<K<K<<KK<<<<<<<< Timestanp Start :
161062920614751 ns (03/24/2022 16:19: 31. 754050 UTC) Stop : 161062920679374 ns (03/24/2022

16: 19: 31. 754114 UTC) Path Trace Feature: [PV4(Input) Input : G gabitEthernet6 CQutput :

packet-traceld. pinglc &k 2 TEFENLES5DODICMPII—/AT Y RIXTHA ROY 7I—K
52(FirewallL4lnsp) T ROAY & hiZ & RLE T, o> 3> #EE : SDWAN Forwardingld
BHRVPNA20CH B &&ERL, RORILENENTY NOREBAY R —DH—EATRIL
1007 EAL T, cE2EMWEVPNZIBELE T, U2 a Mk : ZBFWE. V—2RTH
VPN3OV—&EBEETDIANVPN2OASORT 714 Y JICHUTREREENTVWAEVESH, N
TYRYFROYTENECLEEZBELET,

7I-MNFA—-N—CrPBENCHEE

JL—1K192.168.12.0/24 ' R20IC K > THWHE 11D A, VRF 20DcE2A S EIIETRBEIC & 2 2356
FESBYETH, VRFIVDERANSETTRY NEEAUTIAN, ZBFWEF1UFT 1R —
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