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vManage:

AT Y 71:SNMP¥EET > 7L — N Z/ER T % (C1E. [CONFIGURATION] > [TEMPLATES] >
[Feature Template] > [SNMP]IcBEL £7,

ROEIZRTEDIZ, SNMP no-shutdownZFERA L TF 7L —RhBEHBEZAILET,

£ CONFIGURATION | TEMPLATES

Device Feature

Feature Template SNMP

Template Name CSR1000v-SNMP

Description CSR1000v-SNMP

SNMP Version

Shutdown - Yes @ No

ATY T2 SNMPN—2 3> #BRLET, COBERFE/N—2323TT,

SNMP VERSION

SNMP Version O v2 (@ vs

ATY T3 KRORICRTESIC, SNMPRZY 7IIN—T7%4EHK L. RZYTEZ1I—=I)LICAD
LE9,



Group Name @  SNMP-TRAP-GRP_VMANAGE

Trap Type Modules 1 Trap Type Modules

Save Changes Cancel

Module Name Severity Levels

&
q

all - @ - || critical major minor °

© Add Trap Module

Save Changes Cancel

ATYTASNMPRZ Y TR =7y R —NZERLET,

Z Z Tk, SNMP KNS v 7 #EFE T B 7= 8 Omgmt-intf Virtual Routing Forwarding(VRF) A &
nEY,

interface G gabitEthernetl vrf forwarding Mgnt-intf ip dhcp client default-router distance 1 ip
address dhcp negotiation auto arp tineout 1200 no nop enabl ed no nop sysid end

VPN ID e 512 D Mark as Optional Row o .
IP Address @ ~ 104835219

UDP Port @~ 61

Trap Group Name @ ~ SNMP-TRAP-GRP_VMANAGE w

User Name @ ~ SNMP_V3_USER_VMANAGE -

Source Interface @ ~  GigabitEthernet1

Save Changes Cancel



AT Y 75SNMPE 1 —%4#ER L. SNMPA7 2 19 N&BIFOID)ZEML £,

Object Identifier Exclude OID

® - | @~

© Add Object Identifer

AT Y T6:SNMPI I —7%4EHRK L. LENCER L =SNMPE 1 —ZBEE(F(TE T,

Name @ SNMP-GRP-VMANAGE

Security Level @  AuthPriv

View @ » SNMP-VIEW_VMANAGE

ATYTT I ROBRICRI&LSIC, SNMPV3I—HZBML T,

User @ SNMP_V3_USER_VMANAGE
Authentication Protocol SHA

Authentication Password

Privacy Protocol AES-CFB-128

Privacy Password

Group SNMP-GRP-VMANAGE

Save Changes Cancel
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£ CONFIGURATION | TEMPLATES

Basic Information Transport & Management VPN Service VPN Additional Templates

*

Additional Templates

AppQoE Choose... hd

Banner Choose... v

Global Template Choose... v

Policy Choose... -

Probes Choose... d

SNMP CSR1000v-SNMP - -Q—
Security Policy test-1-sec -

ATYT: TFNAARTVTL—REZTNhTNOTNAAICERLET,
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cEdge:

ChSsOFNYTZBMILET :

debug snnp packets debug snnp detail
SNMP R~ Z Y 7 M4 R : test snmp trap config

cEdge#t est snnp trap config Generating CONFI G MAN-M B Trap cEdge# Aug 19 14:26:03. 124: SNWVP:
Queui ng packet to 10.48.35.219 Aug 19 14:26:03.124: SNMP: V2 Trap, reqid 5563, errstat 0, erridx
0 sysUpTinme.0 = 233535801 snnpTrapd D.0 = ci scoConfi gManEvent ccnHi storyEvent CoomandSource. 2 = 1
ccnHi st oryEvent Confi gSource. 2 = 2 ccnti st or yEvent Confi gDestination.2 = 2

ccnHi storyEvent Term nal User. 2 = test Aug 19 14:26:03.374: SNWP: Packet sent via UDP to

10. 48. 35. 219

ZCTlE. SNMPRS Y 7AH—/V10.48.35 21910 EE hTWB DAY ET,

NTY R FYTTFv



2 2020-88-18 12:58:22.830950 10.48.62.184 10.48.35.219 SNMP 306 encryptedPDU: privKey Unknown

Frame 2: 306 bytes on wire (2448 bits), 306 bytes captured (2448 bits)
Ethernet II, Src: VMware_8d:61:ce (00:50:56:8d:61:ce), Dst: Cisco_Sb:a6:1d (cc:7f:76:5b:a6:1d)
Internet Protocol Version 4, Src: 10.48.62.184, Dst: 10.48.35.219
User Datagram Protocol, Src Port: 49444, Dst Port: 161
v Simple Network Management Protocol
msgVersion: snmpv3 (3)
msgGlobalData
msgAuthoritativeEnginelD: 766d616e6167652d0a151515
msgAuthoritativeEngineBoots: 1
msgAuthoritativeEngineTime: 4490
msglserName: SNMP_V3_USER_VMANAGE
msgAuthenticationParameters: ecb71af6d4616F7944426464
msgPrivacyParameters: d2c8f7ee670781e2
msgData: encryptedPDU (1)

TCheckMIBView:OIDAMIBE 1 —ICH W EFBA. ITZ—INFRHRELEL L,

FEOSNMPE 1 —3BEEBAL., ThICODEBMLETH : 1.3.6.14.1) EF ¥ I7Fr L&
E

NZ7IL231—b

debug snnmp detail debug snmp packets cEdge#test snnp trap config Generating CONFI G MAN-M B Tr ap
SPOKE- 8#CheckM BView. ODis in MB view. CheckMBView ODis in MB view CheckMBView ODis
in MB view CheckMBView ODis in MB view CheckMBView ODis in MB view CheckM BVi ew
ODis in MB view. CheckMBView ODis in MB view SrCheckNotificationFilter: ODis

i ncl uded. SrCheckNotificationFilter: ODis included. SrCheckNotificationFilter: ODis

i ncl uded. SrCheckNotificationFilter: ODis included. SrCheckNotificationFilter: ODis

i ncl uded. SrCheckNotificationFilter: ODis included. SrCheckNotificationFilter: ODis
included. Aug 19 14:30:16.527: SNWP:. Queui ng packet to 10.48.35.219Sr_send_trap: trap sent to
10. 48. 35.219: 161: Mgnt-intf Aug 19 14:30:16.527: SNWMP: V2 Trap, reqid 5564, errstat 0, erridx O
sysUpTi me. 0 = 233561141 snnpTrapO D. 0 = ci scoConfi gManEvent ccnHi st oryEvent ConmandSource. 2 = 1
ccnHi st oryEvent Confi gSource. 2 = 2 ccnHi st oryEvent Confi gDestination.2 = 2

ccnHi storyEvent Termi nal User. 2 = test SrV2GenerateNotification: Function has reached cl ean up
routine. Aug 19 14:30:16.777: SNWP: Packet sent via UDP to 10.48.35.219 cEdge#sh snnp | i sent
Loggi ng to 10.48.35.219.161, 0/10, 3316 sent, 2039 dropped. cEdge#sh snnp user User nane:
SNMP_V3_USER _VMANAGE Engine ID. 766D616E6167652D0A151515 storage-type: nonvol atile active

Aut henti cation Protocol: SHA Privacy Protocol: AES128 G oup-nane: SNWP- CRP- VMANAGE cEdge#show
snnp group groupnane: |ILM security nodel:vl contextnane:
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https://sdwan-docs.cisco.com/Product_Documentation/vManage_How-Tos/Troubleshooting/Use_SNMP_Traps
https://snmp.cloudapps.cisco.com/Support/SNMP/do/MIBSupport.do?local=en&step=3
https://www.cisco.com/c/ja_jp/support/index.html
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