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L. RZT74vOFKFIE—HEH, 7OV EERTERT,
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Actions :

- Accept BN : AJ> &, DSCP, OY, FUVARNKY T, Z5—UAKN, VTR, RUH—
. [Drop] 80 : Ao &, OY
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172.16.30.10

K

172.16.30.0/24 ‘

VRF10
% cEdge2
_ 30.30.30.1

192.168.60.0/24
VRF10
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SD-WAN | e Py
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Host cEdge1 : (i ] cEdge3 Loopback1
'50. 40.40.40.1 A1,
192.168.60.137 SHliaioe:t 1 :RL:

RAN1A S5cEdge2®H—/NIZpingRFEZEITLE T,

[Host2 ~]$ ping -I ethl -¢ 5 172.16.30.10
PING 172.16.30.10 (172.16.30.10) from 192. 168. 60. 137 ethl: 56(84) bytes of data.
64 bytes from 172.16.30.10: icnp_seq=1 ttl =253 tine=20.6
64 bytes from 172.16.30.10: icnp_seq=2 ttl=253 tine=20.5
64 bytes from 172.16.30.10: icnp_seq=3 ttl=253 tine=20.5
64 bytes from 172.16.30.10: icnp_seq=4 ttl=253 tine=20.5
64 bytes from 172.16.30.10: icnp_seq=5 ttl=253 tine=20.5

3333 3

- 172.16.30.10 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4006ms
rtt mn/avg/ max/ ndev = 20.527/20.582/20.669/0. 137 ns

cEdge3h' 5 cEdge2® H— /NN D ping#R 3L,

cEdge3# ping vrf 10 172.16.30.10 source loopback 1

Type escape sequence to abort.

Sending 5, 100-byte |ICWP Echos to 172.16.30.10, tineout is 2 seconds:
Packet sent with a source address of 1.1.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 72/73/76 ms
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Cisco vManage‘C'\ Configuration > Policies > Localized Policy.7 )Y % Add Policy

= Cisco vManag - Configuration - Policies

Cantralired Policy Localized Policy

lized Policies added, add your first Poliey
Add Policy

ATY72: BRO—BIHITBIRKIIN—T%2ERLET,
21) Y 2 Dataprefix ZZIO X Z 1 —T. New Data Prefix List.

—BRHCEFERT, 12—y N7TORIIZEZERL, T—RTL 71V IRZEBMLE
ER

)Y %9 Add ENH S Next TT Configure Access Control List NFRRENET,

= Cisco vManag : - Configuration - Policies

—* O IPv

Rufevenco Count

ATYT3: —BERHUZEATZITIEAVANEERLET,

1Z3R Add IPv4 ACL Policy Add Access Control List Policy ROAY 7’A O X -1 —



= Cisco vManage ./ Select Resource Groupw Configuration - Policies

> Add Policy

0 Create Groups of Interest Q Configure Ferwarding Classes/QoS . Configure Access Control Lists
Q. Search
ess Control List Policy Add Device Access Policy (Add an Access List and configure Match and Actions)
Add IPva ACL Policy
Add IPvE ACL Policy
Import Existing "
* g o Description Maode Reference Count

No data available

E:ZORFIXDRNE, ZOADANO=ILJARNACLRID—ICESVWTSHY, 7
NAARATOEARID—ERBALBWVWTLSEEV, FNA AT VEARIZ —(F, Simple
Network Management Protocol ( SNMP ; 2% Y RO —20EE 7’0 K1)l ) X Secure
Socket Shell (SSH ; ¥ 17V Y "2 T ) BEOO—AILNY—ERXADOFIHETETD H
BeeLETAH, PORAODMA—ILVARRID =@, EETETBET—ERAP —HEFHIC
LU TERETY,

ATFYTAACLY— T VAR EETS

ACLEZEEET. ACLICBRIZN T, HAZEADLET, U Y Y addAcL Sequence TNH S

Sequence Rule.

[match conditions] X Z 11—, Source DataPrefix T—2X 7L 7 4 Y 2 A1) A N% Source Data Prefix
List RAY 7RV XZ1—HSBRULET,

= Cisco vManage t iroup Configuration - Paolicies

o .
|.~j_;,_s| Access Control List

osce Packet Length pLP LT Source Data Prafix

Destination Data Prafix Dastination Pont TCP Claza

Match Conditions Actions

ARTYVTE—TADT O3V EERL, BRENTERT

@Eﬁ'ﬁ Action 1%% Drop, = 7 ) 7 L + Save Match & Actions.



Save Mateh And Actioas

E:20oT70>avi, B2ICO-AFAARENEERID—TRELS, =T ABKICH
HICEERTShET,

*“N Access Control List

2 Rule Drag and drop 1o ne-arrange r

o = Match C
Sex [

ATY 7’6:7£1EIJ0)>(: 11—, Default Action,”Z'J ¥ 2 Edit, ZIERL., Accept.

= Cisco vMa - Confguration - Policies

Default Action

T, Drag & drop to recrder S _Enatied D

F:COFT7FNRNOTIIAVE, O—HAFAXENERVS—OREICH KT,
dropZEALBZWVWTLKEEZV, ERATDE, INTORZTAYINEEEZT, XY KND
—ONEFLTDAREL B XTI,

1) Y % save Access Control List Policy.

ATYTT RIS —ICEEEGFFS
1) Y 9 Next & T policy Overview BRI Z [ ITE TMHDOEERFRZADREICLET, 71U YT save

Policy



zad Policy » Add Policy

@ Create Groups of Interest

Enter name and description fer your localized master policy

Policy_IGMP

Policy Description Policy_ICMP

Pelicy Settings

'_j Netflow ::] MNetflow IPvE E Application

Log Freque

FINF IPv4 Max Cache Entries Emter the cache size (range 16 = 2000000)

FNF IPvG Max Cache Entries Enter the cache size (range 16 - 2000000)

Back

RUD—AELVWC EZ2BFETBICE,

Hama Description Deices Attached

Policy_ICMP Policy_ICMP 0

RI)—TIO—TVAELEENFELVC L =25

@ Configure Forwarding Classes/QoS

] Application IPvé [ Cloud QoS [ Cloud oS Service side

Cy How often packet lows are logged (maximum 2147483647) (J

®

G
(i

Preview.

Device Templates

o

wlLET,

@ Configure Access Control Lists @ Configure Route Policy

: Implicit ACL Logging

Cancel

Save Policy

Updated By Last Updated

ericgar 21 Aug 2022 6:05:06 PM COT e

Vi

Copy
Edit

Delete



Policy Configuration Preview

policy
access-1list ICMP_Block
sequence 1
match
source-data-prefix-list Prefix_192_168_60_0 #—
]
action drop «f—
count ICMP_block_counter =
I
!
default-action accept «#—
lists
data-prefix-list Prefix_192_168_60_0
ip-prefix 192.168.60.0/24 «—
1
I

ACLEZIE—L &Y, chik, ROATYTTHREIIBYET,
ATY78O—NTARENLERIS—2TFNA AT T L—MNIBEERTET,
L—RICEREENTVEITFNAATTL—RNERDO2HT, 320ORY RZEIZUYIL, Edit

= Cisco vManags SOUT | - Configuration - Templates

EIR Additional Templates A—HZ 4 A& i fzR1J > —%&[policy] 7 4 —)L RIZIEMML .,  Update > Next >
Configure Devices RXiE ZCEdgelc 7’y 21 L& T,



Additional Templates

AppQoE Choose... -

Global Template * Factory_Default_Global_CISCO_Templ... = ()
Cisco Banner Choose... ¥
Cisco SNMP Choose... -
TrustSec Choose... -
CLI Add-0On Template Choose. .. -
Policy Policy_ICMP -
Probes Choose... -
Security Policy Choose... -
P e Tesplsta Conlpraen | @ Vot Sucess ioted By:alcpae From: 22163.2247

Search

Tatal Rews: 1
S1at Lt Et [= Mumbs- Device Model Hostname System P Site 10 e P
@ Suc D P Feart CSR-E4T16CEE-AGIG-ATIC, CSRI100D, Edge? 30.30.30 0

[20-Aug-2832 23:31:47 UTC] o
[21-Aug-2022 23:31:47 UTC] Ch
[21-Aug-2022 23:31:48 UTC) Ge:
[21=Aug-3822 73:31:49 UTC] De
[21=Aug=2@22 23:31:49 UTC] W)
[21-Aug-2022 23:31:50 UTC] Sending
[21-Aug-2022 23:31:38 UTC] Comple!

¥ COBST, vManagelkERE ARV —ICETVTACLEEEL, EDAVR—7
I RAICEBEERTSNTVERAN, BEEZcEdgelc 7Y 21 LET, LEN 2T, NT
74V O070—-ICRREELEEA,

ATYTOFNAART VT L—NADOKNS T4V IICT O3 2 BATRAVR—TIAAD
HWeeT 7 L—hERBELET,



RS74v0TOY VSRR ENHIHEETVTL—RERDTRENEETT,

DI Tk, GigabitEthernet3{ > X — 7 T A A& Virtual Private Network 3(Virtual Forwarding
Network 3)ICBL TWE T,

[service VPN 2O 3 IZBEL., et VPNTU7L—KNICTF7I2E2ALET,

O TlE, GigabitEthernet3{ > X —7 I A4 AlZc1000v-Base-VP10-IntGi3#aET > 7L — A"
BEHREhTVETD,

Edit VPN - ¢1000v-Base-VP10

Additional Cisco VPN Templates
Cisco VPN Interface Ethemet £1000v-Base-VP10-Lol - Sub-Templates ~
Cisco IGMP

Cisco Multicast

Cisco VPN Interface Ethermet ¢1000v-Base-VP10-IntGi3 - Sub-Templates - Cisco PIM

Cisco BGP

Cisco OSPF

Cisco OSPFv3

Ciseo VPN Imterface Ethernet
Cisco VPN Interface IPsec
EIGRP

ATYTI0CACLEZA V2 —T7 T4 AICBEERTET,
@Eﬁ'ﬁ Configuration > Templates > Feature. 7_'>7°|/— Rz714)ZXV 77‘ L. Edit

Configuration - Templates

==

= Cisco vM

DY acLigos NS 74V ONTAOYITRHAEEEMCLET, FIE7TTIE—LZACLE %
ETIAKET, Update TEEZTYZILET



= Cisco vManage

>

Basic Configuration

w  ACLIQODS

Tunnel

L
> e1000v-Base-VPI0-In1Gi3
MAT VRRP

ACLIGoS

ARP

Configuration - Templates

TrustSec

Aadvanced

Adaptive QoS .[::.-__, = In Off
xha ] Rate (Kbhps /:; -
QoS Map =~
N QoS Map G":) -
Fewrite Rule =
nggress ACL - 1P ) e Or ff
Egress ALL - 1Pwvd E’ - D. on Off
Pud Egress Access List &h ™ | ICheR_Block
i A Pk G_‘\_I - O W f
gress Al ] /;_.j - O I

E:vManage’ R > —BEEEAFOT—FTIVF Y TCRALUTHDH, cOO—HFMRE
NERVD—ERZTOEAFVEdge TEMBEL FT, BB E2 &, cEdgeF zldvEdge &
BERMOHZ A 74F1L—2 3 BEEZBRIDTNAAT T L— NI &> TRt
nNE9,

TR

ATV L—B2DOREZELLHERTS

cEdge2# show sdwan running-config policy
policy
lists
data-prefix-list Prefix 192 168_60_0 <<<<<<<<<



ip-prefix 192.168.60.0/24 <<<<<<<<<
1
!
access-1ist | CVP_BIl ock
sequence 1
mat ch
source-data-prefix-list Prefix_ 192 168 _60_0 <<<<<<<<<
!
action drop <<<<<<<<<
count ICMP_block counter <<<<<<<<<
1
1

default-action accept <<<<<<<<<

cEdge2# show sdwan running-config sdwan | section interface GigabitEthernet3
interface G gabitEthernet3
access-1ist | CMP_Bl ock out

ATY T2:.cEdge1 D —EARY NDO—VRIZHBDHost1 A S, cEdge2® H—/NIZ5D Dping X
Y- ZEELET

[Hostl ~]$ ping -I ethl -¢ 5 172.16.30.10

PI NG 172.16.30.10 (172.16.30.10) from 192. 168. 60. 137 ethl: 56(84) bytes of data.
--- 172.16.30.10 ping statistics ---

5 packets transmitted, O received, 100% packet |oss, tinme 4088ns

X COBITE. hostllELinuxYZ > TF, M-Iy FpingMIL—E D SREETND A 2—
TJ7IAA%EXRL, "T—cy @EpingXvtE—208HERLET,

AT Y 7 3:cEdge2h' 5, ACLAD 2B LET

cEdge2# show sdwan policy access-list-counters
NAME COUNTER NANME PACKETS BYTES

| CvP_Bl ock | CVMP_bl ock_counter 5 610
default _action_count 0 O

CONIVREFE, RUS—TERENTVWBRELSIZ, XY ND—2192.168.60.0/24h SIEEE h
520N TY MC—BLULELE,

FMH4:cEdge3n' 5. 4D DpingX Y £—2 &S —/¥172.16.30.10lCFELET

cEdge3# ping vrf 10 172.16.30.10 source loopback 1

Type escape sequence to abort.

Sending 5, 100-byte I CMP Echos to 172.16.30.10, tineout is 2 seconds
Packet sent with a source address of 1.1.1.1

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 72/76/88 ns
XY RND—ONFEBY(CDBEEEF1.1.1.1/32), RUS—RIC—HTBIFREHF VLD, IL—5%
BAULENTY NEH—NCEETIhET,

FINE5:cEdge2MACLA T X = BEBRELET,

cEdge2# show sdwan policy access-list-counters



NAME COUNTER NAME PACKETS BYTES

| CVMP_Bl ock | CMP_bl ock_counter 5 610
defaul t _action_count 5 690

default_action_count® A > Rk, cEdge3lc &k 2 TEEENESBEONT Y NTEMUEL
N R% DT FBICIE. clear sdwan policy access-list AX o~/ RARRENBVFEEEHYET,

VEdge THER T D HN IV R

show running-config policy

show running-config

show policy access-list-counters
clear policy access-list

NZ7)LZa1—h
I5—A>2—7 T4 ANDACLEANDTELSH

ACLZBECRI>Y—&, BHICTNAATUT7L—NIEERTIHBENF HVERT. TORER,
ACLEZAVEB—T7 IAADKETNA AT TL—NTEETEET,
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