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Sw_A
Vlan 100 : 192.168.10.2/24

RIE
4 NA: EDE :

Site A 1#show run Site A 2#show run

Bui | di ng configuration... Bui | di ng configuration..

otv site bridge-donain 99

!

otv site-identifier 0000.0000.0001
crypto isaknp policy 10

hash nd5

aut henti cation pre-share

otv site bridge-donmain 99

!

otv site-identifier 0000.0000.0001
crypto isaknp policy 10

hash nd5

aut hentication pre-share

crypto i saknp key cisco address 30.0.0.1 crypto i saknp key cisco address 30.0.0.1

crypto i saknp key cisco address 40.0.0.1 crypto i saknp key cisco address 40.0.0.1


https://www.cisco.com/c/ja_jp/support/docs/routers/asr-1000-series-aggregation-services-routers/117158-configure-otv-00.html 
https://www.cisco.com/c/ja_jp/support/docs/routers/asr-1000-series-aggregation-services-routers/117157-configure-otv-00.html

crypto ipsec transformset tset esp-aes
esp- md5- hnac

node tunnel

crypto map cmap 1 ipsec-isaknp
set peer 30.0.0.1

set transformset tset

mat ch address cryptoacl
crypto map cmap 3 ipsec-isaknp
set peer 40.0.0.1

set transformset tset

mat ch address cryptoacl 3

interface Overl ay99

no i p address

otv join-interface G gabitEthernet0/0/1
otv adj acency-server unicast-only
service instance 100 et hernet
encapsul ati on dot 1q 100

bri dge-domai n 100

!

service instance 101 et hernet
encapsul ati on dot1q 101

bri dge-domai n 101

nterface G gabitEthernet0/0/0
no i p address

service instance 99 ethernet
encapsul ati on dot 1q 99

bri dge-donmai n 99

crypto ipsec transformset tset esp-aes
esp- md5- hmac

node tunne

crypto map cmap 2 ipsec-isaknmp
set peer 30.0.0.1

set transformset tset

mat ch address cryptoacl 2
crypto map cmap 3 ipsec-isaknmp
set peer 40.0.0.1

set transformset tset

mat ch address cryptoacl 3

interface Overl ay99
no i p address

otv join-interface G gabitEthernet0/0/1

otv use-adjacency-server 10.0.0.1 30.0.0.1

uni cast-only

service instance 100 et hernet
encapsul ati on dot 1g 100

bri dge- domai n 100

I

service instance 101 et hernet
encapsul ati on dot 1g 101

bri dge- domai n 101

interface G gabitEthernet0/0/0
no i p address

service instance 99 ethernet
encapsul ati on dot 1q 99

bri dge- domai n 99



servi ce instance 100 et hernet . .
servi ce instance 100 et hernet

I ati dot 1g 100 .
encapsutation dot g encapsul ati on dot 1g 100

bri dge- domai n 100 bri dge- domai n 100

servi ce instance 101 et hernet . .
servi ce instance 101 et hernet

I ati dot1g 101 .
encapsutation dot g encapsul ati on dot1g 101

bri dge- domai n 101 bri dge- domai n 101

Interface G gabitEthernet0/0/1 interface G gabitEthernet0/0/1

'p address 10.0.0.1 255.255.255.0 ip address 20.0.0.1 255.255. 255. 0

crypto map cnap crypto map cnap

i p access-list extended cryptoacl . .
P yp ip access-list extended cryptoacl 2

pernmit gre host 10.0.0.1 host 30.0.0.1 permit gre host 20.0.0.1 host 30.0.0.1

i p access-list extended cryptoacl 3 . .
P yp ip access-list extended cryptoacl 3

pernmit gre host 10.0.0.1 host 40.0.0.1 permit gre host 20.0.0.1 host 40.0.0.1

%4 NB:ED#E :
Site_B 1#sh run Site_B 2#sh run
Bui | di ng configuration... Bui | di ng configuration...
otv site bridge-donain 99 otv site bridge-domain 99
! !
otv site-identifier 0000.0000.0002 otv site-identifier 0000.0000.0002
crypto i saknp policy 10 crypto isaknmp policy 10
hash nd5 hash nd5
aut hentication pre-share aut hentication pre-share

crypto i saknp key cisco address 10.0.0.1 crypto isaknp key cisco address 10.0.0.1

crypto i saknp key cisco address 20.0.0.1 crypto i saknp key cisco address 20.0.0.1

crypto ipsec transformset tset esp-aes crypto ipsec transformset tset esp-aes
esp- md5- hnac esp- md5- hnmac



node tunnel

crypto map cmap 1 ipsec-isaknp
set peer 10.0.0.1

set transformset tset

mat ch address cryptoacl
crypto map chap 2 ipsec-isaknp
set peer 20.0.0.1

set transformset tset

mat ch address cryptoacl 2

nterface Overl ay99

no i p address

node tunne

crypto map cmap 1 ipsec-isaknmp
set peer 10.0.0.1
set transformset tset
mat ch address cryptoac

crypto map cmap 2 ipsec-isaknmp
set peer 20.0.0.1
set transformset tset

mat ch address cryptoacl 2

interface Overl ay99

no i p address

otv join-interface G gabitEthernet1/0/2 otv join-interface G gabitEthernet2/2/0

otv use-adjacency-server 10.0.0.1 unicast- otv use-adjacency-server 10.0.0.1 30.0.0.1
only uni cast-only

otv adj acency-server unicast-only servi ce instance 100 et hernet
servi ce instance 100 et hernet encapsul ati on dot 1g 100
encapsul ati on dot 1q 100 bri dge- domai n 100

bri dge-domai n 100 !

! service instance 101 et hernet
servi ce instance 101 et hernet encapsul ati on dot 1g 101
encapsul ati on dot1q 101 bri dge- domai n 101
bri dge-domai n 101 !

nterface G gabitEthernet2/2/1

nterface G gabitEthernet1/0/3 no i p address
no i p address service instance 99 ethernet
servi ce instance 99 et hernet encapsul ati on dot 1q 99
encapsul ati on dot 1q 99 bri dge- domai n 99
bri dge-donmai n 99 !

! servi ce instance 100 et hernet



service instance 100 et hernet
encapsul ati on dot 1g 100
encapsul ati on dot 1q 100
bri dge- domai n 100
bri dge-domai n 100
I
!
service instance 101 et hernet
service instance 101 ethernet
encapsul ati on dot1g 101
encapsul ati on dot 1q 101
bri dge- domai n 101
bri dge-domai n 101
I
1
1
!
interface G gabitEthernet2/2/0
interface G gabitEthernetl1/0/2
i p address 40.0.0.1 255.255.255.0
ip address 30.0.0.1 255.255.255.0
crypto map cmap
crypto map cmap
1
!
ip access-1ist extended cryptoacl
i p access-list extended cryptoac
permt gre host 40.0.0.1 host 10.0.0.1
pernmit gre host 30.0.0.1 host 10.0.0.1
ip access-list extended cryptoacl 2
i p access-list extended cryptoacl 2
permt gre host 40.0.0.1 host 20.0.0.1
pernmit gre host 30.0.0.1 host 20.0.0.1
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Site_A l1l#show otv vl an
Key: SI - Service Instance, NA - Non AED, NFC - Not Forward Capabl e
Overlay 99 VLAN Configuration Information

Inst VLAN BD Auth ED State Site If(s)

0 100 100 *Site A 1 active Gi0/0/0:81100



0 101 101 Site A2 i nacti ve( NA) G 0/0/0: Sl 101
0 200 200 *Site A 1 active Gi0/0/0:SI200
0 201 201 Site A2 i nacti ve( NA) G 0/0/0: Sl 201

Total VLAN(sS): 4

Site_B 2#show otv vl an

Key: Sl - Service Instance, NA - Non AED, NFC - Not Forward Capabl e.

Overlay 99 VLAN Configuration Information

Inst VLAN BD Auth ED State Site If(s)

0 100 100 *site_B_2 active Gi2/2/1:S1100
0 101 101 Site B 1 i nacti ve( NA) G 2/2/1:SI101
0 200 200 *Site_ B 2 active Gi2/2/1:S1200
0 201 201 Site B 1 i nacti ve( NA) G 2/2/1:S1201

Total VLAN(sS): 4

NTY NN EESSDEDTERBICHT LB R DT EIILERE A TVEIAES H EHERT
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Site_A 1#show crypto isaknp sa

I Pv4 Crypto | SAKMP SA

dst src state conn-id status
10.0.0.1 30.0.0.1 QM I DLE 1008 ACTI VE
10.0.0.1 40.0.0.1 QM I DLE 1007 ACTI VE

Site_B 2#sh crypto i saknp sa

I Pv4 Crypto | SAKMP SA

dst src state conn-id status
20.0.0.1 40.0.0.1 QM I DLE 1007 ACTI VE
10.0.0.1 40.0.0.1 QM I DLE 1006 ACTI VE

T, NTY MBESILBRTEFTILEAEAESH ERIE T SDICIE. £ show crypto
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- ICMPITO—RVLAN 100D T U747 74— TH%Site A 1 EDA SEFENE T,



OTVRAO—R (ICMPZO—+MPLS+GRE ) A7 It T2 HENFHYWET
<RI, ICMPIZO—AVLAN 100D T V747 74— TH5Site_ B 2EDICEIET D &,
OTVRAO—R (ICMPIZO1—+MPLS+GRE ) ZAW7 It TR HENHYWET
. ZC T, Site_ B_2EDA'SW_BA'SICMPT—B&%ZZ{EL S5, OTVRAO—R (ICMPL

d—+MPLS+GRE ) ZBENW7 LT R RLEN HYET

- ICMPITO—&#'Site_ A_1EDIZEEL =S, OTVRAO—R (ICMPIIO—+ MPLS +

GRE ) Z2BUOTH7EIMLIZBENBYUERT

SW_AN 5Sw_BADpingA BRI L &, U714 772 —REDDM 5 Tshow crypto session
detaillH i ® "ency BKY Tdecs £V a2V IC520D I AFEMTBDEFREhET,
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Site_A 1(config-if)#do show crypto session detail | section enc
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
Qut bound: #pkts enc'ed O drop O life (KB/ Sec) 4608000/ 3345

Outbound: #pkts enc'ed 10 drop 0 life (KB/Sec) 4607998/3291 <<<<

Site_A 1(config-if)#do show crypto session detail | section dec
I nbound: #pkts dec'ed 0 drop O life (KB/Sec) 4608000/ 3343

Inbound: #pkts dec'ed 18 drop 0 life (KB/Sec) 4607997/3289 <<<<

Site_B 2(config-if)#do show crypto session detail | section enc

K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
Outbound: #pkts enc'ed 18 drop 0 life (KB/Sec) 4607997/3295 <<<<
Qut bound: #pkts enc'ed 9 drop O life (KB/ Sec) 4607999/ 3295

Site_B 2(config-if)#do show crypto session detail | section dec
Inbound: #pkts dec'ed 10 drop 0 life (KB/Sec) 4607998/3293 <<<<

I nbound: #pkts dec'ed 1 drop O life (KB/Sec) 4607999/ 3293

Sw_A(confi g)#do ping 192.168.10.1 source vlan 100

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICWP Echos to 192.168.10.1, tineout is 2 seconds:
Packet sent with a source address of 192.168.10.2

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/10 ns
Sw_A(config)#

Site_A 1(config-if)#do show crypto session detail | section enc
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K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
CQut bound: #pkts enc'ed O drop O life (KB/ Sec) 4608000/ 3339

Outbound: #pkts enc'ed 15 drop 0 life (KB/Sec) 4607997/3284 <<<< 15 counter after ping
(After |1 CVP Echo)

Site_A 1(config-if)#do show crypto session detail | section dec
I nbound: #pkts dec'ed 0 drop O life (KB/Sec) 4608000/ 3338

Inbound: #pkts dec'ed 23 drop 0 life (KB/Sec) 4607997/3283 <<<< 23 counter after ping
(After |1 CVP Echo Reply)

Site_B 2(config-if)#do show crypto session detail | section enc
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation

Outbound: #pkts enc'ed 23 drop 0 life (KB/Sec) 4607997/3282 <<<< 23 counter after ping
(After |1 CVP Echo Reply)

CQut bound: #pkts enc'ed 9 drop O life (KB/ Sec) 4607999/ 3282

Site_B 2(config-if)#do show crypto session detail | section dec

Inbound: #pkts dec'ed 15 drop 0 life (KB/Sec) 4607997/3281 <<<< 15 counter after ping
(After |1 CVP Echo)

I nbound: #pkts dec'ed 1 drop O life (KB/Sec) 4607999/ 3281
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