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Debug Output - LAC

Debug Output - LNS1

Debug Output - LNS2

B E SR

Bz

VPDN ( Multihop Virtual Private Dialup Network ) IR¥E Tld. NAS/LAC #*5. HGW ( home
gateway ) £l LNS ( L2TP Network Server ) E TOEICERDOKRY TERETEE T, HR—
RENBDKRYTREHERARIDETTYT, VPDN TR, TNETNDRYTHTRRILZV AR
TUTHASRKRYTDORENDR RN ZBEBELET, COTORALCK I TR YRILAAY
FUOONAREICEY, NILFRYEDITZFZISPETHEAITIE, mR—ILE—ILBET7I+EA
VPN ( Virtual Private Network ) H—E ZADRMBE TEEICAK Y T,

D F ) A&, L2F ( Layer 2 Forwarding ) & L2TP ( Layer 2 Tunnel Protocol ) @ i J5 (% it
LTVWET, L, L2TPAERBEICKY D22HDEH, CORFIXRNTRL2TPICE
REEVTHBELTVET,

Ei— Jua

RFIXDRREOFME, RO TIHANTAYTAOREES 2ZRLTEEL,

EH
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CORFIXVNIEULTRERNOREFHREHY) A,

VPDN 77Ot AIC2WT. TVPDNICDWVWT, #23BLTLSEEL,

FATAIR—F>b

CORFIXVNOBERIE, ROVITRNIITEN—RIITON—TIVICEIKENDTT,

. CiscolIOS® V7 R T F7 N—2 32 12.3(6)

LL2TP 7O®A 212 ML —2& (LAC):Cisco AS5400 7 VA —/\

- L2TP XY R —%2 #—/Y (LNS) : Cisco 7200/L—2%&
COXZAT7ILOERE, BEOTFRREICEMNETFNAAICEITVTEREELE, O
RFIAIXNTHERATZDINTOTNA ARG, I (F7 2N ) BREDREL SEFHLTVE
T, EBRBPOXRY ND—UTHEEZLTVWRES, ERICOAN REFEATDHEIIC, TOERE
NEEEICODVTERL THBLKYXENfHYET,

E

COEVIVTR, CORFIAXANTHAITIHREZRETDLOICLEZBRERMLT
WEd,

ﬂgll

E:CONBTERAENATWVWAIOY ROFMEFAXSICEK, TCommand Lookup ¥V —JL, &4
ALTLEE W (BRRI1I—F D& ).

XY BND—OK

CHORFIXVNTRRORICRTRY ND—UBREFEALTVET,
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10.48.74.0 /24

B - _.'I o -
LAC

client
usergcisco.com

el0=.113

LNS1

10.11.0.0 /24

ISP or
Corporate Network

LNS2

COBRIE. ROESICEYRTYTEhTVWET,

- DFAFTNTE, ISDNZFEALTLACICAAVYIL A2 LET (KDY ICDSL R ERRE
RT3 ETEET ),

- LAC Tk, E1 —XBEEAVZ—T7I(A(PRI) ZFEALTI-LZZTHTET,

L2TP FNAABT R ORIV ERERINTVERE A,

CRFRILEEYIIADVOREF RS BICETEZEET, REAEFLERATHD AAA H—/NF
HYFEBA,
COBETIELNS 22 2EALET,

ZT7OARROEBY) TT,

1. VE—RIFZATURNLACIZZAVI)LLET, LAC [& LCP ( link control protocol ) % X
dI—kL, —¥—27LBIEALET., EYZIVNFRKRYTINST ICEShET,
Y AUNFEEERE N TVEVE A, SCCRQ ( Start-Control-Connection-Request ) %
BUTKRRINBEENET, JZIYDOKY T THS LNS1 &, LAC A SICRQ ( Incoming-
Call-Request ) ZZ THY), Ev>a>oxdoI—23avEETLET,

2 ALI—YHYORXAMBEFEALT2EBOREEANDORN XL ZHEVTLVS VPDN J)L—
THAMBICEREENTOVARITIIE, LNS1 T BEHNEELNS THB EHML.,

PPP ( Point-to-Point Protocol ) Z2# 7 L &9,
3.LNS1 (ClF., TDEREICEU RX A2 (cisco.com) 23D VPDN I =D 12HVWET
o IN2AD KRR EEYD AV ZHEERT,. TORSIBRENF BVBER, 95147



NOFREE. PP RLAOZRISI—K, B8XFIL—KDAVARN—)ICK2>TPPPEY S
VEBRTLET,

4.INS2 &, AURXAVZHEALT3BEOREEREL TWHEIO VPDN J )L -7 HEE
LTWBWAESHZFIVILET, LLEETRHRRE. ThHFEELNS THREH
WL, 954TRASOPPP Z#TLET,

CORFIXVNTR, RICRTREZMEAL TVET, The minimum number of commands is
used here.For instance, the LAC will not terminate any session, so there is no need to configure
an IP address in the Dialer1 or Group-async1 interface.The LNS1 will not terminate any PPP
session, so there is no IP address under virtual-template1.

- LAC
- LNS1
- LNS2

LAC

version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps |og datetinme nsec
servi ce password-encryption

|

host nane LAC

|

boot - st art - mar ker

no boot startup-test

boot - end- mar ker

|

enabl e password 7 02050D480809
|
|
!
resour ce- pool disable

spe default-firmvare spe-firmare-2

no aaa new node

i p subnet-zero

no i p donmin | ookup

|

ip cef

! -- Enables VPDN. vpdn enable ! -- VPDN tunnel
authorization is based first on the domain name ! --
(the default is DNIS). ! vpdn search-order domain ! ! --
The LAC opens an L2TP tunnel and session to 10.48.74.113
(LNS1) ! -- using the password LACLNS1 for users whose
domain-name is cisco.com. vpdn-group 1 request-dialin
protocol |2tp domain cisco.cominitiate-to ip
10.48.74.113 | 2tp tunnel password LACLNS1 ! isdn switch-
type primary-net5 ! ! no voice hpi capture buffer no

voi ce hpi capture destination ! ! controller E1 7/0 pri-
group tineslots 1-31 ! interface FastEthernet0/0 ip
address 10.48.74. 128 255. 255. 255. 0 dupl ex auto speed

auto ! interface Serial7/0:15 no i p address
encapsul ati on ppp dialer rotary-group 1 isdn switch-type
primary-net5 ! interface G oup-Asyncl no i p address

encapsul ati on ppp async node interactive ppp
aut hentication chap callin group-range 1/00 3/107 !




interface Dialerl no ip address encapsul ati on ppp ppp

aut hentication chap callin ! ip classless no ip http
server ! | voice-port 7/0:D! line con O exec-tineout O
O line aux O line vty O 4 Iine 1/00 1/107 nodem | nQut
transport input all line 3/00 3/107 nodem | nQut
transport input all ! scheduler allocate 10000 400 ! end
LNS1

version 12.3

service tinmestanps debug dateti ne nsec

service tinmestanps | og datetime nsec

no service password-encryption

|

host nane LNS1

!

boot - st art - mar ker

boot - end- mar ker

!

enabl e password cisco

|

clock timezone CET 1

no aaa new node

i p subnet-zero

ip cef

!

!

no i p domai n | ookup

|

! -- Enables VPDN. vpdn enable ! -- Enables VPDN
multihop. vpdn multihop ! !-- LNSI accepts L2TP
tunnel/session from the router named LAC. !-- The
password LACLNS1 is used between LAC and LNS1 for
authentication. !-- The virtual-template 1 is used for
the PPP phase. vpdn-group FromLAC accept-dialin protoco
| 2tp virtual -tenplate 1 term nate-from hostnane LAC | 2tp
tunnel password O LACLNS1 ! ! -- The LNS1 opens a L2TP
tunnel and session to 10.11.0.2 (LNS2) ! -- using the
password LNSILNS2 for users whose domain-name 1is
cisco.com. vpdn-group Towar dsLNS2 request-dialin
protocol |2tp domain cisco.cominitiate-to ip 10.11.0.2

| 2tp tunnel password O LNSILNS2 ! ! interface
Et hernet0/0 i p address 10.48.74.113 255.255.255.0 no ip
proxy-arp hal f-duplex ! interface EthernetO/1 ip address

10.11. 0.1 255.255.255.0 hal f-duplex ! interface Virtual -
Tenpl atel no ip address ppp authentication chap callin !
no ip http server ip classless ! | dial-peer cor custom
I line con O exec-tinmeout 0 O line aux O line vty 0 4
exec-timeout 0 O password ww login ! ntp cl ock-period
17208915 ntp server 10.48.75.134 ! | end

LNS2

version 12.3

service timnestanps debug dateti ne nsec
service timestanps | og datetime nsec
no service password-encryption

!

host nane LNS2

!
boot - start - mar ker




boot - end- mar ker
|
enabl e password cisco
|
user nane user @i sco. com password 0 ci sco
no aaa new node

i p subnet-zero

|
!
ip cef
!
!-- Enables VPDN. vpdn enable ! !-- LNS2 accepts L2TP
tunnel/session from the router named LNS1. !-- The
password LNSILNS2 is used between LNS1 and LNS2 for
authentication. !-- The virtual-template 1 is used for
the PPP phase. vpdn-group FromLNS1 ! Default L2TP VPDN
group accept-dialin protocol |12tp virtual-tenplate 1

| 2tp tunnel password O LNSILNS2 ! ! interface LoopbackO
ip address 192.168.1.1 255.255.255.0 ! interface

Et hernet3/0 ip address 10.11.0.2 255.255.255. 0 dupl ex

hal f ! interface Virtual -Tenplatel ip unnunbered
LoopbackO peer default ip address pool VpdnUsers ppp
aut hentication chap callin ! ip local pool VpdnUsers

192.168.1.2 192.168.1.254 ip classless no ip http server
' I Iine con O exec-tineout O O transport preferred al
transport output all stopbits 1 line aux O transport
preferred all transport output all stopbits 1 line vty O
4 login transport preferred all transport input al
transport output all !' ! I end

j 2

CCTR, BENELKHELTVWACLZRABIDLHICEATIERERLET,

—#D show XY KRZIRTY b (VBT YR Y=L LI THR—PEhTOET (¥
B1—YEA ). COY—LEEMTHEL LT, show AN KENOSTERERRT
EES

- show vpdn - Displays information about active L2TP or L2F Protocol tunnel and message
identifiers in a VPDN.
- show caller user user detail - display caller information.
The output from using these commands on the LAC, LNS1 and LNS2 is shown here:

LACH#show vpdn
L2TP Tunnel and Session Information Total tunnels 1 sessions 1

Locl D Renml D Renpt e Nane State Renpte Address Port Sessions VPDN G oup

18693 28416 LNs1 est 10. 48. 74. 113 1701 1 1
Locl D Rem D Tunl D Intf User name State Last Chg Uniq ID
19 21 18693 Se7/0:3 user @i sco.com est 00: 02: 04 28

%o active L2F tunnels

%N\o active PPTP tunnels
LACH
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LNSTIER R 22HY), TRTNICEYS IO 12HB2EFHDHAVERT,

LNS1#show vpdn
L2TP Tunnel and Session Information Total tunnels 2 sessions 2

Locl D Renl D Renpte Nane State Renpte Address Port Sessions VPDN G oup

28416 18693 LAC est 10.48.74.128 1701 1 FromLAC
Locl D Rem D TunID Intf User nane State Last Chg Uniq ID
21 19 28416 SSS Circuit user @i sco. com est 00: 02: 25 13

Locl D Renl D Renpt e Nane State Renpte Address Port Sessions VPDN G oup

30255 35837 LNS2 est 10.11.0.2 1701 1 Towar dsLNS2
Locl D Rem D TunID Intf User nane State Last Chg Uniq ID
22 9 30255 SSS Circuit user @i sco. com est 00: 02: 25 13

9%MNo active L2F tunnels

9%No active PPTP tunnels
LNS1#

LNS2#show vpdn
L2TP Tunnel and Session Information Total tunnels 1 sessions 1

Locl D Renl D Renpte Nane State Renpte Address Port Sessions VPDN G oup

35837 30255 LNS1 est 10.11.0.1 1701 1 Fr omLNS1
Locl D Rem D TunID Intf User nane State Last Chg Uniq ID
9 22 35837 Vi2.1 user @i sco. com est 00: 03: 22 8

9%MNo active L2F tunnels

9%No active PPTP tunnels
LNS2#

LNS2#show caller user user@cisco.com detail

User: user@isco.com line Vi2.1, service PPPoVPDN

Connected for 00:03:33, Idle for 00:00:58
Ti meout s: Limt Rermai ni ng Ti mer Type
PPP. LCP Open, CHAP (<-), |PCP
LCP: -> peer, AuthProto, Magi cNunber

<- peer, Magi cNunber, EndpointDi sc
NCP: Open | PCP
| PCP: <- peer, Address

-> peer, Address
I P: Local 192.168.1.1, renote 192.168.1.2
Counts: 56 packets input, 2562 bytes

57 packets output, 2570 bytes

LNS2#

7L 1—hb

CCTR, BEORNS TN 1—FAVIERATERRERERLET,




NSTIUN21a—F 42000 EHOINV R

—#® show ANV RETZIRTY RN A BZ—FTVRZY—=)IICE2THR—RENTVET (&
BI1—YEH), COVY—ILEFATDEICELP2T, show AX REHDOMERERRT
EFEY,

3 :debug ANV REFEHTHENIC, Tdebug AV RICHTHIEELER, 2SRL TS
(AT

Troubleshooting Commands on the LAC

- debugisdn q931 : O—AIL I—& (11—l ) £XY NT—YMO ISDN XY MDD — U &#
(LA4¥3)0O—=)L Y NTPYTRFTAFTEIVICHATIRBERT.

- debug vpdn event - Displays L2TP errors and events that are a part of normal tunnel
establishment or shutdown for VPDNs.

- debug vpdn error - Troubleshoots Layer 2 Tunnel Protocol Version 3 (L2TPv3) and the
surrounding Layer 2 tunneling infrastructure.

- debug vpdn I2x-events - Displays events resulting from protocol-specific conditions.

- vpdn I2x-errors - Displays errors that occur in protocol-specific conditions.

- debug ppp negotiation - Displays if a client is passing PPP negotiation.You can see what
options (for example, callback or MLP) and what protocols (such as IP and IPX) are being
negotiated.

Troubleshooting Commands on the LNS1

- debug vpdn event

- debug vpdn error

- debug vpdn 12x event

- vpdn 12x-erro

- debug ppp negotiation

- debug vtemplate error - Displays cloning information for a virtual access interface from the
time it is cloned from a virtual template to the time the virtual access interface comes down
when the call ends.

- debug vtemplate event - Displays cloning information for a virtual access interface from the
time it is cloned from a virtual template to the time the virtual access interface comes down
when the call ends.

Troubleshooting Commands on the LNS2

Same as for LNS1, but with one additional command:

- debug ip peer - Displays address activity and contains additional output when pool groups are
defined.

Debug Output - LAC

The debug output on the LAC is as follows:
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23
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23
23
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08: 55:23.579: | SDN Se7/0: 15 @31: RX <-

Sendi ng Conpl ete
Bearer Capability i = 0x8890
Standard = CCITT

SETUP pd = 8

callref = 0x256F

Transer Capability = Unrestricted Digital

Transfer Mode = Circuit
Transfer Rate = 64 kbit/s

Channel IDi = 0xAl18384
Preferred, Channel 4
Calling Party Number i = OxAl, '8101'
Pl an: | SDN, Type: Nati onal
Called Party Number i = 0x81, '7070

Pl an: | SDN, Type: Unknown
Locking Shift to Codeset 6
Codeset 6 |E 0x28 i = 'TAC BRI 8101’

08:55:23.583: | SDN Se7/0:15 @31: TX -> CALL_PROC pd = 8

Channel IDi = 0xA98384
Excl usi ve, Channel 4

08: 55:23.583: | SDN Se7/0: 15 @31: TX -> CONNECT pd = 8

callref = OxA56F

callref = OxA56F

Channel IDi = 0xA98384

Excl usi ve, Channel 4
08:55:23.583: Se7/0:3 PPP: Using dialer call direction
08:55:23.583: Se7/0:3 PPP: Treating connection as a callin
08:55:23.583: Se7/0:3 PPP: Phase is ESTABLI SHI NG Passive Open
08:55:23.583: Se7/0:3 LCP: State is Listen
08:55:23.607: | SDN Se7/0:15 @31: RX <- CONNECT_ACK pd = 8
= 0Ox256F
08:55:23.695: Se7/0:3 LCP: | CONFREQ [Listen] id 180 len 31
08: 55:23.695: Se7/0:3 LCP: Magi cNunmber 0x9028FFED (0x05069028FFED)
08: 55:23.695: Se7/0:3 LCP: MRRU 1524 (0x110405F4)
08: 55: 23. 695: Se7/0:3 LCP: Endpoi nt Di sc 1 user @i sco.com
08: 55:23.695: Se7/0:3 LCP: (0x1311017573657240636973636F2E636F)
08: 55:23.695: Se7/0:3 LCP: (0x6D)
08:55:23.695: Se7/0:3 LCP: O CONFREQ [Listen] id 1 len 15
08: 55:23.695: Se7/0:3 LCP: Aut hProt o CHAP (0x0305C22305)
08: 55:23.695: Se7/0:3 LCP: Magi cNunmber O0x050E44FB (0x0506050E44FB)
08:55:23.695: Se7/0:3 LCP: O CONFREJ [Listen] id 180 len 8
08: 55:23.695: Se7/0:3 LCP: MRRU 1524 (0x110405F4)
08:55:23.727: Se7/0:3 LCP: | CONFACK [ REQsent] id 1 len 15
08: 55:23.727: Se7/0:3 LCP: Aut hProt o CHAP (0x0305C22305)
08: 55:23.727: Se7/0:3 LCP: Magi cNunmber O0x050E44FB (0x0506050E44FB)
08:55:23.751: Se7/0:3 LCP: | CONFREQ [ ACKrcvd] id 181 len 27
08: 55:23. 751: Se7/0:3 LCP: Magi cNunmber 0x9028FFED (0x05069028FFED)
08: 55: 23. 751: Se7/0:3 LCP: Endpoi nt Di sc 1 user @i sco.com
08: 55:23. 751: Se7/0:3 LCP: (0x1311017573657240636973636F2E636F)
08: 55:23. 751: Se7/0:3 LCP: (0x6D)
08:55:23.751: Se7/0:3 LCP: O CONFACK [ACKrcvd] id 181 len 27
08: 55:23. 751: Se7/0:3 LCP: Magi cNunmber 0x9028FFED (0x05069028FFED)
08: 55: 23. 751: Se7/0:3 LCP: Endpoi nt Di sc 1 user @i sco.com
08: 55:23. 751: Se7/0:3 LCP: (0x1311017573657240636973636F2E636F)
08: 55:23. 751: Se7/0:3 LCP: (0x6D)
08:55:23.751: Se7/0:3 LCP: State is Open
08:55:23. 751: Se7/0:3 PPP: Phase is AUTHENTI CATING by this end
08:55:23.751: Se7/0:3 CHAP. O CHALLENGE id 1 len 24 from"LAC
08:55:23.803: Se7/0:3 CHAP: | RESPONSE id 1 len 35 from "user @i sco. cont'
08:55:23.803: Se7/0:3 PPP: Phase is FORWARDI NG Attenpting Forward
08:55:23.807: Tnl/Sn 18693/19 L2TP: Session FS enabl ed
08:55:23.807: Tnl/Sn 18693/19 L2TP: Session state change

fromidle to wait-for-tunnel
23 08:55:23.807: Se7/0:3 Tnl/Sn 18693/19 L2TP: Create session

*Apr
*Apr

23

08:55:23.807: Tnl 18693 L2TP: SM State idle



*Apr 23 08:55:23.807: Tnl 18693 L2TP: O SCCRQ

*Apr 23 08:55:23.807: Tnl 18693 L2TP: Control channel retransnit del ay
set to 1 seconds

*Apr 23 08:55:23.807: Tnl 18693 L2TP: Tunnel state change fromidle to
wait-ctl-reply

*Apr 23 08:55:23.807: Tnl 18693 L2TP: SM State wait-ctl-reply

*Apr 23 08:55:23.815: Tnl 18693 L2TP: | SCCRP from LNS1

*Apr 23 08:55:23.815: Tnl 18693 L2TP: CGot a challenge fromrenote peer,

LNS1

*Apr 23 08:55:23.815: Tnl 18693 L2TP: CGot a response fromrenote peer, LNS1

*Apr 23 08:55:23.815: Tnl 18693 L2TP: Tunnel Authentication success
*Apr 23 08:55:23.815: Tnl 18693 L2TP: Tunnel state change from
wait-ctl-reply to established

*Apr 23 08:55:23.815: Tnl 18693 L2TP: O SCCCN to LNS1 tnlid 28416
*Apr 23 08:55:23.815: Tnl 18693 L2TP: Control channel retransmt
delay set to 1 seconds

*Apr 23 08:55:23.815: Tnl 18693 L2TP: SM State established

*Apr 23 08:55:23.815: Se7/0:3 Tnl/Sn 18693/19 L2TP: O ICRQ to LNS1 28416/0

*Apr 23 08:55:23.815: Se7/0:3 Tnl/Sn 18693/19 L2TP: Session state change
fromwait-for-tunnel to wai

t-reply

*Apr 23 08:55:23.831: Se7/0:3 Tnl/Sn 18693/19 L2TP: O ICCN to LNS1 28416/ 21

*Apr 23 08:55:23.831: Tnl 18693 L2TP: Control channel retransnit del ay
set to 1 seconds

*Apr 23 08:55:23.831: Se7/0:3 Tnl/Sn 18693/19 L2TP: Session state change
fromwait-reply to establis

hed

*Apr 23 08:55:23.831: Se7/0:3 Tnl/Sn 18693/19 L2TP: VPDN session up

*Apr 23 08:55:23.831: Se7/0:3 PPP: Phase is FORWARDED, Session Forwarded
*Apr 23 08:55:23.831: Se7/0:3 PPP: Process pendi ng packets

LACH

Debug Output - LNS1

The debug output on the LNS1 is as follows:

LNS1#

. Apr 23 08:57:08.900: L2TP: | SCCRQ from LAC tnl 18693

.Apr 23 08:57:08.900: Tnl 28416 L2TP: Got a challenge in SCCRQ LAC
.Apr 23 08:57:08.900: Tnl 28416 L2TP: New tunnel created for renote LAC,
address 10.48.74.128

.Apr 23 08:57:08.904: Tnl 28416 L2TP: O SCCRP to LAC tnlid 18693

.Apr 23 08:57:08.904: Tnl 28416 L2TP: Control channel retransnmit delay
set to 1 seconds

.Apr 23 08:57:08.904: Tnl 28416 L2TP: Tunnel state change fromidle to
wait-ctl-reply

.Apr 23 08:57:08.908: Tnl 28416 L2TP: | SCCCN from LAC tnl 18693

.Apr 23 08:57:08.908: Tnl 28416 L2TP: Got a Chall enge Response in
SCCCN from LAC

.Apr 23 08:57:08.912: Tnl 28416 L2TP: Tunnel Authentication success
.Apr 23 08:57:08.912: Tnl 28416 L2TP: Tunnel state change from
wait-ctl-reply to established

.Apr 23 08:57:08.912: Tnl 28416 L2TP: SM State established

.Apr 23 08:57:08.912: Tnl 28416 L2TP: | I CRQ from LAC tnl 18693

.Apr 23 08:57:08.916: Tnl/Sn 28416/ 21 L2TP. Session FS enabl ed

.Apr 23 08:57:08.916: Tnl/Sn 28416/ 21 L2TP: Session state change
fromidle to wait-connect

.Apr 23 08:57:08.916: Tnl/Sn 28416/ 21 L2TP:. New session created

.Apr 23 08:57:08.916: Tnl/Sn 28416/21 L2TP: O ICRP to LAC 18693/ 19
.Apr 23 08:57:08.920: Tnl 28416 L2TP: Control channel retransmt

delay set to 1 seconds

. Apr 23 08:57:08.924: Tnl/Sn 28416/21 L2TP:



user @i sco.com Tnl / Sn 28416/ 21 L2TP:

fromwait-connect to wait-for-service-selection
PPP: Phase i s ESTABLI SH NG
| FORCED rcvd CONFACK len 11
Aut hProt o CHAP (0x0305C22305)
Magi cNunmber Ox050E44FB (0x0506050E44FB)
| FORCED sent CONFACK | en 23
Magi cNunmber 0x9028FFED (0x05069028FFED)

E

ndpoi nt Di sc 1 user @i sco. com
(0x1311017573657240636973636F2E636F)
(0x6D)

PPP: Phase is FORWARDI NG Attenpting Forward

L2TP:

L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:

L2TP:
L2TP:

L2TP:
uid: 13 Tnl/Sn 30255/22 L2TP: O ICRQ to LNS2 35837/0
uid: 13 Tnl/Sn 30255/22 L2TP:. Session state

Tnl / Sn 30255/ 22 L2TP: Session FS enabl ed
Tnl / Sn 30255/ 22 L2TP: Session state change

uid: 13 Tnl/Sn 30255/22 L2TP. Create session
L2TP:
L2TP:
L2TP:

SM State idle
O SCCRQ

Control channel retransmt
Tunnel state change from

SM State wait-ctl-reply

| SCCRP from LNS2

CGot a challenge fromrenote peer, LNS2
Cot a response fromrenote peer, LNS2
Tunnel Aut hentication success

Tunnel state change from

O SCCCN to LNS2 tnlid 35837
Control channel retransmt

SM St at e est abl i shed

to wait-reply

I 1CCN fromLAC tnl 18693, cl 19
. Apr 23 08:57:08.924:

Sessi on state change

.Apr 23 08:57:08.932: pppl3

.Apr 23 08:57:08.932: pppl3 LCP:
.Apr 23 08:57:08.932: pppl3 LCP:
.Apr 23 08:57:08.936: pppl3 LCP:
.Apr 23 08:57:08.936: pppl3 LCP:
.Apr 23 08:57:08.936: pppl3 LCP:
.Apr 23 08:57:08.936: pppl3 LCP:
.Apr 23 08:57:08.936: pppl3 LCP:
.Apr 23 08:57:08.936: pppl3 LCP:
.Apr 23 08:57:08.940: pppl3

. Apr 23 08:57:08.948:

. Apr 23 08:57:08.952:

fromidle to wait-for-tunnel

. Apr 23 08:57:08.952:

.Apr 23 08:57:08.952: Tnl 30255
.Apr 23 08:57:08.952: Tnl 30255
.Apr 23 08:57:08.956: Tnl 30255
delay set to 1 seconds

.Apr 23 08:57:08.956: Tnl 30255
idle to wait-ctl-reply

.Apr 23 08:57:08.956: Tnl 30255
.Apr 23 08:57:08.960: Tnl 30255
.Apr 23 08:57:08.960: Tnl 30255
.Apr 23 08:57:08.964: Tnl 30255
.Apr 23 08:57:08.964: Tnl 30255
.Apr 23 08:57:08.964: Tnl 30255
wait-ctl-reply to established
.Apr 23 08:57:08.964: Tnl 30255
.Apr 23 08:57:08.968: Tnl 30255
delay set to 1 seconds

.Apr 23 08:57:08.968: Tnl 30255
. Apr 23 08:57:08.968:

. Apr 23 08:57:08.968:

change fromwait-for-tunnel

. Apr 23 08:57:08.972:

.Apr 23 08:57:08.976: Tnl

delay set to 1 seconds

. Apr

23 08:57:08. 976:

ui d: 13 Tnl/Sn 30255/22 L2TP: O I CCN to LNS2 35837/9

30255 L2TP: Control channel retransmt

change fromwait-reply to established

. Apr
. Apr
. Apr
Sessi
. Apr
. Apr

LNS1#

23
23
23
on
23
23

08:57:
08:57:
08:57:

state

08:57:
08:57:

08.
08.
08.

976:
980:
984:

change

08.
08.

984:
984:

uid: 13 Tnl/Sn 30255/22 L2TP:. Session state

uid: 13 Tnl/Sn 30255/22 L2TP: VPDN session up
pppl3 PPP: Phase is FORWARDED, Session Forwarded
user @i sco.com Tnl/ Sn 28416/ 21 L2TP:

fromwait-for-service-selection to established

Debug Output - LNS2

user @i sco.com Tnl/ Sn 28416/ 21 L2TP: VPDN session up
pppl3 PPP: Process pending ncp packets

The debug output on the LNS2 is as follows:

LNS2#

* Apr
* Apr
* Apr

23
23
23

addr ess

.0.1
* Apr

23

08:
08:
08:
10.

08:

57
57
57
11

57

. 59.
. 59.
. 59.

. 59.

615:
615:
615:

615:

L2TP:
Tnl
Tnl

Tnl

I SCCRQ from LNS1 tnl 30255
35837 L2TP: Got a challenge in SCCRQ LNS1
35837 L2TP: New tunnel created for renpte LNSI,

35837 L2TP: O SCCRP to LNS1 tnlid 30255



Control channel retransnmit del ay

Tunnel state change fromidle to

I SCCCN from LNS1 tnl 30255
CGot a Chal | enge Response in

Aut henti cati on success
state change from

Tunnel
Tunnel

SM St at e est abl i shed
I 1CRQ fromLNS1 tnl 30255
L2TP: Session FS enabl ed

*Apr 23 08:57:59.615: Tnl 35837 L2TP
set to 1 seconds

*Apr 23 08:57:59.615: Tnl 35837 L2TP
wait-ctl-reply

*Apr 23 08:57:59.623: Tnl 35837 L2TP
*Apr 23 08:57:59.623: Tnl 35837 L2TP
SCCCN from LNS1

*Apr 23 08:57:59.623: Tnl 35837 L2TP
*Apr 23 08:57:59.623: Tnl 35837 L2TP
wait-ctl-reply to estab

i shed

*Apr 23 08:57:59.623: Tnl 35837 L2TP
*Apr 23 08:57:59.627: Tnl 35837 L2TP
*Apr 23 08:57:59.627: Tnl/Sn 35837/9
*Apr 23 08:57:59.627: Tnl/Sn 35837/9
fromidle to wait-conne

ct

*Apr 23 08:57:59.627: Tnl/Sn 35837/9
*Apr 23 08:57:59.627: Tnl/Sn 35837/9
*Apr 23 08:57:59.627: Tnl 35837 L2TP
delay set to 1 seconds

*Apr 23 08:57:59.635: Tnl/Sn 35837/9 L2TP: |
*Apr 23 08:57:59. 635

change from wait

*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr

23
23
23
23
23
23
23
23
23
23
23
23
23
23
23
23
23
23
23

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

57:
57:
57:
57:
57:
57:
57:
57:
57:
57:
57:
57:
57:
57:
57:
57:
57:
57:
57:

59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.

635:
635:
635:
635:
635:
635:
635:
635:
635:
635:
639:
639:
639:
639:
639:
639:
639:
639:
639:

L2TP: Session state change

L2TP: New session created

L2TP: O ICRP to LNS1 30255/ 22
Control channel retransmt
I CCN from LNS1 tnl 30255,

cl 22

user @i sco.com Tnl/Sn 35837/9 L2TP: Session state
- connect to wait-for-service-selection

ppp8
ppp8
ppp8
ppp8
ppp8
ppp8
ppp8
ppp8
ppp8
ppp8
ppp8
ppp8

VT[ Vi 2] : Sendi ng vaccess request,
VT: Processi ng vaccess requests,

VT: Create
VT[Vi2.1]:
VT[Vi2.1]:
VT[Vi2.1]:
VT[Vi2.1]:

PPP: Phase is ESTABLI SHI NG

LCP: | FORCED rcvd CONFACK len 11

LCP: Aut hProt o CHAP (0x0305C22305)

LCP: Magi cNunber O0x050E44FB (0x0506050E44FB)
LCP: | FORCED sent CONFACK |l en 23

LCP: Magi cNunber 0x9028FFED (0x05069028FFED)
LCP: Endpoi nt Di sc 1 user @i sco. com

LCP: (0x1311017573657240636973636F2E636F)
LCP: (0x6D)

PPP: Phase is FORWARDI NG Attenpting Forward
PPP: Phase i s AUTHENTI CATI NG, Unaut henticated User
PPP: Phase is FORWARDI NG Attenpting Forward
id 0x73000015

1 out standi ng

and clone subif, base Vi2 W1l

Reuse subinterface, recycle queue size 1
Recycl ed subinterface beconmes Vi2.1
Cloning a recycl ed vaccess

Processi ng vaccess response,

id 0x73000015, result
*Apr 23 08:57:59. 643:
Vi rtual
*Apr 23
*Apr 23

Sessi on

success (1)

08:57:
08:57:
state

59. 643:
59. 643:
change

Vi2.1 Tnl/Sn 35837/9 L2TP:

interface created for user @i sco.com bandw dth 64 Kbps
Vi2.1 Tnl/Sn 35837/9 L2TP: VPDN session up
Vi2.1 Tnl/Sn 35837/9 L2TP:

fromwait-for-service-selection to established

*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr

23
23
23
23
23
23
23
23
23

we want

*Apr

23

we want

*Apr
*Apr
*Apr

23
23
23

08:
08:
08:
08:
08:
08:
08:
08:
08:
0.0.0.
08:
0.0.0.
08:
08:
08:

57:
57:
57:
57:
57:
57:
57:
57:
57:

57:

57:

57:
57:

59.
59.
59.
59.
59.
59.
59.
59.
59.

0

59.

0

59.
59.
59.

643:
643:
643:
643:
643:
643:
667:
667:
667:

667:

667:

667:
667:

Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.

Vi 2.

Vi 2.

Vi 2.
Vi 2.

P RRPRRPRRRREPR

A

PPP: Phase i s AUTHENTI CATI NG Aut henticated User
CHAP: O SUCCESS id 1 len 4

PPP: Phase is UP

PPP: Process pendi ng ncp packets

I PCP: O CONFREQ [Closed] id 1 len 10

| PCP: Address 192.168.1.1 (0x0306C0A80101)

| PCP: | CONFREQ [ REQsent] id 125 len 10

| PCP: Address 0.0.0.0 (0x030600000000)

AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0,
AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0,
Pool s to search : VpdnUsers

Pool VpdnUsers returned address =
| PCP: Pool returned 192.168.1.2

192.168.1.2



*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr

23
23
23
23
23
23
23
23
23
23
23

LNS2#

Gl
ANT

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

57:
57:
57:
57:
57:
57:
57:
57:
57:
57:
57:

1R

LAY 2 bZXILZF7OBTN

59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.

667:
667:
683:
683:
699:
699:
699:
699:
699:
703:
703:

Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.

P RRPRRPRPRRERRPRR

| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:

O CONFNAK [ REQsent] id 125 len 10
Address 192.168.1.2 (0x0306C0A80102)

I CONFACK [ REQsent] id 1 len 10
Address 192.168.1.1 (0x0306C0A80101)

I CONFREQ [ ACKrcvd] id 126 len 10
Address 192.168.1.2 (0x0306C0A80102)

O CONFACK [ACKrcvd] id 126 len 10
Address 192.168.1.2 (0x0306C0A80102)

State is Open

Install route to 192.168.1.2

Add link info for cef entry 192.168.1.2

Multihop VPDN

Access Dial Technology Support Pages

TP Z_HhIHR—Db - Cisco Systems
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