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ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚  
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20131023-iosxr

è©²å½“è£½å“�

ã�“ã�®è„†å¼±æ€§ã�¯ã€�æ¬¡ã�®Cisco CRS-
1ã‚ãƒ£ãƒªã‚¢ãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ (CRS)ã�¾ã�Ÿã�¯Cisco CRS-

High
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20131023-iosxr

åˆ�å…¬é–‹æ—¥ : 2013-10-23 16:00

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.0 : Final

CVSSã‚¹ã‚³ã‚¢ : 7.1

å›žé�¿ç– : No Workarounds available

Cisco ãƒ�ã‚° ID : CSCuh30380

CVE-2013-

5549

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20131023-iosxr
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:M/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuh30380
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-5549
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-5549


3ãƒ«ãƒ¼ãƒˆãƒ—ãƒã‚»ãƒƒã‚µã‚«ãƒ¼ãƒ‰ã�®ã�„ã�šã‚Œã�‹ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹Cisco 
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ãƒ«ãƒ¼ãƒˆ ãƒ—ãƒã‚»ãƒƒã‚µ è£½å“�ID(PID)
Cisco CRS-1 Distributed Route Processor CRS-DRP-Bã�¯ã€�CRS-DRP-B-

CPUã�¨CRS-DRP-B-

PLIMã�§æ§‹æˆ�ã�•ã‚Œã�¾ã�™ã€‚

Cisco CRS-1 16ã‚¹ãƒãƒƒãƒˆãƒ©ã‚¤ãƒ³ã‚«ãƒ¼ãƒ‰ã‚·ãƒ£ãƒ¼ã‚·ãƒ«ãƒ¼ãƒˆãƒ—ãƒã‚»ãƒƒã‚µ CRS-16-RP

Cisco CRS-1 8ã‚¹ãƒãƒƒãƒˆãƒ©ã‚¤ãƒ³ã‚«ãƒ¼ãƒ‰ã‚·ãƒ£ãƒ¼ã‚·ãƒ«ãƒ¼ãƒˆãƒ—ãƒã‚»ãƒƒã‚µ CRS-8-RP

Cisco CRS-1 16ã‚¹ãƒãƒƒãƒˆãƒ©ã‚¤ãƒ³ã‚«ãƒ¼ãƒ‰ã‚·ãƒ£ãƒ¼ã‚·ãƒ«ãƒ¼ãƒˆãƒ—ãƒã‚»ãƒƒã‚µB CRS-16-RP-B

Cisco 

CRSã‚·ãƒªãƒ¼ã‚º4/8ã‚¹ãƒãƒƒãƒˆãƒ©ã‚¤ãƒ³ã‚«ãƒ¼ãƒ‰ã‚·ãƒ£ãƒ¼ã‚·ãƒ‘ãƒ•ã‚©ãƒ¼ãƒžãƒ³ã‚¹ãƒ«ãƒ¼ãƒˆãƒ—ãƒã‚»ãƒƒã‚µ(12 

GB)

CRS-8-PRP-12G

Cisco 

CRSã‚·ãƒªãƒ¼ã‚º4/8ã‚¹ãƒãƒƒãƒˆãƒ©ã‚¤ãƒ³ã‚«ãƒ¼ãƒ‰ã‚·ãƒ£ãƒ¼ã‚·ãƒ‘ãƒ•ã‚©ãƒ¼ãƒžãƒ³ã‚¹ãƒ«ãƒ¼ãƒˆãƒ—ãƒã‚»ãƒƒã‚µ(6 

GB)

CRS-8-PRP-6G

Cisco CRSã‚·ãƒªãƒ¼ã‚º16ã‚¹ãƒãƒƒãƒˆãƒ‘ãƒ•ã‚©ãƒ¼ãƒžãƒ³ã‚¹ãƒ«ãƒ¼ãƒˆãƒ—ãƒã‚»ãƒƒã‚µ(12 GB) CRS-16-PRP-12G

Cisco CRSã‚·ãƒªãƒ¼ã‚º16ã‚¹ãƒãƒƒãƒˆãƒ‘ãƒ•ã‚©ãƒ¼ãƒžãƒ³ã‚¹ãƒ«ãƒ¼ãƒˆãƒ—ãƒã‚»ãƒƒã‚µ(6 GB) CRS-16-PRP-6G

æ³¨ï¼šã�“ã‚Œã‚‰ã�®ã‚«ãƒ¼ãƒ‰ã�¯ä¸€èˆ¬ã�«RP-Aã€�RP-Bã€�DRP-
Bã€�ã�Šã‚ˆã�³PRPã�¨å‘¼ã�°ã‚Œã�¾ã�™ã€‚   

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

ã‚·ã‚¹ã‚³è£½å“�ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹Cisco IOS 
XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�ç®¡ç�†è€…ã�Œãƒ‡ãƒ�ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã�¦
show 

versionã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã€�ã‚·ã‚¹ãƒ†ãƒ ãƒ�ãƒŠãƒ¼ã‚’è¡¨ç¤ºã�—ã�¾ã�™ã€‚ã‚·ã‚¹ãƒ†ãƒ ãƒ�ãƒŠãƒ¼ã�«ã€Œ
Cisco IOS XR 

Softwareã€�ã�®ã‚ˆã�†ã�ªãƒ†ã‚ã‚¹ãƒˆã�Œè¡¨ç¤ºã�•ã‚Œã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�§Cisco IOS 
XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Œå®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¯ã€�ã€ŒCisco
IOS XR Softwareã€�ã�¨ã�„ã�†ãƒ†ã‚ã‚¹ãƒˆã�®å¾Œã�«è¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚  
æ¬¡ã�®ä¾‹ã�¯ã€�Cisco IOS 
XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹4.0.4ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹Cisco 
CRSã‚·ãƒªãƒ¼ã‚ºãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚  
 

RP/0/RP0/CPU0:CRS-G#show version | inc Cisco IOS XR Software 
Fri Apr 27 22:28:14.304 UTC 
Cisco IOS XR Software, Version 4.0.4[Default]
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Paper: Cisco IOS Reference Guideã€�ã�§ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
http://www.cisco.com/web/about/security/intelligence/ios-ref.html#9  

 

Cisco IOS 

XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¿ã‚¤ãƒ ãƒ™ãƒ¼ã‚¹ãƒªãƒªãƒ¼ã‚¹ãƒ¢ãƒ‡ãƒ«ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�®ã€ŒWhite
Paper: Guidelines for Cisco IOS XR Softwareã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps8803/ps5845/product_bulletin_c25-478699.html  

 

è©²å½“ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Œæ�è¼‰ã�•ã‚Œã�ŸCisco 
CRSã‚·ãƒªãƒ¼ã‚ºãƒ‡ãƒ�ã‚¤ã‚¹ã�§ã€�Carrier Routing System(CRS)Performance Route 
Processor(PRP)ã€�Cisco Route Processor A(RP-A)ã€�ã�¾ã�Ÿã�¯Cisco Route Processor 
B(RP-B)ã�Œä½¿ç”¨ã�•ã‚Œã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’åˆ¤åˆ¥ã�™ã‚‹ã�«ã�¯ã€� 
show inventory 

allã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã�¦ã€�è©²å½“ã‚«ãƒ¼ãƒ‰ã�®è£½å“�IDã�§ãƒ•ã‚£ãƒ«ã‚¿ãƒªãƒ³ã‚°ã�—ã�¾ã�™ã€‚ CRS-
16-PRP-6G(PRP)ã€�CRS-16-RP-B(RP-B)ã€�ã�Šã‚ˆã�³CRS-16-RP(RP-
A)ã‚’ä½¿ç”¨ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ä¾‹ã‚’æ¬¡ã�«ç¤ºã�—ã�¾ã�™ã€‚  
 

RP/0/RP1/CPU0:CRS-F#show inventory all | include CRS-16-PRP 
Fri Oct 11 06:59:21.384 UTC 
NAME: "0/RP0/*", DESCR: "Cisco CRS Series 16 Slots 6 GB Performance Route Processor" 
PID: CRS-16-PRP-6G, VID: V00, SN: ----------- 
NAME: "0/RP1/*", DESCR: "Cisco CRS Series 16 Slots 6 GB Performance Route Processor" 
PID: CRS-16-PRP-6G, VID: V00, SN: ----------- 
 
 
RP/0/RP0/CPU0:CRS-A#show inventory all | include CRS-16-RP 
Thu Oct 10 00:13:06.849 PDT 
NAME: "0/RP0/*", DESCR: "Cisco CRS-1 Series 16 Slots Route Processor" 
PID: CRS-16-RP, VID: V01, SN: ----------- 
NAME: "0/RP1/*", DESCR: "Cisco CRS-1 Series 16 Slots Route Processor revision B" 
PID: CRS-16-RP-B, VID: V07, SN: ----------- 
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ä»–ã�®ãƒ«ãƒ¼ãƒˆãƒ—ãƒã‚»ãƒƒã‚µï¼ˆCisco ASR 9000ã‚·ãƒªãƒ¼ã‚ºRSP440ã€�RSP-
4Gã€�RSP-
8Gã�ªã�©ï¼‰ã‚’å�«ã‚�ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�¯ç�¾åœ¨ç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚
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Cisco CRS 16ã‚¹ãƒãƒƒãƒˆãƒ©ã‚¤ãƒ³ã‚«ãƒ¼ãƒ‰ã‚·ãƒ£ãƒ¼ã‚·ãƒ«ãƒ¼ãƒˆãƒ—ãƒã‚»ãƒƒã‚µ(RP-A)•

Cisco CRS 16ã‚¹ãƒãƒƒãƒˆãƒ©ã‚¤ãƒ³ã‚«ãƒ¼ãƒ‰ã‚·ãƒ£ãƒ¼ã‚·ãƒ«ãƒ¼ãƒˆãƒ—ãƒã‚»ãƒƒã‚µB(RP-B)•

Carrier Routing System(CRS)Performance Route Processor(PRP)•

Cisco CRS Distributed Route Processor(DRP-B)•

æ”»æ’ƒè€…ã�¯ã€�ãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒˆåŒ–ã�•ã‚Œã�Ÿãƒ‘ã‚±ãƒƒãƒˆã‚’è„†å¼±ã�ªã‚·ã‚¹ãƒ†ãƒ ã�«é€�ä¿¡ã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�¯ã€�è„†å¼±ã�ªãƒ‡ãƒ�ã‚¤ã‚¹ã‚’é€šé�Žã�™ã‚‹IPãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�«ã‚ˆã�£ã�¦ãƒˆãƒªã‚¬ãƒ¼ã�•ã‚Œã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚ã�“ã�®ä¸�æ£åˆ©ç”¨ã�«ã‚ˆã‚Šã€�æ”»æ’ƒè€…ã�¯ãƒ«ãƒ¼ãƒˆãƒ—ãƒã‚»ãƒƒã‚µCPUã�§ç™ºä¿¡ã�•ã‚Œã�Ÿãƒ‘ã‚±ãƒƒãƒˆã‚’ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ã�¸ã�®é€�ä¿¡ã‚’å�œæ¢ã�•ã�›ã€�ã��ã�®çµ�æžœDoSçŠ¶æ…‹ã‚’å¼•ã��èµ·ã�“ã�™å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�IPv4ã�¨IPv6ã�®ä¸¡æ–¹ã�®ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�«ã‚ˆã�£ã�¦å¼•ã��èµ·ã�“ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã€�TCPã‚¹ãƒªãƒ¼ã‚¦ã‚§ã‚¤ãƒ�ãƒ³ãƒ‰ã‚·ã‚§ã‚¤ã‚¯ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
 

 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID CSCuh30380( 

ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�Common Vulnerabilities and 
Exposures(CVE)IDã�¨ã�—ã�¦CVE-2013-
5549ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚  
 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID 
CSCtz62593ã�¨å�Œã�˜SMUã�§å¯¾å‡¦ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚  
 

å›žé�¿ç–

ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹å ´å�ˆã�¯ã€�http://www.cisco.com/go/psirt

ã�®ã‚·ã‚¹ã‚³ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã€�å¿œç”ã€�ã�Šã‚ˆã�³é€šçŸ¥ã�®ã‚¢ãƒ¼ã‚«ã‚¤ãƒ–ã‚„ã€�å¾Œç¶šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å�‚ç…§ã�—ã�¦ä¾µå®³ã�®å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


