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Engine(ISE)ã�«ã�¯ã€�åŸºç›¤ã�¨ã�ªã‚‹ãƒ‡ãƒ¼ã‚¿ãƒ™ãƒ¼ã‚¹ã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã‚¯ãƒ¬ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã�®ã‚»ãƒƒãƒˆã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚ãƒªãƒ¢ãƒ¼ãƒˆæ”»æ’ƒè€…ã�¯ã€�ã�“ã‚Œã‚‰ã�®ã‚¯ãƒ¬ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã‚’ä½¿ç”¨ã�—ã�¦ãƒ‡ãƒ�ã‚¤ã‚¹ã�®è¨å®šã�¨è¨å®šã‚’å¤‰æ›´ã�—ã�Ÿã‚Šã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�®å®Œå…¨ã�ªç®¡ç�†åˆ¶å¾¡ã‚’å�–å¾—ã�—ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€� 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110920-ise 
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ã�“ã�®è„†å¼±æ€§ã�¯ã€�ãƒªãƒªãƒ¼ã‚¹1.0.4.MR2ã‚ˆã‚Šå‰�ã�®ã�™ã�¹ã�¦ã�®Cisco
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ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�¦ã�„ã‚‹Cisco 
ISEãƒªãƒªãƒ¼ã‚¹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®æ–¹æ³•ã‚’ä½¿ç”¨ã�§ã��ã�¾ã�™ã€‚

Cisco 

ISEã‚³ãƒžãƒ³ãƒ‰ãƒ©ã‚¤ãƒ³ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹(CLI)ã�‹ã‚‰ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«show

application version iseã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã�¾ã�™ã€‚ 
 

ise-node1/admin# show application version ise 
 

•

severity
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20110920-ise

åˆ�å…¬é–‹æ—¥ : 2011-09-20 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2012-03-22 18:24

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.2 : Final

å›žé�¿ç– : No Workarounds available

Cisco ãƒ�ã‚° ID :

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110920-ise


Cisco Identity Services Engine 
--------------------------------------------- 
Version      : 1.0.4.558 
Build Date   : Thu 18 Aug 2011 04:41:15 PM EST 
Install Date : Fri 16 Sep 2011 01:38:48 PM EST 
 
 
ise-node1/admin#

 

å‰�ã�®ä¾‹ã�®show application version 

iseã�®å‡ºåŠ›ã�«ã‚ˆã‚‹ã�¨ã€�ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�¦ã�„ã‚‹Cisco 
ISEãƒªãƒªãƒ¼ã‚¹ã�¯1.0.4.588ã�§ã�™ã€‚
Cisco ISE 

Webãƒ™ãƒ¼ã‚¹ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�®ãƒ¡ã‚¤ãƒ³ãƒã‚°ã‚¤ãƒ³ãƒšãƒ¼ã‚¸ã�§ã€�[Identity
Services 
Engine]è¦‹å‡ºã�—ã�®ä¸‹ã�«ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³æƒ…å ±ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚

•

Cisco 

ISEã�®Webãƒ™ãƒ¼ã‚¹ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�‹ã‚‰ãƒã‚°ã‚¤ãƒ³ã�—ã€�ç”»é�¢ã�®å·¦ä¸‹éš…ã�«ã�‚ã‚‹[Help]ãƒœã‚¿ãƒ³ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¾ã�™ã€‚è¡¨ç¤ºã�•ã‚Œã�Ÿãƒ¡ãƒ‹ãƒ¥ãƒ¼ã�‹ã‚‰ã€�[Identity
Services Engineã�«ã�¤ã�„ã�¦(About Identity Services 
Engine)]ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚è¡¨ç¤ºã�•ã‚Œã‚‹ã‚¦ã‚£ãƒ³ãƒ‰ã‚¦ã�®[Identity 
Services 
Engine]è¦‹å‡ºã�—ã�®ä¸‹ã�«ã€�ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³æƒ…å ±ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚

•
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Cisco Identity Services 

Engineã�¯ã€�èª�è¨¼ã€�è¨±å�¯ã€�ã‚¢ã‚«ã‚¦ãƒ³ãƒ†ã‚£ãƒ³ã‚°(AAA)ã€�ãƒ�ã‚¹ãƒ�ãƒ£ã€�ãƒ—ãƒãƒ•ã‚¡ã‚¤ãƒªãƒ³ã‚°ã€�ã�Šã‚ˆã�³ã‚²ã‚¹ãƒˆç®¡ç�†ã‚µãƒ¼ãƒ“ã‚¹ã‚’1ã�¤ã�®ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�«çµ±å�ˆã�™ã‚‹ã€�å±žæ€§ãƒ™ãƒ¼ã‚¹ã�®ã‚¢ã‚¯ã‚»ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’æ��ä¾›ã�—ã�¾ã�™ã€‚ç®¡ç�†è€…ã�¯ã€�ãƒ¦ãƒ¼ã‚¶ã�¨ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆã�®ã‚¢ã‚¯ã‚»ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒ�ãƒªã‚·ãƒ¼ã‚’ä¸€è²«ã�—ã�Ÿæ–¹æ³•ã�§ä¸€å…ƒçš„ã�«ä½œæˆ�ã�Šã‚ˆã�³ç®¡ç�†ã�—ã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�«æŽ¥ç¶šã�•ã‚Œã�¦ã�„ã‚‹ã�™ã�¹ã�¦ã�®æƒ…å ±ã‚’ã‚¨ãƒ³ãƒ‰ãƒ„ãƒ¼ã‚¨ãƒ³ãƒ‰ã�§å�¯è¦–åŒ–ã�§ã��ã�¾ã�™ã€‚

Cisco 

ISEã�«ã�¯ã€�åŸºç›¤ã�¨ã�ªã‚‹ãƒ‡ãƒ¼ã‚¿ãƒ™ãƒ¼ã‚¹ç”¨ã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã‚¯ãƒ¬ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã�®ã‚»ãƒƒãƒˆã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚ãƒªãƒ¢ãƒ¼ãƒˆæ”»æ’ƒè€…ã�¯ã€�ã�“ã‚Œã‚‰ã�®ã‚¯ãƒ¬ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã‚’ä½¿ç”¨ã�—ã�¦ãƒ‡ãƒ�ã‚¤ã‚¹ã�®è¨å®šã�¨è¨å®šã‚’å¤‰æ›´ã�—ã�Ÿã‚Šã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�®å®Œå…¨ã�ªç®¡ç�†åˆ¶å¾¡ã‚’å�–å¾—ã�—ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID CSCts59135 

(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�CVE IDã�¨ã�—ã�¦CVE-2011-
3290ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

å›žé�¿ç–

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯å†…ã�® Cisco 

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCts59135
https://sec.cloudapps.cisco.comRPF/register/register.do


ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å°Žå…¥ã�§ã��ã‚‹è¿½åŠ ã�®ç·©å’Œç–ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«é–¢é€£ã�™ã‚‹
Cisco 
é�©ç”¨ã‚¤ãƒ³ãƒ†ãƒªã‚¸ã‚§ãƒ³ã‚¹ï¼ˆhttps://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-

amb-20110920-iseï¼‰ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹å ´å�ˆã�¯ã€�http://www.cisco.com/go/psirt 

ã�¨å¾Œç¶šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚‚å�‚ç…§ã�—ã�¦ã€�å•�é¡Œã�®è§£æ±ºçŠ¶æ³�ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹æ©Ÿå™¨ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��é�©åˆ‡ã�«ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã�®ç¢ºèª�ã‚’å��åˆ†ã�«è¡Œã�£ã�¦ã��ã� ã�•ã�„ã€‚æƒ…å ±ã�«ä¸�æ˜Žã�ªç‚¹ã�Œã�‚ã‚‹å ´å�ˆã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã�¾ã�Ÿã�¯å¥‘ç´„ã‚’çµ�ã‚“ã�§ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã�›ã��ã� ã�•ã�„ã€‚

Cisco 

ISEãƒªãƒªãƒ¼ã‚¹1.0.4.573ã�¯ã€�æ–°è¦�ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�¾ã�Ÿã�¯æ—¢å˜ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�®å®Œå…¨ã�ªå†�ã‚¤ãƒ¡ãƒ¼ã‚¸åŒ–ã�«ä½¿ç”¨ã�§ã��ã‚‹å®Œå…¨ã�ªã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã‚¤ãƒ¡ãƒ¼ã‚¸ã‚’å�«ã‚€ISOã‚¤ãƒ¡ãƒ¼ã‚¸ï¼ˆãƒ•ã‚¡ã‚¤ãƒ«å��ã�¯ise-
1.0.4.573.i386.isoï¼‰ã€�ã�¾ã�Ÿã�¯æ—¢å˜ã�®Cisco 
ISEãƒªãƒªãƒ¼ã‚¹1.0(1.0.3.377)ã�¾ã�Ÿã�¯Cisco 
ISEãƒªãƒªãƒ¼ã‚¹1.0MR(1.0.4.5558)ã�®0ã�¸ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�«ä½¿ç”¨å�¯èƒ½ã�§ã��ã‚‹ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ãƒ�ãƒ³ãƒ‰ãƒ«ã�¨ã�—ã�¦æ��ä¾›ã�•ã‚Œã�¦ã�„ã�¾ã�™4.573ï¼ˆãƒ•ã‚¡ã‚¤ãƒ«å��ã�¯ise-
appbundle-1.0.4.573.i386.tar.gzï¼‰ã€‚

ã�“ã‚Œã‚‰ã�®ãƒ•ã‚¡ã‚¤ãƒ«ã�¯ã€�Cisco.comã�®Software 
Centerã�‹ã‚‰http://www.cisco.com/cisco/software/navigator.htmlã�«ã‚¢ã‚¯ã‚»ã‚¹ã�—ã�¦ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã�¾ã�™ã€‚ãƒ•ã‚¡ã‚¤ãƒ«ã�«ã�¯ã€�æ¬¡ã�®ãƒ‘ã‚¹ã‚’ä½¿ç”¨ã�—ã�¦ã‚¢ã‚¯ã‚»ã‚¹ã�§ã��ã�¾ã�™ã€‚

[è£½å“�(Products)] > [ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£(Security)] > [ã‚¢ã‚¤ãƒ‡ãƒ³ãƒ†ã‚£ãƒ†ã‚£ç®¡ç�†(Identity 
Management)] > [Cisco Identity Services Engine] > [Cisco Identity Services 
Engineã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢1.0] > [Identity Services Engineã‚·ã‚¹ãƒ†ãƒ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢1.0 MR]

Cisco 

ISEãƒªãƒªãƒ¼ã‚¹1.0.4.573ã�¯ã€�ISOã‚¤ãƒ¡ãƒ¼ã‚¸ã�‹ã‚‰ã�®ã‚¯ãƒªãƒ¼ãƒ³ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�¨ã�—ã�¦ã€�ã�¾ã�Ÿã�¯æ—¢å˜ã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã‚’ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ã�Ÿã‚�ã�®ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ãƒ�ãƒ³ãƒ‰ãƒ«ã�¨ã�—ã�¦ã€�ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«æ™‚ã�«æ¬¡ã�®å‡¦ç�†ã‚’è¡Œã�„ã�¾ã�™ã€‚

æ—¢å˜ã�®ãƒ‡ãƒ¼ã‚¿ãƒ™ãƒ¼ã‚¹ã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆè³‡æ ¼æƒ…å ±ã‚’å‰Šé™¤ã�—ã€�•

ãƒ¦ãƒ¼ã‚¶ã�«æ–°ã�—ã�„ãƒ‡ãƒ¼ã‚¿ãƒ™ãƒ¼ã‚¹ã‚¯ãƒ¬ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã�®å…¥åŠ›ã‚’è¦�æ±‚ã�™ã‚‹•

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco PSIRT 

ã�§ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã‚„ã��ã�®å…¬è¡¨ã�¯ç¢ºèª�ã�—ã�¦ã�Šã‚Šã�¾ã�›ã‚“ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�ã‚¦ã‚¯ãƒ©ã‚¤ãƒŠã�®BMS Consultingç¤¾ã�®Andrey 

https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20110920-ise
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20110920-ise
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20110920-ise
http://www.cisco.com/go/psirt
http://www.cisco.com/cisco/software/navigator.html
http://www.cisco.com/cisco/software/release.html?mdfid=283801620&flowid=26081&softwareid=283802505&release=1.0%20MR&rellifecycle=&relind=AVAILABLE&reltype=all
http://www.cisco.com/cisco/software/release.html?mdfid=283801620&flowid=26081&softwareid=283802505&release=1.0%20MR&rellifecycle=&relind=AVAILABLE&reltype=all
http://www.cisco.com/cisco/software/release.html?mdfid=283801620&flowid=26081&softwareid=283802505&release=1.0%20MR&rellifecycle=&relind=AVAILABLE&reltype=all
http://www.cisco.com/cisco/software/release.html?mdfid=283801620&flowid=26081&softwareid=283802505&release=1.0%20MR&rellifecycle=&relind=AVAILABLE&reltype=all


Ovrashkoæ°�ã�¨Sergey 
Bondatarenkoæ°�ã�«ã‚ˆã�£ã�¦ã‚·ã‚¹ã‚³ã�«å ±å‘Šã�•ã‚Œã�¾ã�—ã�Ÿã€‚ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã‚’å ±å‘Šã�„ã�Ÿã� ã��ã€�å¼Šç¤¾ã�¨é€£æ�ºã�—ã�¦è„†å¼±æ€§ã�®å…¬é–‹ã�«ã�”å�”åŠ›ã�„ã�Ÿã� ã�„ã�ŸAndrey
Ovrashkoã€�Sergey Bondatarenkoã€�ã�Šã‚ˆã�³BMS 
Consultingã�«æ„Ÿè¬�ã�„ã�Ÿã�—ã�¾ã�™ã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110920-ise
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


