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5. %CVP_HOME%\confisecurity)\7* 1 L 2 KU A 5., copy .keystore backup.keystore 1Y >
RZzEITLET,

N“sxzo RFIXNTERATSDIV RIF, keytool/NT X —A —storepassZEAL TEH
B{KLTEET, INTOCVPH—NIZDOWVWT, FAIL zkeytool/NAT—RZADLET,
ADSH—/NDF 7 # )L N/NAD— RidchangeitT ¥,

CVPH—N\TAAZSZEBEBERTDICE. XOFIEZETLET.
(P —NNHNDFAEZ —EXRTITS

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
list

~ 5¥ : CVPH—/NICIE, wsm_certificate. vxml_certificate, callserver_certificate® B & B8R it
BHENf BV ET, keytoolD/NTX—X —vaFERATHE, RAAEOFMEBEHRZEIETESR
9o £/, keytoolexe list AN ROKEIC ">, BHEZEBML T, HAZTFARNTT7A
WICHEFETEERT (B : >testixt) o

“IHECEBRHEEDHIBR
CVPH—/\V:ECERPBEZHIBRTIZ IV R

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -
delete -alias wsm_certificate

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -
delete -alias vxml_certificate

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -
delete -alias callserver_certificate



CVP Reportingt—/\ : BEESERHAEZHIBRIZAV R :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -
delete -alias wsm_certificate

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -
delete -alias callserver_certificate

~ SE:CVPLAR—TF 14 >4 —)\NICIE., wsm_certificate, callserver_certificate& WS B BH
SERREN BV E T,

(i) —/NOFQDNZEAL THL VACERAAEZER TS
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%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -
genkeypair -alias wsm_certificate -keysize 2048 -keyalg RSA -validity XXXX
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%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -
genkeypair -alias vxml_certificate -keysize 2048 -keyalg RSA -validity XXXX

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -
genkeypair -alias callserver_certificate -keysize 2048 -keyalg RSA -validity XXXX
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%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -
genkeypair -alias wsm_certificate -keysize 2048 -keyalg RSA -validity XXXX
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%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -
genkeypair -alias callserver_certificate -keysize 2048 -keyalg RSA -validity XXXX
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%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -
export -alias wsm_certificate -file %CVP_HOME%\conf\security\wsm.crt
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User Frofies T™P Co\Users\Administrator AppDatal\Local Temp
Deskiop settings relsted to your signn
Settings
Startup and Aecovery
System stadup, system fadure, and debugging information MNew... Edit... Dedete
Settngs.. System varisbles
Vari Vb ’
[t vmiies | | ==

C:\Program Files [x36)\OpeniDiC\jre-8.0.272.10- hotspot
Lo ENAGIEV P rGTIEr
C\Windows\system3Zicmd.exe
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COR_ENABLE_PROFILING 1
COR_PROFILER
CORECLR_ENABLE_PROFILI.. 1

OK Cancel

Applrymamics fugentP rofiler

CORECLR PROFILER AppDvnamics. AgentProfiler

Delete

Cancel

Security and Maintenanse

RELH

PCCE 12.6Tl&. OpendJDK®OF 7 # )L K /Y A& C:\Program Files (x86)\OpenJDK\jre-8.0.272.10-
hotspot\binT ¥,

BCERAAEZS/R—FIBHIVU R

cd %CCE_JAVA_HOME%\bin
keytool.exe -import -file C:\Temp\certs\wsmcsX.crt -alias {fqdn_of_CVP} -keystore {ICM install
directory}\ssl\cacerts
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%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -
import -trustcacerts -alias {fqdn_of_ads} -file %CVP_HOME%\conf\security\ADS{svr}[ab].cer
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(ii)sEBAE % BINL, Tdownload .PEMfiles 41 Y 2 L TADSH—NO—E7 # LA IREFL
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https://FQDN:8443/cmplatform

- Certificate Settings

File Mame Cop. Bors. Com . pEm
Cerbificate Purpose tomcak-trust
Certficate Type trust-certs
Certhcate Group product-op

Cesoripteon( friendly namel Trust Certificate

- Certificate File Data
[ a

Version: W3
Senal Number: SCISEIAA0AEOTATIOBEESBELICFT IOD
Signaturedigonthm: SHAISSwthRSA (1.2.840.113545.1.1.11)
legar Mame: LeBXE, STemb, CNefcp, bar. oom, OUeBXE TAC, ODuTAC, Calis
Waldity Froam: Mon Dac 16 10:55:23 EST 3019
To: 5Sat Dec 14 10:5%:-21 BEST 2024
Tubjest Name: L=BEXE, STe=ma, CNeop. bors.oom, OU=BXE TAC, O=TaC, CeUS
Key: RSA (1.2.840.113545.1.1.1)

By valae;
308201000282010100c1 420cedT6c23b9d6000 1 efbf33 1987 0c5562463 9008231343042 ca8 7654195
R a0al 24581 4beSa3c S50 401 237 c 143 80b0%a 059035206001 3B ISFdfbidda e T 1FE T S004592
Be0eB ]l Gebdaddd2c 3000 306 200dche 059 10060605 da 70560 30601 5302008732352 senbabelbT 22 —
flefd16ateSacalfTETh14138TEOa1 162 160340002 Y0 8baR s 208 2bbAch 41 P23 cdaTaceb2al S 1 bEF
520da30a30n0642 13632046 3e8da500d 1Mo 4556406 ddefd 20165802 ees50d T a0 3l 54447

Delete | | Download PEM File || Dewnload .DER File |

N HTRISANCRULTALEIEERGFLES,

ATYT2:VOSTSYRNTA—LT 75— 3a RAEOADSY—NNAND A 2 R—K
F—Y—)L%EETTB/NA : %CCE_JAVA HOME%\bin

HEEBRIAAEE/R—FNIBRIVUR:

%CCE_JAVA_HOME%\bin\keytool.exe -import -file C:\Temp\certs\vosapplicationX.cer -alias
{fqdn_of_V0S>} -keystore {ICM install directory}\ssT\cacerts

ADSH%—/\TApache Tomcath —E A ZBREEL £,
N 5t OADSH—NTERURAY ERFLET

ATY 7 3:CUCMPGH—NNANDOCUCMT'ZY NT#—LT 75— a2 iEHREOA 2 R—K

F—Y—)LERTITB/NA: %CCE_JAVA HOME%\bin
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%CCE_JAVA_HOME%\bin\keytool.exe -import -file C:\Temp\certs\cucmapplicationX.cer -alias
{fqdn_of_cucm>} -keystore {ICM install directory}\ssl\cacerts

PGYH# —/\TApache Tomcath—E A ZBEBHL £,

N HOCUCM PGH—NTERL AR ERGFLET

+ 43 3>3:Rogger. PG, B KT'ADSH—/\ETOHIAEND K
CORBMZERBICETIDLEHICHXELEFIERFRROEBY TT,

ATY 7 1:Roggert—/NEPGH—/\ASDIUSFEREND TV AKR—b

AT Y7 2:Roggertt—/NEPGH—/\A S ODFPREHEND TV AKR— K~

ATY 7 3: ADSH—NADIHAED A > R—hk

AT Y7 4 : Roggertr—/NEPGH —/N\NDOADSREBHE D 1 > 7FR— b

AT Y7 1:Roggert—/NEPGH—/\ASDIUSFEREND LTV AR—b

()7 Z 7% HhSADSH—/NT, H—/Y(Rogger. PG)MURL:https://{servername}l_BEL £,

(EAEZ —K 7 # )L H (c:\temp\certs & E)IZRTFL . REFAED BRI ZICM<svr>[abl.cer& LET
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()7 Z oY HS5ADSH—/VT, H—/\(Rogger. PG)DDFP url:https://{servername}:7890/icm-

dp/rest/DiagnosticPortal/GetProductVersionlC &8 L £ 9,
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DFPEEEAE N T U AR— b
N o Z#7°< 3 > Base-64 encoded X.509 (.CER)%Z3&IRL £,

ATFY T 3: ADSH—NADIBHEED A R—K

Lead

ISECEBRAAEZADSY —NICAVR—KFBIN R, F—VY - ZRITITD/NA:

%CCE_JAVA_HOME %\bin

%CCE_JAVA_HOME%\bin\keytool.exe -import -file C:\temp\certs\ICM<svr>[ab].cer -alias
{fqdn_of_server}_IIS -keystore {ICM install directory}\ssl\cacerts

N TOAK— R ENETRTOY—/NTREE TN T DADSH—/NI A > K —

DO OBEEERAAEZADSH —N—ICA2R—RTBINUR

%CCE_JAVA_HOME%\bin\keytool.exe -import -file C:\Temp\certs\dfp<svr>[ab].cer -alias
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N TORE— RENETRTOY—/NTIHEE TN TDADSH —/SIo 1 > F—

RLET,

RLET,



ADSH —/\TApache Tomcatth—E A ZBiE£E L £,
AT Y7 4 : Roggertt—/NEPGH—/N\NDADSEEHED 1 >~ R—~

ISBECEBRIAEZRogeerB KPPGH—NICA 2V AR—RTBDIX R, F—=VY—)LEETTD
INA © %CCE_JAVA_HOME%\bin
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