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BEFEOH (pingbBENEBNIEELTLSEEW):

64 bytes from 10.106.97.150: icmp_seg=1 ttl=63 time=0.100 ms
64 bytes from 10.106.97.150: icmp_seg=2 ttl=63 time=200 ms
64 bytes from 10.106.97.150: icmp_seg=3 ttl=63 time=0.180 ms
64 bytes from 10.106.97.150: icmp_seg=4 ttl=63 time=0.678 ms
64 bytes from 10.106.97.150: icmp_seg=5 ttl=63 time=590 ms
64 bytes from 10.106.97.150: icmp_seg=6 ttl=63 time=0.100 ms
64 bytes from 10.106.97.150: icmp_seg=7 ttl=63 time=345 ms
64 bytes from 10.106.97.150: icmp_seqg=8 ttl=63 time=456 ms
64 bytes from 10.106.97.150: icmp_seg=9 ttl=63 time=0.345 ms
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REGISTER sip:10.106.114.161 SIP/2.0

Via: SIP/2.0/TCP 10.106.114.185:53006;branch=z9hG4bKd451adfa

From: <sip:5678@10.106.114.161>;tag=0024142ddf242c6644b6e5d2-£01c795a
To: <sip:5678@10.106.114.161>

Call-ID: 0024142d-df24000a-44da4e09-0de51424@10.106.114.185
Max-Forwards: 70

Date: Wed, 15 Jul 2015 12:42:56 GMT

CSeq: 11435 REGISTER



User-Agent: Cisco-CP7975G/9.3.1
Contact: <sip:9e9elffb-0206-4eal-6d477-
ba04a72017£7@10.106.114.185:53006; transport=tcp>;+sip.instance="<urn:uuid:00000000-0000-0000-

0000-
0024142ddf24>";+u.sip!devicename.ccm.cisco.com="SEP0024142DDF24";+u.sip!model.ccm.cisco.com="437

"

Supported: replaces,join, sdp-anat,norefersub, resource-priority, extended-refer,X-cisco-
callinfo,X-cisco-serviceuri,X-cisco-escapecodes, X-cisco-service-control,X-cisco-srtp-fallback, X-
cisco-monrec,X-cisco-config,X-cisco-sis-6.0.0,X-cisco-xsi-8.5.1

Content-Length: 0

Expires: 3600

SIP/2.0 100 Trying

Via: SIP/2.0/TCP 10.106.114.185:53006;branch=z9hG4bKd451adfa

From: <sip:5678@10.106.114.161>;tag=0024142ddf242¢c6644b6e5d2-£01c795a
To: <sip:5678@10.106.114.161>

Date: Wed, 15 Jul 2015 12:42:59 GMT

Call-ID: 0024142d-df24000a-44da4e09-0de51424@10.106.114.185

CSeq: 11435 REGISTER

Content-Length: 0

SIP/2.0 200 OK

Via: SIP/2.0/TCP 10.106.114.185:53006;branch=z9hG4bKd451adfa

From: <sip:5678@10.106.114.161>;tag=0024142ddf242¢c6644b6e5d2-£01c795a

To: <sip:5678@10.106.114.161>;tag=1708299782

Date: Wed, 15 Jul 2015 12:42:59 GMT

Call-ID: 0024142d-df24000a-44da4e09-0de51424@10.106.114.185

CSeq: 11435 REGISTER

Expires: 120

Contact: <sip:9e9elffb-0206-4eal-6d477-

ba04a72017£7@10.106.114.185:53006; transport=tcp>;+sip.instance="<urn:uuid:00000000-0000-0000-

0000-
0024142ddf24>";+u.sip!devicename.ccm.cisco.com="SEP0024142DDF24";+u.sip!model.ccm.cisco.com="437

"

Supported: X-cisco-srtp-fallback,X-cisco-sis-6.0.0

Content-Length: 0
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REGISTER sip:10.60.1.12:5060; transport=tcp SIP/2.0

Via: SIP/2.0/TCP 10.60.63.21:3784;rport;branch=z9hG4bKPjdcI819aztTCtmvr0VBheV6pOuL8acC.pG
Max-Forwards: 70

From: <sip:6836@10.60.1.12>;tag=50I-ew53.DGjTDu5LB90orkdDpZlccNbv

To: <sip:6836@10.60.1.12>

Call-ID: HxTK.m6BHI9gx]jstVwexTbhVnUxNeuxle

CSeqg: 18800 REGISTER

Expires: 0

Contact: <sip:e2b0fl75-feae-d664-befa-
b7cd0837fcc6@10.60.63.21:5060; transport=TCP>; +sip.instance="<urn:uuid:00000000-0000-0000-0000-
e0dl1730aclbl>";+u.sip!devicename.ccm.cisco.com="SEPEOD1730AC1B1l";+u.sip!model.ccm.cisco.com="592

";expires=0;cisco-keep-alive

Content-Length: 0
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BIED> D

CUCMASNTY N YT F v %X

IP Phoneh 5F ¥ 7’ F ¥ &2

hL—ZADEE

OJENTY N FYTF YO0

CARYNELI-=TF P75 —> 3> O EEndPointUnregistered X Y = &, BET 3[R
Hd—RARRENET,

Example: 31 uc-ucm-01 local7 3 : 41679: uc-ucm-0l.pcce.local Jul 02 2015 06:22:31 UTC :
%UC_CALLMANAGER-3-EndPointUnregistered:

% [DeviceName=SEPEOD1730A8137] [IPAddress=10.60.98.210] [Protocol=SIP] [DeviceType=592] [Description=
Phone] [Reason=13] [IPAddrAttributes=0] [LastSignalReceived=SIPStationDPrimaryLineTimeout] [AppID=Ci
sco CallManager] [ClusterID=StandAloneCluster] [NodeID=uc-ucm-01]: An endpoint has unregistered


https://supportforums.cisco.com/document/44376/packet-capture-cucm-appliance-model
https://supportforums.cisco.com/document/44741/collecting-packet-capture-cisco-ip-phone
https://supportforums.cisco.com/document/126666/collecting-cucm-traces-cucm-862-tac-sr

EndPointUnregistration®Reason Codeld > AT A IZ— XV E—2JOXZ1TIINICE#EENT
WET,

Wireshark O M &= & HLY)

HAEDFYTFAALIYDRTE., EFRICEL > TEEETNEZF—TTSA4 T HFERIZCUCMIC
APHEADLSTREEL VR EERELET,

TCPNTY RO —T2AEBEFR, AZT77 ¥ 7Fv¥OEFECUCMBIDTCPRZ 714Y oM
EFFBBICBENERT,

RE#ISOFYTF¥

Filter: | ip.acdr==10,106,114.185 ~ | Expression.. Clear Apply

do. Time Source Destination Protocol Acknowledgement i
- = =

.0 .106.114. 581 : g b
:45.053909 10.106.114. 1553873906 2591956097 Status: 200 0K (1 bindings)
114:45,065591 10.106.114. .106.114. 951596997 1953874547 53006 > sip [Ack] Seq=2001956957 Ack=1953874543 win=5192 Len=0
:16:44. 077219 10.106.114. 874543 Request: REGISTER s1p:10.106.114.161

116:44. 070859 10.106.114. .114.185 s1p 1553874543 2001907887 Status: 100 Trying €0 bindings)

:16:44.079869 10.106.114.161 10.106.114.185 s1p 1953874868 2991997887 Status: 200 OK (1 hindings)

:16:44.091359 10.106.114.185 10.106.114.161 TCP 2391097887 1553875505 53006 > sip [ACK] Seq-2091957887 Ack=1953875505 win=8192 Len-0

AR —T 2 AEF2991996107D/NT Y NEBFEZA T, ZONTY NHFCUCMICEIETES C
EETRLET,

CUCMASEHRBL&ET

Filter: >  Expression.. Clear Apply
o, Tirne Source Destination Protocol  Sequence nurber  Acknowledgement number  Info
118:12:5%.366272 10.106.114.185 10.106.114 . 161 SIP 2691955217 1953872619 Request: REGISTER s5ip:10.106.114.161
2 18:12:59.366286 10.106.114.161 10.106.114.185 SIP 15853872610 2991986107 Status: 100 Trying (0 bindings)
3 18:12:5%. 366858 10.106.114.161 10.106.114 185 SIP 1553872044 20910996107 Status: 200 OK (1 bindings)
4 18:12:5%.378246 10.106.114.1835 10.106.114.161 TCP 28913586107 1953873581 53006 > sip [Ack] Seq=2991996107 Ack=1953873581 win=81%2 Len=0
5 18:14:54.368343 10.106.114.185 10.106.114.161 SIP 2991996107 1953873581 Request: REGISTER sip:10.106.114.161
6 18:14:54.36%907 10.106.114.161 10.106.114.185 SIP 15853873581 20991956997 Status: 100 Trying (0 bindings)
7 18:14:54.370751 10.106.114.161 10.106.114.185 SIP 1953873906 2991986997 Status: 200 OK (1 bindings)
8 18:14:54.382545 10.106.114.185 10.106.114.161 TCR 2091996057 1953874543 53006 > =ip [AcCk] Seq=2991996997 Ack=1953874543 win=81%2 Len=0
0 18:16:49.400028 10.106.114.1835 10.106.114.161 SIP 2891056057 1953874543 Reguest: REGISTER sip:10.106.114.161
10 18:16:4%.401468 10.106.114.161 10.106.114 185 SIP 1553874543 2091987887 Status: 100 Trying (0 bindings)
11 18:16:45.401833 10.106.114.161 10.106.114.185 SIP 1553874868 20091057887 status: 200 OK (1 bindings)
12 18:16:49.414139 10.106.114.185 10.106.114.161 TCR 2991997887 1953875505 53006 > sip [AcCk] Seq=2991997887 Ack=1953875505 win=8192 Len=0
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Event Viewer Message.
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Image.



F—TTZA47FRAZZTOLEH ROYTERTVWET:

CUCMOMACT RLAZEETH1=2OIC, ARPISEZEFELIZEZICE, ASAOMACT RLAD
ARPZOFIASANENIZ, ASHIL, RYDIERFCUCMICR 2D S5HV, 212U, EFEH
FEZhEeHdICZEEND O, MOTF/NAADMACT RLAZFHEDARAA Y FICTL—LZXEE
EECE

Zhid. Z7OFARPHFASATERIERY EFT,

File Edit Miew Go Capture Analyze Statistics Telephony Tools

BEsee DHRRBE Wes T
Filter; | eth.addr == S8:0a20:fks07; 1F ~ | Expression.. Clear Apply
Destinatio Protocol Sequence number  Acknowledgernent nurber  Infi -
47358 /000 i1t LLDP_Multicast LLDP Chassis Td = 10.10.10.130 Port Id = - 150 System Hame = S
-408096000 10.10.10.130 10.10.10.202 SKINNY 204530782 2085624343 KeepAlive
-408907000 10.10.10.202 10.10.10.130 SKINNY 2085624343 204530794 Keepaliveack
L408919000 10.10.10.130 10.10.10,202 TCF’ 204530794 2085624353 35601 > cisco sccp [ack] seq=204530794 Ack= 2085624355 win= Gll Len=0 Tsw=766745327 TsE
1257000 5 2 LL 1 & Chassis 1d 10.130 Port.Id = A2 0FBQ = 1 m oMame = 5042
-418935000 = Broadcast ARP who haS 10.10.10,2027 Tell 10.10.10.130
-419757000 Fd 0f:1b:le:26:a% 58:0a:20:fb:07:1f ARP 10.10.10.202 is at f4:0f:1b:le:26:a8
-419774000 vinware_90:10:cf 58:0a:20:fh:07:1f ARP 10.10.10.202 s at 00:0c:29:90:10:cf
-419778000 10.10.10.130 10.10.10.202 SKINNY 204530794 2085624355 Keepalive

10 10.10. 202 1638B50075

]
. 600142000 % CDP/VTP/DTP/PAgp/chDP i SEPSSOAZOFEOHF Port ID
- 826352000 L10.10. lO 10.10. 130 3058510895 3154486376 cisco- sccp > 35602 [Svn, ACK] Saq 958510895

7 it £l L g
. B18855000 10.10.10.130 10 10.10. 202 163BB50975
1i 1

4 m b

@ Frame 27787: 78 bytes on wire (624 hits), 78 bytes captured (624 bits) =
= Ethernet II, Src: 58:0a:20:fb:07:1F (58:0a:20:Th:07:1F), Dst: F4:0f:lb:le:26:a0 (F4:0F;1b:le:26:a%)
= pestination: f4:0f:1h:1le:26:a9 (f4:0f:1b:le:26:29)
address: f4:0f:1lh:le:26:a9 (f4:0f:lb:le:26:a9)
Olnpne mone = IG bit: Individual address (unicast)
.. = LG bit: Globally unique address (factory default)
= Source: 58 Oa 20 fb 07:1f (58:0a:20:Th:07:1F)
address: 58:0a:20:Fh:07:1f (SE 0a:20:fb:07:1f)
0 we.. = 1G bit: Individual address Cunicast)
= La bit: Globally unigue address (factory default)

m

Type: IP (Oxosoo)
® Internet protocol, src: 10.10.10.130 (10.10.10.130), pst: 10.10.10.202 (10.10.10.202)
= Transmission control protocol, Src Port: 35601 (356010, DST Port: cisco-sccp (2000}, Seq: 204530784, ack: 2085624355, Len: 12

Source port: 35601 €35601)

Destination port: cisco-sccp (2000)

[stream index: 152]

seguence number: 204530794

[Mext sequence number: 204530806]

Acknowledgement number: 2085624355

Header length: 32 bytes

S Flanc. (19 rREu anud

0000 f4 Of 1b 1le 26 a® 58 0a 20 fb 07 1f 08 00 45 &0
0010 00 40 8h ef 00 00 40 06 <5 0% 0a 0a Oa 82 0a 0a
0020 Qa ca 8b 11 07 d0 0c 30 e4 6a 7c 50 la 23 80 18
0030 02 63 b0 43 00 00 01 01 08 Qa 04 92 01 98 34 3e
0040 2 4b 04 00 00 00 16 00 Q0 00 00 00 00 00

I

BEICRNTDEHICASATZOFARPETF 1 E—7ILIZLET,

T—AARRT 12
EEOBS

Cisco IP PhoneETFI)I 89618 LU EFIF160 T &ICEAAUCUCMIZUEY REXAAVILLE
T, 20%, EFMIEITSAIUCUCMAD ROYTEh, COHYAIIINFEGEEET,

S70>31—b

EFEECUCMRL—AASNTY N FYTF v 2EHET. BEMRIEIP PhonelZBiEX 1=
SIPOF—TFTZA7THRATL &,

S

SIPEFEIECUCMIZEER L., CUCMDRETF—T T o547 &21200CEICEELE T,

EFRBERIOERZEFETS 36008 (BREICHERENIESIPTOT77AILOTT #)LMRE



) ICRAX—ICRRELE T, CUCMIE, H—EANFX—ZDEIZL > TI200ICRZAN—ZZ
BEL., #ERELET,

EFEBEX—TTSA7 21200 EICREELET (F7AIRNTRSY ) SP7O7 714 TR
EENETFILRESF1200F—T 754 7JERBE115WTT, COBEESREF—T7TT7547
BB EICEELET,

COBBEDNSFIATERF1MSBBN2EBEOF—TTZ5/4 7% EL, XY ND—U THEES
hET, ChE.0M1B (1002VR ) F—T T4 7 2BEETHIERCLKNET, chiF. BR
EROCUCMA S BEZEZZELERT,

ChTEBRBENSBI2BBOF—T 7547 E2%FL. XY RD—UTEREhET, BFEF
BfE.02% (2002 U ) ICBRFEOBRAITERTY,

EFERBF150RICF—TTI4TZEFBL, XY ND—=UTROYTEN, ChENTY K
ZBEAGEIZIEREEZLET., £, BEFEORE, BATHERTY., 2HOZOLS38F—T7
1 7%. EFBRE4RDCENEZBEHATLETD,

BEME14PDRICEEEL. CUCMA SACKZREIBL T,

TN —TTSATEREETDEEIL, BLUADNEEEID, EFEMI2BVEICBERER
EFBREELET. CUCMIK1ISRFELETA, 28R EF 2L @FHYELBA (115sLLE ) TDIEE
E5 2 EE&BR,

F—TTSATEBERTOR160B IOV HERLET,

CUCMA S BRFREFIC160%., EFEBEENFUCUCMIZEEL ., 20RICTZA/XVICE
BRL., chHBEFRT,

s'\p > 507OE [ACK] se 563 ack= 7623 win

.471894 178 215.139. 22 10.147.230.18%9

1935 22: .473022 178.215.139.22 10.147.230.189 SIP 4563 status: 100 Trying (0 bindings)

1936 22: .473815 178.215.139.22 10.147.230.189 SIP 4500 Status: 200 ok (1 hindings)

1938 22 . 507164 10.147.230.189 LTRZ2X6. 139023 TCP 7623 50708 > sip [acKk] Seq=7623 ack=5548 win=17940 Lan=0
3318 22 .474709 10.147.230. 189 JABLEES IS 22 SIP 7623 Requast: REGISTER 31 FH. 21583927

5548 [TCP Ret 5
sip » 50708 [ack] se 548 Ack=8524 w1n
status: 100 Trying (0 hindings)

. 807067 178 215,439, 22 10.147.230.189
.508564 178.215.139.22 10.147.230.189 SIP 5548

3326 22 .G080910 10.147.230.189 LFRI2AE. 339022 TCP B524 50708 > sip [Ack] Seq=8524 Ack=5885 win=17940 Len=0
3327 22 .509452 178.215.139.22 10.147.230.18% SIP 5885 Status: 200 Ok (1 bindings)

3328 22 .G09BOB 10.147.230.189 LFRL2E. 339022 TCP 8524 50708 » Sip [AcK] Seq=8524 Ack=6534 win=17940 Len=0
4711 2 8 22

808779 10.147.230.189 IFRLFNE.39793 SIP 8524

10.147.230.189% sip > 507DE [ACK] Seg=

.762120 178.215.139.22

CTBEPOL 1ITR. IR 136,08 10.147.230.189 SIP Status: 100 Trying (0 bindings)

. 763658 10.147.230.189 AFRLFIE.A39793 TCP 50708 > sip [ACK] Seq=59425 Ack=6871 win=17940 Len=0
. 764030 178.215.139.22 10.147.230.189 SIP Status: 200 Ok (1 bindings)

-764032 10.147.230.189 178. 215 aberein) TER 50708 > sip [ACK] Seq=0425 Ack=7519 win=17940 Len=0
. 76 . i

Request REGISTER

lO 147.230.189 S‘\p > 50705 [ACK]

.457251 178 215.139. 22

.458324 178.215.130.22 10.147.230.13%9 SIP status: 100 Trying (0 bindings)

.458692 10.147.230.189 L7B 25z 23] TCR 50708 > sip [AcKk] sSeq=l0326 Ack=7856 win=17940 Len=0
.459023 178.215.130.22 10.147.230.18%9 SIP Status: 200 oK (1 bindings)

.459397 10.147.230.189 L7BE2LE =0T 22 TCR 50708 > sip [ACK] Seq=l0326 Ack=8505 win=17940 Len=0
-460122 10 147.230. 189 178 215.139. 22 SIP Reques REGISTER 78.215.139.22

.832323 178 215,139, 10 147.230.189 505 Aack=11227 wi

sip = 50708 [ACK]

.834245 178.215.139.22 10.147.230.189 SIP 8505 11227 status: 100 Trying (0 hindings)
.834726 178.215.139.22 10.147.230.189 SIP BE4Z 11227 status: 200 OK (1 hindings)
.B34728 10.147.230.189 LIBI2X5. 139022 TCP 11227 50708 » sip [ack] Seq=11227 Ack=8842 win=17940

.B835387 10.147.230.189 LIBI2X5. 139022 TCP 11227
836796 10.147.230. 189 LIBI2I5. 139122 SIP 11227

R s
. 567350 178 215.455. 22 10.147.230.18% S1p ¥ 507OE [Ack] seg=
9031 23:06:05.568414 178.215.139.22 10.147.230.18% SIP G489 12128 Status: 100 Trying (0 hindings)
G032 23:06:05.568832 10.147.230.189 IFRL2A5. 939722 TCP 12128 9826 50708 > SWp [ACK] SEq—lZlZE Atk =09826 win=17940 Len=0

F—7 PS54 7ERORE

AAYF R—NCR—N EF1VFAHFREENLEELL, R—NOI-2VINkT70T47
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