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[root@satellite binl# ./version.sh

Using CATALINA_BASE: /opt/tc

Using CATALINA_HOME: /opt/tc

Using CATALINA_TMPDIR: /opt/tc/temp

Using JRE_HOME: /

Using CLASSPATH: /opt/tc/bin/bootstrap.jar:/opt/tc/bin/tomcat-juli.jar
Using CATALINA_PID: /opt/tomcat/temp/tomcat.pid
Server version: Apache Tomcat/9.0.1

Server built: Sep 27 2017 17:31:52 UTC

Server number: 9.0.1.0

0S Name: Linux

0S Version: 3.10.0-514.el17.x86_64

Architecture: amd64

JVM Version: 1.8.0_102-bl4

JVM Vendor: Oracle Corporation
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2019-05-15 20:35:01,604 [http-nio-8080-exec-9] INFO controller.LindosController - Invoked GET
/lcsSetupStatus

2019-05-15 20:35:01,606 [http-nio-8080-exec-9] INFO controller.LindosController - LCS Setup
Status = 0

2019-05-15 23:53:12,226 [http-nio-8080-exec-10] INFO controller.LindosController - Invoked GET
/lcsSetupStatus

2019-05-15 23:53:12,230 [http-nio-8080-exec-10] INFO controller.LindosController - LCS Setup
Status = 0

2019-05-15 23:53:12,241 [http-nio-8080-exec-1] INFO controller.LindosController - Invoked
/lcsSetup

2019-05-15 23:53:12,243 [http-nio-8080-exec-1] DEBUG controller.LindosController - Setup Status
= 0 (0O=empty, l=key/CSR generated, 2=Signer certs installed)

2019-05-15 23:53:12,243 [http-nio-8080-exec-1] DEBUG controller.LindosController - First time
setup invoked (ID element not present in JSON). CN=5fc62a80-59a0-0137-54ab-023a01lab3207
2019-05-15 23:53:12,243 [http-nio-8080-exec-1] DEBUG domain.LcsSignerSetup - In LcsSignerSetup
2019-05-15 23:53:12,244 [http-nio-8080-exec-1] DEBUG domain.LcsSignerSetup - Generating Key
Pair...

2019-05-15 23:53:12,244 [http-nio-8080-exec-1] ERROR error.RestResponseEntityExceptionHandler -
java.security.NoSuchProviderException: no such provider: IAIK
com.cisco.ias.lindos.data.domain.LcsSetupException: java.security.NoSuchProviderException: no
such provider: IAIK

at com.cisco.ias.lindos.data.domain.LcsSignerSetup.<init> (LcsSignerSetup.java:50)

at com.cisco.ias.lindos.web.controller.LindosController.setupLcs (LindosController.java:126)

at sun.reflect.NativeMethodAccessorImpl.invokeO (Native Method)

at sun.reflect.NativeMethodAccessorImpl.invoke (NativeMethodAccessorImpl.java:62)

at sun.reflect.DelegatingMethodAccessorImpl.invoke (DelegatingMethodAccessorImpl.java:43)

at java.lang.reflect.Method.invoke (Method.java:498)

at

org.springframework.web.method. support.InvocableHandlerMethod. invoke (InvocableHandlerMethod. java
:215)

at

org.springframework.web.method. support.InvocableHandlerMethod. invokeForRequest (InvocableHandlerM
ethod.java:132)

at
org.springframework.web.servlet.mvc.method.annotation.ServletInvocableHandlerMethod.invokeAndHan
dle (ServletInvocableHandlerMethod. java:104)

at
org.springframework.web.servlet.mvc.method.annotation.RequestMappingHandlerAdapter.invokeHandleM
ethod (RequestMappingHandlerAdapter.java:749)

at
org.springframework.web.servlet.mvc.method.annotation.RequestMappingHandlerAdapter . .handleInterna
1 (RequestMappingHandlerAdapter.java:690)

at
org.springframework.web.servlet.mvc.method.AbstractHandlerMethodAdapter.handle (AbstractHandlerMe
thodAdapter.java:83)

at org.springframework.web.servlet.DispatcherServlet.doDispatch (DispatcherServlet.java:945)

at org.springframework.web.servlet.DispatcherServlet.doService (DispatcherServlet.java:876)



at org.springframework.web.servlet.FrameworkServlet.processRequest (FrameworkServlet.java:961)
at org.springframework.web.servlet.FrameworkServlet.doPost (FrameworkServlet.java:863)

at javax.servlet.http.HttpServlet.service (HttpServlet.java:660)

at org.springframework.web.servlet.FrameworkServlet.service (FrameworkServlet.java:837)

at javax.servlet.http.HttpServlet.service (HttpServlet.java:741)

at

org.apache.catalina.core.ApplicationFilterChain.internalDoFilter (ApplicationFilterChain.java:231
)

at org.apache.catalina.core.ApplicationFilterChain.doFilter (ApplicationFilterChain.java:166)
at org.apache.tomcat.websocket.server.WsFilter.doFilter (WsFilter.java:53)

at

org.apache.catalina.core.ApplicationFilterChain.internalDoFilter (ApplicationFilterChain.java:193
)

at org.apache.catalina.core.ApplicationFilterChain.doFilter (ApplicationFilterChain.java:166)
at org.apache.catalina.core.StandardWrapperValve.invoke (StandardWrapperValve.java:199)

at org.apache.catalina.core.StandardContextValve.invoke (StandardContextValve.java:96)

at org.apache.catalina.core.StandardHostValve. invoke (StandardHostValve.java:140)

at org.apache.catalina.valves.ErrorReportValve. invoke (ErrorReportValve.java:81)

at org.apache.catalina.valves.AbstractAccessLogValve.invoke (AbstractAccessLogValve.java:651)
at org.apache.catalina.core.StandardEngineValve.invoke (StandardEngineValve.java:87)

at org.apache.catalina.connector.CoyoteAdapter.service (CoyoteAdapter.java:342)

at org.apache.coyote.httpll.HttpllProcessor.service (HttpllProcessor.java:500)

at org.apache.coyote.AbstractProcessorLight.process (AbstractProcessorLight.java:66)

at org.apache.coyote.AbstractProtocol$ConnectionHandler.process (AbstractProtocol.java:754)

at org.apache.tomcat.util.net.NioEndpoint$SocketProcessor.doRun (NioEndpoint.java:1376)

at org.apache.tomcat.util.net.SocketProcessorBase.run (SocketProcessorBase.java:49)

at java.util.concurrent.ThreadPoolExecutor.runWorker (ThreadPoolExecutor.java:1142)

at java.util.concurrent.ThreadPoolExecutorS$Worker.run (ThreadPoolExecutor.java:617)

at org.apache.tomcat.util.threads.TaskThread$SWrappingRunnable.run (TaskThread.java:61)

at java.lang.Thread.run (Thread.java:745)

2019-05-15 23:53:12,254 [http-nio-8080-exec-2] INFO controller.LindosController - Invoked GET
/lcsSetupStatus

2019-05-15 23:53:12,256 [http-nio-8080-exec-2] INFO controller.LindosController - LCS Setup
Status = 0
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/opt/tomcat/webapps/Lindos/WEB-INF/lib/iaik_jce-5.1.jar /usr/lib/jvm/javaljreflib/ext/.

ATVYVT ARFMEOEDS 1 —IIICK > THEBARETH S & 2B L TTEL; chmod o+r
lusr/lib/jvm/javal/jre/lib/ext/iaik_jce-5.1.jar,

ATY 75 GREERELEHIC javasecurity 77 A1) NAZRELTTEL,
java_security=/usr/lib/jvm/javal/jre/lib/security/java.security.

ATY 7T 6 BPBREEOT7ONAR BEIEMICKD; /N—)L-pi-e Ts/Asecurity.provider. (\
d+ )/ Tsecurity.providers o .. ($1+1)/e $java_securityo
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AT =7 HITEEZEL TTE V) ; SED - i '/security.provider.2/i \

security.provider.1=iaik.security.provider.lAIK $java_security.

ATYT 8 AN RTEBEENDLEHICEED-H D Tomcat ZHBHEE L TT & \Y; systemctl B
1B Tomcat.

ATY7T9.CSSM DY TTA N EBERITNEYTTANOERNITTI25HE. U GRBESL
Tt A

ATYT10.7TZAND =L 2THEOSNBDX—I)L (PEM ) ERXIZLSHIZR—N 443 B &



U* 8443 @ Transport Layer Security ( TLS ) #E#ICERAITHME O x509 FEAEZH>TTFEV
: 7 #—)l R- w 64 /drbd/certs/rails_ssl.crt > /drbd/certs/rails_ssl_folded.crt && mv
/drbd/certs/rails_ssl_folded.crt /drbd/certs/rails_ssl.crt

7 #—)L R-w 64 /drbd/certs/pi_ssl.crt > /drbd/certs/pi_ssl_folded.crt && mv
/drbd/certs/pi_ssl_folded.crt /drbd/certs/pi_ssl.crt.
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AT Y 7" 11.Start nginx; systemctl B389 % nginx.
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