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<tfroot>
>

show runni ng-config fail over

failover

failover lan unit secondary

failover Tan interface failover-1link GigabitEthernet0/2

failover replication http

failover Tink failover-1link GigabitEthernet0/2

failover interface ip failover-Tink 10.10.69.49 255.255.255.0 standby 10.10.69.89

CCTEBINEEERRSA O NIADESBY T,

7I=)ILF—-N—

failover lan unit secondary —>1 =Y RA" 7SS4 UL AV Z U

failover lan interface failover-link GigabitEthernet0/2 —>F /N4 AD 7 T—)LFA—/N—1) > O Y&
A23—T7I4A

7I=)A=N=LFT V5= 3> HTTP

7 T—)LF—/)\—1) > Ufailover-link GigabitEthernet0/2

failover interface ip failover-link 10.10.69.49 255.255.255.0 standby 10.10.69.89 —>7"Z /XU &
KROARZNATFINART7TI—=INAFA=N=D2DUDip7 RL X,

<{froot>

>

show f ail over

Failover On

Failover unit Secondary

Failover LAN Interface: failover-T1ink GigabitEthernet0/2 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds

Interface Poll frequency 5 seconds, holdtime 25 seconds



Interface Policy 1

Monitored Interfaces 0 of 311 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Ours 9.16(0)26, Mate 9.16(0)26

Serial Number: Ours 9A1]SSKW48], Mate 9ABR3HWFG12

Last Failover at: 01:18:19 UTC Nov 25 2021

This host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: ASAv hw/sw rev (/9.16(0)26) status (Up Sys)
Interface outside (0.0.0.0): Normal (Not-Monitored)
Interface inside (192.168.45.2): Normal (Not-Monitored)
Interface diagnostic (0.0.0.0): Normal (Not-Monitored)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
Other host: Primary - Active

Active time: 707216 (sec)
Interface outside (0.0.0.0): Normal (Not-Monitored)
Interface inside (192.168.45.1): Normal (Not-Monitored)
Interface diagnostic (0.0.0.0): Normal (Not-Monitored)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : failover-1link GigabitEthernet0/2 (up)

Stateful Obj Xmit xerr rcv rerr
General 95752 0 115789 0
sys cmd 95752 95752

up time 0 0

RPC services 0

TCP conn 0

UDP conn 0

ARP tb1 20036
Xlate_Timeout 0

IPv6 ND tbl

VPN IKEv1l SA
VPN IKEv1l P2
VPN IKEv2 SA
VPN IKEv2 P2
VPN CTCP upd
VPN SDI upd
VPN DHCP upd
SIP Session
SIP Tx

SIP Pinhole
Route Session
Router ID
User-Identity
CTS SGTNAME
CTS PAC
TrustSec-SXP
IPv6 Route

STS Table

Rule DB B-Sync
Rule DB P-Sync
Rule DB Delete

[eNelolololNoNoloNololohcNaoRolo oo oo Ro oo oo Ro o X =]
[eNeNeoNeNolNoNeNeNo oo NeoNe NoNoloNoNeoNoNoNoNoNeoNoNo e o Neo Ne]
[=NeNeoNeNolNoNeNeNo oo NeNe No oo NoNeNoNoNoNoNoNoNoNeo o Ne Ne]

[eNeNeNoNeoNoNoNol HeoloNoNoNoNoNeoNeoNoNeoNeoNoNe]

Logical Update Queue Information
Cur Max Total
Recv Q: 0 5 504656
Xmit Q: O 1 95752



FailoverOn : 7I—=)IlA—N—RBHELFEITT,
CORAN : EHA) —Standby Ready DT /N1 ADREE AR —T T4 ADIREE,

FTOMDKAN : 754 -FTIOT47. €I1D0FNA AT VT 1 7RET, BEOTF
INAAEBELET,

<#root>

>

show failover history

From State To State Reason

01:18:14 UTC Nov 25 2021
Not Detected Negotiation No Error

01:18:27 UTC Nov 25 2021
Negotiation Just Active No Active unit found

01:18:27 UTC Nov 25 2021
Just Active Active Drain No Active unit found

01:18:27 UTC Nov 25 2021
Active Drain Active Applying Config No Active unit found

01:18:27 UTC Nov 25 2021
Active Applying Config Active Config Applied No Active unit found

01:18:27 UTC Nov 25 2021
Active Config Applied Active No Active unit found

FNAADBEDREE, TS ORELEOERAZERTAICE., XOOY REFEALET

o

<tfroot>
>

show failover state

State Last Failure Reason Date/Time
This host - Secondary

Standby Ready None
Other host - Primary

Active None

====Configuration State===
Sync Done - STANDBY
====Communication State===



Mac set

TFNAADREDREBERBED 7 I—ILA—-—/N—DERZHEIL KT,

74— R A
RERBOREEZERRLET,
ARUNAIZY NTHRBERERERRE
- Config Syncing - STANDBY : @i h =B EDERTHICREENET,
s AVE—TIAAREORH - AXNA
« Sync Done - STANDBY : RZ U NA 1Y " TOFT471ZY RH S DR
ERHERTLEEEICREENET,
speEyrge (7O T A7 1Y NTHREARRREIREE !
« Config Syncing : AX/NA1ZY MZHUTEREDRBEERITTDEEIC,
FOTATIAZY NIRREEhET,
c AVR—TIAARENRH
« SyncDone : 7T A7 1Y RAARNAIZY NADERENREZIE
BILETULEHRZRELET,
« Ready for Config Sync : AZNAI1ZY NAREFHREZETHEMBN T
ELCEREBALLEEELL, PUOTA7IZY MIRREEQET,
MAC7 RLADEHDAT—RAZRRLET,
« MacsetMACZ7 RL A, EZ7IZY RASZOIZY NCEEhTVE
BERE v
« Updated Mac:MACT7 RL AN EFEch, OI1-Y NeRBTHIHXEN HB
BERICEALET, £, Y MET7IZY MY SEBEhZO—HI
MACT7 RLAZEHITIBITHRICEFEAETIET,
Bt/EBZ |[ABOBRERALRRTHFRRENET,
_, BEICHREENEBEZEOEHIARRENET, COBRE. BERENF IVUTEH
BEOKY |t o) FPangth, COBRR, 7I—LA—N—FRELEBECOIEE
OEE  lahxv,




74—=)LR B
ZAS5hBEEDERERA :
* Interface Failure : 7 T—)LFA—N—%#HZ{HELTWVWT, 7I—)LF—/\—
NFRELEAZ—TIAADH,
« Comm Failure : 7T —=)LA—N—U>2OTEENRELLL., ETHFAT
LTWET,
c NVIOTL—2DEE
— W ° = | ~ )R X 7 /9 = i S, I\ —-
= 1B E._/ RODTZARVIEABZ)VBEROTITATIRAZNADAT—R AR
R~ULET,
CODRAN || < e e e - , _ |
1 DD CHRARNE, ARV RAETENEFNAADEHRERLET. BIOFRANE,
2k T7I=)NA—=N—RTOHBOFNAADERZRLET,
<#root>

>

show fail over

outside send:

descri ptor

00020000ffff0000 receive: 00020000ffff0000

inside send: 00020100ffff0000 receive: 00020100ffff0000
diagnostic send: 01020000ffff0000 receive: 01020000ffff0000

NSTLTI—RK

TNy T

<tfroot>
>

debug fover ?

cable
cmd-exec
fail
fmsg

ifc

open

Failover LAN status

Failover EXEC command execution
Failover internal exception
Failover message

Network interface status trace
Failover device open




rx Failover Message receive

rxdmp Failover recv message dump (serial console only)
rxip IP network failover packet recv

short Failover NGFW mode snort processing

switch Failover Switching status

sync Failover config/command replication

™ Failover Message xmit

txdmp Failover xmit message dump (serial console only)
txip IP network failover packet xmit

verify Failover message verify

FYTTFv

J7I=NA—N—"AEZ—=TIAADFYTF v :

COFYTFYESRIBDE, 7T—I)A—/N\—helloNTY R EBEENZEET7 I —I)LF—
N=DV2DOCREBENTVRHLNESHERFETEEXT,

<tfroot>
>

show capture

capture capfail type raw-data interface Failover [Capturing - 452080 bytes]
match ip host 10.197.200.69 host 10.197.200.89
>

show capture capfai

15 packets captured

1: 09:53:18.506611 10.197.200.69 > 10.197.200.89 ip-proto-105, Tength 54
2: 09:53:18.506687 10.197.200.89 > 10.197.200.69 1ip-proto-105, length 54
3: 09:53:18.813800 10.197.200.89 > 10.197.200.69 ip-proto-105, Tength 46
4: 09:53:18.814121 10.197.200.69 > 10.197.200.89 ip-proto-105, length 50
5: 09:53:18.814151 10.197.200.69 > 10.197.200.89 1ip-proto-105, length 62
6: 09:53:18.815143 10.197.200.89 > 10.197.200.69 ip-proto-105, length 62
7: 09:53:18.815158 10.197.200.89 > 10.197.200.69 1ip-proto-105, length 50
8: 09:53:18.815372 10.197.200.69 > 10.197.200.89 1ip-proto-105, length 50
9: 09:53:19.514530 10.197.200.89 > 10.197.200.69 1ip-proto-105, length 54
10: 09:53:19.514972 10.197.200.69 > 10.197.200.89 ip-proto-105, Tength 54
11: 09:53:19.718041 10.197.200.69 > 10.197.200.89 ip-proto-9, length 70
12: 09:53:20.533084 10.197.200.69 > 10.197.200.89 ip-proto-105, Tength 54
13: 09:53:20.533999 10.197.200.89 > 10.197.200.69 1ip-proto-105, length 54
14: 09:53:20.686625 10.197.200.89 > 10.197.200.69 ip-proto-9, length 74
15: 09:53:20.686732 10.197.200.69 > 10.197.200.89 1ip-proto-9, length 74
15 packets shown

J7I=I)IFA—=N—DV2IOTOARPF Y F+ :



COFTTFrERBLT, EFOARPT—7ILICMacIY RUNFEEhTVWB A ES H 2R
TZEET,

<ffroot>

>

show capture

capture caparp type raw-data ethernet-type arp interface Failover [Capturing - 1492 bytes]
>

show capture caparp

22 packets captured

: 11:02:38.235873 arp who-has 10.197.200.69 tell 10.197.200.89

: 11:02:38.235934 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
11:03:47.228793 arp who-has 10.197.200.69 tell 10.197.200.89
11:03:47.228870 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
: 11:08:52.231296 arp who-has 10.197.200.69 tell 10.197.200.89

: 11:08:52.231387 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
: 11:32:49.134163 arp who-has 0.0.0.0 (ff:ff:ff:ff:ff:ff) tell 0.0.0.0 (0:0:0:0:0:0)
: 11:32:50.226443 arp who-has 10.197.200.1 tell 10.197.200.28

: 11:42:17.220081 arp who-has 10.197.200.89 tell 10.197.200.69

: 11:42:17.221652 arp reply 10.197.200.89 is-at 0:50:56:a0:72:4d
: 11:42:20.224124 arp who-has 10.197.200.89 tell 10.197.200.69

: 11:42:20.225726 arp reply 10.197.200.89 is-at 0:50:56:a0:72:4d
: 11:42:25.288849 arp who-has 10.197.200.69 tell 10.197.200.89

: 11:42:25.288956 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
: 11:46:17.219638 arp who-has 10.197.200.89 tell 10.197.200.69

: 11:46:17.220295 arp reply 10.197.200.89 is-at 0:50:56:a0:72:4d
: 11:47:08.135857 arp who-has 10.197.200.69 tell 10.197.200.89

: 11:47:08.135994 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
19: 11:47:11.142418 arp who-has 10.197.200.89 tell 10.197.200.69
20: 11:47:11.143150 arp reply 10.197.200.89 is-at 0:50:56:a0:72:4d
21: 11:47:18.213993 arp who-has 10.197.200.69 tell 10.197.200.89
22: 11:47:18.214084 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
22 packets shown

>

OooNOOUVIh WN R

el =
PNV WN RO

vFIF

TOTA7TI1ZY MDSEEZRBAITZHRIC. E7IZY RHAHATIL—TAOSIMICKBL V)
KBLEYTRBEE, KBLEIZY MCOY 4> L., High AvailabilityXx— IZBE L T,
Failover History ) > 2% 2V Y O L&Y,

T7VRBIZ—

show failover history®@ H B IC T 7V T —2 32 EAHORBA RENTVRIFEE, HAREE7 T —X



ODRRATHBEIf RELTVET, COT7I—ATR, IZY MEATAKIIIL—TELTELL
BWETERNESHESATLNFIVILET,

"From State is App Syncs £ WS XY —I A RREN, /— RAH" TStandby Ready, REEICH
179% &. TAlvalidation passeds EWS XY E—IARTENET,

RN KRBT DE, ETRRE (KM ) REBIBITLET, BEZBALT, E7ZNATARA
ZEVTATLN—TELTEBE#ETEET,

App SyncIS—ZEELTTIOTA7 1Y NMIEEZMALEHERK., ThsZ2ERHALTHS,
E7 /—RAFASIMTEDLSICHAZBRAITAXLENf BB EICEFBELTLEZY,

COXYtE—T, BAEORRAEZEZHPEITSIIS—%2RLET, chSOIS—Ek. /—RD
ZMeE, TOBRNDERBETRETD AN HYET,

J—ROBMEZ, POTA71ZY MIRBICRAES A 74F21L—23 2V ICRWULTTF
IV IONFRTENET,

AR INA /—RH TCD App Sync error is App Config Apply Faileds THAICSIITE &)

AR NNAFTDON > RS 4 2T, Ingfw/var/log/action_queue.logi_ i EIL T —NEMRNREET 1
TVBRRENFHYET,

BE REIZ—2REL., BDEBEEZT2ILRIC. HAZBRTZEE T,

Cisco Bug IDCSCvu15611Z2Z B L T< &V,

<tfroot>

From State To State Reason

15:10:16 CDT Sep 28 2021

Not Detected Disabled No Error

15:10:18 CDT Sep 28 2021

Disabled Negotiation Set by the config command
15:10:24 CDT Sep 28 2021

Negotiation Cold Standby Detected an Active mate
15:10:25 CDT Sep 28 2021

Cold Standby App Sync Detected an Active mate
15:10:55 CDT Sep 28 2021

App Sync Disabled

CD App Sync error is App Config Apply Failed

AZINA /—RA TAPP SYNC timeout ' RE CHAREDEITHAKBL L VWS XY E—D
THAIZSITE &V


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu15611
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu15611

AR NAFTDOAN > RS 4 2T, Ingfw/var/log/ngfwmanager.logl_app-sync timeout® ¥ B A" 5%
EENTVWBRRENHYET,

COBBTE, PTOTATIAZY RT3 ORBAEEETHRTHD ERBEL TV
R, RU—OEBAEXRBMLET,

R —DEAICKY), TnewNode join/AppSync7’ O AN EITHTH D, RENEEIFFH
AENY, BAERNIETENET,. LESKULTHSEEZBREITLTISEZV, |

BE: AZNA/—RTNATRASEVT 1 2BRITDL., BENMRRITZIBEEANHYET

Cisco Bug ID CSCvt48941Z2Z L T< &\,
Cisco Bug ID CSCvx11636% S8 L T & L\,

<{froot>

From State To State Reason

19:07:01 EST MAY 31 2021

Not Detected Disabled No Error

19:07:04 EST MAY 31 2021

Disabled Negotiation Set by the config command
19:07:06 EST MAY 31 2021

Negotiation Cold Standby Detected an Active mate
19:07:07 EST MAY 31 2021

Cold Standby App Sync Detected an Active mate
21:11:18 EST Jun 30 2021

App Sync Disabled

HA state progression failed due to APP SYNC ti neout

AR N4 /—RA TCD App Sync error is Failed to apply SSP config on standby THAIZZ N
TERW

AR INAFTDON > RS 4 2T, Ingfw/var/logingfwmanager.logiC[EE DO EBSERNI RENT
WBRENHYET,

BE: AZNA/—RTNATRATEUT 1 ZBHRTDE, BENMMBRIZDEENINHYVET

o

Cisco Bug IDZZ 8 CSCvy04965

<#froot>

From State To State Reason

04:15:15 UTC Apr 17 2021
Not Detected DisabTed No Error
04:15:24 UTC Apr 17 2021


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt48941
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx11636
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy04965

Disabled Negotiation Set by the config command
04:16:12 UTC Apr 17 2021

Negotiation Cold Standby Detected an Active mate
04:16:13 UTC Apr 17 2021

Cold Standby App Sync Detected an Active mate
04:17:44 UTC Apr 17 2021

App Sync Disabled

CD App Sync error is Failed to apply SSP config on standby

ANLAFIVIODRHK

THELLO not heard frommatey & &, HENF FT75A42THBDH, 7T—=ILF—=N=D2>0H
HELLOF—7 7247 XYy tE—C 2B ELTVEVCEEZEKRLETT,

ES—FOTFNAAICOTA2LTHET, SSHFEELBWHEEE., AV —-ILTIEAZR
BL. TNAANBELTVRAFTZA 2 THI D ZHELET,

BEL TVWSBE. show failoverstate X REFEAL TEZEORERZEBELE T,
FEICEBELEVESIEK. JL—A7IUT7—rE2ZTLT, OV 7—MNOATHFRRE

NBIDESHERBLET. KRRENBWVWEERE., FNAARLCN—RIITEEN B3 AEMEDN
HWFERT,

<ttroot>

From State To State Reason

04:53:36 UTC Feb 6 2021
Failed Standby Ready

I nterface check

02:12:46 UTC Jul 11 2021

Standby Ready Just Active HELLO not heard from mate
02:12:46 UTC Jul 11 2021
Active Config Applied Active HELLO not heard from mate

SnotD AV EIGET1 AVEE

FTDT "Detect Inspection engine failure due to disk failure; &€ WS T 5 —NRRENDHEE,
2DODAREMN BV ET,

U]

BRETI>DY (SNORTA VARV A ) HFEILTWS



—hik, Linuxl ©IY > Rpmtool statusZfEA L THREETE F T, | grep -i de,

BE: WVFhDADA AR AN T LTVWBEHEEE., /ngfw/ivar/llog/messagesZ s L TRE
ERELET,

FINAADTF A ATERRF VW

ZhilE, LinuxAlcOY > Rdf-ThaFEHAL TRIITEE T,

BE: TAAVOR¥ZHELTWATALIN)ZHBEL, TACKEMBL TAERT7AI%
HIBRL T EE&E W,

<#root>

From State To State Reason

Active Config Applied Active No Active unit found
16:07:18 UTC Dec 5 2020

Active Standby Ready Other unit wants me Standby
16:07:20 UTC Dec 5 2020

Standby Ready Failed

Detect Inspection engine failure due to disk failure

16:07:29 UTC Dec 5 2020
Failed Standby Ready My Inspection engine is as good as peer due to di

H—EAN—ROEZF

COXRSEEBEE, BE. ASA5500-XT /N1 ADFirepowert 1 —)LOEEN ERTHE 1
£ 9, show module sfrdetailsZEAL T, E2P1—I/IO@BEHZHEREL T EEL\,

B8 BERLERICASA SyslogZRELET, ChiZlF. A A—-ILTL—2F—27L—
COREBRENFHFMAESENDBENHYKRT,

ZhlE, SFREZ1I-LDERSIBLEANRRTHDAREMEAN B XTI, TACZRLVTIPSH
COREORERRZR DD L ZHRELET,

<#root>

From State To State Reason

21:48:19 CDT Aug 1 2021

Active Standby Ready Set by the config command
21:48:19 (DT Aug 1 2021
Standby Ready Just Active

Service card in other unit has failed



21:48:19 CDT Aug 1 2021
Active Config Applied Active Service card in other unit has failed

MIO/N\— NE—KEE

FirepowerZ BXiZ€/ASAIK., FPRI1K, 2K, 4K, 9KT "MIO7L—RO/N—KRE—KEZE, L&D
EEZHRELEXT,

Cisco Bug IDZ %8 CSCvy14484
Cisco Bug IDZ £ CSCvh26447

<#froot>

From State To State Reason

20:14:45 EDT Apr 14 2021

Active Config Applied Active No Active unit found
20:15:18 EDT Apr 14 2021
Active Failed

M O bl ade heartbeat failure

20:15:19 EDT Apr 14 2021
Failed Negotiation MIO-blade heartbeat recovered

BYIE 5 ¥

* https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-
S/show-f-to-show-ipu-commands.html

* https://www.cisco.com/c/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-quide-
640/fptd-fdm-ha.html#id 72185

s TUO_HIN HR—BE RFI XTI -Cisco Systems



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy14484
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh26447
https://www.cisco.com/c/ja_jp/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-f-to-show-ipu-commands.html
https://www.cisco.com/c/ja_jp/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-f-to-show-ipu-commands.html
/content/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-guide-640/fptd-fdm-ha.html#id_72185
/content/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-guide-640/fptd-fdm-ha.html#id_72185
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



