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Preface

This preface describes the audience, organization, and conventions of the Cisco Wireless LAN Controller
Command Reference Guide. It also provides information on how to obtain other documentation. This chapter
includes the following sections:

* Audience, on page xlix

* Document Conventions, on page xlix
* Related Documentation, on page lii
* Obtaining Documentation and Submitting a Service Request, on page lii

Audience

This publication is for experienced network administrators who configure and maintain Cisco wireless
controllers (Cisco WLCs) and Cisco lightweight access points (Cisco APs).

)

Note Usage of test commands may cause system disruption such as unexpected reboot of the Cisco WLC. Therefore,
we recommend that you use the test commands on Cisco WLCs for debugging purposes with the help of
Cisco Technical Assistance Center (TAC) personnel.

Document Conventions

This document uses the following conventions:

Convention

Indication

bold font

Commands and keywords and user-entered text appear in bold font.

italic font

Document titles, new or emphasized terms, and arguments for which you supply
values are in italic font.

[]

Elements in square brackets are optional.

xlylz}

Required alternative keywords are grouped in braces and separated by vertical
bars.

| oL2s975-m
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Convention Indication

[x|ylz] Optional alternative keywords are grouped in brackets and separated by vertical
bars.

string A nonquoted set of characters. Do not use quotation marks around the string or

the string will include the quotation marks.

courier font Terminal sessions and information the system displays appear in courier font.
< Nonprinting characters such as passwords are in angle brackets.

[ Default responses to system prompts are in square brackets.

L# An exclamation point (!) or a pound sign (#) at the beginning of a line of code

indicates a comment line.

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

Tip Means the following information will help you solve a problem.

Caution Means reader be careful. In this situation, you might perform an action that could result in equipment damage
or loss of data.

A

Warning  This warning symbol means danger. You are in a situation that could cause bodily injury. Before you work
on any equipment, be aware of the hazards involved with electrical circuitry and be familiar with standard
practices for preventing accidents. (To see translations of the warnings that appear in this publication, refer
to the appendix "Translated Safety Warnings.")

Warning Title Description

Waarschuwing Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die
lichamelijk letsel kan veroorzaken. Voordat u aan enige apparatuur gaat werken,
dient u zich bewust te zijn van de bij elektrische schakelingen betrokken risico's
en dient u op de hoogte te zijn van standaard maatregelen om ongelukken te
voorkomen. (Voor vertalingen van de waarschuwingen die in deze publicatie
verschijnen, kunt u het aanhangsel "Translated Safety Warnings" (Vertalingen
van veiligheidsvoorschriften) raadplegen.)

Varoitus Tédma varoitusmerkki merkitsee vaaraa. Olet tilanteessa, joka voi johtaa
ruumiinvammaan. Ennen kuin tyskentelet minkdén laitteiston parissa, ota selvad
sahkokytkentdihin liittyvistd vaaroista ja tavanomaisista onnettomuuksien
ehkdisykeinoista. (Téssé julkaisussa esiintyvien varoitusten kdanndkset 16ydét
liitteestd "Translated Safety Warnings" (kddnnetyt turvallisuutta koskevat
varoitukset).)

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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Warning Title

Description

Attention

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une
situation pouvant entrainer des blessures. Avant d'accéder a cet équipement, soyez
conscient des dangers posés par les circuits électriques et familiarisez-vous avec
les procédures courantes de prévention des accidents. Pour obtenir les traductions
des mises en garde figurant dans cette publication, veuillez consulter I'annexe
intitulée « Translated Safety Warnings » (Traduction des avis de sécurité).

Warnung

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu
einer Korperverletzung fithren konnte. Bevor Sie mit der Arbeit an irgendeinem
Gerit beginnen, seien Sie sich der mit elektrischen Stromkreisen verbundenen
Gefahren und der Standardpraktiken zur Vermeidung von Unfillen bewult.
(Ubersetzungen der in dieser Verdffentlichung enthaltenen Warnhinweise finden
Sie im Anhang mit dem Titel "Translated Safety Warnings" (Ubersetzung der
Warnhinweise).)

Avvertenza

Questo simbolo di avvertenza indica un pericolo. Si ¢ in una situazione che puo
causare infortuni. Prima di lavorare su qualsiasi apparecchiatura, occorre conoscere
i pericoli relativi ai circuiti elettrici ed essere al corrente delle pratiche standard
per la prevenzione di incidenti. La traduzione delle avvertenze riportate in questa
pubblicazione si trova nell'appendice, "Translated Safety Warnings" (Traduzione
delle avvertenze di sicurezza).

Advarsel

Dette varselsymbolet betyr fare. Du befinner deg i en situasjon som kan fore til
personskade. For du utferer arbeid pé utstyr, ma du vaere oppmerksom pa de
faremomentene som elektriske kretser innebzrer, samt gjore deg kjent med vanlig
praksis nar det gjelder & unngé ulykker. (Hvis du vil se oversettelser av de
advarslene som finnes i denne publikasjonen, kan du se 1 vedlegget "Translated
Safety Warnings" [Oversatte sikkerhetsadvarsler].)

Aviso

Este simbolo de aviso indica perigo. Encontra-se numa situagdo que lhe podera
causar danos fisicos. Antes de comecar a trabalhar com qualquer equipamento,
familiarize-se com os perigos relacionados com circuitos eléctricos, e com
quaisquer praticas comuns que possam prevenir possiveis acidentes. (Para ver as
tradugdes dos avisos que constam desta publicag@o, consulte o apéndice
"Translated Safety Warnings" - "Tradug¢des dos Avisos de Seguranga").

jAdvertencia!

Este simbolo de aviso significa peligro. Existe riesgo para su integridad fisica.
Antes de manipular cualquier equipo, considerar los riesgos que entrafia la
corriente eléctrica y familiarizarse con los procedimientos estandar de prevencion
de accidentes. (Para ver traducciones de las advertencias que aparecen en esta
publicacion, consultar el apéndice titulado "Translated Safety Warnings.")

Varning

Denna varningssymbol signalerar fara. Du befinner dig i en situation som kan
leda till personskada. Innan du utfor arbete pa ndgon utrustning méste du vara
medveten om farorna med elkretsar och kénna till vanligt forfarande for att
forebygga skador. (Se forklaringar av de varningar som férekommer i denna
publikation i appendix "Translated Safety Warnings" [Oversatta
sdkerhetsvarningar].)
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Related Documentation

These documents provide complete information about the Cisco Unified Wireless Network solution:

* Cisco Wireless LAN Controller Configuration Guide
* Cisco Wireless LAN Controller System Message Guide

* Release Notes for Cisco Wireless LAN Controllers and Lightweight Access Points

Obtaining Documentation and Submitting a Service Request

For information about obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What's New in Cisco Product Documentation, which also lists all new and revised
Cisco technical documentation, at:

http://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html

Subscribe to the What's New in Cisco Product Documentation as an RSS feed and set content to be delivered
directly to your desktop using a reader application. The RSS feeds are a free service. Cisco currently supports
RSS Version 2.0.
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0L-28975-01 |


http://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html

Using the Command-Line Interface

This chapter contains the following topics:

* CLI Command Keyboard Shortcuts, on page 2
* Using the Interactive Help Feature, on page 4
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CLI Command Keyboard Shortcuts

The table below lists the CLI keyboard shortcuts to help you enter and edit command lines on the controller.

Table 1: CLI Command Keyboard Shortcuts

Action Description Keyboard Shortcut
Change The word at the cursor to Escl
lowercase.
The word at the cursor to Escu
uppercase.
Delete A character to the left of the cursor. | Ctrl-h, Delete, or Backspace
All characters from the cursor to | Ctrl-u
the beginning of the line.
All characters from the cursor to | Ctrl-k
the end of the line.
All characters from the cursorto |Esc d
the end of the word.
The word to the left of the cursor. | Ctrl-w or Esc Backspace
Display MORE output Exit from MORE output. q, Q, or Ctrl-C
Next additional screen. The default | Spacebar
is one screen. To display more than
one screen, enter a number before
pressing the Spacebar key.
Next line. The default is one line. | Enter
To display more than one line, enter
the number before pressing the
Enter key.
Enter or Return key character. Ctrl-m

Expand the command or abbreviation.

Ctrl-t or Tab

Move the cursor

One character to the left (back).

Ctrl-b or Left Arrow

One character to the right
(forward).

Ctrl-f or Right Arrow

One word to the left (back), to the
beginning of the current or previous
word.

Escb

. Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)

0L-28975-01 |



sing the Command-Line Interface
Using the C d-Line Interf
CLI Command Keyboard Shortcuts .

Action Description Keyboard Shortcut

One word to the right (forward), to | Esc f
the end of the current or next word.

To the beginning of the line. Ctrl-a

To the end of the line. Ctrl-e
Redraw the screen at the prompt. Ctrl-1 or Ctrl-r
Return to the EXEC mode from any configuration mode Ctrl-z
Return to the previous mode or exit from the CLI from Exec mode. exit command

Transpose a character at the cursor with a character to the left of the | Ctrl-t
CUISOL.
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Using the Interactive Help Feature

The question mark (?) character allows you to get the following type of help about the command at the
command line. The table below lists the interactive help feature list.

Table 2: Interactive Help Feature List

Command Description

help Provides a brief description of the Help feature in any
command mode.

? at the command prompt Lists all commands available for a particular command
mode.

partial command? Provides a list of commands that begin with the

character string.

partial command<Tab> Completes a partial command name.

command ? Lists the keywords, arguments, or both associated
with a command.

command keyword ? Lists the arguments that are associated with the
keyword.

Using the help Command

Before you begin

To look up keyboard commands, use the help command at the root level.

help

Help may be requested at any point in a command by entering a question mark ‘?°. If nothing matches, the
help list will be empty and you must back up until entering a ‘?” shows the available options. Two types of
help are available:

1. Full help is available when you are ready to enter a command argument (for example show ?) and describes
each possible argument.

2. Partial help is provided when an abbreviated argument is entered and you want to know what arguments
match the input (for example show pr?).

Example:

> help

HELP:

Special keys:
DEL, BS... delete previous character
Ctrl-A .... go to beginning of line
Ctrl-E .... go to end of line
Ctrl-F .... go forward one character

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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Ctrl-B .... go backward one character

Ctrl-D .... delete current character

Ctrl-U, X. delete to beginning of line

Ctrl-K .... delete to end of line

Ctrl-W .... delete previous word

Ctrl-T .... transpose previous character
Ctrl-P .... go to previous line in history buffer
Ctrl-N .... go to next line in history buffer
Ctrl-Z .... return to root command prompt
Tab, <SPACE> command-line completion

Exit .... go to next lower command prompt

? .... list choices

Using the ? command

Before you begin

To display all of the commands in your current level of the command tree, or to display more information
about a particular command, use the ? command.

command name ?

When you enter a command information request, put a space between the command name and ?.

Examples

This command shows you all the commands and levels available from the root level.

> 2

clear Clear selected configuration elements.

config Configure switch options and settings.

debug Manages system debug options.

help Help

linktest Perform a link test to a specified MAC address.
logout Exit this session. Any unsaved changes are lost.
ping Send ICMP echo packets to a specified IP address.
reset Reset options.

save Save switch configurations.

show Display switch options and settings.

transfer Transfer a file to or from the switch.

Using the partial? command

| oL2s975-m

Before you begin

To provide a list of commands that begin with the character string, use the partial command ?.

partial command?

There should be no space between the command and the question mark.

This example shows how to provide a command that begin with the character string “ad”:

> controller> config>ad?
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The command that matches with the string “ad” is as follows:

advanced

Using the partial command<tab>

Before you begin

To completes a partial command name, use the partial command<tab> command.
partial command<tab>
There should be no space between the command and <tab>.

This example shows how to complete a partial command name that begin with the character string “cert”:

Controller >config>cert<tab> certificate

Using the command ?

Examples

To list the keywords, arguments, or both associated with the command, use the command ?.

command-name ?

There should be a space between the command and the question mark.

This example shows how to list the arguments and keyword for the command acl:

Controller >config acl ?

Information similar to the following appears:

apply Applies the ACL to the data path.
counter Start/Stop the ACL Counters.
create Create a new ACL.

delete Delete an ACL.

rule Configure rules in the ACL.

cpu Configure the CPU ACL Information

command keyword ?

To list the arguments that are associated with the keyword, use the command keyword ?:

command keyword ?
There should be space between the keyword and the question mark.

This example shows how to display the arguments associated with the keyword cpu:

Controller >config acl cpu ?

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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Information similar to the following appears:

none None - Disable the CPU ACL
<name> <name> - Name of the CPU ACL

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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. command keyword ?
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System Management Commands

* System Management Commands, on page 11






System Management Commands

* clear acl counters, on page 20

* clear ap config, on page 21

* clear ap eventlog, on page 22

* clear ap join stats, on page 23

* clear arp, on page 24

* clear avc statistics, on page 25

* clear client tsm, on page 27

* clear config, on page 28

* clear ext-webauth-url, on page 29

* clear location rfid, on page 30

* clear location statistics rfid, on page 31
» clear locp statistics, on page 32

* clear login-banner, on page 33

* clear Iwapp private-config, on page 34
* clear mdns service-database, on page 35
* clear nmsp statistics, on page 36

* clear radius acct statistics, on page 37
* clear tacacs auth statistics, on page 38
* clear redirect-url, on page 39

* clear stats ap wlan, on page 40

» clear stats local-auth, on page 41

* clear stats mobility, on page 42

* clear stats port, on page 43

* clear stats radius, on page 44

* clear stats switch, on page 45

* clear stats tacacs, on page 46

» clear transfer, on page 47

* clear traplog, on page 48

* clear webimage, on page 49

* clear webmessage, on page 50

» clear webtitle, on page 51

» config 802.11h channelswitch, on page 52
» config 802.11h powerconstraint, on page 53
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« config 802.11h setchannel, on page 54

« config 802.11 11nsupport, on page 55

* config 802.11 11nsupport a-mpdu tx priority, on page 56
« config 802.11 11nsupport a-mpdu tx scheduler, on page 58
« config 802.11 11nsupport antenna, on page 59

« config 802.11 11nsupport guard-interval, on page 60

* config 802.11 11nsupport mcs tx, on page 61

« config 802.11 11nsupport rifs, on page 63

« config 802.11 beacon period, on page 64

« config 802.11 cac defaults, on page 65

» config 802.11 cac video acm, on page 67

« config 802.11 cac video cac-method, on page 69

« config 802.11 cac video load-based, on page 71

« config 802.11 cac video max-bandwidth, on page 73

* config 802.11 cac media-stream, on page 75

« config 802.11 cac multimedia, on page 77

« config 802.11 cac video roam-bandwidth, on page 79

« config 802.11 cac video sip, on page 81

» config 802.11 cac video tspec-inactivity-timeout, on page 83
« config 802.11 cac voice acm, on page 84

« config 802.11 cac voice max-bandwidth, on page 85

« config 802.11 cac voice roam-bandwidth, on page 87

» config 802.11 cac voice tspec-inactivity-timeout, on page 89
« config 802.11 cac voice load-based, on page 91

« config 802.11 cac voice max-calls, on page 93

« config 802.11 cac voice sip bandwidth, on page 95

» config 802.11 cac voice sip codec, on page 97

« config 802.11 cac voice stream-size, on page 99

« config 802.11 disable, on page 101

« config 802.11 dtpc, on page 102

» config 802.11 enable, on page 103

« config 802.11 exp-bwreq, on page 104

« config 802.11 fragmentation, on page 105

« config 802.11 12roam rf-params, on page 106

» config 802.11 max-clients, on page 108

* config 802.11 multicast data-rate, on page 109

« config 802.11 rate, on page 110

» config 802.11 rssi-check, on page 111

» config 802.11 rssi-threshold, on page 112

« config 802.11 tsm, on page 113

» config advanced 802.11 7920VSIEConfig, on page 114
« config advanced 802.11 edca-parameters, on page 115
» config advanced fastpath fastcache, on page 118

« config advanced fastpath pkt-capture, on page 119

* config advanced sip-preferred-call-no, on page 120

« config advanced sip-snooping-ports, on page 121
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* config avc profile create, on page 122

« config avc profile delete, on page 123

» config avc profile rule, on page 124

« config band-select cycle-count, on page 126

« config band-select cycle-threshold, on page 127

« config band-select expire, on page 128

» config band-select client-rssi, on page 129

« config boot, on page 130

« config cdp, on page 131

« config certificate, on page 132

» config certificate Isc, on page 133

« config certificate ssc, on page 135

« config certificate use-device-certificate webadmin, on page 136
« config coredump, on page 137

* config coredump ftp, on page 138

« config coredump username, on page 139

* config custom-web ext-webauth-mode, on page 140

* config custom-web ext-webauth-url, on page 141

* config custom-web ext-webserver, on page 142

« config custom-web logout-popup, on page 143

* config custom-web radiusauth , on page 144

* config custom-web redirectUrl, on page 145

* config custom-web sleep-client, on page 146

« config custom-web webauth-type, on page 147

* config custom-web weblogo, on page 148

« config custom-web webmessage, on page 149

* config custom-web webtitle, on page 150

« config dhep, on page 151

» config dhcp proxy, on page 153

« config dhep timeout, on page 154

» config flexconnect avc profile, on page 155

« config flow, on page 156

* config guest-lan, on page 157

« config guest-lan custom-web ext-webauth-url, on page 158
* config guest-lan custom-web global disable, on page 159
« config guest-lan custom-web login_page, on page 160
* config guest-lan custom-web webauth-type, on page 161
« config guest-lan ingress-interface, on page 162

* config guest-lan interface, on page 163

* config guest-lan mobility anchor, on page 164

« config guest-lan nac, on page 165

« config guest-lan security, on page 166

» config license boot, on page 167

« config load-balancing, on page 168

» config location, on page 170

« config location info rogue, on page 173
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« config logging buffered, on page 174

« config logging console, on page 175

» config logging debug, on page 176

« config logging fileinfo, on page 177

» config logging procinfo, on page 178

« config logging traceinfo, on page 179

» config logging syslog host, on page 180

« config logging syslog facility, on page 183

« config logging syslog facility client, on page 186

« config logging syslog facility ap, on page 187

* config logging syslog level, on page 188

« config loginsession close, on page 189

* config mdns ap, on page 190

« config mdns profile, on page 192

» config mdns query interval, on page 194

« config mdns service , on page 195

» config mdns snooping , on page 198

« config mdns policy enable , on page 199

» config mdns policy service-group, on page 200

« config mdns policy service-group parameters, on page 201
« config mdns policy service-group user-name, on page 202
» config mdns policy service-group user-role, on page 203

+ config memory monitor errors, on page 204

* config memory monitor leaks, on page 205

« config mgmtuser add, on page 207

« config mgmtuser delete, on page 208

» config mgmtuser description, on page 209

« config mgmtuser password, on page 210

« config mgmtuser telnet, on page 211

* config mobility group member, on page 212

» config netuser add , on page 213

« config netuser delete, on page 215

« config netuser description, on page 216

« config netuser guest-lan-id, on page 217

» config netuser guest-role apply, on page 218

* config netuser guest-role create, on page 219

« config netuser guest-role delete, on page 220

« config netuser guest-role qos data-rate average-data-rate, on page 221
* config netuser guest-role qos data-rate average-realtime-rate, on page 222
« config netuser guest-role qos data-rate burst-data-rate, on page 223
« config netuser guest-role qos data-rate burst-realtime-rate, on page 224
« config netuser lifetime, on page 225

» config netuser maxUserLogin, on page 226

* config netuser password, on page 227

* config netuser wlan-id, on page 228

« config network 802.3-bridging, on page 229
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* config network allow-old-bridge-aps, on page 230

« config network ap-discovery, on page 231

» config network ap-fallback, on page 232

* config network ap-priority, on page 233

« config network apple-talk, on page 234

* config network arptimeout, on page 235

* config network bridging-shared-secret, on page 236

* config network broadcast, on page 237

* config network fast-ssid-change, on page 238

» config network ip-mac-binding, on page 239

» config network master-base, on page 240

« config network mgmt-via-wireless, on page 241

« config network multicast global, on page 242

« config network multicast igmp query interval, on page 243
» config network multicast igmp snooping, on page 244
* config network multicast igmp timeout, on page 245

« config network multicast 12mcast, on page 246

« config network multicast mld, on page 247

» config network multicast mode multicast, on page 248
« config network multicast mode unicast, on page 249

» config network oeap-600 dual-rlan-ports, on page 250
« config network oeap-600 local-network, on page 251
» config network otap-mode, on page 252

« config network rf-network-name, on page 253

» config network secureweb, on page 254

« config network secureweb cipher-option, on page 255
* config network ssh, on page 257

« config network telnet, on page 258

* config network usertimeout, on page 259

« config network web-auth captive-bypass, on page 260
» config network web-auth cmcc-support, on page 261

« config network web-auth port, on page 262

« config network web-auth proxy-redirect, on page 263
« config network web-auth secureweb, on page 264

» config network web-auth https-redirect, on page 265

« config network webmode, on page 266

* config network web-auth, on page 267

« config network zero-config, on page 268

» config nmsp notify-interval measurement, on page 269
« config paging, on page 270

* config passwd-cleartext, on page 271

* config prompt, on page 272

» config qos average-data-rate, on page 273

* config qos average-realtime-rate, on page 274

« config qos burst-data-rate, on page 276

« config qos burst-realtime-rate, on page 277
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« config qos description, on page 279

* config qos max-rf-usage, on page 280

» config qos dot1p-tag, on page 281

« config qos priority, on page 282

« config qos protocol-type, on page 284

« config qos queue length, on page 285

* config rfid auto-timeout, on page 286

« config rfid status, on page 287

« config rfid timeout, on page 288

« config service timestamps, on page 289

* config sessions maxsessions, on page 290

* config sessions timeout, on page 291

« config switchconfig boot-break, on page 292

« config switchconfig fips-prerequisite, on page 293
» config switchconfig strong-pwd, on page 294

« config switchconfig flowcontrol, on page 297

« config switchconfig mode, on page 298

« config switchconfig secret-obfuscation, on page 299
* config sysname, on page 300

« config snmp community accessmode, on page 301
* config snmp community create, on page 302

* config snmp community delete, on page 303

* config snmp community ipaddr, on page 304

« config snmp community mode, on page 305

» config snmp enginelD, on page 306

* config snmp syscontact, on page 307

* config snmp syslocation, on page 308

« config snmp trapreceiver create, on page 309

« config snmp trapreceiver delete, on page 310

* config snmp trapreceiver mode, on page 311

» config snmp v3user create, on page 312

« config snmp v3user delete, on page 314

* config snmp version, on page 315

* config time manual, on page 316

* config time ntp, on page 317

« config time timezone, on page 320

« config time timezone location, on page 321

« config trapflags 802.11-Security, on page 325

» config trapflags aaa, on page 326

« config trapflags adjchannel-rogueap, on page 327
« config trapflags ap, on page 328

« config trapflags authentication, on page 329

» config trapflags client, on page 330

« config trapflags client max-warning-threshold, on page 331
« config trapflags configsave, on page 332

« config trapflags [Psec, on page 333
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« config trapflags linkmode, on page 334

« config trapflags mesh, on page 335

* config trapflags multiusers, on page 336

« config trapflags rfid , on page 337

« config trapflags rogueap, on page 339

« config trapflags rrm-params, on page 340

» config trapflags rrm-profile, on page 341

« config trapflags stpmode, on page 342

« config trapflags strong-pwdcheck, on page 343
« config trapflags wps, on page 344

* Timeout Commands, on page 345

* save config, on page 361

* Resetting the System Reboot Time, on page 362
» show 802.11 cu-metrics, on page 365

* show advanced 802.11 [2roam, on page 366
 show advanced send-disassoc-on-handoff, on page 367
« show advanced sip-preferred-call-no, on page 368
» show advanced sip-snooping-ports, on page 369
* show arp kernel, on page 370

* show arp switch, on page 371

* show avc applications, on page 372

» show avc engine, on page 373

* show avc profile, on page 374

« show avc protocol-pack , on page 375

« show avec statistics application, on page 376
 show avc statistics client, on page 378

* show avc statistics guest-lan, on page 380

« show avc statistics remote-lan, on page 381

* show avc statistics top-apps, on page 382

* show avc statistics wlan, on page 384

* show boot, on page 386

« show band-select, on page 387

* show buffers, on page 388

 show cac voice stats, on page 390

* show cac voice summary, on page 392

« show cac video stats, on page 393

* show cac video summary, on page 395

* show cdp, on page 396

* show certificate compatibility, on page 397

« show certificate Isc, on page 398

« show certificate ssc, on page 400

* show certificate summary, on page 401

* show client calls, on page 402

« show client roam-history, on page 403

* show client summary, on page 404

* show client summary guest-lan, on page 406
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* show client tsm, on page 407

* show client username, on page 409

* show client voice-diag, on page 410

* show coredump summary, on page 411
* show cpu, on page 412

* show custom-web, on page 413

* show database summary, on page 414
* show dhcp, on page 415

* show dtls connections, on page 416

* show dhcp proxy, on page 417

* show dhcp timeout, on page 418

* show flow exporter, on page 419

* show flow monitor summary, on page 420
* show guest-lan, on page 421

* show invalid-config, on page 422

* show inventory, on page 423

* show license all, on page 424

* show license capacity, on page 425

* show license detail, on page 426

* show license expiring, on page 427

* show license evaluation, on page 428

* show license feature, on page 429

* show license file, on page 430

* show license handle, on page 431

* show license image-level, on page 432
* show license in-use, on page 433

* show license permanent, on page 434

* show license status, on page 435

* show license statistics, on page 436

* show license summary, on page 437

* show license udi, on page 438

* show load-balancing, on page 439

* show local-auth certificates, on page 440
* show logging, on page 441

* show logging flags, on page 443

* show loginsession, on page 444

» show mesh cac, on page 445

* show mdns ap summary, on page 447
* show mdns domain-name-ip summary, on page 449
* show mdns profile, on page 451

» show mdns service , on page 453

» show mgmtuser, on page 455

* show mobility group member, on page 456
* show netuser, on page 457

» show netuser guest-roles, on page 458
* show network, on page 459
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* show network summary, on page 460

* show network multicast mgid detail, on page 462

* show network multicast mgid summary, on page 463
* show nmsp notify-interval summary, on page 464

» show nmsp statistics, on page 465

» show nmsp status, on page 467

* show nmsp subscription, on page 468

* show ntp-keys, on page 470

* show qos, on page 471

* show queue-info, on page 472

* show reset, on page 474

* show route kernel, on page 475

 show route summary, on page 476

* show sessions, on page 477

* show snmpcommunity, on page 478

* show snmpenginelD, on page 479

» show snmptrap, on page 480

* show snmpv3user, on page 481

* show snmpversion, on page 482

* show switchconfig, on page 483

* show sysinfo, on page 484

* show tech-support, on page 486

* show time, on page 487

* show trapflags, on page 489

* show traplog, on page 491

* show rfid client, on page 492

* show rfid config, on page 493

* show rfid detail, on page 494

* show rfid summary, on page 495

* Uploading and Downloading Files and Configurations, on page 496
* Installing and Modifying Licenses on Cisco 5500 Series Controllers, on page 515
* Right to Use Licensing Commands, on page 521

* Troubleshooting the Controller Settings, on page 528
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clear acl counters

To clear the current counters for an Access Control List (ACL), use the clear acl counters command.

clear acl counters ac/_name

Syntax Description  ac/ name ACL name.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to clear the current counters for acll:

(Cisco Controller) >clear acl counters acll
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clear ap config

To clear (reset to the default values) a lightweight access point’s configuration settings, use the clear ap config
command.

clear ap config ap name

Syntax Description  ap name Access point name.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.
Usage Guidelines Entering this command does not clear the static IP address of the access point.

The following example shows how to clear the access point’s configuration settings for the access
point named ap1240 322115:

(Cisco Controller) >clear ap config apl1240_ 322115
Clear ap-config will clear ap config and reboot the AP. Are you sure you want continue?
(y/n)
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clear ap eventlog

To delete the existing event log and create an empty event log file for a specific access point or for all access
points joined to the controller, use the clear ap eventlog command.

clear ap eventlog {specific ap_name | all}

Syntax Description specific Specifies a specific access point log file.
ap_name Name of the access point for which the event log file
is emptied.
all Deletes the event log for all access points joined to

the controller.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to delete the event log for all access points:
(Cisco Controller) >clear ap eventlog all

This will clear event log contents for all APs. Do you want continue? (y/n) :y
All AP event log contents have been successfully cleared.
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clear ap join stats

To clear the join statistics for all access points or for a specific access point, use the clear ap join stats
command.

clear ap join stats {all | ap mac)

Syntax Description all Specifies all access points.

ap_mac Access point MAC address.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to clear the join statistics of all the access points:

(Cisco Controller) >clear ap join stats all
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To clear the Address Resolution Protocol (ARP) table, use the clear arp command.

clear arp

Syntax Description ~ This command has no arguments or keywords.

Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to clear the ARP table:

(Cisco Controller) >clear arp
Are you sure you want to clear the ARP cache? (y/n)

Related Commands  clear transfer

clear download datatype
clear download filename
clear download mode
clear download serverip
clear download start
clear upload datatype
clear upload filename
clear upload mode

clear upload path

clear upload serverip
clear upload start

clear stats port
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clear avc statistics

clear avc statistics .

To clear Application Visibility and Control (AVC) statistics of a client, guest LAN, remote LAN, or a WLAN

use the clear avc statistics command.

clear avc statistics {client {all
| remote-lan-id} | wlan {all

client-mac} | guest-lan {all | guest-lan-id} | remote-lan {all
wlan-id} }

Syntax Description client

Clears AVC statistics of a client.

all Clears AVC statistics of all clients.
client-mac MAC address of a client.

guest-lan Clears AVC statistics of a guest LAN.
all Clears AVC statistics of all guest LANs.

guest-lan-id

Guest LAN Identifier between 1 and 5.

remote-lan

Clears AVC statistics of a remote LAN.

all

Clears AVC statistics of all remote LANSs.

remote-lan-id

Remote LAN Identifier between 1 and 512.

wlan Clears AVC statistics of a WLAN.
all Clears AVC statistics of all WLANS.
wlan-id WLAN Identifier between 1 and 512.
Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to clear the AVC statistics of a client:

(Cisco Controller) >clear avc statistics client 00:21:1b:ea:36:60

Related Commands  config avc profile create

config avc profile delete
config avc profile rule
config wlan avc

show ave profile

show avc applications
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. clear avc statistics

show avc statistics
debug avc error

debug avc events
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clear client tsm

To clear the Traffic Stream Metrics (TSM) statistics for a particular access point or all the access points to
which this client is associated, use the clear client tsm command.

clear client tsm {802.11a | 802.11b} client mac {ap_mac | all}

Syntax Description 802.11a Specifies the 802.11a network.
802.11b Specifies the 802.11b network.
client_mac MAC address of the client.
ap_mac MAC address of a Cisco lightweight access point.
all Specifies all access points.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to clear the TSM for the MAC address 00:40:96:a8:7:98:

(Cisco Controller) >clear client tsm 802.1la 00:40:96:a8:£7:98 all

Related Commands  clear upload start
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clear config

To reset configuration data to factory defaults, use the clear config command.

clear config

Syntax Description ~ This command has no arguments or keywords.

Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to reset the configuration data to factory defaults:

(Cisco Controller) >clear config

Are you sure you want to clear the configuration? (y/n)
n

Configuration not cleared!

Related Commands  clear transfer

clear download datatype
clear download filename
clear download mode
clear download serverip
clear download start
clear upload datatype
clear upload filename
clear upload mode

clear upload path

clear upload serverip
clear upload start

clear stats port
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clear ext-webauth-url

To clear the external web authentication URL, use the clear ext-webauth-url command.

clear ext-webauth-url

Syntax Description ~ This command has no arguments or keywords.

Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to clear the external web authentication URL:

(Cisco Controller) >clear ext-webauth-url
URL cleared.

Related Commands  clear transfer

clear download datatype
clear download filename
clear download mode
clear download serverip
clear download start
clear upload datatype
clear upload filename
clear upload mode

clear upload path

clear upload serverip
clear upload start

clear stats port
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clear location rfid

To clear a specific Radio Frequency Identification (RFID) tag or all of the RFID tags in the entire database,
use the clear location rfid command.

clear location rfid {mac_address | all}

Syntax Description

Command Default

mac_address MAC address of a specific RFID tag.
all Specifies all the RFID tags in the database.
None

Command History

Related Commands

. Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to clear all the RFID tags in the database:

(Cisco Controller) >clear location rfid all

clear location statistics rfid
config location
show location

show location statistics rfid
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clear location statistics rfid

To clear Radio Frequency Identification (RFID) statistics, use the clear location statistics rfid command.

clear location statistics rfid

Syntax Description ~ This command has no arguments or keywords.

Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to clear RFID statistics:

(Cisco Controller) >clear location statistics rfid

Related Commands  config location

show location

show location statistics rfid
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clear locp statistics

Syntax Description

Command Default

To clear the Location Protocol (LOCP) statistics, use the clear locp statistics command.

clear locp statistics
This command has no arguments or keywords.

None

Command History

Related Commands

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to clear the statistics related to LOCP:

(Cisco Controller) >clear locp statistics

clear nmsp statistics

config nmsp notify-interval measurement
show nmsp notify-interval summary
show nmsp statistics

show nmsp status
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clear login-banner

To remove the login banner file from the controller, use the clear login-banner command.

clear login-banner

Syntax Description ~ This command has no arguments or keywords.

Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to clear the login banner file:

(Cisco Controller) >clear login-banner

Related Commands  transfer download datatype
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clear lwapp private-config

To clear (reset to default values) an access point’s current Lightweight Access Point Protocol (LWAPP) private
configuration, which contains static IP addressing and controller IP address configurations, use the clear
Iwapp private-config command.

clear lwapp private-config

Syntax Description ~ This command has no arguments or keywords.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.
Usage Guidelines Enter the command on the access point console port.

Prior to changing the FlexConnect configuration on an access point using the access point’s console port, the
access point must be in standalone mode (not connected to a Cisco WLC) and you must remove the current
LWAPP private configuration by using the clear Iwapp private-config command.

\}

Note The access point must be running Cisco Access Point IOS Release 12.3(11)JX1 or later releases.

The following example shows how to clear an access point’s current LWAPP private configuration:

ap_console >clear lwapp private-config
removing the reap config file flash:/lwapp reap.cfg
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clear mdns service-database

To clear the multicast DNS service database, use the clear mdns service-database command.

clear mdns service-database {all | service-name}

Syntax Description

Command Default

all Clears the mDNS service database.

service-name Name of the mDNS service. The Cisco WLC clears the details of the mDNS service.

None

Command History

Usage Guidelines

Related Commands

| oL2s975-m

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The Cisco WLC snoops and learns about the mDNS service advertisements only if the service is available in
the Master Services database.

The following example shows how to clear the mDNS service database:

(Cisco Controller) >clear mdns service-database all

config mdns query interval
config mdns service

config mdns snooping

config interface mdns-profile
config interface group mdns-profile
config wlan mdns

show mdns profile

show mnds service

config mdns profile

debug mdns all

debug mdns error

debug mdns detail

debug mdns message
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clear nmsp statistics

To clear the Network Mobility Services Protocol (NMSP) statistics, use the clear nmsp statistics command.

clear nmsp statistics

Syntax Description ~ This command has no arguments or keywords.

Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to delete the NMSP statistics log file:

(Cisco Controller) >clear nmsp statistics

Related Commands  clear locp statistics

config nmsp notify-interval measurement
show nmsp notify-interval summary

show nmsp status
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clear radius acct statistics

To clear the RADIUS accounting statistics on the controller, use the clear radius acc statistics command.

clear radius acct statistics [index | all]

Syntax Description index (Optional) Specifies the index of the RADIUS
accounting server.

all (Optional) Specifies all RADIUS accounting servers.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to clear the RADIUS accounting statistics:

(Cisco Controller) >clear radius acc statistics

Related Commands  show radius acct statistics
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clear tacacs auth statistics

To clear the RADIUS authentication server statistics in the controller, use the clear tacacs auth statistics
command.

clear tacacs auth statistics [index | all]

Syntax Description index (Optional) Specifies the index of the RADIUS
authentication server.
all (Optional) Specifies all RADIUS authentication
servers.
Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to clear the RADIUS authentication server statistics:

(Cisco Controller) >clear tacacs auth statistics

Related Commands  Show tacacs auth statistics
show tacacs summary

config tacacs auth
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clear redirect-url

To clear the custom web authentication redirect URL on the Cisco Wireless LAN Controller, use the clear
redirect-url command.

clear redirect-url

Syntax Description ~ This command has no arguments or keywords.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to clear the custom web authentication redirect URL:

(Cisco Controller) >clear redirect-url
URL cleared.

Related Commands  clear transfer

clear download datatype
clear download filename
clear download mode
clear download path
clear download start
clear upload datatype
clear upload filename
clear upload mode

clear upload path

clear upload serverip

clear upload start
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clear stats ap wlan

To clear the WLAN statistics, use the clear stats ap wlan command.

clear stats ap wlan cisco_ap

Syntax Description cisco_ap Selected configuration elements.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to clear the WLAN configuration elements of the access point
cisco_ap:

(Cisco Controller) >clear stats ap wlan cisco_ap
WLAN statistics cleared.

. Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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clear stats local-auth

To clear the local Extensible Authentication Protocol (EAP) statistics, use the clear stats local-auth command.

clear stats local-auth

Syntax Description ~ This command has no arguments or keywords.

Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than

Release 7.6.

The following example shows how to clear the local EAP statistics:

(Cisco Controller) >clear stats local-auth
Local EAP Authentication Stats Cleared.

Related Commands  config local-auth active-timeout
config local-auth eap-profile
config local-auth method fast
config local-auth user-credentials
debug aaa local-auth
show local-auth certificates
show local-auth config

show local-auth statistics
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clear stats mobility

To clear mobility manager statistics, use the clear stats mobility command.

clear stats mobility

Syntax Description ~ This command has no arguments or keywords.

Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than

Release 7.6.

The following example shows how to clear mobility manager statistics:

(Cisco Controller) >clear stats mobility

Mobility stats cleared.
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clear stats port

To clear statistics counters for a specific port, use the clear stats port command.

clear stats port port

Syntax Description  port Physical interface port number.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to clear the statistics counters for port 9:

(Cisco Controller) >clear stats port 9

Related Commands  clear transfer

clear download datatype
clear download datatype
clear download filename
clear download mode
clear download serverip
clear download start
clear upload datatype
clear upload filename
clear upload mode

clear upload path

clear upload serverip
clear upload start

clear stats port
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clear stats radius

To clear the statistics for one or more RADIUS servers, use the clear stats radius command.

clear stats radius {auth |

System Management Commands |

Syntax Description auth Clears statistics regarding authentication.
acct Clears statistics regarding accounting.
index Specifies the index number of the RADIUS server to
be cleared.
all Clears statistics for all RADIUS servers.
Command Default ~ None
Command History Release Modification
7.6 This command was introduced in a release earlier than

Related Commands

Release 7.6.

The following example shows how to clear the statistics for all RADIUS authentication servers:

(Cisco Controller) >clear stats radius auth all

clear transfer

clear download datatype
clear download filename
clear download mode
clear download serverip
clear download start
clear upload datatype
clear upload filename
clear upload mode

clear upload path

clear upload serverip
clear upload start

clear stats port
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clear stats switch

Syntax Description

Command Default

To clear all switch statistics counters on a Cisco wireless LAN controller, use the clear stats switch command.

clear stats switch

This command has no arguments or keywords.

None

Command History

Related Commands
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Release Modification

clear stats switch .

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to clear all switch statistics counters:

(Cisco Controller) >clear stats switch

clear transfer

clear download datatype
clear download filename
clear download mode
clear download path
clear download start
clear upload datatype
clear upload filename
clear upload mode

clear upload path

clear upload serverip

clear upload start
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clear stats tacacs

To clear the TACACS+ server statistics on the controller, use the clear stats tacacs command.

clear stats tacacs [auth | athr | acct] [index | all]

Syntax Description auth (Optional) Clears the TACACS+ authentication server

statistics.

athr (Optional) Clears the TACACS+ authorization server
statistics.

acct (Optional) Clears the TACACS+ accounting server
statistics.

index (Optional) Specifies index of the TACACS+ server.

all (Optional) Specifies all TACACS+ servers.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to clear the TACACS+ accounting server statistics for index 1:

(Cisco Controller) >clear stats tacacs acct 1

Related Commands ~ show tacacs summary
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clear transfer

To clear the transfer information, use the clear transfer command.

clear transfer

Syntax Description ~ This command has no arguments or keywords.

Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to clear the transfer information:

(Cisco Controller) >clear transfer
Are you sure you want to clear the transfer information? (y/n) y
Transfer Information Cleared.

Related Commands  transfer upload datatype

transfer upload pac
transfer upload password
transfer upload port
transfer upload path
transfer upload username
transfer upload datatype
transfer upload serverip

transfer upload start
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clear traplog

Syntax Description

Command Default

To clear the trap log, use the clear traplog command.

clear traplog

This command has no arguments or keywords.

None

Command History

Related Commands

. Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to clear the trap log:

(Cisco Controller) >clear traplog
Are you sure you want to clear the trap log?

Trap Log Cleared.

clear transfer

clear download datatype
clear download filename
clear download mode
clear download path
clear download serverip
clear download start
clear upload filename
clear upload mode

clear upload path

clear upload serverip

clear upload start
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clear webimage

Syntax Description

Command Default

To clear the custom web authentication image, use the clear webimage command.

clear webimage

This command has no arguments or keywords.

None

Command History

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to clear the custom web authentication image:

(Cisco Controller) >clear webimage

clear transfer

clear download datatype
clear download filename
clear download mode
clear download path
clear download serverip
clear download start
clear upload filename
clear upload mode

clear upload path

clear upload serverip

clear upload start

clear webimage .
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clear webmessage

To clear the custom web authentication message, use the clear webmessage command.

clear webmessage

Syntax Description ~ This command has no arguments or keywords.

Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to clear the custom web authentication message:

(Cisco Controller) >clear webmessage
Message cleared.

Related Commands  clear transfer

clear download datatype
clear download filename
clear download mode
clear download path
clear download serverip
clear download start
clear upload filename
clear upload mode

clear upload path

clear upload serverip

clear upload start
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clear webtitle

To clear the custom web authentication title, use the clear webtitle command.

clear webtitle

Syntax Description ~ This command has no arguments or keywords.

Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to clear the custom web authentication title:

(Cisco Controller) >clear webtitle
Title cleared.

Related Commands  clear transfer

clear download datatype
clear download filename
clear download mode
clear download path
clear download serverip
clear download start
clear upload filename
clear upload mode

clear upload path

clear upload serverip

clear upload start
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config 802.11h channelswitch

To configure an 802.11h channel switch announcement, use the config 802.11h channelswitch command.

config 802.11h channelswitch {enable {loud | quiet} | disable}

Syntax Description enable Enables the 802.11h channel switch announcement.

disable Disables the 802.11h channel switch announcement.

Command Default None

Command History Release Modification
7.6 * This command was introduced in a release earlier than Release
7.6.

* The loud and quiet parameters were introduced.

The following example shows how to disable an 802.11h switch announcement:

(Cisco Controller) >config 802.11h channelswitch disable
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config 802.11h powerconstraint

To configure the 802.11h power constraint value, use the config 8§02.11h powerconstraint command.

config 802.11h powerconstraint value

Syntax Description value 802.11h power constraint value.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the 802.11h power constraint to 5:

(Cisco Controller) >config 802.11h powerconstraint 5
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config 802.11h setchannel

To configure a new channel using 802.11h channel announcement, use the config 802.11h setchannel
command.

config 802.11h setchannel cisco_ap

Syntax Description cisco_ap Cisco lightweight access point name.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure a new channel using the 802.11h channel:

(Cisco Controller) >config 802.11h setchannel ap02
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config 802.11 11nsupport

To enable 802.11n support on the network, use the config 802.11 11nsupport command.

config 802.11{a | b} I1lnsupport {enable | disable}

Syntax Description a Specifies the 802.11a network settings.
b Specifies the 802.11b/g network settings.
enable Enables the 802.11n support.
disable Disables the 802.11n support.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the 802.11n support on an 802.11a network:

(Cisco Controller) >config 802.1lla llnsupport enable
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config 802.11 11nsupport a-mpdu tx priority

To specify the aggregation method used for 802.11n packets, use the config 802.11 11nsupport a-mpdu tx
priority command.

config 802.11{a | b} I1lnsupport a-mpdu tx priority {0-7 | all} {enable | disable}

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
0-7 Specifies the aggregated MAC protocol data unit
priority level between 0 through 7.
all Configures all of the priority levels at once.
enable Specifies the traffic associated with the priority level

uses A-MPDU transmission.

disable Specifies the traffic associated with the priority level
uses A-MSDU transmission.

Command Default Priority 0 is enabled.

Usage Guidelines Aggregation is the process of grouping packet data frames together rather than transmitting them separately.
Two aggregation methods are available: Aggregated MAC Protocol Data Unit (A-MPDU) and Aggregated
MAC Service Data Unit (A-MSDU). A-MPDU is performed in the software whereas A-MSDU is performed
in the hardware.

Aggregated MAC Protocol Data Unit priority levels assigned per traffic type are as follows:
» 1—Background
» 2—Spare
» 0—Best effort
» 3—Excellent effort
* 4—Controlled load
* 5—Video, less than 100-ms latency and jitter
» 6—Voice, less than 10-ms latency and jitter
» 7—Network control

» all—Configure all of the priority levels at once.

N

Note Configure the priority levels to match the aggregation method used by the clients.
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Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure all the priority levels at once so that the traffic
associated with the priority level uses A-MSDU transmission:

(Cisco Controller) >config 802.1la llnsupport a-mpdu tx priority all enable

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
| oL2s975-m



System Management Commands |
. config 802.11 11nsupport a-mpdu tx scheduler

config 802.11 11nsupport a-mpdu tx scheduler

To configure the 802.11n-5 GHz A-MPDU transmit aggregation scheduler, use the config 802.11 11nsupport
a-mpdu tx scheduler command.

config802.11{a | b} 1lnsupporta-mpdu tx scheduler {enable | disable | timeoutrttimeout-value}

Syntax Description enable Enables the 802.11n-5 GHz A-MPDU transmit
aggregation scheduler.

disable Disables the 802.11n-5 GHz A-MPDU transmit
aggregation scheduler.

timeout rt Configures the A-MPDU transmit aggregation
scheduler realtime traffic timeout.

timeout-value Timeout value in milliseconds. The valid range is
between 1 millisecond to 1000 milliseconds.

Command Default None

Usage Guidelines Ensure that the 802.11 network is disabled before you enter this command.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the A-MPDU transmit aggregation scheduler realtime
traffic timeout of 100 milliseconds:

(Cisco Controller) >config 802.11 llnsupport a-mpdu tx scheduler timeout rt 100
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config 802.11 11nsupport antenna

To configure an access point to use a specific antenna, use the config 802.11 11nsupport antenna command.

config 802.11{a | b} 1lnsupport antennacisco ap {A | B | C | D} {enable | disable}

Syntax Description a Specifies the 802.11a/n network.
b Specifies the 802.11b/g/n network.
cisco_ap Access point.
A/B/C/D Specifies an antenna port.
enable Enables the configuration.
disable Disables the configuration.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure transmission to a single antenna for legacy orthogonal
frequency-division multiplexing:

(Cisco Controller) >config 802.11 llnsupport antenna APl C enable
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config 802.11 11nsupport guard-interval

To configure the guard interval, use the config 802.11 11nsupport guard-interval command.

config 802.11 {a | b} 1lnsupport guard-interval {any | long}

Syntax Description any Enables either a short or a long guard interval.

long Enables only a long guard interval.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure a long guard interval:

(Cisco Controller) >config 802.11 llnsupport guard-interval long
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config 802.11 11nsupport mcs tx

To specify the modulation and coding scheme (MCS) rates at which data can be transmitted between the
access point and the client, use the config 8§02.11 11nsupport mcs tx command.

config 802.11{a | b} 1lnsupportmestx {0-15} {enable | disable}

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
11nsupport Specifies support for 802.11n devices.
mcs tx Specifies the modulation and coding scheme data rates
as follows:
* 0 (7 Mbps)

* 1 (14 Mbps)

* 2 (21 Mbps)

* 3 (29 Mbps)

* 4 (43 Mbps)

* 5 (58 Mbps)

* 6 (65 Mbps)

* 7 (72 Mbps)

* 8 (14 Mbps)

* 9 (29 Mbps)

* 10 (43 Mbps)
* 11 (58 Mbps)
* 12 (87 Mbps)
* 13 (116 Mbps)
* 14 (130 Mbps)
* 15 (144 Mbps)

enable Enables this configuration.

disable Disables this configuration.

Command Default None
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Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to specify MCS rates:

(Cisco Controller) >config 802.l1la llnsupport mcs tx 5 enable
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config 802.11 11nsupport rifs

To configure the Reduced Interframe Space (RIFS) between data frames and its acknowledgment, use the
config 802.11 11nsupport rifs command.

config 802.11{a | b} I1lnsupport rifs {enable | disable}

Syntax Description enable Enables RIFS for the 802.11 network.

disable Disables RIFS for the 802.11 network.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

This example shows how to enable RIFS:

(Cisco Controller) >config 802.l1la llnsupport rifs enable

Related Topics
config 802.11-a, on page 1554
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config 802.11 beacon period

To change the beacon period globally for an 802.11a, 802.11b, or other supported 802.11 network, use the
config 802.11 beacon period command.

config 802.11{a | b} beacon period time units

)

Note Disable the 802.11 network before using this command. See the “Usage Guidelines” section.

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
time_units Beacon interval in time units (TU). One TU is 1024
microseconds.

Command Default None

Usage Guidelines In Cisco wireless LAN solution 802.11 networks, all Cisco lightweight access point wireless LANs broadcast
a beacon at regular intervals. This beacon notifies clients that the 802.11a service is available and allows the
clients to synchronize with the lightweight access point.

Before you change the beacon period, make sure that you have disabled the 802.11 network by using the
config 802.11 disable command. After changing the beacon period, enable the 802.11 network by using the
config 802.11 enable command.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

This example shows how to configure an 802.11a network for a beacon period of 120 time units:

(Cisco Controller) > config 802.11 beacon period 120

Related Commands  show 802.11a
config 802.11b beaconperiod

config 802.11a disable
config 802.11a enable
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config 802.11 cac defaults

To configure the default Call Admission Control (CAC) parameters for the 802.11a and 802.11b/g network,
use the config 802.11 cac defaults command.

config 802.11 {a | b} cac defaults

Syntax Description

Usage Guidelines

a Specifies the 802.11a network.

b Specifies the 802.11b/g network.

CAC commands for video applications on the 802.11a or 802.11b/g network require that the WLAN you are
planning to modify is configured for the Wi-Fi Multimedia (WMM) protocol and the quality of service (QoS)
level be set to Gold.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wian_id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable or config 802.11{a | b} cac video acm enable command.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

Command History

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

This example shows how to configure the default CAC parameters for the 802.11a network:

(Cisco Controller) > config 802.11 cac defaults

show cac voice stats

show cac voice summary

show cac video stats

show cac video summary

config 802.11 cac video tspec-inactivity-timeout
config 802.11 cac video max-bandwidth

config 802.11 cac video acm

config 802.11 cac video sip

config 802.11 cac video roam-bandwidth
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config 802.11 cac load-based
config 802.11 cac media-stream
config 802.11 cac multimedia
config 802.11 cac video cac-method

debug cac
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config 802.11 cac video acm

To enable or disable video Call Admission Control (CAC) for the 802.11a or 802.11b/g network, use the
config 802.11 cac video acm command.

config 802.11{a | b} cacvideo acm {enable | disable}

Syntax Description

Command Default

Usage Guidelines

a Specifies the 802.11a network.

b Specifies the 802.11b/g network.
enable Enables video CAC settings.
disable Disables video CAC settings.

The default video CAC settings for the 802.11a or 802.11b/g network is disabled.

CAC commands require that the WLAN you are planning to modify is configured for the Wi-Fi Multimedia
(WMM) protocol and the quality of service (QoS) level be set to Platinum.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wian id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable, or config 802.11{a | b} cac video acm enable commands.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

Command History

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the video CAC for the 802.11a network:
(Cisco Controller) > config 802.11 cac video acm enable
The following example shows how to disable the video CAC for the 802.11b network:

(Cisco Controller) > config 802.11 cac video acm disable

config 802.11 cac video max-bandwidth

config 802.11 cac video roam-bandwidth
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config 802.11 cac video tspec-inactivity-timeout
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config 802.11 cac video cac-method

To configure the Call Admission Control (CAC) method for video applications on the 802.11a or 802.11b/g
network, use the config 802.11 cac video cac-method command.

config 802.11 {a | b} cac video cac-method {static | load-based}

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
static Enables the static CAC method for video applications on the 802.11a

or 802.11b/g network.

Static or bandwidth-based CAC enables the client to specify how much
bandwidth or shared medium time is required to accept a new video
request and in turn enables the access point to determine whether it is
capable of accommodating the request.

load-based Enables the load-based CAC method for video applications on the
802.11a or 802.11b/g network.

Load-based or dynamic CAC incorporates a measurement scheme that
takes into account the bandwidth consumed by all traffic types from
itself, from co-channel access points, and by collocated channel
interference. Load-based CAC also covers the additional bandwidth
consumption results from PHY and channel impairment. The access
point admits a new call only if the channel has enough unused
bandwidth to support that call.

Load-based CAC is not supported if SIP-CAC is enabled.

Command Default Static.

Usage Guidelines CAC commands for video applications on the 802.11a or 802.11b/g network require that the WLAN you are
planning to modify is configured for the Wi-Fi Multimedia (WMM) protocol and the quality of service (QoS)
level be set to Gold.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wian id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable or config 802.11{a | b} cac video acm enable command.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.
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Video CAC consists of two parts: Unicast Video-CAC and MC2UC CAC. If you need only Unicast Video-CAC,
you must configure only static mode. If you need only MC2UC CAC, you must configure Static or Load-based
CAC. Load-based CAC is not supported if SIP-CAC is enabled.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

This example shows how to enable the static CAC method for video applications on the 802.11a
network:

(Cisco Controller) > config 802.11 cac video cac-method static

Related Commands  Show cac voice stats

show cac voice summary

show cac video stats

show cac video summary

config 802.11 cac video tspec-inactivity-timeout
config 802.11 cac video max-bandwidth
config 802.11 cac video acm

config 802.11 cac video sip

config 802.11 cac video roam-bandwidth
config 802.11 cac load-based

config 802.11 cac defaults

config 802.11 cac media-stream

config 802.11 cac multimedia

debug cac
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config 802.11 cac video load-based

To enable or disable load-based Call Admission Control (CAC) for video applications on the 802.11a or
802.11b/g network, use the config 802.11 cac video load-based command.

config 802.11 {a | b} cac video load-based {enable | disable}

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
enable Enables load-based CAC for video applications on the 802.11a or

802.11b/g network.

Load-based or dynamic CAC incorporates a measurement scheme that
takes into account the bandwidth consumed by all traffic types from
itself, from co-channel access points, and by collocated channel
interference. Load-based CAC also covers the additional bandwidth
consumption results from PHY and channel impairment. The access
point admits a new call only if the channel has enough unused
bandwidth to support that call.

disable Disables load-based CAC method for video applications on the 802.11a
or 802.11b/g network.

Command Default Disabled.

Usage Guidelines CAC commands for video applications on the 802.11a or 802.11b/g network require that the WLAN you are
planning to modify is configured for the Wi-Fi Multimedia (WMM) protocol and the quality of service (QoS)
level be set to Gold.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wlan id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable or config 802.11{a | b} cac video acm enable command.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring

Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

Video CAC consists of two parts: Unicast Video-CAC and MC2UC CAC. If you need only Unicast Video-CAC,
you must configure only static mode. If you need only MC2UC CAC, you must configure Static or Load-based
CAC. Load-based CAC is not supported if SIP-CAC is enabled.
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\}

Note ILoad-based CAC is not supported if SIP-CAC is enabled.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

This example shows how to enable load-based CAC method for video applications on the 802.11a
network:

(Cisco Controller) > config 802.11 cac video load-based enable

Related Commands  Show cac voice stats

show cac voice summary

show cac video stats

show cac video summary

config 802.11 cac video tspec-inactivity-timeout
config 802.11 cac video max-bandwidth
config 802.11 cac video acm

config 802.11 cac video sip

config 802.11 cac video roam-bandwidth
config 802.11 cac load-based

config 802.11 cac defaults

config 802.11 cac media-stream

config 802.11 cac multimedia

config 802.11 cac video cac-method

debug cac
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config 802.11 cac video max-bandwidth

To set the percentage of the maximum bandwidth allocated to clients for video applications on the 802.11a
or 802.11b/g network, use the config 802.11 cac video max-bandwidth command.

config 802.11{a | b} cac video max-bandwidth bandwidth

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
bandwidth Bandwidth percentage value from 5 to 85%.

Command Default The default maximum bandwidth allocated to clients for video applications on the 802.11a or 802.11b/g
network is 0%.

Usage Guidelines The maximum radio frequency (RF) bandwidth cannot exceed 85% for voice and video. Once the client
reaches the value specified, the access point rejects new calls on this network.
S

Note  If this parameter is set to zero (0), the controller assumes that you do not want to allocate any bandwidth and
allows all bandwidth requests.

Call Admission Control (CAC) commands require that the WLAN you are planning to modify is configured
for the Wi-Fi Multimedia (WMM) protocol and the quality of service (QoS) level be set to Platinum.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wian_id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable, or config 802.11{a | b} cac video acm enable commands.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to specify the percentage of the maximum allocated bandwidth
for video applications on the selected radio band:

(Cisco Controller) > config 802.11 cac video max-bandwidth 50

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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Related Commands  config 802.11 cac video acm
config 802.11 cac video roam-bandwidth
config 802.11 cac voice stream-size

config 802.11 cac voice roam-bandwidth
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config 802.11 cac media-stream

To configure media stream Call Admission Control (CAC) voice and video quality parameters for 802.11a
and 802.11b networks, use the config 802.11 cac media-stream command.

config 802.11 {a | b} cac media-stream multicast-direct { max-retry-percent retry-percentage |
min-client-rate dotl1-rate}

Syntax Description

Command Default

Usage Guidelines

| oL2s975-m

a Specifies the 802.11a network.

b Specifies the 802.11b/g network.

multicast-direct Configures CAC parameters for multicast-direct media streams.
max-retry-percent Configures the percentage of maximum retries that are allowed

for multicast-direct media streams.

retry-percentage Percentage of maximum retries that are allowed for
multicast-direct media streams.

min-client-rate Configures the minimum transmission data rate to the client
for multicast-direct media streams.

dotll-rate Minimum transmission data rate to the client for multicast-direct
media streams. Rate in kbps at which the client can operate.

If the transmission data rate is below this rate, either the video
will not start or the client may be classified as a bad client. The
bad client video can be demoted for better effort QoS or subject
to denial. The available data rates are 6000, 9000, 12000, 18000,
24000, 36000, 48000, 54000, and 11n rates.

The default value for the maximum retry percent is 80. If it exceeds 80, either the video will not start or the
client might be classified as a bad client. The bad client video will be demoted for better effort QoS or is
subject to denial.

CAC commands for video applications on the 802.11a or 802.11b/g network require that the WLAN you are
planning to modify is configured for Wi-Fi Multimedia (WMM) protocol and the quality of service (QoS)
level be set to Gold.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wian_id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable or config 802.11{a | b} cac video acm enable command.
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For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

Command History

Related Commands

. Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the maximum retry percent for multicast-direct

media streams as 90 on a 802.11a network:

(Cisco Controller) > config 802.11 cac media-stream multicast-direct max-retry-percent 90

show cac voice stats

show cac voice summary

show cac video stats

show cac video summary

config 802.11 cac video tspec-inactivity-timeout
config 802.11 cac video max-bandwidth
config 802.11 cac video acm

config 802.11 cac video sip

config 802.11 cac video roam-bandwidth
config 802.11 cac load-based

config 802.11 cac defaults

config 802.11 cac multimedia

debug cac
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config 802.11 cac multimedia

To configure the CAC media voice and video quality parameters for 802.11a and 802.11b networks, use the
config 802.11 cac multimedia command.

config 802.11 {a | b} cac multimedia max-bandwidth bandwidth

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
max-bandwidth Configures the percentage of maximum bandwidth

allocated to Wi-Fi Multimedia (WMM) clients for
voice and video applications on the 802.11a or
802.11b/g network.

bandwidth Percentage of the maximum bandwidth allocated
to WMM clients for voice and video applications
on the 802.11a or 802.11b/g network. Once the
client reaches the specified value, the access point
rejects new calls on this radio band. The range is
from 5 to 85%.

The default maximum bandwidth allocated to Wi-Fi Multimedia (WMM) clients for voice and video applications
on the 802.11a or 802.11b/g network is 85%.

Command Default

Usage Guidelines Call Admission Control (CAC) commands for video applications on the 802.11a or 802.11b/g network require
that the WLAN you are planning to modify is configured for Wi-Fi Multimedia (WMM) protocol and the
quality of service (QoS) level be set to Gold.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wlan id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11 {a |
b} cac voice acm enable or config 802.11{a | b} cac video acm enable command.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the percentage of the maximum bandwidth allocated
to WMM clients for voice and video applications on the 802.11a network:

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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(Cisco Controller) > config 802.11 cac multimedia max-bandwidth 80

show cac voice stats

show cac voice summary

show cac video stats

show cac video summary

config 802.11 cac video tspec-inactivity-timeout
config 802.11 cac video max-bandwidth
config 802.11 cac video acm

config 802.11 cac video sip

config 802.11 cac video roam-bandwidth
config 802.11 cac load-based

config 802.11 cac defaults

debug cac

System Management Commands |
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config 802.11 cac video roam-bandwidth

To configure the percentage of the maximum allocated bandwidth reserved for roaming video clients on the
802.11a or 802.11b/g network, use the config 802.11 cac video roam-bandwidth command.

config 802.11{a | b} cac video roam-bandwidth bandwidth

Syntax Description a Specifies the 802.11a network.

b Specifies the 802.11b/g network.

bandwidth Bandwidth percentage value from 5 to 85%.
Command Default The maximum allocated bandwidth reserved for roaming video clients on the 802.11a or 802.11b/g network

is 0%.
Command History Release Modification

7.6 This command was introduced in a release earlier than
Release 7.6.

Usage Guidelines The controller reserves the specified bandwidth from the maximum allocated bandwidth for roaming video

clients.

N

Note  If this parameter is set to zero (0), the controller assumes that you do not want to do any bandwidth allocation
and, therefore, allows all bandwidth requests.

CAC commands require that the WLAN you are planning to modify is configured for the Wi-Fi Multimedia
(WMM) protocol and the quality of service (QoS) level be set to Platinum.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wian id command.

* Disable the radio network you want to configure by entering the config 802.11 {a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11 {a |
b} cac voice acm enable or config 802.11 {a | b} cac video acm enable command.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

The following example shows how to specify the percentage of the maximum allocated bandwidth
reserved for roaming video clients on the selected radio band:

(Cisco Controller) > config 802.11 cac video roam-bandwidth 10
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Related Commands  config 802.11 cac video tspec-inactivity-timeout
config 802.11 cac video max-bandwidth
config 802.11 cac video acm
config 802.11 cac video cac-method
config 802.11 cac video sip
config 802.11 cac video load-based
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config 802.11 cac video sip

To enable or disable video Call Admission Control (CAC) for nontraffic specifications (TSPEC) SIP clients
using video applications on the 802.11a or 802.11b/g network, use the config 802.11 cac video sip command.

config 802.11 {a | b} cac video sip {enable | disable}

Syntax Description

Command Default

Usage Guidelines

Related Commands
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a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
enable Enables video CAC for non-TSPEC SIP clients using video applications

on the 802.11a or 802.11b/g network.

When you enable video CAC for non-TSPEC SIP clients, you can use
applications like Facetime and CIUS video calls.

disable Disables video CAC for non-TSPEC SIP clients using video
applications on the 802.11a or 802.11b/g network.

None

CAC commands for video applications on the 802.11a or 802.11b/g network require that the WLAN you are
planning to modify is configured for the Wi-Fi Multimedia (WMM) protocol and the quality of service (QoS)
level be set to Gold.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wian id command.

* Disable the radio network you want to configure by entering the config 802.11 {a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable or config 802.11{a | b} cac video acm enable command.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

* Enable call snooping on the WLAN on which the SIP client is present by entering the config wlan
call-snoop enable wian_id command.

The following example shows how to enable video CAC for non-TSPEC SIP clients using video
applications on the 802.11a network:

(Cisco Controller) > config 802.11 cac video sip enable

config 802.11 cac video tspec-inactivity-timeout

config 802.11 cac video max-bandwidth
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config 802.11 cac video acm
config 802.11 cac video cac-method
config 802.11 cac video load-based

config 802.11 cac video roam-bandwidth
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config 802.11 cac video tspec-inactivity-timeout
To process or ignore the Call Admission Control (CAC) Wi-Fi Multimedia (WMM) traffic specifications
(TSPEC) inactivity timeout received from an access point, use the config 802.11 cac video

tspec-inactivity-timeout command.

config 802.11{a | b} cac video tspec-inactivity-timeout {enable | ignore}

Syntax Description a Specifies the 802.11a network.
ab Specifies the 802.11b/g network.
enable Processes the TSPEC inactivity timeout messages.
ignore Ignores the TSPEC inactivity timeout messages.

Command Default The default CAC WMM TSPEC inactivity timeout received from an access point is disabled (ignore).

Usage Guidelines CAC commands require that the WLAN you are planning to modify is configured for the Wi-Fi Multimedia
(WMM) protocol and the quality of service (QoS) level be set to Platinum.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wian id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable or config 802.11{a | b} cac video acm enable commands.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

This example shows how to process the response to TSPEC inactivity timeout messages received
from an access point:

(Cisco Controller) > config 802.1la cac video tspec-inactivity-timeout enable

This example shows how to ignore the response to TSPEC inactivity timeout messages received
from an access point:

(Cisco Controller) > config 802.1la cac video tspec-inactivity-timeout ignore

Related Commands  config 802.11 cac video acm
config 802.11 cac video max-bandwidth

config 802.11 cac video roam-bandwidth
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config 802.11 cac voice acm

To enable or disable bandwidth-based voice Call Admission Control (CAC) for the 802.11a or 802.11b/g
network, use the config 802.11 cac voice acm command.

config 802.11{a | b} cac voice acm {enable | disable}

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
enable Enables the bandwidth-based CAC.
disable Disables the bandwidth-based CAC.

Command Default The default bandwidth-based voice CAC for the 802.11a or 802.11b/g network id disabled.

Usage Guidelines CAC commands require that the WLAN you are planning to modify is configured for the Wi-Fi Multimedia
(WMM) protocol and the quality of service (QoS) level be set to Platinum.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wian id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable or config 802.11{a | b} cac video acm enable commands.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

This example shows how to enable the bandwidth-based CAC:
(Cisco Controller) > config 802.1lc cac voice acm enable
This example shows how to disable the bandwidth-based CAC:

(Cisco Controller) > config 802.11b cac voice acm disable

Related Commands  config 802.11 cac video acm
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config 802.11 cac voice max-bandwidth

To set the percentage of the maximum bandwidth allocated to clients for voice applications on the 802.11a
or 802.11b/g network, use the config 802.11 cac voice max-bandwidth command.

config 802.11{a | b} cac voice max-bandwidth bandwidth

Syntax Description

Command Default

Usage Guidelines

a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
bandwidth Bandwidth percentage value from 5 to 85%.

The default maximum bandwidth allocated to clients for voice applications on the 802.11a or 802.11b/g
network is 0%.

The maximum radio frequency (RF) bandwidth cannot exceed 85% for voice and video. Once the client
reaches the value specified, the access point rejects new calls on this network.

CAC commands require that the WLAN you are planning to modify is configured for the Wi-Fi Multimedia
(WMM) protocol and the quality of service (QoS) level be set to Platinum.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wian _id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable or config 802.11{a | b} cac video acm enable commands.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

Command History

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to specify the percentage of the maximum allocated bandwidth
for voice applications on the selected radio band:

(Cisco Controller) > config 802.1lla cac voice max-bandwidth 50

config 802.11 cac voice roam-bandwidth
config 802.11 cac voice stream-size

config 802.11 exp-bwreq
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config 802.11 tsm

config wlan save

show wlan

show wlan summary

config 802.11 cac voice tspec-inactivity-timeout
config 802.11 cac voice load-based

config 802.11 cac video acm
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config 802.11 cac voice roam-bandwidth

To configure the percentage of the Call Admission Control (CAC) maximum allocated bandwidth reserved
for roaming voice clients on the 802.11a or 802.11b/g network, use the config 802.11 cac voice
roam-bandwidth command.

config 802.11{a | b} cac voice roam-bandwidth bandwidth

Syntax Description a Specifies the 802.11a network.

b Specifies the 802.11b/g network.

bandwidth Bandwidth percentage value from 0 to 85%.
Command Default The default CAC maximum allocated bandwidth reserved for roaming voice clients on the 802.11a or 802.11b/g

network is 85%.

Usage Guidelines The maximum radio frequency (RF) bandwidth cannot exceed 85% for voice and video. The controller reserves
the specified bandwidth from the maximum allocated bandwidth for roaming voice clients.
S

Note If this parameter is set to zero (0), the controller assumes you do not want to allocate any bandwidth and
therefore allows all bandwidth requests.

CAC commands require that the WLAN you are planning to modify is configured for the Wi-Fi Multimedia
(WMM) protocol and the quality of service (QoS) level be set to Platinum.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wlan id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable or config 802.11{a | b} cac video acm enable commands.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the percentage of the maximum allocated bandwidth
reserved for roaming voice clients on the selected radio band:

(Cisco Controller) > config 802.11 cac voice roam-bandwidth 10
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Related Commands  config 802.11 cac voice acm
config 802.11cac voice max-bandwidth

config 802.11 cac voice stream-size
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config 802.11 cac voice tspec-inactivity-timeout

To process or ignore the Wi-Fi Multimedia (WMM) traffic specifications (TSPEC) inactivity timeout received
from an access point, use the config 802.11 cac voice tspec-inactivity-timeout command.

config 802.11{a | b} cac voice tspec-inactivity-timeout {enable | ignore}

Syntax Description

Command Default

Usage Guidelines

a Specifies the 802.11a network.

b Specifies the 802.11b/g network.

enable Processes the TSPEC inactivity timeout messages.
ignore Ignores the TSPEC inactivity timeout messages.

The default WMM TSPEC inactivity timeout received from an access point is disabled (ignore).

Call Admission Control (CAC) commands require that the WLAN you are planning to modify is configured
for Wi-Fi Multimedia (WMM) protocol and the quality of service (QoS) level be set to Platinum.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wian id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable or config 802.11{a | b} cac video acm enable commands.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

Command History

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the voice TSPEC inactivity timeout messages received
from an access point:

(Cisco Controller) > config 802.11 cac voice tspec-inactivity-timeout enable

config 802.11 cac voice load-based
config 802.11 cac voice roam-bandwidth

config 802.11 cac voice acm
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config 802.11cac voice max-bandwidth

config 802.11 cac voice stream-size

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
0L-28975-01 |



| System Management Commands
config 802.11 cac voice load-based .

config 802.11 cac voice load-based

To enable or disable load-based Call Admission Control (CAC) for the 802.11a or 802.11b/g network, use
the config 802.11 cac voice load-based command.

config 802.11{a | b} cac voice load-based {enable | disable}

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
enable Enables load-based CAC.
disable Disables load-based CAC.

Command Default The default load-based CAC for the 802.11a or 802.11b/g network is disabled.

Usage Guidelines CAC commands require that the WLAN you are planning to modify is configured for the Wi-Fi Multimedia
(WMM) protocol and the quality of service (QoS) level be set to Platinum.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wilan_id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable or config 802.11{a | b} cac video acm enable commands.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the voice load-based CAC parameters:
(Cisco Controller) > config 802.1la cac voice load-based enable
The following example shows how to disable the voice load-based CAC parameters:

(Cisco Controller) > config 802.1la cac voice load-based disable

Related Commands  config 802.11 cac voice tspec-inactivity-timeout

config 802.11 cac video max-bandwidth
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config 802.11 cac video acm

config 802.11 cac voice stream-size
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config 802.11 cac voice max-calls
~

Note Do not use the config 802.11 cac voice max-calls command if the SIP call snooping feature is disabled and
if the SIP based Call Admission Control (CAC) requirements are not met.

To configure the maximum number of voice call supported by the radio, use the config 802.11 cac voice
max-calls command.

config 802.11{a | b} cac voice max-calls number

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
number Number of calls to be allowed per radio.
Command Default The default maximum number of voice call supported by the radio is 0, which means that there is no maximum

limit check for the number of calls.

Usage Guidelines CAC commands require that the WLAN you are planning to modify is configured for the Wi-Fi Multimedia
(WMM) protocol and the quality of service (QoS) level be set to Platinum.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wlan_id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable or config 802.11{a | b} cac video acm enable commands.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the maximum number of voice calls supported by
radio:

(Cisco Controller) > config 802.11 cac voice max-calls 10

Related Commands  config 802.11 cac voice roam-bandwidth
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config 802.11 cac voice stream-size

config 802.11 exp-bwreq

config 802.11 cac voice tspec-inactivity-timeout
config 802.11 cac voice load-based

config 802.11 cac video acm
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config 802.11 cac voice sip bandwidth
Y

Note  SIP bandwidth and sample intervals are used to compute per call bandwidth for the SIP-based Call Admission
Control (CAC).

To configure the bandwidth that is required per call for the 802.11a or 802.11b/g network, use the config
802.11 cac voice sip bandwidth command.

config 802.11{a | b} cac voice sip bandwidth bw _kbps sample-interval number msecs

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
bw_kbps Bandwidth in kbps.
sample-interval Specifies the packetization interval for SIP codec.
number_msecs Packetization sample interval in msecs. The sample

interval for SIP codec is 20 seconds.

Command Default None

Usage Guidelines CAC commands require that the WLAN you are planning to modify is configured for the Wi-Fi Multimedia
(WMM) protocol and the quality of service (QoS) level be set to Platinum.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wian _id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable or config 802.11{a | b} cac video acm enable commands.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the bandwidth and voice packetization interval for
a SIP codec:

(Cisco Controller) > config 802.11 cac voice sip bandwidth 10 sample-interval 40

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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Related Commands  config 802.11 cac voice acm
config 802.11 cac voice load-based
config 802.11 cac voice max-bandwidth
config 802.11 cac voice roam-bandwidth
config 802.11 cac voice tspec-inactivity-timeout

config 802.11 exp-bwreq
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config 802.11 cac voice sip codec

To configure the Call Admission Control (CAC) codec name and sample interval as parameters and to calculate
the required bandwidth per call for the 802.11a or 802.11b/g network, use the config 802.11 cac voice sip
codec command.

config 802.11{a | b} cac voice sip codec {g711 | g729} sample-interval number msecs

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
g711 Specifies CAC parameters for the SIP G711 codec.
g729 Specifies CAC parameters for the SIP G729 codec.
sample-interval Specifies the packetization interval for SIP codec.
number_msecs Packetization interval in msecs. The sample interval

for SIP codec value is 20 seconds.

Command Default The default CAC codec parameter is g711.

Usage Guidelines CAC commands require that the WLAN you are planning to modify is configured for the Wi-Fi Multimedia
(WMM) protocol and the quality of service (QoS) level be set to Platinum.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wlan _id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable or config 802.11{a | b} cac video acm enable commands.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the codec name and sample interval as parameters
for SIP G711 codec:

(Cisco Controller) > config 802.l1la cac voice sip codec g711 sample-interval 40

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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This example shows how to configure the codec name and sample interval as parameters for SIP
G729 codec:

(Cisco Controller) > config 802.1la cac voice sip codec g729 sample-interval 40

Related Commands  config 802.11 cac voice acm
config 802.11 cac voice load-based
config 802.11 cac voice max-bandwidth
config 802.11 cac voice roam-bandwidth
config 802.11 cac voice tspec-inactivity-timeout

config 802.11 exp-bwreq
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config 802.11 cac voice stream-size

To configure the number of aggregated voice Wi-Fi Multimedia (WMM) traffic specification (TSPEC) streams
at a specified data rate for the 802.11a or 802.11b/g network, use the config 802.11 cac voice stream-size
command.

config 802.11{a | b} cac voice stream-size stream_size number mean_datarate max-streams
mean_datarate

Syntax Description

Command Default

Usage Guidelines

a Specifies the 802.11a network.

b Specifies the 802.11b/g network.

stream-size Configures the maximum data rate for the stream.
stream_size Range of stream size is between 84000 and 92100.
number Number (1 to 5) of voice streams.

mean_datarate Configures the mean data rate.

max-streams Configures the mean data rate of a voice stream.
mean_datarate Mean data rate (84 to 91.2 kbps) of a voice stream.

The default number of streams is 2 and the mean data rate of a stream is 84 kbps.

Call Admission Control (CAC) commands require that the WLAN you are planning to modify is configured
for the Wi-Fi Multimedia (WMM) protocol and the quality of service (QoS) level be set to Platinum.
Before you can configure CAC parameters on a network, you must complete the following prerequisites:

* Disable all WLANs with WMM enabled by entering the config wlan disable wlan _id command.

* Disable the radio network you want to configure by entering the config 802.11{a | b} disable network
command.

* Save the new configuration by entering the save config command.

* Enable voice or video CAC for the network you want to configure by entering the config 802.11{a |
b} cac voice acm enable or config 802.11{a | b} cac video acm enable commands.

For complete instructions, see the “Configuring Voice and Video Parameters” section in the “Configuring
Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide for your release.

Command History
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the number of aggregated voice traffic specifications
stream with the stream size 5 and the mean data rate of 85000 kbps:
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(Cisco Controller) > config 802.11 cac voice stream-size 5 max-streams size 85

Related Commands  config 802.11 cac voice acm

config 802.11 cac voice load-based

config 802.11 cac voice max-bandwidth

config 802.11 cac voice roam-bandwidth

config 802.11 cac voice tspec-inactivity-timeout

config 802.11 exp-bwreq
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config 802.11 disable

To disable radio transmission for an entire 802.11 network or for an individual Cisco radio, use the
config 802.11 disable command.

config 802.11{a | b} disable {network | cisco_ap}

Syntax Description a

Configures the 802.11a on slot 1 and 802.11ac radio
on slot 2. radio.

b Specifies the 802.11b/g network.
network Disables transmission for the entire 802.11a network.
cisco_ap

Individual Cisco lightweight access point radio.

Command Default The transmission is enabled for the entire network by default.

Command History

Release Modification
7.6

This command was introduced in a release earlier than Release 7.6.

Usage Guidelines * You must use this command to disable the network before using many config 802.11 commands.

* This command can be used any time that the CLI interface is active.

The following example shows how to disable the entire 802.11a network:

(Cisco Controller) >config 802.1la disable network

The following example shows how to disable access point APO1 802.11b transmissions:

(Cisco Controller) >config 802.11lb disable APO1

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config 802.11 dtpc

To enable or disable the Dynamic Transmit Power Control (DTPC) setting for an 802.11 network, use the
config 802.11 dtpc command.

config 802.11{a | b} dtpc {enable | disable}

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
enable Enables the support for this command.
disable Disables the support for this command.

Command Default The default DTPC setting for an 802.11 network is enabled.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to disable DTPC for an 802.11a network:

(Cisco Controller) > config 802.1la dtpc disable
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config 802.11 enable

To enable radio transmission for an entire 802.11 network or for an individual Cisco radio, use the config 802.11
enable command.

config 802.11{a | b} enable {network | cisco ap}

Syntax Description a Configures the 802.11a radioon slot 1 and 802.11ac
on slot 2.
b Specifies the 802.11b/g network.
network Disables transmission for the entire 802.11a network.
cisco_ap Individual Cisco lightweight access point radio.
Command Default The transmission is enabled for the entire network by default.
Usage Guidelines Use this command with the config 802.11 disable command when configuring 802.11 settings.

This command can be used any time that the CLI interface is active.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable radio transmission for the entire 802.11a network:
(Cisco Controller) > config 802.1la enable network
The following example shows how to enable radio transmission for AP1 on an 802.11b network:

(Cisco Controller) > config 802.11b enable APl

Related Commands  Show sysinfo show 802.11a
config wlan radio
config 802.11a disable
config 802.11b disable
config 802.11b enable
config 802.11b 11gSupport enable
config 802.11b 11gSupport disable
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config 802.11 exp-bwreq

To enable or disable the Cisco Client eXtension (CCX) version 5 expedited bandwidth request feature for an
802.11 radio, use the config 802.11 exp-bwreq command.

config 802.11{a | b} exp-bwreq {enable | disable}

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
enable Enables the expedited bandwidth request feature.
disable Disables the expedited bandwidth request feature.

Command Default The expedited bandwidth request feature is disabled by default.

Usage Guidelines When this command is enabled, the controller configures all joining access points for this feature.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the CCX expedited bandwidth settings:

(Cisco Controller) > config 802.1la exp-bwreq enable
Cannot change Exp Bw Req mode while 802.1la network is operational.

The following example shows how to disable the CCX expedited bandwidth settings:

(Cisco Controller) > config 802.1la exp-bwreq disable

Related Commands  show 802.11a
show ap stats 802.11a
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config 802.11 fragmentation

To configure the fragmentation threshold on an 802.11 network, use the config 802.11 fragmentation
command.

config 802.11{a | b} fragmentation threshold

)

Note This command can only be used when the network is disabled using the config 802.11 disable command.

Syntax Description a Specifies the 802.11a network.

b Specifies the 802.11b/g network.

threshold Number between 256 and 2346 bytes (inclusive).
Command Default None.
Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

This example shows how to configure the fragmentation threshold on an 802.11a network with the
threshold number of 6500 bytes:

(Cisco Controller) > config 802.l1la fragmentation 6500

Related Commands  config 802.11b fragmentation
show 802.11b

show ap auto-rtf
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config 802.11 I2roam rf-params

To configure 802.11a or 802.11b/g Layer 2 client roaming parameters, use the config 802.11 12roam rf-params
command.

config802.11{a | b} 12roam rf-params {default | custom min_rssiroam_hystscan_thresh trans_time}

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
default Restores Layer 2 client roaming RF parameters to

default values.

custom Configures custom Layer 2 client roaming RF
parameters.
min_rssi Minimum received signal strength indicator (RSSI)

that is required for the client to associate to the access
point. If the client’s average received signal power
dips below this threshold, reliable communication is
usually impossible. Clients must already have found
and roamed to another access point with a stronger
signal before the minimum RSSI value is reached.
The valid range is —80 to —90 dBm, and the default
value is —85 dBm.

roam_hyst How much greater the signal strength of a neighboring
access point must be in order for the client to roam to
it. This parameter is intended to reduce the amount
of roaming between access points if the client is
physically located on or near the border between the
two access points. The valid range is 2 to 4 dB, and
the default value is 2 dB.

scan_thresh Minimum RSSI that is allowed before the client
should roam to a better access point. When the RSSI
drops below the specified value, the client must be
able to roam to a better access point within the
specified transition time. This parameter also provides
a power-save method to minimize the time that the
client spends in active or passive scanning. For
example, the client can scan slowly when the RSSI is
above the threshold and scan more rapidly when the
RSSI is below the threshold. The valid range is —70
to —77 dBm, and the default value is —72 dBm.
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trans_time Maximum time allowed for the client to detect a
suitable neighboring access point to roam to and to
complete the roam, whenever the RSSI from the
client’s associated access point is below the scan
threshold. The valid range is 1 to 10 seconds, and the
default value is 5 seconds.

Note For high-speed client roaming applications
in outdoor mesh environments, we
recommend that you set the transition time
to 1 second.

Command Default The default minimum RSSI is -85 dBm. The default signal strength of a neighboring access point is 2 dB.
The default scan threshold value is -72 dBm. The default time allowed for the client to detect a suitable
neighboring access point to roam to and to complete the roam is 5 seconds.

Usage Guidelines For high-speed client roaming applications in outdoor mesh environments, we recommend that you set the
trans_time to 1 second.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure custom Layer 2 client roaming parameters on an
802.11a network:

(Cisco Controller) > config 802.11 l2roam rf-params custom -80 2 -70 7

Related Commands  show advanced 802.11 12roam

show 12tp
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config 802.11 max-clients

To configure the maximum number of clients per access point, use the config 802.11 max-clients command.

config 802.11{a | b} max-clients max-clients

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
max-clients Configures the maximum number of client

connections per access point.

max-clients Maximum number of client connections per access
point. The range is from 1 to 200.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to set the maximum number of clients at 22:

(Cisco Controller) > config 802.11 max-clients 22

Related Commands  show ap config 802.11a
config 802.11b rate
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config 802.11 multicast data-rate

To configure the minimum multicast data rate, use the config 802.11 multicast data-rate command.

config 802.11{a | b} multicast data-rate data_rate [ap ap_name | default]

Syntax Description  data_rate Minimum multicast data rates. The options are 6, 9,
12, 18,24, 36, 48, 54. Enter 0 to specify that APs will
dynamically adjust the number of the buffer allocated
for multicast.

ap_name Specific AP radio in this data rate.
default Configures all APs radio in this data rate.
Command Default The default is 0 where the configuration is disabled and the multicast rate is the lowest mandatory data rate

and unicast client data rate.

Usage Guidelines When you configure the data rate without the AP name or default keyword, you globally reset all the APs to
the new value and update the controller global default with this new data rate value. If you configure the data
rate with default keyword, you only update the controller global default value and do not reset the value of
the APs that are already joined to the controller. The APs that join the controller after the new data rate value
is set receives the new data rate value.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure minimum multicast data rate settings:

(Cisco Controller) > config 802.11 multicast data-rate 12
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config 802.11 rate

To set mandatory and supported operational data rates for an 802.11 network, use the config 802.11 rate
command.

config 802.11{a | b} rate {disabled | mandatory | supported} rate

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
disabled Disables a specific data rate.
mandatory Specifies that a client supports the data rate in order

to use the network.

supported Specifies to allow any associated client that supports
the data rate to use the network.

rate Rate value of 6, 9, 12, 18, 24, 36, 48, or 54 Mbps.

Command Default None

Usage Guidelines The data rates set with this command are negotiated between the client and the Cisco wireless LAN controller.
If the data rate is set to mandatory, the client must support it in order to use the network. If a data rate is set
as supported by the Cisco wireless LAN controller, any associated client that also supports that rate may
communicate with the Cisco lightweight access point using that rate. It is not required that a client is able to
use all the rates marked supported in order to associate.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to set the 802.11b transmission at a mandatory rate at 12 Mbps:

(Cisco Controller) > config 802.11b rate mandatory 12

Related Commands  show ap config 802.11a
config 802.11b rate
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config 802.11 rssi-check

To configure the 802.11 RSSI Low Check feature, use the config 802.11 rssi-check command.

config 802.11{a | b}rssi-check {enable | disable}

Syntax Description  rssi-check Configures the RSSI Low Check feature.

enable Enables the RSSI Low Check feature.

disable Disables the RSSI Low Check feature.

Command Default None

Command History Release Modification

7.5 This command was introduced.

Usage Guidelines

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config 802.11 rssi-threshold

To configure the 802.11 RSSI Low Check threshold, use the config 802.11 rssi-threshold command.

config 802.11{a | b} rssi-threshold value-in-dBm

Syntax Description rssi-threshold Configures the RSSI Low Check threshold value.

value-in-dBm  RSSI threshold value in dBm. The default value is —80 dBm.

Command Default The default value of the RSSI Low Check threshold is —80 dBm.

Command History Release Modification

7.5 This command was introduced.

Usage Guidelines The following example shows how to configure the RSSI threshold value to —70 dBm for an 802.11a
network:

(Cisco Controller) > config 802.1la rssi-threshold -70
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config 802.11 tsm

To enable or disable the video Traffic Stream Metric (TSM) option for the 802.11a or 802.11b/g network,
use the config 802.11 tsm command.

config 802.11{a | b} tsm {enable | disable}

Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
enable Enables the video TSM settings.
disable Disables the video TSM settings.

Command Default By default, the TSM for the 802.11a or 802.11b/g network is disabled.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the video TSM option for the 802.11b/g network:
(Cisco Controller) > config 802.11b tsm enable
The following example shows how to disable the video TSM option for the 802.11b/g network:

(Cisco Controller) > config 802.11lb tsm disable

Related Commands  show ap stats

show client tsm
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config advanced 802.11 7920VSIEConfig

To configure the Cisco unified wireless IP phone 7920 VISE parameters, use the config advanced 802.11
7920VSIEConfig command.

config advanced 802.11{a | b} 7920VSIEConfig {call-admission-limit/imit | G711-CU-Quantum

quantum }
Syntax Description a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
call-admission-limit Configures the call admission limit for the 7920s.
G711-CU-Quantum Configures the value supplied by the infrastructure
indicating the current number of channel utilization
units that would be used by a single G.711-20ms call.
limit Call admission limit (from 0 to 255). The default value
is 105.
quantum G711 quantum value. The default value is 15.
Command Default ~ None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

This example shows how to configure the call admission limit for 7920 VISE parameters:

(Cisco Controller) >config advanced 802.11 7920VSIEConfig call-admission-limit 4
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config advanced 802.11 edca-parameters

To enable a specific Enhanced Distributed Channel Access (EDCA) profile on a 802.11a network, use the
config advanced 802.11 edca-parameters command.

config advanced 802.11{a | b} edca-parameters { wmm-default | svp-voice | optimized-voice |
optimized-video-voice | custom-voice | | custom-set { QoS Profile Name } { aifs AP-value
(0-16 ) Client value (0-16) | ecwmax AP-Value (0-10) Client value (0-10) | ecwmin AP-Value (0-10)
Client value (0-10) | txop AP-Value (0-255) Client value (0-255) } }

Syntax Description
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a Specifies the 802.11a network.
b Specifies the 802.11b/g network.
wmm-default Enables the Wi-Fi Multimedia (WMM) default

parameters. Choose this option if voice or video
services are not deployed on your network.

svp-voice Enables Spectralink voice-priority parameters. Choose
this option if Spectralink phones are deployed on your
network to improve the quality of calls.

optimized-voice Enables EDCA voice-optimized profile parameters.
Choose this option if voice services other than
Spectralink are deployed on your network.

optimized-video-voice Enables EDCA voice-optimized and video-optimized
profile parameters. Choose this option when both
voice and video services are deployed on your
network.

Note If you deploy video services, admission
control must be disabled.

custom-voice Enables custom voice EDCA parameters for 802.11a.
The EDCA parameters under this option also match
the 6.0 WMM EDCA parameters when this profile is
applied.
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custom-set Enables customization of EDCA parameters

« aifs—Configures the Arbitration Inter-Frame
Space.

AP Value (0-16) Client value (0-16)

» ecwmax—Configures the maximum
Contention Window.

AP Value(0-10) Client Value (0-10)

» ecwmin—Configures the minimum
Contention Window.

AP Value(0-10) Client Value(0-10)

* txop—Configures the Arbitration
Transmission Opportunity Limit.

AP Value(0-255) Client Value(0-255)

QoS Profile Name - Enter the QoS profile name:

* bronze
« silver
* gold
* platinum
Command Default The default EDCA parameter is wmm-default.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

82.110.0 Inthis release, custom-set keyword was added to edca-parameters command.

Examples

The following example shows how to enable Spectralink voice-priority parameters:

(Cisco Controller) > config advanced 802.11 edca-parameters svp-voice

Related Commands | config advanced 802.11b edca-parameters Enables a specific Enhanced Distributed Channel
Access (EDCA) profile on the 802.11a network.

show 802.11a Displays basic 802.11a network settings.

Related Topics
config advanced 802.11 coverage fail-rate, on page 1602
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config advanced 802.11 channel update, on page 1599
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config advanced fastpath fastcache

To configure the fastpath fast cache control, use the config advanced fastpath fastcache command.

config advanced fastpath fastcache {enable | disable}

Syntax Description enable Enables the fastpath fast cache control.

disable Disables the fastpath fast cache control.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the fastpath fast cache control:

(Cisco Controller) > config advanced fastpath fastcache enable

Related Commands  config advanced fastpath pkt-capture
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config advanced fastpath pkt-capture

To configure the fastpath packet capture, use the config advanced fastpath pkt-capture command.

config advanced fastpath pkt-capture {enable | disable}

Syntax Description enable Enables the fastpath packet capture.

disable Disables the fastpath packet capture.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the fastpath packet capture:

(Cisco Controller) > config advanced fastpath pkt-capture enable

Related Commands  config advanced fastpath fastcache
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config advanced sip-preferred-call-no

To configure voice prioritization, use the config advanced sip-preferred-call-no command.

config advanced sip-preferred-call-no call index {call number | none}

Syntax Description

Command Default

Usage Guidelines

call index Call index with valid values between 1 and 6.
call number Preferred call number that can contain up to 27
characters.
none Deletes the preferred call set for the specified index.
None

Before you configure voice prioritization, you must complete the following prerequisites:

* Set the voice to the platinum QoS level by entering the config wlan qos wlan-id platinum command.

* Enable the admission control (ACM) to this radio by entering the config 802.11 {a | b} cac {voice |
video} acm enable command.

* Enable the call-snooping feature for a particular WLAN by entering the config wlan call-snoop enable
wlan-id command.

To view statistics about preferred calls, enter the show ap stats {802.11{a | b} | wlan} cisco_ap command.

Command History

Related Commands

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to add a new preferred call for index 2:

(Cisco Controller) > config advanced sip-preferred-call-no 2 0123456789

config wlan qos

config 802.11 cac video acm
config 802.11 cac voice acm
config wlan call-snoop

show ap stats
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config advanced sip-snooping-ports

To configure call snooping ports, use the config advanced sip-snooping-ports command.

config advanced sip-snooping-ports start_port end _port

Syntax Description  start port  Starting port for call snooping. The range is from 0 to 65535.

end port  Ending port for call snooping. The range is from 0 to 65535.

Usage Guidelines If you need only a single port for call snooping, configure the start and end port with the same number.

The port used by the CIUS tablet is 5060 and the port range used by Facetime is from 16384 to16402.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the call snooping ports:

(Cisco Controller) > config advanced sip-snooping-ports 4000 4500

Related Commands  Show cac voice stats

show cac voice summary

show cac video stats

show cac video summary

config 802.11 cac video sip

config 802.11 cac voice sip

show advanced sip-preferred-call-no
show advanced sip-snooping-ports

debug cac
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config avc profile create
To create a new Application Visibility and Control (AVC) profile, use the config avc profile create command.

config avc profile profile name create

Syntax Description  profile name Name of the AVC profile. The profile name can be up to 32 case-sensitive, alphanumeric

characters.
create Creates a new AVC profile.
Command Default None
Command History Release Modification
7.4 This command was introduced.

Usage Guidelines You can configure up to 16 AVC profiles on a controller and associate an AVC profile with multiple WLANS.
You can configure only one AVC profile per WLAN and each AVC profile can have up to 32 rules. Each
rule states a Mark or Drop action for an application, which allows you to configure up to 32 application actions
per WLAN.

The following example shows how to create a new AVC profile:

(Cisco Controller) > config avc profile avcprofilel create

Related Commands  config avc profile delete

config avc profile rule
config wlan ave

show ave profile
show avc applications
show ave statistics
debug avc error

debug avc events
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config avc profile delete
To delete an Application Visibility and Control (AVC) profile, use the config ave profile delete command.

config avc profile profile name delete

Syntax Description  profile name Name of the AVC profile.

delete Deletes an AVC profile.

Command Default The AVC profile is not deleted.

Command History Release Modification

7.4 This command was introduced.

The following example shows how to delete an AVC profile:

(Cisco Controller) > config avc profile avcprofilel delete

Related Commands  config avc profile create

config avc profile rule
config wlan ave

show ave profile summary
show ave profile detailed
debug avc error

debug avc events
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config avc profile rule

To configure a rule for an Application Visibility and Control (AVC) profile, use the config avc profile rule
command.

config avc profile profile_name rule {add | remove} application application_name {drop | mark

dscp}
Syntax Description  profile_name Name of the AVC profile.
rule Configures a rule for the AVC profile.
add Creates a rule for the AVC profile.
remove Deletes a rule for the AVC profile.
application Specifies the application that has to be dropped or marked.

application_name  Name of the application. The application name can be up to 32 case-sensitive,
alphanumeric characters.

drop Drops the upstream and downstream packets that correspond to the chosen application.

mark Marks the upstream and downstream packets that correspond to the chosen application
with the Differentiated Services Code Point (DSCP) value that you specify in the
drop-down list. The DSCP value helps you provide differentiated services based on

the QoS levels.
dscp Packet header code that is used to define the QoS across the Internet. The range is from
0 to 63.
Command Default ~ None
Command History Release Modification
7.4 This command was introduced.

The following example shows how to configure a rule for an AVC profile:

(Cisco Controller) > config avc profile avcprofilel rule add application gmail mark 10

Related Commands  config avc profile delete

config avc profile create
config wlan ave

show ave profile

show avc applications

show avc statistics
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debug avc error

debug avc events
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config band-select cycle-count

To set the band select probe cycle count, use the config band-select cycle-count command.

config band-select cycle-count count

Syntax Description count Value for the cycle count between 1 to 10.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to set the probe cycle count for band select to 8:

(Cisco Controller) > config band-select cycle-count 8

Related Commands  config band-select cycle-threshold
config band-select expire

config band-select client-rssi
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config band-select cycle-threshold

To set the time threshold for a new scanning cycle, use the config band-select cycle-threshold command.

config band-select cycle-threshold threshold

Syntax Description threshold Value for the cycle threshold between 1 and 1000
milliseconds.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to set the time threshold for a new scanning cycle with threshold
value of 700 milliseconds:

(Cisco Controller) > config band-select cycle-threshold 700

Related Commands  config band-select cycle-count
config band-select expire

config band-select client-rssi
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config band-select expire

To set the entry expire for band select, use the config band-select expire command.

config band-select expire {suppression | dual-band} seconds

Syntax Description suppression Sets the suppression expire to the band select.
dual-band Sets the dual band expire to the band select.
seconds * Value for suppression between 10 to 200
seconds.

* Value for a dual-band between 10 to 300

seconds.
Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to set the suppression expire to 70 seconds:

(Cisco Controller) > config band-select expire suppression 70

Related Commands  config band-select cycle-threshold
config band-select client-rssi

config band-select cycle-count
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config band-select client-rssi

To set the client received signal strength indicator (RSSI) threshold for band select, use the config band-select
client-rssi command.

config band-select client-rssi 7ssi

Syntax Description

Command Default

7SSi Minimum dBM of a client RSSI to respond to probe
between 20 and 90.

None

Command History

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to set the RSSI threshold for band select to 70:

(Cisco Controller) > config band-select client-rssi 70

config band-select cycle-threshold
config band-select expire

config band-select cycle-count
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config boot

To change a Cisco wireless LAN controller boot option, use the config boot command.

config boot {primary | backup}

Syntax Description primary Sets the primary image as active.
backup Sets the backup image as active.
Command Default The default boot option is primary.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines Each Cisco wireless LAN controller can boot off the primary, last-loaded operating system image (OS) or

boot off the backup, earlier-loaded OS image.

The following example shows how to set the primary image as active so that the LAN controller can
boot off the primary, last loaded image:

(Cisco Controller) > config boot primary

The following example shows how to set the backup image as active so that the LAN controller can
boot off the backup, earlier loaded OS image:

(Cisco Controller) > config boot backup

Related Commands  show boot
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config cdp

To configure the Cisco Discovery Protocol (CDP) on the controller, use the config cdp command.

config cdp {enable | disable | advertise-v2 {enable | disable} | timerseconds | holdtime
holdtime_interval }

Syntax Description enable Enables CDP on the controller.
disable Disables CDP on the controller.
advertise-v2 Configures CDP version 2 advertisements.
timer Configures the interval at which CDP messages are

to be generated.

seconds Time interval at which CDP messages are to be
generated. The range is from 5 to 254 seconds.

holdtime Configures the amount of time to be advertised as the
time-to-live value in generated CDP packets.

holdtime_interval Maximum hold timer value. The range is from 10 to
255 seconds.

Command Default The default value for CDP timer is 60 seconds.
The default value for CDP holdtime is 180 seconds.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the CDP maximum hold timer to 150 seconds:

(Cisco Controller) > config cdp timer 150

Related Commands  config ap cdp

show cdp
show ap cdp
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config certificate

To configure Secure Sockets Layer (SSL) certificates, use the config certificate command.

config certificate {generate {webadmin | webauth} | compatibility {on | off}}

Syntax Description generate Specifies authentication certificate generation settings.
webadmin Generates a new web administration certificate.
webauth Generates a new web authentication certificate.
compatibility Specifies the compatibility mode for inter-Cisco

wireless LAN controller IPsec settings.

on Enables the compatibility mode.
off Disables the compatibility mode.
Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to generate a new web administration SSL certificate:

(Cisco Controller) > config certificate generate webadmin
Creating a certificate may take some time. Do you wish to continue? (y/n)

The following example shows how to configure the compatibility mode for inter-Cisco wireless LAN
controller [Psec settings:

(Cisco Controller) > config certificate compatibility

Related Commands  config certificate Isc

show certificate compatibility
show certificate Isc
show certificate summary

show local-auth certificates
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config certificate Isc

To configure Locally Significant Certificate (LSC) certificates, use the config certificate Isc command.

config certificate Isc .

config certificate Isc {enable | disable | ca-server http://url:port/path | ca-cert {add | delete}
| subject-params country state city orgn dept email | other-params keysize} | ap-provision {auth-list

{add | delete} ap mac | revert-cert retries}

Syntax Description
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enable Enables LSC certificates on the controller.
disable Disables LSC certificates on the controller.
ca-server Specifies the Certificate Authority (CA) server

settings.

http://url:port/path

Domain name or IP address of the CA server.

ca-cert Specifies CA certificate database settings.

add Obtains a CA certificate from the CA server and adds
it to the controller’s certificate database.

delete Deletes a CA certificate from the controller’s

certificate database.

subject-params

Specifies the device certificate settings.

country state city orgn dept email

Country, state, city, organization, department, and
email of the certificate authority.

Note The common name (CN) is generated
automatically on the access point using the
current MIC/SSC format Cxxxx-MacAddr,
where xxxx is the product number.

other-params

Specifies the device certificate key size settings.

keysize

Value from 384 to 2048 (in bits); the default value is
2048.

ap-provision

Specifies the access point provision list settings.

auth-list

Specifies the provision list authorization settings.

ap_mac

MAC address of access point to be added or deleted
from the provision list.

revert-cert

Specifies the number of times the access point
attempts to join the controller using an LSC before
reverting to the default certificate.
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retries Value from 0 to 255; the default value is 3.

Note If you set the number of retries to 0 and
the access point fails to join the controller
using an LSC, the access point does not
attempt to join the controller using the
default certificate. If you are configuring
LSC for the first time, we recommend that
you configure a nonzero value.

Command Default The default value of keysize is 2048 bits. The default value of retries is 3.

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines You can configure only one CA server. To configure a different CA server, delete the configured CA server

by using the config certificate Isc ca-server delete command, and then configure a different CA server.

If you configure an access point provision list, only the access points in the provision list are provisioned
when you enable AP provisioning (in Step 8). If you do not configure an access point provision list, all access
points with an MIC or SSC certificate that join the controller are LSC provisioned.

The following example shows how to enable the LSC settings:

(Cisco Controller) >config certificate lsc enable

This example shows how to enable the LSC settings for Certificate Authority (CA) server settings:

(Cisco Controller) >config certificate lsc ca-server http://10.0.0.1:8080/caserver

The following example shows how to add a CA certificate from the CA server and add it to the
controller’s certificate database:

(Cisco Controller) >config certificate lsc ca-cert add

The following example shows how to configure an LSC certificate with the keysize of 2048 bits:

(Cisco Controller) >config certificate lsc keysize 2048
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config certificate ssc

To configure Self Signed Certificates (SSC) certificates, use the config certificate ssc command.

config certificate ssc hash validation {enable | disable}

Syntax Description

Command Default

hash Configures the SSC hash key.

validation Configures hash validation of the SSC certificate.

enable Enables hash validation of the SSC certificate.

disable Disables hash validation of the SSC certificate.

The SSC certificate is enabled by default..

Command History

Usage Guidelines

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

When you enable the SSC hash validation, an AP validates the SSC certificate of the virtual controller. When
an AP validates the SSC certificate, it checks if the hash key of the virtual controller matches the hash key
stored in its flash. If a match is found, the validation passes and the AP moves to the Run state. If a match is
not found, the validation fails and the AP disconnects from the controller and restarts the discovery process.
By default, hash validation is enabled. Hence, an AP must have the virtual controller hash key in its flash
before associating with the virtual controller. If you disable hash validation of the SSC certificate, the AP
bypasses the hash validation and directly moves to the Run state.

APs can associate with a physical controller, download the hash keys and then associate with a virtual controller.
If the AP is associated to a physical controller and if hash validation is disabled, it joins any virtual controller
without hash validation.

The following example shows how to enable hash validation of the SSC certificate:

(Cisco Controller) > config certificate ssc hash validation enable

show certificate ssc

show mobility group member
config mobility group member hash
config certificate

show certificate compatibility

show certificate Isc

show certificate summary

show local-auth certificates
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config certificate use-device-certificate webadmin

Syntax Description

Command Default

To use a device certificate for web administration, use the config certificate use-device-certificate webadmin
command.

config certificate use-device-certificate webadmin
This command has no arguments or keywords.

None

Command History

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to use a device certificate for web administration:

(Cisco Controller) > config certificate use-device-certificate webadmin

Use device certificate for web administration. Do you wish to continue? (y/n) y
Using device certificate for web administration.

Save configuration and restart controller to use new certificate.

config certificate

show certificate compatibility
show certificate Isc

show certificate ssc

show certificate summary

show local-auth certificates
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config coredump

To enable or disable the controller to generate a core dump file following a crash, use the config cordump
command.

config coredump {enable | disable}

Syntax Description enable Enables the controller to generate a core dump file.

disable Disables the controller to generate a core dump file.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the controller to generate a core dump file following a
crash:

(Cisco Controller) > config coredump enable

Related Commands  config coredump ftp

config coredump username

show coredump summary
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config coredump ftp

To automatically upload a controller core dump file to an FTP server after experiencing a crash, use the config
coredump ftp command.

config coredump ftp server_ip _address filename

Syntax Description  server_ip_address IP address of the FTP server to which the controller
sends its core dump file.

filename Name given to the controller core dump file.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

8.0 This command supports only IPv4 address format.

Usage Guidelines The controller must be able to reach the FTP server to use this command.

The following example shows how to configure the controller to upload a core dump file named
core_dump_controller to an FTP server at network address 792.168.0.13:

(Cisco Controller) > config coredump ftp 192.168.0.13 core dump controller

Related Commands  config coredump

config coredump username

show coredump summary
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config coredump username

To specify the FTP server username and password when uploading a controller core dump file after experiencing
a crash, use the config coredump username command.

config coredump username fip_username password fip _password

Syntax Description

Command Default

ftp_username FTP server login username.
ftp_password FTP server login password.
None

Command History

Usage Guidelines

Related Commands

| oL2s975-m

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The controller must be able to reach the FTP server to use this command.

The following example shows how to specify a FTP server username of admin and password
adminpassword for the core dump file upload:

(Cisco Controller) > config coredump username admin password adminpassword

config coredump ftp
config coredump

show coredump summary
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config custom-web ext-webauth-mode

To configure external URL web-based client authorization for the custom-web authentication page, use the
config custom-web ext-webauth-mode command.

config custom-web ext-webauth-mode {enable | disable}

Syntax Description enable Enables the external URL web-based client
authorization.
disable Disables the external URL we-based client
authentication.
Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the external URL web-based client authorization:

(Cisco Controller) > config custom-web ext-webauth-mode enable

Related Commands  config custom-web redirectUrl
config custom-web weblogo
config custom-web webmessage
config custom-web webtitle

config custom-web ext-webauth-url show custom-web
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config custom-web ext-webauth-url

To configure the complete external web authentication URL for the custom-web authentication page, use the
config custom-web ext-webauth-url command.

config custom-web ext-webauth-url URL

Syntax Description URL URL used for web-based client authorization.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the complete external web authentication URL
http://www.AuthorizationURL.com/ for the web-based client authorization:

(Cisco Controller) > config custom-web ext-webauth-url http://www.AuthorizationURL.com/

Related Commands  config custom-web redirectUrl
config custom-web weblogo
config custom-web webmessage
config custom-web webtitle

config custom-web ext-webauth-mode show custom-web
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config custom-web ext-webserver

To configure an external web server, use the config custom-web ext-webserver command.

config custom-web ext-webserver {add index [P _address | delete index}

Syntax Description add Adds an external web server.
index Index of the external web server in the list of external
web server. The index must be a number between 1
and 20.
IP address IP address of the external web server.
delete Deletes an external web server.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
8.0 This command supports only IPv4 address format.

The following example shows how to add the index of the external web server 2 to the IP address
of the external web server 192.23.32.19:

(Cisco Controller) > config custom-web ext-webserver add 2 192.23.32.19

Related Commands  config custom-web redirectUrl
config custom-web weblogo
config custom-web webmessage
config custom-web webtitle
config custom-web ext-webauth-mode
config custom-web ext-webauth-url

show custom-web
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config custom-web logout-popup

To enable or disable the custom web authentication logout popup, use the config custom-web logout-popup
command.

config custom-web logout-popup {enable| disable}

Syntax Description

Command Default

enable Enables the custom web authentication logout popup. This page appears after a successful login
or a redirect of the custom web authentication page.

disable Disables the custom web authentication logout popup.

None

Command History

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to disable the custom web authentication logout popup:

(Cisco Controller) > config custom-web logout-popup disable

config custom-web redirectUrl
config custom-web weblogo
config custom-web webmessage
config custom-web webtitle

config custom-web ext-webauth-url show custom-web
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config custom-web radiusauth

To configure the RADIUS web authentication method, use the config custom-web radiusauth command.

config custom-web radiusauth {chap | mdSchap | pap}

Syntax Description chap Configures the RADIUS web authentication method as Challenge Handshake Authentication
Protocol (CHAP).

mdSchap Configures the RADIUS web authentication method as Message Digest 5 CHAP (MD5-CHAP).

pap Configures the RADIUS web authentication method as Password Authentication Protocol (PAP).

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the RADIUS web authentication method as
MDS5-CHAP:

(Cisco Controller) > config custom-web radiusauth md5chap

Related Commands  config custom-web redirectUrl
config custom-web webmessage
config custom-web webtitle
config custom-web ext-webauth-mode
config custom-web ext-webauth-url

show custom-web
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config custom-web redirectUrl

To configure the redirect URL for the custom-web authentication page, use the config custom-web redirectUrl
command.

config custom-web redirectUrl URL

Syntax Description

Command Default

URL URL that is redirected to the specified address.

None

Command History

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the URL that is redirected to abc.com:

(Cisco Controller) > config custom-web redirectUrl abc.com

config custom-web weblogo

config custom-web webmessage
config custom-web webtitle

config custom-web ext-webauth-mode
config custom-web ext-webauth-url

show custom-web
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config custom-web sleep-client

To delete a web-authenticated sleeping client, use the config custom-web sleep-client command.

config custom-web sleep-client delete mac_address

Syntax Description  delete Deletes a web-authenticated sleeping client with the help of the client MAC address.

mac_address MAC address of the sleeping client.

Command Default The web-authenticated sleeping client is not deleted.
Command History Release Modification
7.5 This command was introduced.

The following example shows how to delete a web-authenticated sleeping client:

(Cisco Controller) > config custom-web sleep-client delete 0:18:74:c7:c0:90

Related Topics
config wlan custom-web, on page 1053
show custom-web, on page 413
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config custom-web webauth-type

To configure the type of web authentication, use the config custom-web webauth-type command.

config custom-web webauth-type {internal | customized | external}

Syntax Description internal Configures the web authentication type to internal.
customized Configures the web authentication type to customized.
external Configures the web authentication type to external.

Command Default The default web authentication type is internal.

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the type of the web authentication type to internal:

(Cisco Controller) > config custom-web webauth-type internal

Related Commands  config custom-web redirectUrl
config custom-web webmessage
config custom-web webtitle
config custom-web ext-webauth-mode
config custom-web ext-webauth-url

show custom-web
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config custom-web weblogo

To configure the web authentication logo for the custom-web authentication page, use the config custom-web
weblogo command.

config custom-web weblogo {enable | disable}

Syntax Description  enable Enables the web authentication logo settings.
disable Enable or disable the web authentication logo settings.
Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the web authentication logo:

(Cisco Controller) > config custom-web weblogo enable

Related Commands  config custom-web redirectUrl
config custom-web webmessage
config custom-web webtitle
config custom-web ext-webauth-mode
config custom-web ext-webauth-url

show custom-web
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config custom-web webmessage

To configure the custom web authentication message text for the custom-web authentication page, use the
config custom-web webmessage command.

config custom-web webmessage message

Syntax Description message Message text for web authentication.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the message text Thisistheplace for webauthentication:

(Cisco Controller) > config custom-web webmessage Thisistheplace

Related Commands  config custom-web redirectUrl
config custom-web weblogo
config custom-web webtitle
config custom-web ext-webauth-mode
config custom-web ext-webauth-url

show custom-web
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config custom-web webtitle

To configure the web authentication title text for the custom-web authentication page, use the config
custom-web webtitle command.

config custom-web webtitle fitle

Syntax Description  ritle Custom title text for web authentication.
Command Default None
Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to set the custom title text Helpdesk for web authentication:

(Cisco Controller) > config custom-web webtitle Helpdesk

Related Commands  config custom-web redirectUrl
config custom-web weblogo
config custom-web webmessage
config custom-web ext-webauth-mode
config custom-web ext-webauth-url

show custom-web
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config dhcp

To configure the internal DHCP, use the config dhcp command.

config dhep .

config dhep {address-pool scope start end | create-scope scope | default-router scope router 1

[router 2]
[dns3]
scope winsl

[router 3]

[wins2] [wins3]

config dhcpopt-82 remote-id {ap mac | ap mac:ssid | ap-ethmac |
apmac-vilan_id |

| flex-group-name | ap-location |

| delete-scope scope | disable scope | dns-servers scope dnsl
| domain scope domain | enablescope | leasescope lease duration | netbios-name-server
| metworkscope network netmask}

[dns2]

apname:ssid | ap-group-name
apname-vlan_id | ap-ethmac-ssid }

Syntax Description
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address-pool scope start end

Configures an address range to allocate. You must
specify the scope name and the first and last addresses
of the address range.

create-scope name

Creates a new DHCP scope. You must specify the
scope name.

default-router scope router I [router 2] [router 3]

Configures the default routers for the specified scope
and specify the IP address of a router. Optionally, you
can specify the IP addresses of secondary and tertiary
routers.

delete-scope scope

Deletes the specified DHCP scope.

disable scope

Disables the specified DHCP scope.

dns-servers scope dnsl [dns2] [dns3]

Configures the name servers for the given scope. You
must also specify at least one name server. Optionally,
you can specify secondary and tertiary name servers.

domain scope domain

Configures the DNS domain name. You must specify
the scope and domain names.

enable scope

Enables the specified dhcp scope.

lease scope lease_duration

Configures the lease duration (in seconds) for the
specified scope.

netbios-name-server scope wins! [wins2] [wins3]

Configures the netbios name servers. You must
specify the scope name and the IP address of a name
server. Optionally, you can specify the IP addresses
of secondary and tertiary name servers.

network scope network netmask

Configures the network and netmask. You must
specify the scope name, the network address, and the
network mask.
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opt-82 remote-id Configures the DHCP option 82 remote ID field
format.

DHCP option 82 provides additional security when
DHCEP is used to allocate network addresses. The
controller acts as a DHCP relay agent to prevent
DHCEP client requests from untrusted sources. The
controller adds option 82 information to DHCP
requests from clients before forwarding the requests
to the DHCP server.

ap_mac MAC address of the access point to the DHCP option
82 payload.

ap_mac:ssid MAC address and SSID of the access point to the
DHCP option 82 payload.

ap-ethmac Remote ID format as AP Ethernet MAC address.

apname:ssid Remote ID format as AP name:SSID.

ap-group-name Remote ID format as AP group name.

flex-group-name Remote ID format as FlexConnect group name .

ap-location Remote ID format as AP location.

apmac-vlan_id Remote ID format as AP radio MAC
address:VLAN ID.

apname-vian_id Remote ID format as AP Name:VLAN ID.

ap-ethmac-ssid Remote ID format as AP Ethernet MAC:SSID address.

Command Default The default value for ap-group-name is default-group, and for ap-location, the default value is default location.

If ap-group-name and flex-group-name are null, the system MAC is sent as the remote ID field.

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines Use the show dhep command to display the internal DHCP configuration.

The following example shows how to configure the DHCP lease for the scope 003:

(Cisco Controller) >config dhcp lease 003

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config dhep proxy .

config dhcp proxy
To specify the level at which DHCP packets are modified, use the config dhcp proxy command.

config dhcp proxy {enable | disable {bootp-broadcast [enable | disable] }

Syntax Description enable Allows the controller to modify the DHCP packets
without a limit.
disable Reduces the DHCP packet modification to the level
of a relay.
bootp-broadcast Configures DHCP BootP broadcast option.

Command Default DHCEP is enabled.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

Usage Guidelines Use the show dhcp proxy command to display the status of DHCP proxy handling.

To enable third-party WGB support, you must enable the passive-client feature on the wirless LAN by entering
the config wlan passive-client enable command.

The following example shows how to disable the DHCP packet modification:

(Cisco Controller) >config dhcp proxy disable

The following example shows how to enable the DHCP BootP broadcast option:

(Cisco Controller) >config dhcp proxy disable bootp-broadcast enable
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config dhcp timeout

To configure a DHCP timeout value, use the config dhcp timeout command. If you have configured a WLAN
to be in DHCP required state, this timer controls how long the WLC will wait for a client to get a DHCP lease
through DHCP.

config dhcp timeout timeout-value

Syntax Description timeout-value Timeout value in the range of 5 to 120 seconds.
Command Default The default timeout value is 120 seconds.
Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to set the DHCP timeout to 10 seconds:

(Cisco Controller) >config dhcp timeout 10
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config flexconnect avc profile

To configure a Flexconnect Application Visibility and Control (AVC) profile, use the config flexconnect ave
profile command.

config flexconnect ave profile profilename {create|delete} | apply | rule {addapplication
app-name {drop| {mark dscp-value}}}| {remove application app-name}

Syntax Description

Command Default

proflie-name Name of the AVC profile. The range is from 0 to 32 alphanumeric characters.
create Creates an AVC profile.

delete Deletes an AVC profile.

apply Applies an AVC profile.

rule Configures a Rule for an AVC profile.

add application Adds a rule for an AVC profile.

app-name Name of the application. The range is from 0 to 32 alphanumeric characters.

drop Adds a rule to drop packets.

mark Adds a rule to mark packets with specific differentiated services code point (DSCP).
dscp-value DSCP value for marking packets. The range is from 0 to 63.

remove application Removes a rule for an AVC profile.

None

Command History
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Release Modification

8.1 This command was introduced.

The following example shows how to create a FlexConnect profile:

(Cisco Controller) >config flexconnect avc profile profilel create
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config flow

To configure a NetFlow Monitor and Exporter, use the config flow command.

config flow {add | delete} monitor monitor name {exporter exporter name |
record {ipv4_client_app flow record | ipv4 client src_dst flow record}

Syntax Description add Associates either a NetFlow monitor with an exporter, or a NetFlow record
with a NetFlow monitor.

delete Dissociates either a NetFlow monitor from an exporter, or a NetFlow record
from a NetFlow monitor.

monitor Configures a NetFlow monitor.

monitor_name Name of the NetFlow monitor. The monitor name can be up to 32
case-sensitive, alphanumeric characters. You cannot include spaces in a
monitor name.

exporter Configures a NetFlow exporter.

exporter_name Name of the NetFlow exporter. The exporter name can be up to 32
case-sensitive, alphanumeric characters. You cannot include spaces in an
exporter name.

record Associates a NetFlow record to the NetFlow monitor.

ipv4_client_app flow _record Existing record template for better performance.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release eatrlier than Release 7.6.
Usage Guidelines An exporter is a network entity that exports the template with IP traffic information. The Cisco WLC acts as

an exporter. A NetFlow record in the Cisco WLC contains the information about the traffic in a given flow,
such as client MAC address, client source IP address, WLAN ID, incoming and outgoing bytes of data,
incoming and outgoing packets, and incoming and outgoing Differentiated Services Code Point (DSCP).

The following example shows how to configure a NetFlow monitor and exporter:

(Cisco Controller) > config flow add monitor monitorl exporter exporterl
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config guest-lan

To create, delete, enable or disable a wireless LAN, use the config guest-lan command.

config guest-lan {create | delete} guest lan idinterface name | {enable | disable} guest lan_id

Syntax Description create Creates a wired LAN settings.
delete Deletes a wired LAN settings:
guest lan_id LAN identifier between 1 and 5 (inclusive).
interface_name Interface name up to 32 alphanumeric characters.
enable Enables a wireless LAN.
disable Disables a wireless LAN.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable a wireless LAN with the LAN ID 16:

(Cisco Controller) > config guest-lan enable 16

Related Commands  show wlan

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config guest-lan custom-web ext-webauth-url

To redirect guest users to an external server before accessing the web login page, use the config guest-lan
custom-web ext-webauth-url command.

config guest-lan custom-web ext-webauth-url ext web_url guest lan_id

Syntax Description  ext web_url URL for the external server.

guest lan_id Guest LAN identifier between 1 and 5 (inclusive).

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable a wireless LAN with the LAN ID 16:

(Cisco Controller) > config guest-lan custom-web ext-webauth-url
http://www.AuthorizationURL.com/ 1

Related Commands  config guest-lan

config guest-lan create

config guest-lan custom-web login_page
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config guest-lan custom-web global disable

To use a guest-LAN specific custom web configuration rather than a global custom web configuration, use
the config guest-lan custom-web global disable command.

config guest-lan custom-web global disable guest lan_id

Syntax Description guest lan id Guest LAN identifier between 1 and 5 (inclusive).

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines If you enter the config guest-lan custom-web global enable guest lan_id command, the custom web

authentication configuration at the global level is used.
The following example shows how to disable the global web configuration for guest LAN ID 1:

(Cisco Controller) > config guest-lan custom-web global disable 1

Related Commands  config guest-lan

config guest-lan create
config guest-lan custom-web ext-webauth-url
config guest-lan custom-web login_page

config guest-lan custom-web webauth-type
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config guest-lan custom-web login_page

To enable wired guest users to log into a customized web login page, use the config guest-lan custom-web
login_page command.

config guest-lan custom-web login_page page name guest lan _id

Syntax Description  page name Name of the customized web login page.

guest lan_id Guest LAN identifier between 1 and 5 (inclusive).

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to customize a web login page custompagel for guest LAN ID
1:

(Cisco Controller) > config guest-lan custom-web login_page custompagel 1

Related Commands  config guest-lan

config guest-lan create

config guest-lan custom-web ext-webauth-url
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config guest-lan custom-web webauth-type

To define the web login page for wired guest users, use the config guest-lan custom-web webauth-type
command.

config guest-lan custom-web webauth-type {internal | customized | external} guest lan id

Syntax Description internal Displays the default web login page for the controller.
This is the default value.

customized Displays the custom web login page that was
previously configured.

external Redirects users to the URL that was previously
configured.
guest lan_id Guest LAN identifier between 1 and 5 (inclusive).
Command Default The default web login page for the controller is internal.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the guest LAN with the webauth-type as internal
for guest LAN ID 1:

(Cisco Controller) > config guest-lan custom-web webauth-type internal 1

Related Commands  config guest-lan

config guest-lan create

config guest-lan custom-web ext-webauth-url
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config guest-lan ingress-interface

To configure the wired guest VLAN’s ingress interface that provides a path between the wired guest client
and the controller through the Layer 2 access switch, use the config guest-lan ingress-interface command.

config guest-lan ingress-interface guest lan_id interface_name

Syntax Description  guest lan_id Guest LAN identifier from 1 to 5 (inclusive).

interface_name Interface name.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to provide a path between the wired guest client and the controller
with guest LAN ID 1 and the interface name guest01:

(Cisco Controller) > config guest-lan ingress-interface 1 guestOl

Related Commands  config interface guest-lan

config guest-lan create
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config guest-lan interface

To configure an egress interface to transmit wired guest traffic out of the controller, use the config guest-lan
interface command.

config guest-lan interface guest lan_id interface_name

Syntax Description

Command Default

guest lan_id Guest LAN identifier between 1 and 5 (inclusive).
interface_name Interface name.
None

Command History

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure an egress interface to transmit guest traffic out of
the controller for guest LAN ID 1 and interface name guestO1:

(Cisco Controller) > config guest-lan interface 1 guestOl

config ingress-interface guest-lan

config guest-lan create

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE) .



System Management Commands |
. config guest-lan mobility anchor

config guest-lan mobility anchor

To add or delete mobility anchor, use the config guest-lan mobility anchor command.

config guest-lan mobility anchor {add | delete} Guest LAN Id IP addr

Syntax Description add Adds a mobility anchor to a WLAN.
delete Deletes a mobility anchor from a WLAN.
Guest LAN 1d Guest LAN identifier between 1 and 5.
IP addr Member switch IPv4 or IPv6 address to anchor
WLAN.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

8.0 This command supports both IPv4 and IPv6 address formats.

The following example shows how to delete a mobility anchor for WAN ID 4 and the anchor IP
192.168.0.14:

(Cisco Controller) > config guest-lan mobility anchor delete 4 192.168.0.14
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config guest-lan nac

To enable or disable Network Admission Control (NAC) out-of-band support for a guest LAN, use the config
guest-lan nac command:

config guest-lan nac {enable | disable} guest lan id

Syntax Description

Command Default

enable Enables the NAC out-of-band support.

disable Disables the NAC out-of-band support.

guest lan_id Guest LAN identifier between 1 and 5 (inclusive).
None

Command History

Related Commands

| oL2s975-m

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the NAC out-of-band support for guest LAN ID 3:

(Cisco Controller) > config guest-lan nac enable 3

show nac statistics
show nac summary
config wlan nac

debug nac
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config guest-lan security

To configure the security policy for the wired guest LAN, use the config guest-lan security command.

config guest-lan security {web-auth {enable | disable | acl | server-precedence} guest lan id |

web-passthrough {acl | email-input | disable | enable} guest lan id}
Syntax Description  web-auth Specifies web authentication.
enable Enables the web authentication settings.
disable Disables the web authentication settings.
acl Configures an access control list.
server-precedence Configures the authentication server precedence order

for web authentication users.

guest lan_id LAN identifier between 1 and 5 (inclusive).
web-passthrough Specifies the web captive portal with no authentication
required.
email-input Configures the web captive portal using an e-mail
address.
Command Default The default security policy for the wired guest LAN is web authentication.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the security web authentication policy for guest
LANID 1:

(Cisco Controller) > config guest-lan security web-auth enable 1

Related Commands  config ingress-interface guest-lan
config guest-lan create

config interface guest-lan
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config license bhoot

To specify the license level to be used on the next reboot of the Cisco 5500 Series Controller, use the config
license boot command.

config license boot {base | wplus | auto}

Syntax Description

Command Default

base Specifies the base boot level.

wplus Specifies the wplus boot level.

auto Specifies the auto boot level.
None

Command History

Usage Guidelines

\}

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

If you enter auto, the licensing software automatically chooses the license level to use on the next reboot. It
generally chooses permanent licenses over evaluation licenses and wplus licenses over base licenses.

Note

If you are considering upgrading from a base license to a wplus license, you can try an evaluation wplus
license before upgrading to a permanent wplus license. To activate the evaluation license, you need to set the
image level to wplus in order for the controller to use the wplus evaluation license instead of the base permanent
license.

Note

Related Commands
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To prevent disruptions in operation, the controller does not switch licenses when an evaluation license expires.
You must reboot the controller in order to return to a permanent license. Following a reboot, the controller
defaults to the same feature set level as the expired evaluation license. If no permanent license at the same
feature set level is installed, the controller uses a permanent license at another level or an unexpired evaluation
license.

The following example shows how to set the license boot settings to wplus:

(Cisco Controller) > config license boot wplus

license install
show license in-use

license modify priority
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config load-balancing

To globally configure aggressive load balancing on the controller, use the config load-balancing command.
config load-balancing {window client count | status {enable | disable} | denial denial count}

config load-balancing uplink-threshold fraffic_threshold

Syntax Description  window Specifies the aggressive load balancing client window.

client_count Aggressive load balancing client window with the
number of clients from 1 to 20.

status Sets the load balancing status.

enable Enables load balancing feature.

disable Disables load balancing feature.

denial Specifies the number of association denials during

load balancing.

denial _count Maximum number of association denials during load
balancing. from O to 10.

uplink-threshold Specifies the threshold traffic for an access point to
deny new associations.

traffic_threshold Threshold traffic for an access point to deny new
associations. This value is a percentage of the WAN
utilization measured over a 90 second interval. For
example, the default threshold value of 50 triggers
the load balancing upon detecting an utilization of
50% or more on an access point WAN interface.

Command Default By default, the aggressive load balancing is disabled.

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines Load-balancing-enabled WLANs do not support time-sensitive applications like voice and video because of

roaming delays.

When you use Cisco 7921 and 7920 Wireless IP Phones with controllers, make sure that aggressive load
balancing is disabled on the voice WLANSs for each controller. Otherwise, the initial roam attempt by the
phone might fail, causing a disruption in the audio path.

Clients can only be load balanced across access points joined to the same controller. The WAN utilization is
calculated as a percentage using the following formula: (Transmitted Data Rate (per second) + Received Data
Rate (per second))/(1000Mbps TX + 1000Mbps RX) * 100
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The following example shows how to enable the aggressive load-balancing settings:

(Cisco Controller) > config load-balancing aggressive enable

Related Commands ~ show load-balancing

config wlan load-balance
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config location

To configure a location-based system, use the config location command.

config location {algorithm {simple | rssi-average} | {rssi-half-life | expiry} [client |
calibrating-client | tags | rogue-aps] seconds | notify-threshold [client | tags | rogue-aps]
threshold | interface-mapping {add | delete} /ocation wlan id interface name | plm {client
{enable | disable} burst interval | calibrating {enable | disable} {uniband | multiband} }}

Syntax Description  algorithm Note We recommend that you do not use or
modify the config location algorithm
command. It is set to optimal default
values.

Configures the algorithm used to average RSSI and
SNR values.

simple Specifies a faster algorithm that requires low CPU
overhead but provides less accuracy.

rssi-average Specifies a more accurate algorithm but requires more
CPU overhead.
rssi-half-life Note We recommend that you do not use or

modify the config location rssi-half-life
command. It is set to optimal default
values.

Configures the half-life when averaging two RSSI
readings.

expiry Note We recommend that you do not use or
modify the config location expiry
command. It is set to optimal default
values.

Configures the timeout for RSSI values.

client (Optional) Specifies the parameter applies to client
devices.
calibrating-client (Optional) Specifies the parameter is used for

calibrating client devices.

tags (Optional) Specifies the parameter applies to radio
frequency identification (RFID) tags.

rogue-aps (Optional) Specifies the parameter applies to rogue
access points.
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Command Default

config location .

seconds

Time value (0, 1, 2, 5, 10, 20, 30, 60, 90, 120, 180,
300 seconds).

notify-threshold

Note We recommend that you do not use or
modify the config location
notify-threshold command. It is set to
optimal default values.

Specifies the NMSP notification threshold for RSSI
measurements.

threshold

Threshold parameter. The range is 0 to 10 dB, and the
default value is 0 dB.

interface-mapping

Adds or deletes a new location, wireless LAN, or
interface mapping element.

wlan_id

WLAN identification name.

interface_name

Name of interface to which mapping element applies.

plm Specifies the path loss measurement (S60) request for
normal clients or calibrating clients.
client Specifies normal, noncalibrating clients.

burst_interval

Burst interval. The range is from 1 to 3600 seconds,
and the default value is 60 seconds.

calibrating Specifies calibrating clients.

uniband Specifies the associated 802.11a or 802.11b/g radio
(uniband).

multiband Specifies the associated 802.11a/b/g radio (multiband).

See the “Syntax Description” section for default values of individual arguments and keywords.

Command History

Related Commands

| oL2s975-m

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to specify the simple algorithm for averaging RSSI and SNR

values on a location-based controller:

(Cisco Controller)

config location info rogue

clear location rfid

clear location statistics rfid

> config location algorithm simple

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE) .
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show location

show location statistics rfid

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config location info rogue

To configure info-notification for rogue service, use the config location info rogue command.

config location info rogue {basic | extended}

Syntax Description basic Configures basic rogue parameters such as mode, class, containmentlevel, numclients, firsttime,
lasttime, ssid, and so on, for rogue info-notification service.

Note Configure the basic parameters if the version of Cisco MSE is older than the version
of the Cisco WLC.

extended Configures extended rogue parameters, which is basic parameters plus security type, detecting
LRAD type, and so on, for rogue info-notification service.

Command History Release Modification

8.0 This command was introduced.

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config logging buffered

To set the severity level for logging messages to the controller buffer, use the config logging buffered
command.

config logging buffered security level

Syntax Description  security level Security level. Choose one of the following:
* emergencies—Severity level 0
* alerts—Severity level 1
* critical—Severity level 2
* errors—Severity level 3
 warnings—Severity level 4
* notifications—Severity level 5
* informational—Severity level 6

* debugging—Severity level 7

Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to set the controller buffer severity level for logging messages
to 4:

(Cisco Controller) > config logging buffered 4

Related Commands  config logging syslog facility
config logging syslog level
show logging

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config logging console

To set the severity level for logging messages to the controller console, use the config logging console
command.

config logging console security level

Syntax Description  security level Severity level. Choose one of the following:
* emergencies—Severity level 0
* alerts—Severity level 1
« critical—Severity level 2
* errors—Severity level 3
» warnings—Severity level 4
* notifications—Severity level 5
« informational—Severity level 6

* debugging—Severity level 7

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to set the controller console severity level for logging messages
to 3:

(Cisco Controller) > config logging console 3

Related Commands  config logging syslog facility
config logging syslog level
show logging

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config logging debug

To save debug messages to the controller buffer, the controller console, or a syslog server, use the config
logging debug command.

config logging debug {buffered | console | syslog} {enable | disable}

Syntax Description  buffered Saves debug messages to the controller buffer.
console Saves debug messages to the controller console.
syslog Saves debug messages to the syslog server.
enable Enables logging of debug messages.
disable Disables logging of debug messages.

Command Default The console command is enabled and the buffered and syslog commands are disabled by default.

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to save the debug messages to the controller console:

(Cisco Controller) > config logging debug console enable

Related Commands  show logging

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config logging fileinfo

To cause the controller to include information about the source file in the message logs or to prevent the
controller from displaying this information, use the config logging fileinfo command.

config logging fileinfo {enable | disable}

Syntax Description enable Includes information about the source file in the
message logs.

disable Prevents the controller from displaying information
about the source file in the message logs.

Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the controller to include information about the source
file in the message logs:

(Cisco Controller) > config logging fileinfo enable

Related Commands  show logging

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config logging procinfo

To cause the controller to include process information in the message logs or to prevent the controller from
displaying this information, use the config logging procinfo command.

config logging procinfo {enable | disable}

Syntax Description enable Includes process information in the message logs.

disable Prevents the controller from displaying process
information in the message logs.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the controller to include the process information in the
message logs:

(Cisco Controller) > config logging procinfo enable

Related Commands  show logging

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config logging traceinfo

To cause the controller to include traceback information in the message logs or to prevent the controller from
displaying this information, use the config logging traceinfo command.

config logging traceinfo {enable | disable}

Syntax Description

Command Default

enable Includes traceback information in the message logs.

disable Prevents the controller from displaying traceback
information in the message logs.

None

Command History

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to disable the controller to include the traceback information in
the message logs:

(Cisco Controller) > config logging traceinfo disable

show logging
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config logging syslog host
To configure a remote host for sending syslog messages, use the config logging syslog host command.

config logging syslog host ip_addr

Syntax Description  ip_addr IP address for the remote host.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

8.0 This command supports both IPv4 and IPv6 address formats.

Usage Guidelines * To configure a remote host for sending syslog messages, use the config logging syslog host ip_addr
command.

* To remove a remote host that was configured for sending syslog messages, use the config logging syslog
host ip_addr delete command.

* To display the configured syslog servers on the controller, use the show logging command.

The following example shows how to configure two remote hosts 10.92.125.52 and 2001:9:6:40::623
for sending the syslog messages and displaying the configured syslog servers on the controller:

(Cisco Controller) > config logging syslog host 10.92.125.52
System logs will be sent to 10.92.125.52 from now on

(Cisco Controller) > config logging syslog host 2001:9:6:40::623
System logs will be sent to 2001:9:6:40::623 from now on

(Cisco Controller) > show logging
Logging to buffer
- Logging of system messages to buffer

- Logging filter level...... ..ot iiiiiiiinnnnnn errors
- Number of system messages logged.............. 1316
- Number of system messages dropped............. 6892
- Logging of debug messages to buffer ........... Disabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
- Cache of 1logging ...ttt Disabled
- Cache of logging time(mins) ...........cvovu... 10080
- Number of over cache time log dropped ........ 0

Logging to console
- Logging of system messages to console :
- Logging filter level...... ..ot iiiiiiinnnnnnn. disabled

- Number of system messages logged.............. 0
- Number of system messages dropped............. 8243
- Logging of debug messages to console .......... Enabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0

Logging to syslog

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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= Syslog facility. ettt et localol
- Logging of system messages to console
- Logging filter level......ciiiiiiiiinnnnennnn disabled
- Number of system messages logged.............. 0
- Number of system messages dropped............. 8208
- Logging of debug messages to console .......... Enabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
- Logging of system messages to syslog
- Logging filter level......ciiiiiiiiinninnennnn errors
- Number of system messages logged.............. 1316
- Number of system messages dropped............. 6892
- Logging of debug messages to syslog ........... Disabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
- Number of remote syslog hosts.............o.... 2
= SYS1lOg OVEer LlS . iiiiiiiiiiiit ittt Disabled
= HOSE 0.ttt i i e e e e 10.92.125.52
R = 7= 2001:9:6:40::623
= HOSE 2. e e
Logging of REC 5424 . .. . ittt ittt iiennn Disabled
Logging of Debug messages to file
- Logging of Debug messages to file.............. Disabled
- Number of debug messages logged................ 0
- Number of debug messages dropped............... 0
Logging of traceback...... ..ottt Enabled

The following example shows how to remove two remote hosts 10.92.125.52 and 2001:9:6:40::623
that were configured for sending syslog messages and displaying that the configured syslog servers
were removed from the controller:

(Cisco Controller) > config logging syslog host 10.92.125.52 delete
System logs will not be sent to 10.92.125.52 anymore

(Cisco Controller) > config logging syslog host 2001:9:6:40::623 delete
System logs will not be sent to 2001:9:6:40::623 anymore

(Cisco Controller) > show logging

Logging to buffer
- Logging of system messages to buffer

- Logging filter level...... i iiiiiiiinnnnennnn errors
- Number of system messages logged.............. 1316
- Number of system messages dropped............. 6895
- Logging of debug messages to buffer ........... Disabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
- Cache of 10gging ..ttt it iiieien Disabled
- Cache of logging time(mins) ........c..ciieino.. 10080
- Number of over cache time log dropped ........ 0

Logging to console
- Logging of system messages to console

- Logging filter level..... ..t disabled
- Number of system messages logged.............. 0
- Number of system messages dropped............. 8211
- Logging of debug messages to console .......... Enabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
Logging to syslog
= Syslog facility. e et ittt e locall
- Logging of system messages to syslog
- Logging filter level...... i iiiiiiiinnnnennnn errors
- Number of system messages logged.............. 1316

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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- Number of system messages dropped............. 6895
- Logging of debug messages to syslog ........... Disabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
- Number of remote syslog hosts.............oo... 0
= SYS1lOg OVEer LlS .ttt ittt Disabled
= HOSE 0.t i i e e e
B = 7=
= HOSE 2. e e
Logging of REC 5424 . .. . ittt tiiiienn Disabled
Logging of Debug messages to file
- Logging of Debug messages to file.............. Disabled
- Number of debug messages logged................ 0
- Number of debug messages dropped............... 0
Logging of traceback...... .o, Enabled
- Traceback logging level.......ciiiiiiiiinnennnnn. errors
Logging of source file informational............. Enabled
Timestamping of messages........oiiiiiiiinnn..
- Timestamping of system messages................ Enabled
- Timestamp format........c..oiiiiiiiininninnennnn Date and Time
Related Topics

show logging, on page 441
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config logging syslog facility

To set the facility for outgoing syslog messages to the remote host, use the config logging syslog facility
command.

config logging syslog facility facility _code

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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Syntax Description  facility code Facility code. Choose one of the following:

* authorization—Authorization system. Facility
level—4.

* auth-private—Authorization system (private).
Facility level—10.

« cron—Cron/at facility. Facility level—9.

» daemon—System daemons. Facility level—3.
* ftp—FTP daemon. Facility level—11.

* kern—Kernel. Facility level—O0.

* local0—Local use. Facility level—16.

* locall—Local use. Facility level—17.

* local2—Local use. Facility level—18.

* local3—Local use. Facility level—19.

* local4—Local use. Facility level—20.

* local5—Local use. Facility level—21.

* local6—Local use. Facility level—22.

* local7—Local use. Facility level—23.

* lpr—Line printer system. Facility level—6.
» mail—Mail system. Facility level—2.

* news—USENET news. Facility level—7.

* sys12—System use. Facility level—12.

* sys13—System use. Facility level—13.

* sys14—System use. Facility level—14.

* sys15—System use. Facility level—15.

« syslog—The syslog itself. Facility level—S5.
« user—User process. Facility level—1.

* uucp—UNIX-to-UNIX copy system. Facility

level—S8.
Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
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The following example shows how to set the facility for outgoing syslog messages to authorization:

(Cisco Controller) > config logging syslog facility authorization

Related Commands  config logging syslog host
config logging syslog level
show logging

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config logging syslog facility client
To configure the syslog facility to AP, use the config logging syslog facility client { assocfail Dot11 |
associate Dotll | authentication | authfail Dotll | deauthenticate Dotll | disassociate Dotll |

exclude} { enable | disable} command.

config logging syslog facility Client

Syntax Description  Client Facility Client. Has the following functions:

» assocfail Dotl1—Association fail syslog for
clients

« associate Dotl1—Association syslog for clients

« authentication—Authentication success syslog
for clients

« authfail Dot11—Authentication fail syslog for
clients

+ deauthenticate Dotl |—Deauthentication syslog
for clients

« disassociate Dot11—Disassociation syslog for
clients

* excluded—Excluded syslog for clients

Command Default None
Command History Release Modification
7.5 This command was introduced in a release earlier than Release 7.5.

The following example shows how to set the facility syslog facility for client:

cisco controller config logging syslog facility client

Related Commands  show logging flags client

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config logging syslog facility ap

To configure the syslog facility to AP, use the config logging syslog facility ap { associate | disassociate} {
enable | disable} command.

config logging syslog facility AP

Syntax Description 4P Facility AP. Has the following functions:

* associate—Association syslog for AP

+ disassociate—Disassociation syslog for AP

Command Default None

Command History Release Modification

7.5 This command was introduced in a release earlier than Release 7.5.

The following example shows how to configure syslog facility for AP:

cisco controller config logging syslog facility ap

Related Commands  show logging flags ap

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config logging syslog level

To set the severity level for filtering syslog messages to the remote host, use the config logging syslog level
command.

config logging syslog level severity level

Syntax Description  severity level Severity level. Choose one of the following:
* emergencies—Severity level 0
* alerts—Severity level 1
« critical—Severity level 2
* errors—Severity level 3
» warnings—Severity level 4
* notifications—Severity level 5
« informational—Severity level 6

* debugging—Severity level 7

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to set the severity level for syslog messages to 3:

(Cisco Controller) > config logging syslog level 3

Related Commands  config logging syslog host
config logging syslog facility
show logging
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To close all active Telnet sessions, use the config loginsession close command.

config loginsession close {session_id | all}

config loginsession close .

Syntax Description

Command Default

session_id ID of the session to close.
all Closes all Telnet sessions.
None

Command History

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to close all active Telnet sessions:

(Cisco Controller) > config loginsession close all

show loginsession
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config mdns ap

To configure multicast Domain Name System (mDNS) snooping on an access point, use the config mdns ap
command.

config mdns ap {enable {ap name | all} [vlanvian id] | disable {ap name | all} | vlan
{add | delete} vian ap name}

Syntax Description  enable Enables mDNS snooping on an access point.
ap_name Name of the access point on which mDNS snooping has to be configured.
all Configures mDNS snooping on all access points.
vlan (Optional) Configures the VLAN on which the access point snoops and
forwards the mDNS packets.
vian_id VLAN identifier.
disable Disables mDNS snooping on an access point.
add Adds a VLAN from which the access point snoops and forwards the mDNS

packets to the Cisco Wireless LAN Controller (WLC). You can configure
up to 10 VLANSs for an mDNS access point.

delete Deletes a VLAN from which the access point snoops and forwards the
mDNS packets to the Cisco WLC.

Command Default The mDNS-enabled access point snoops the access or native VLANSs by default.
Command History Release Modification
7.5 This command was introduced.
Usage Guidelines Enabling mDNS snooping on access points allows the access points to snoop the wired services on VLANs

that are invisible to the Cisco WLC. mDNS snooping is supported only on local-mode and monitor-mode
access points. The access point must be in the access mode or trunk mode. If the access point is in the trunk
mode, you must configure the VLAN on the Cisco WLC on which the access point snoops and forwards the
mDNS packets. You must also configure the native VLAN from the Cisco WLC for the access point to snoop
and send mDNS queries on. The access point also tags the packets with the native VLAN.

Global mDNS snooping overrides mDNS access point snooping.

The following example shows how to enable mDNS snooping on an access point and the VLAN on
which it must snoop for mDNS packets:

(Cisco Controller) > config mdns ap enable vlan 1

Related Topics
config wlan mdns, on page 1093
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config mdns profile, on page 192

config mdns query interval, on page 194
config mdns service , on page 195
config mdns snooping , on page 198
clear mdns service-database, on page 35
debug mdns all, on page 539

debug mdns detail , on page 540

debug mdns error , on page 540

debug mdns message , on page 541
debug mdns ha, on page 542

show mdns ap summary, on page 447
show mdns domain-name-ip summary, on page 449
show mdns profile, on page 451

show mdns service , on page 453

config mdns ap .
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config mdns profile

To configure a multicast DNS (mDNS) profile and associate a service with the profile, use the config mdns
profile command.

config mdns profile {create | delete | service {add | delete} service name profile name

Syntax Description create Creates an mDNS profile.

delete Deletes an mDNS profile. If the profile is associated to an interface group, an interface, or
a WLAN, an error appears.

service Configures an mDNS service.
add Adds an mDNS service to an mDNS profile.
delete Deletes an mDNS service from an mDNS profile.

service -name Name of the mDNS service.

profile name  Name of the mDNS profile. You can create a maximum of 16 profiles.

Command Default By default, the controller has an mDNS profile, default-mdns-profile. You cannot delete this default profile.

Command History Release Modification

7.4 This command was introduced.

After creating a new profile, you must map the profile to an interface group, an interface, or a WLAN. Clients
receive service advertisements only for the services associated with the profile. The controller gives the highest
priority to the profiles associated to interface groups, followed by the interface profiles, and then the WLAN
profiles. Each client is mapped to a profile based on the order of priority.

Usage Guidelines

By default, the controller has an mDNS profile, default-mdns-profile. You cannot delete this default profile.
The following example shows how to add the Apple TV mDNS service to the mDNS profilel.

(Cisco Controller) > config mdns profile create profilel Apple TV

Related Commands  config mdns query interval

config mdns service

config mdns snooping

config interface mdns-profile
config interface group mdns-profile
config wlan mdns

show mdns profile
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show mnds service

clear mdns service-database
debug mdns all

debug mdns error

debug mdns detail

debug mdns message
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config mdns query interval

To configure the query interval for multicast DNS (mDNS) services, use the config mdns query interval
command.

config mdns query interval interval value

Syntax Description  interval value mDNS query interval, in minutes, that you can set. The query interval is the frequency at
which the controller sends periodic queries to all the services defined in the Master Services
database. The range is from 10 to 120.

Command Default The default query interval for an mDNS service is 15 minutes.
Command History Release Modification
7.4 This command was introduced.
Usage Guidelines The controller snoops and learns about the mDNS service advertisements only if the service is available in

the Master Services database. mDNS uses the multicast IP address 224.0.0.251 as the destination address and
5353 as UDP destination port.

The following example shows how to configure the query interval for mDNS services as 20 minutes.

(Cisco Controller) > config mdns query interval 20

Related Commands  config mdns profile

config mdns service

config mdns snooping

config interface mdns-profile
config interface group mdns-profile
config wlan mdns

show mdns profile

show mnds service

clear mdns service-database
debug mdns all

debug mdns error

debug mdns detail

debug mdns message
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config mdns service .

To configure multicast DNS (mDNS) services in the master services database, use the config mdns service

command.

The following command is valid in Release 7.5 and later releases:

config mdns service { create service name service_string origin { Wireless | Wired | All} Iss {enable

| disable} [query {enable
priority-mac {add
{Wireless | Wired |

disable}] | Iss {enable | disable} {service name | all} |
delete} priority-mac service_name [ap-group ap-group-name] | origin
{service_name | all}}

Syntax Description

| oL2s975-m

create

Adds a new mDNS service to the Master Services database.

service_name

Name of the mDNS service, for example, Air Tunes, iTunes Music Sharing,
FTP, Apple File Sharing Protocol (AFP).

service_string

Unique string associated to an mDNS service, for example,
_airplay. tcp.local. is the service string associated with Apple TV.

delete Deletes an mDNS service from the Master Services database. Before
deleting the service, the controller checks if any profile is using the service.
Note You must delete the service from all profiles before deleting it.

query Configures the query status for the mDNS service.

enable Enables periodic query for an mDNS service by the controller.

disable Disables periodic query for an mDNS service by the controller.

origin Configures the origin of the mDNS service. You can restrict the origin of
the service as wired or wireless.

Wireless Configures the origin of the mDNS service as wireless.

Wired Configures the origin of the mDNS service as wired.

All Configures the origin of the mDNS service as wireless or wired.

Iss Configures Location Specific Services (LSS) for a service or all mDNS
services. LSS is not applicable for registered service providers. The
registered service providers are always included if the querying client
corresponds to the user. You cannot configure LSS on the services
configured as only wired.

all Configures LSS for all mDNS services.

priority-mac

Configures the MAC address of a service provider device. This device gets
a priority even if the service provider database is full.

add

Adds the MAC address of a service provider device for priority.

You can configure up to 50 MAC addresses for a service.
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delete Deletes the MAC address of a service provider device from the priority
list.
priority-mac MAC address of a service provider device that needs priority. The MAC

address must be unique for each service.

ap-group Configures the access point group for wired service providers. These service
providers get priority over others. When a client mNDS query originates
from this AP group, the wired entries with priority MAC addresses and
access point groups are listed first in the aggregated response.

ap-group-name Name of the access point group to which the service provider belongs.

Command Default By default, LSS is disabled, but it is enabled for all the discovered services.

Command History Release Modification

7.4 This command was introduced.

7.5 This command was modified. The origin, Wireless, Wired, All, Iss, priority-mac, add, delete,
ap-group keywords and priority-mac ap-group-name arguments were added.

Usage Guidelines In Release 7.5 and later releases, the maximum number of service providers for different controller models
are as follows:

* Cisco 5500 Series Controller and Cisco 2500 Series Controller—6400
* Cisco Wireless Services Module 2—6400

* Cisco 8500 Series Controller and Cisco 7500 Series Controller—16000
You cannot change the services with the origin set to Wireless to Wired if LSS is enabled for the service.

The following example shows how to add the HTTP mDNS service to the Master Services database,
configure the origin as wireless, and enable LSS for the service:

(Cisco Controller) > config mdns service create http _http._ tcp.local. origin wireless 1ss
enable

The following example shows how to add a priority MAC address of a HTTP service provider device:

(Cisco Controller) >config mdns service priority-mac add 44:03:a7:a3:04:45 http

Related Topics
config wlan mdns, on page 1093
config mdns ap, on page 190
config mdns profile, on page 192
config mdns query interval, on page 194
config mdns snooping , on page 198
clear mdns service-database, on page 35
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debug mdns all, on page 539

debug mdns detail , on page 540

debug mdns error , on page 540

debug mdns message , on page 541

debug mdns ha, on page 542

show mdns ap summary, on page 447

show mdns domain-name-ip summary, on page 449
show mdns profile, on page 451

show mdns service , on page 453
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config mdns snooping

To enable or disable global multicast DNS (mDNS) snooping on the Cisco WLC, use the config mdns
snooping command.

config mdns snooping {enable | disable}

Syntax Description  enable Enables mDNS snooping on the Cisco WLC.

disable Disables mDNS snooping on the Cisco WLC.

Command Default By default, mDNS snooping is enabled on the Cisco WLC.

Command History Release Modification
7.4 This command was introduced.
Usage Guidelines mDNS service discovery provides a way to announce and discover services on the local network. mDNS

perform DNS queries over IP multicast. mDNS supports zero configuration IP networking.
The following example shows how to enable mDNS snooping:

(Cisco Controller) > config mdns snooping enable

Related Commands  config mdns query interval

config mdns service

config mdns profile

config interface mdns-profile
config interface group mdns-profile
config wlan mdns

show mdns profile

show mnds service

clear mdns service-database
debug mdns all

debug mdns error

debug mdns detail

debug mdns message
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config mdns policy enable

To configure the mDNS policy use the config mdns policy enable | disable command.

config mdnspolicyenable | disable

Syntax Description  policy Name of the mDNS policy.

enable Enables the policy for an mDNS service by the controller.

disable Disables the policy for an mDNS service by the controller.

Command Default None

Command History Release Modification
8.0 This command was introduced.

Usage Guidelines This command is valid for 8.0 release onwards.
Example

The following example show how to configure the mDNS policy.

(Cisco Controller) >config mdns
policy enable
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config mdns policy service-group

To create or delete mDNS policy service group use the config mdns policy service-group command.

config mdns policy service-group {create | delete} service-group-name

Syntax Description

Command Default

create Creates the mDNS service group.

delete Deletes the mDNS service group.

service-group-name  Name of the service group.

None

Command History

Release Modification

8.0 This command was introduced.

Example

The following example shows how to delete a mDNS service group.

System Management Commands |

(Cisco Controller) >config mdns policy service-group create <service-group-name>

. Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config mdns policy service-group parameters

To configure the parameters of a service group, use the config mdns policy service-group command.

config mdnspolicyservice-group device-mac add service-group-name mac-addr device name location-type
[AP _LOCATION | AP_NAME |AP_GROUP] device-location [location string |any | same]

Syntax Description device-mac Configures MAC address of a service provider device.
add Adds the service group name of the service provider device.
service-group-name Name of a mDNS service group.
device-name Name of a device to which the service provider belongs.
location type Configures a location type of a service provider device.
[AP_LOCATION | AP_NAME | Name, location, group of the access point.
AP _GROUP]
device-location Configures location of a device to which the service provider
belongs.
[location string |any | same] location string of a device.
Command Default =~ None
Command History Release Modification
8.0 This command was introduced.
Example

The following example shows how to configure a location type of a service provider device.

(Cisco Controller) >config mdns policy service-group location type [AP_LOCATION | AP_NAME
| AP_GROUP]
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config mdns policy service-group user-name

To configure a user role for a mDNS service group, use the config mdns policy service-group user-name

add | delete <service-group-name> <user-role-name>command

config mdnspolicyservice-groupuser-nameadd | deleteservice-group-name user-name

Syntax Description

Command Default

user-name Configures name of a user for mDNS service group.

service-group-name ~ Name of a mDNS service group

user-name Name of the user role for mDNS service group

None

Command History

Release Modification

8.0 This command was introduced.

Example

The following example show how to add user name for a mDNS service group

(Cisco Controller) >config mdns policy service-group user-name add <service-group-name>

<user-role-name>
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config mdns policy service-group user-role

To configure a user role for a mDNS service group, use the config mdns policy service-group user-role add
| delete <service-group-name> <user-role-name>command.

config mdnspolicyservice-groupuser-roleadd | deleteservice-group-name user-role-name

Syntax Description user-role Configures a user role for mDNS service group.

service-group-name ~ Name of a mDNS service group

user-role-name Name of the user role for mDNS service group

Command Default None

Command History Release Modification

8.0 This command was introduced.

Example

The following example show how to add user role details for a mDNS service group

(Cisco Controller) >config mdns policy service-group user-role add <service-group-name>
<user-role-name>
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config memory monitor errors

To enable or disable monitoring for memory errors and leaks, use the config memory monitor errors
command.

config memory monitor errors {enable | disable}

A

Caution The config memory monitor commands can be disruptive to your system and should be run only when you
are advised to do so by the Cisco TAC.

Syntax Description enable Enables the monitoring for memory settings.
disable Disables the monitoring for memory settings.
Command Default Monitoring for memory errors and leaks is disabled by default.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines Be cautious about changing the defaults for the config memory monitor command unless you know what

you are doing, you have detected a problem, or you are collecting troubleshooting information.

The following example shows how to enable monitoring for memory errors and leaks for a controller:

(Cisco Controller) > config memory monitor errors enable

Related Commands  config memory monitor leaks
debug memory

show memory monitor
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0L-28975-01 |



| System Management Commands

config memory monitor leaks .

config memory monitor leaks

A

To configure the controller to perform an auto-leak analysis between two memory thresholds, use the config
memory monitor leaks command.

config memory monitor leaks low_thresh high_thresh

Caution

The config memory monitor commands can be disruptive to your system and should be run only when you
are advised to do so by the Cisco TAC.

Syntax Description

Command Default

low_thresh Value below which free memory cannot fall without
crashing. This value cannot be set lower than 10000
KB.

high_thresh Value below which the controller enters
auto-leak-analysis mode. See the “Usage Guidelines”
section.

The default value for low_thresh is 10000 KB; the default value for high_thresh is 30000 KB.

Command History

Usage Guidelines

N

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

Note

| oL2s975-m

Be cautious about changing the defaults for the config memory monitor command unless you know what
you are doing, you have detected a problem, or you are collecting troubleshooting information.

Use this command if you suspect that a memory leak has occurred.

If the free memory is lower than the low_thresh threshold, the system crashes, generating a crash file. The
default value for this parameter is 10000 KB, and you cannot set it below this value.

Set the high_thresh threshold to the current free memory level or higher so that the system enters
auto-leak-analysis mode. After the free memory reaches a level lower than the specified high_thresh threshold,
the process of tracking and freeing memory allocation begins. As a result, the debug memory events enable
command shows all allocations and frees, and the show memeory monitor detail command starts to detect
any suspected memory leaks.

The following example shows how to set the threshold values for auto-leak-analysis mode to 12000
KB for the low threshold and 35000 KB for the high threshold:

(Cisco Controller) > config memory monitor leaks 12000 35000
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Related Commands  config memory monitor leaks
debug memory

show memory monitor

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config mgmtuser add

To add a local management user to the controller, use the config mgmtuser add command.

config mgmtuser add username password {lobby-admin | read-write | read-only} [description]

Syntax Description username Account username. The username can be up to 24
alphanumeric characters.

password Account password. The password can be up to 24
alphanumeric characters.

read-write Creates a management user with read-write access.

read-only Creates a management user with read-only access.

description (Optional) Description of the account. The description
can be up to 32 alphanumeric characters within double
quotes.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to create a management user account with read-write access.

(Cisco Controller) > config mgmtuser add admin admin read-write “Main account"

Related Commands  show mgmtuser
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config mgmtuser delete

To delete a management user from the controller, use the config mgmtuser delete command.

config mgmtuser delete username

Syntax Description  username Account username. The username can be up to 24
alphanumeric characters.

Command Default The management user is not deleted by default.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to delete a management user account admin from the controller.

(Cisco Controller) > config mgmtuser delete admin

Deleted user admin

Related Commands  show mgmtuser
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config mgmtuser description

To add a description to an existing management user login to the controller, use the config mgmtuser
description command.

config mgmtuser description username description

Syntax Description

Command Default

username Account username. The username can be up to 24
alphanumeric characters.

description Description of the account. The description can be up
to 32 alphanumeric characters within double quotes.

No description is added to the management user.

Command History

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to add a description “primary-user” to the management user
“admin”:

(Cisco Controller) > config mgmtuser description admin "primary-user"

config mgmtuser add
config mgmtuser delete
config mgmtuser password

show mgmtuser
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config mgmtuser password

To configure a management user password, use the config mgmtuser password command.

config mgmtuser password username password

Syntax Description  username Account username. The username can be up to 24
alphanumeric characters.

password Account password. The password can be up to 24
alphanumeric characters.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to change the password of the management user “admin” with
the new password 5rTfm:

(Cisco Controller) > config mgmtuser password admin 5rTfm

Related Commands  show mgmtuser
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config mgmtuser telnet

To enable local management users to use Telnet to connect to the Cisco Wireless LAN Controller, use the
config mgmtuser telnet command.

config mgmtuser telnet user name {enable | disable}

Syntax Description user_name Username of a local management user.

enable Enables a local management user to use Telnet to connect to the Cisco WLC. You can enter
up to 24 alphanumeric characters.

disable Disables a local management user from using Telnet to connect to the Cisco WLC.
Command Default Local management users can use Telnet to connect to the Cisco WLC.
Command History Release Modification
7.5 This command was introduced.
Usage Guidelines You must enable global Telnet to enable this command. Secure Shell (SSH) connection is not affected when

you enable this option.

The following example shows how to enable a local management user to use Telnet to connect to
the Cisco WLC:

(Cisco Controller) > config mgmtuser telnet adminl enable

Related Topics
config mgmtuser add, on page 207
config mgmtuser delete, on page 208
config mgmtuser description, on page 209
config mgmtuser password, on page 210
show mgmtuser, on page 455
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config mobility group member

To add or delete users from the mobility group member list, use the config mobility group member command.

config mobility group member {add MAC-addr IP-addr [group _name] [encrypt{enable | disable]
| [data-dtls mac-addr {enable | disable} | delete MAC-addr | hash IP-addr {key | none} }

Syntax Description  add Adds or changes a mobility group member to the list.
MAC-addr Member switch MAC address.
IP-addr Member switch IP address.
group _name (Optional) Member switch group name (if different

from the default group name).

delete (Optional) Deletes a mobility group member from the
list.
hash Configures the hash key for authorization. You can

configure the hash key only if the member is a virtual
controller in the same domain.

key Hash key of the virtual controller. For example,
a819d479dcfeb3e0974421b6e8335582263d9169

none Clears the previous hash key of the virtual controller.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.
8.0 This command supports both IPv4 and IPv6 address
formats.
8.8.111.0 This command was updated by adding encrypt ,

data-dtls keywords to support IRCM functionality.

The following example shows how to add a mobility group member with an IPv4 address to the list:
(Cisco Controller) >config mobility group member add 11:11:11:11:11:11 209.165.200.225
The following example shows how to configure the hash key of a virtual controller in the same
domain:

(Cisco Controller) >config mobility group member hash 209.165.201.1
a819d479dcfeb3e0974421b6e8335582263d9169
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config netuser add .

To add a guest user on a WLAN or wired guest LAN to the local user database on the controller, use the

config netuser add command.

config netuser add username password {wlanwlan_id | guestlan guestlan_id} userType guest lifetime

lifetime description description

Syntax Description

Command Default

username Guest username. The username can be up to 50
alphanumeric characters.

password User password. The password can be up to 24
alphanumeric characters.

wlan Specifies the wireless LAN identifier to associate with
or zero for any wireless LAN.

wlan_id Wireless LAN identifier assigned to the user. A zero
value associates the user with any wireless LAN.

guestlan Specifies the guest LAN identifier to associate with

or zero for any wireless LAN.

guestlan_id Guest LAN ID.

userType Specifies the user type.

guest Specifies the guest for the guest user.

lifetime Specifies the lifetime.

lifetime Lifetime value (60 to 259200 or 0) in seconds for the
guest user.
Note A value of 0 indicates an unlimited

lifetime.

description Short description of user. The description can be up

to 32 characters enclosed in double-quotes.
None

Command History

Usage Guidelines
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

Local network usernames must be unique because they are stored in the same database.

The following example shows how to add a permanent username Jane to the wireless network for 1

hour:
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. config netuser add

(Cisco Controller) > config netuser add jane able2 1 wlan_id 1 userType permanent

The following example shows how to add a guest username George to the wireless network for 1

hour:

(Cisco Controller) > config netuser add george ablel guestlan 1 3600

Related Commands  Show netuser

config netuser delete
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config netuser delete

To delete an existing user from the local network, use the config netuser delete command.

config netuser delete username

Syntax Description  username Network username. The username can be up to 24
alphanumeric characters.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines Local network usernames must be unique because they are stored in the same database.

The following example shows how to delete an existing username named ablel from the network:

(Cisco Controller) > config netuser delete ablel
Deleted user ablel

Related Commands  show netuser

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
| oL2s975-m



System Management Commands |
. config netuser description

config netuser description

To add a description to an existing net user, use the config netuser description command.

config netuser description username description

Syntax Description  username Network username. The username can contain up to
24 alphanumeric characters.

description (Optional) User description. The description can be
up to 32 alphanumeric characters enclosed in double
quotes.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to add a user description “HQ1 Contact” to an existing network
user named able 1:

(Cisco Controller) > config netuser description ablel “HQl Contact”

Related Commands  show netuser
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config netuser guest-lan-id

To configure a wired guest LAN ID for a network user, use the config netuser guest-lan-id command.

config netuser guest-lan-id username lan_id

Syntax Description username Network username. The username can be 24
alphanumeric characters.

lan_id Wired guest LAN identifier to associate with the user.
A zero value associates the user with any wired LAN.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure a wired LAN ID 2 to associate with the user named
airel:

(Cisco Controller) > config netuser guest- lan-id airel 2

Related Commands  show netuser

show wlan summary
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config netuser guest-role apply

To apply a quality of service (QoS) role to a guest user, use the config netuser guest-role apply command.

config netuser guest-role apply username role_name

Syntax Description username Name of the user.

role _name QoS guest role name.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines If you do not assign a QoS role to a guest user, the Role field in the User Details shows the role as default.

The bandwidth contracts for this user are defined in the QoS profile for the WLAN.

If you want to unassign a QoS role from a guest user, use the config netuser guest-role apply username
default. This user now uses the bandwidth contracts defined in the QoS profile for the WLAN.

The following example shows how to apply a QoS role to a guest user jsmith with the QoS guest
role named Contractor:

(Cisco Controller) > config netuser guest-role apply jsmith Contractor

Related Commands  config netuser guest-role create

config netuser guest-role delete
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config netuser guest-role create

To create a quality of service (QoS) role for a guest user, use the config netuser guest-role create command.

config netuser guest-role create role_name

Syntax Description role name QoS guest role name.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines To delete a QoS role, use the config netuser guest-role delete role-name .

The following example shows how to create a QoS role for the guest user named guestuserl:

(Cisco Controller) > config netuser guest-role create guestuserl

Related Commands  config netuser guest-role delete
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config netuser guest-role delete

To delete a quality of service (QoS) role for a guest user, use the config netuser guest-role delete command.

config netuser guest-role delete role_name

Syntax Description role name Quality of service (QoS) guest role name.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to delete a quality of service (QoS) role for guestuserl:

(Cisco Controller) > config netuser guest-role delete guestuserl

Related Commands  config netuser guest-role create
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config netuser guest-role qos data-rate average-data-rate

To configure the average data rate for TCP traffic on a per user basis, use the config netuser guest-role qos
data-rate average-data-rate command.

config netuser guest-role qos data-rate average-data-rate role name rate

Syntax Description

Command Default

Usage Guidelines

Related Commands
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role_name Quality of service (QoS) guest role name.
rate Rate for TCP traffic on a per user basis.
None

For the role_name parameter in each of these commands, enter a name for the new QoS role. The name
uniquely identifies the role of the QoS user (such as contractor, vendor, and so on.). For the rate parameter,
you can enter a value between 0 and 60,000 Kbps (inclusive). A value of 0 imposes no bandwidth restriction
on the QoS role.

The following example shows how to configure an average rate for the QoS guest named guestuserl:

(Cisco Controller) > config netuser guest-role gos data-rate average-data-rate guestuserl
0

config netuser guest-role create
config netuser guest-role delete

config netuser guest-role qos data-rate burst-data-rate
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config netuser guest-role qos data-rate average-realtime-rate

To configure the average data rate for TCP traffic on a per user basis, use the config netuser guest-role qos
data-rate average-realtime-rate command.

config netuser guest-role qos data-rate average-realtime-rate role_name rate

Syntax Description  jole name Quality of service (QoS) guest role name.

rate Rate for TCP traffic on a per user basis.

Command Default None

Usage Guidelines For the role_name parameter in each of these commands, enter a name for the new QoS role. The name
uniquely identifies the role of the QoS user (such as contractor, vendor, and so on.). For the rate parameter,
you can enter a value between 0 and 60,000 Kbps (inclusive). A value of 0 imposes no bandwidth restriction
on the QoS role.

The following example shows how to configure an average data rate for the QoS guest user named
guestuser] with the rate for TCP traffic of 0 Kbps:

(Cisco Controller) > config netuser guest-role gos data-rate average-realtime-rate guestuserl
0

Related Commands  config netuser guest-role

config netuser guest-role qos data-rate average-data-rate
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config netuser guest-role qos data-rate burst-data-rate

To configure the peak data rate for TCP traffic on a per user basis, use the config netuser guest-role qos
data-rate burst-data-rate command.

config netuser guest-role qos data-rate burst-data-rate role _name rate

Syntax Description

Command Default

role_name Quality of service (QoS) guest role name.
rate Rate for TCP traffic on a per user basis.
None

Command History

Usage Guidelines

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The burst data rate should be greater than or equal to the average data rate. Otherwise, the QoS policy may
block traffic to and from the wireless client.

For the role_name parameter in each of these commands, enter a name for the new QoS role. The name
uniquely identifies the role of the QoS user (such as contractor, vendor, and so on.). For the rate parameter,
you can enter a value between 0 and 60,000 Kbps (inclusive). A value of 0 imposes no bandwidth restriction
on the QoS role.

The following example shows how to configure the peak data rate for the QoS guest named guestuser1
with the rate for TCP traffic of 0 Kbps:

(Cisco Controller) > config netuser guest-role qos data-rate burst-data-rate guestuserl 0

config netuser guest-role create
config netuser guest-role delete

config netuser guest-role qos data-rate average-data-rate
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config netuser guest-role qos data-rate burst-realtime-rate

To configure the burst real-time data rate for UDP traffic on a per user basis, use the config netuser guest-role
qos data-rate burst-realtime-rate command.

config netuser guest-role qos data-rate burst-realtime-rate role name rate

Syntax Description  jole name Quality of service (QoS) guest role name.

rate Rate for TCP traffic on a per user basis.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release eatlier than Release 7.6.
Usage Guidelines The burst real-time rate should be greater than or equal to the average real-time rate. Otherwise, the quality

of service (QoS) policy may block traffic to and from the wireless client.

For the role_name parameter in each of these commands, enter a name for the new QoS role. The name
uniquely identifies the role of the QoS user (such as contractor, vendor, and so on.). For the rate parameter,
you can enter a value between 0 and 60,000 Kbps (inclusive). A value of 0 imposes no bandwidth restriction
on the QoS role.

The following example shows how to configure a burst real-time rate for the QoS guest user named
guestuser] with the rate for TCP traffic of 0 Kbps:

(Cisco Controller) > config netuser guest-role gos data-rate burst-realtime-rate guestuserl
0

Related Commands  config netuser guest-role

config netuser guest-role qos data-rate average-data-rate

config netuser guest-role qos data-rate burst-data-rate
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config netuser lifetime

To configure the lifetime for a guest network user, use the config netuser lifetime command.

config netuser lifetime username time

Syntax Description  username Network username. The username can be up to 50
alphanumeric characters.

time Llifetime between 60 to 31536000 seconds or 0 for
no limit.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure lifetime for a guest network user:

(Cisco Controller) > config netuser lifetime guestuserl 22450

Related Commands  show netuser

show wlan summary
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config netuser maxUserLogin

To configure the maximum number of login sessions allowed for a network user, use the config netuser
maxUserLogin command.

config netuser maxUserLogin count

Syntax Description count Maximum number of login sessions for a single user.
The allowed values are from 0 (unlimited) to 8.

Command Default By default, the maximum number of login sessions for a single user is 0 (unlimited).
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the maximum number of login sessions for a single
user to 8:

(Cisco Controller) > config netuser maxUserLogin 8

Related Commands  Show netuser
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config netuser password

To change a local network user password, use the config netuser password command.

config netuser password username password

Syntax Description  username Network username. The username can be up to 24
alphanumeric characters.

password Network user password. The password can contain
up to 24 alphanumeric characters.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to change the network user password from airel to aire2:

(Cisco Controller) > config netuser password airel aire2

Related Commands  show netuser
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config netuser wlan-id

To configure a wireless LAN ID for a network user, use the config netuser wlan-id command.

config netuser wlan-id username wilan_id

Syntax Description username Network username. The username can be 24
alphanumeric characters.

wlan_id Wireless LAN identifier to associate with the user. A
zero value associates the user with any wireless LAN.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

Examples

The following example shows how to configure a wireless LAN ID 2 to associate with the user named
airel:

(Cisco Controller) > config netuser wlan-id airel 2

Related Commands  show netuser

show wlan summary
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config network 802.3-bridging

To enable or disable 802.3 bridging on a controller, use the config network 802.3-bridging command.

config network 802.3-bridging {enable | disable}

Syntax Description enable Enables the 802.3 bridging.

disable Disables the 802.3 bridging.

Command Default By default, 802.3 bridging on the controller is disabled.

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines In controller software release 5.2, the software-based forwarding architecture for Cisco 2100 Series Controllers

is being replaced with a new forwarding plane architecture. As a result, Cisco 2100 Series Controllers and
the Cisco wireless LAN controller Network Module for Cisco Integrated Services Routers bridge 802.3 packets
by default. Therefore, 802.3 bridging can now be disabled only on Cisco 4400 Series Controllers, the Cisco
WiSM, and the Catalyst 3750G Wireless LAN Controller Switch.

To determine the status of 802.3 bridging, enter the show netuser guest-roles command.

The following example shows how to enable the 802.3 bridging:

(Cisco Controller) > config network 802.3-bridging enable

Related Commands  Show netuser guest-roles

show network
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config network allow-old-bridge-aps

To configure an old bridge access point’s ability to associate with a switch, use the config network
allow-old-bridge-aps command.

config network allow-old-bridge-aps {enable | disable}

Syntax Description enable Enables the switch association.
disable Disables the switch association.
Command Default Switch association is enabled.
Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to configure an old bridge access point to associate with the
switch:

(Cisco Controller) > config network allow-old-bridge-aps enable
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config network ap-discovery

To enable or disable NAT IP in an AP discovery response, use the config network ap-discovery command.

config network ap-discovery nat-ip-only {enable | disable}

Syntax Description

Command Default

enable Enables use of NAT IP only in discovery response.

disable Enables use of both NAT IP and non NAT IP in
discovery response.

The use of NAT IP only in discovery response is enabled.

Command History

Usage Guidelines
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Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

+ If the config interface nat-address management command is set, this command controls which
address(es) are sent in the CAPWAP discovery responses.

« I[fall APs are on the outside of the NAT gateway of the controller, enter the config network ap-discovery
nat-ip-only enable command, and only the management NAT address is sent.

» If the controller has both APs on the outside and the inside of its NAT gateway, enter the config network
ap-discovery nat-ip-only disable command, and both the management NAT address and the management
inside address are sent. Ensure that you have entered the config ap link-latency disable all command
to avoid stranding APs.

« If you disable nat-ip-only, the controller sends all active AP-Manager interfaces with their non-NAT IP
in discovery response to APs.

If you enable nat-ip-only, the controller sends all active AP-Manager interfaces with NAT IP if configured
for the interface, else non-NAT IP.

We recommend that you configure the interface as AP-Manager interface with NAT IP or non-NAT IP
keeping these scenarios in mind because the AP chooses the least loaded AP-Manager interface received
in the discovery response.

The following example shows how to enable NAT IP in an AP discovery response:

(Cisco Controller) > config network ap-discovery nat-ip-only enable
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config network ap-fallback

To configure Cisco lightweight access point fallback, use the config network ap-fallback command.

config network ap-fallback {enable | disable}

Syntax Description enable Enables the Cisco lightweight access point fallback.

disable Disables the Cisco lightweight access point fallback.

Command Default The Cisco lightweight access point fallback is enabled.

Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to enable the Cisco lightweight access point fallback:

(Cisco Controller) > config network ap-fallback enable
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config network ap-priority

To enable or disable the option to prioritize lightweight access points so that after a controller failure they
reauthenticate by priority rather than on a first-come-until-full basis, use the config network ap-priority
command.

config network ap-priority {enable | disable}

Syntax Description

Command Default

enable Enables the lightweight access point priority
reauthentication.

disable Disables the lightweight access point priority
reauthentication.

The lightweight access point priority reauthentication is disabled.

Command History
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Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to enable the lightweight access point priority reauthorization:

(Cisco Controller) > config network ap-priority enable
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config network apple-talk

To configure AppleTalk bridging, use the config network apple-talk command.

config network apple-talk {enable | disable}

Syntax Description enable Enables the AppleTalk bridging.

disable Disables the AppleTalk bridging.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to configure AppleTalk bridging:

(Cisco Controller) > config network apple-talk enable
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config network arptimeout

To set the Address Resolution Protocol (ARP) entry timeout value, use the config network arptimeout
command.

config network arptimeout seconds

Syntax Description seconds Timeout in seconds. The minimum value is 10
seconds. The default value is 300 seconds.

Command Default The default ARP entry timeout value is 300 seconds.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

This example shows how to set the ARP entry timeout value to 240 seconds:

(Cisco Controller) > config network arptimeout 240

Related Commands show network summary
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config network bridging-shared-secret

To configure the bridging shared secret, use the config network bridging-shared-secret command.

config network bridging-shared-secret shared secret

Syntax Description  shared secret Bridging shared secret string. The string can contain
up to 10 bytes.

Command Default The bridging shared secret is enabled by default.

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines This command creates a secret that encrypts backhaul user data for the mesh access points that connect to the
switch.

The zero-touch configuration must be enabled for this command to work.

The following example shows how to configure the bridging shared secret string “shhh1”:

(Cisco Controller) > config network bridging-shared-secret shhhl

Related Commands show network summary
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config network broadcast

To enable or disable broadcast packet forwarding, use the config network broadcast command.

config network broadcast {enable | disable}

Syntax Description enable Enables the broadcast packet forwarding.

disable Disables the broadcast packet forwarding.

Command Default The broadcast packet forwarding is disabled by default.

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines This command allows you to enable or disable broadcasting. You must enable multicast mode before enabling

broadcast forwarding. Use the config network multicast mode command to configure multicast mode on
the controller.

)

Note The default multicast mode is unicast in case of all controllers except for Cisco 2106 Controllers. The broadcast
packets and multicast packets can be independently controlled. If multicast is off and broadcast is on, broadcast
packets still reach the access points, based on the configured multicast mode.

The following example shows how to enable broadcast packet forwarding:

(Cisco Controller) > config network broadcast enable

Related Commands  Show network summary
config network multicast global

config network multicast mode
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config network fast-ssid-change

To enable or disable fast Service Set Identifier (SSID) changing for mobile stations, use the config network
fast-ssid-change command.

config network fast-ssid-change {enable | disable}

Syntax Description  enable Enables the fast SSID changing for mobile stations
disable Disables the fast SSID changing for mobile stations.
Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines When you enable the Fast SSID Change feature, the controller allows clients to move between SSIDs. When

the client sends a new association for a different SSID, the client entry in the controller connection table is
cleared before the client is added to the new SSID.

When you disable the FastSSID Change feature, the controller enforces a delay before clients are allowed to
move to a new SSID.

The following example shows how to enable the fast SSID changing for mobile stations:

(Cisco Controller) > config network fast-ssid-change enable

Related Commands  Show network summary
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config network ip-mac-binding

To validate the source IP address and MAC address binding within client packets, use the config network
ip-mac-binding command.

config network ip-network-binding {enable | disable}

Syntax Description enable Enables the validation of the source IP address to
MAC address binding in clients packets.

disable Disables the validation of the source IP address to
MAC address binding in clients packets.

Command Default The validation of the source IP address to MAC address binding in clients packets is enabled by default.

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines In controller software release 5.2, the controller enforces strict IP address-to-MAC address binding in client

packets. The controller checks the IP address and MAC address in a packet, compares them to the addresses
that are registered with the controller, and forwards the packet only if they both match. In previous releases,
the controller checks only the MAC address of the client and ignores the IP address.

\}

Note  You might want to disable this binding check if you have a routed network behind a workgroup bridge (WGB).

The following example shows how to validate the source IP and MAC address within client packets:

(Cisco Controller) > config network ip-mac-binding enable
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config network master-base

To enable or disable the Cisco wireless LAN controller as an access point default primary, use the config
network master-base command.

config network master-base {enable | disable}

Syntax Description enable Enables the Cisco wireless LAN controller acting as
a Cisco lightweight access point default primary.

disable Disables the Cisco wireless LAN controller acting as
a Cisco lightweight access point default primary.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines This setting is only used upon network installation and should be disabled after the initial network configuration.

Because the primary Cisco wireless LAN controller is normally not used in a deployed network, the primary
Cisco wireless LAN controller setting can be saved from 6.0.199.0 or later releases.

The following example shows how to enable the Cisco wireless LAN controller as a default primary:

(Cisco Controller) > config network master-base enable
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config network mgmt-via-wireless

To enable Cisco wireless LAN controller management from an associated wireless client, use the config
network mgmt-via-wireless command.

config network mgmt-via-wireless {enable | disable}

Syntax Description enable Enables the switch management from a wireless
interface.
disable Disables the switch management from a wireless
interface.
Command Default The switch management from a wireless interface is disabled by default.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines This feature allows wireless clients to manage only the Cisco wireless LAN controller associated with the

client and the associated Cisco lightweight access point. That is, clients cannot manage another Cisco wireless
LAN controller with which they are not associated.

This example shows how to configure switch management from a wireless interface:

(Cisco Controller) > config network mgmt-via-wireless enable

Related Commands  Show network summary
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config network multicast global

To enable or disable multicasting on the controller, use the config network multicast global command.

config network multicast global {enable | disable}

Syntax Description enable Enables the multicast global support.
disable Disables the multicast global support.
Command Default Multicasting on the controller is disabled by default.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines The config network broadcast {enable | disable} command allows you to enable or disable broadcasting

without enabling or disabling multicasting as well. This command uses the multicast mode configured on the
controller (by using the config network multicast mode command) to operate.

The following example shows how to enable the global multicast support:

(Cisco Controller) > config network multicast global enable

Related Commands  Show network summary
config network broadcast

config network multicast mode
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config network multicast igmp query interval

To configure the IGMP query interval, use the config network multicast igmp query interval command.

config network multicast igmp query interval value

Syntax Description value Frequency at which controller sends IGMP query
messages. The range is from 15 to 2400 seconds.

Command Default The default IGMP query interval is 20 seconds.

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines To configure IGMP query interval, ensure that you do the following:

* Enable the global multicast by entering the config network multicast global enable command.

* Enable IGMP snooping by entering the config network multicast igmp snooping enable command.

The following example shows how to configure the IGMP query interval at 20 seconds:

(Cisco Controller) > config network multicast igmp query interval 20

Related Commands  config network multicast global
config network multicast igmp snooping

config network multicast igmp timeout
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config network multicast igmp snooping

To enable or disable IGMP snooping, use the config network multicast igmp snooping command.

config network multicast igmp snooping {enable | disable}

Syntax Description

Command Default

enable Enables IGMP snooping.
disable Disables IGMP snooping.
None

Command History

Related Commands

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable internet IGMP snooping settings:

(Cisco Controller) > config network multicast igmp snooping enable

config network multicast global
config network multicast igmp query interval

config network multicast igmp timeout

. Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config network multicast igmp timeout

To set the IGMP timeout value, use the config network multicast igmp timeout command.

config network multicast igmp timeout value

Syntax Description

Command Default

value Timeout range from 30 to 7200 seconds.

None

Command History

Usage Guidelines

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

You can enter a timeout value between 30 and 7200 seconds. The controller sends three queries in one timeout
value at an interval of timeout/3 to see if any clients exist for a particular multicast group. If the controller
does not receive a response through an IGMP report from the client, the controller times out the client entry
from the MGID table. When no clients are left for a particular multicast group, the controller waits for the
IGMP timeout value to expire and then deletes the MGID entry from the controller. The controller always
generates a general IGMP query (to destination address 224.0.0.1) and sends it on all WLANSs with an MGID
value of 1.

The following example shows how to configure the timeout value 50 for IGMP network settings:

(Cisco Controller) > config network multicast igmp timeout 50

config network multicast global
config network igmp snooping

config network multicast igmp query interval
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config network multicast I2mcast

To configure the Layer 2 multicast on an interface or all interfaces, use the config network multicast 12mcast
command.

config network multicast I2mcast {enable| disable {all | interface-name}

Syntax Description enable Enables Layer 2 multicast.
disable Disables Layer 2 multicast.
all Applies to all interfaces.
interface-name Interface name for which the Layer 2 multicast is to
enabled or disabled.
Command Default ~ None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable Layer 2 multicast for all interfaces:

(Cisco Controller) > config network multicast l2mcast enable all

Related Commands  config network multicast global
config network multicast igmp snooping
config network multicast igmp query interval

config network multicast mld
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config network multicast mid

To configure the Multicast Listener Discovery (MLD) parameters, use the config network multicast mld
command.

config network multicast mld { query interval interval-value | snooping {enable | disable} |
timeout timeout-value}

Syntax Description query interval Configures query interval to send MLD query

messages.

interval-value Query interval in seconds. The range is from 15 to
2400 seconds.

snooping Configures MLD snooping.

enable Enables MLD snooping.

disable Disables MLD snooping.

timeout Configures MLD timeout.

timeout-value Timeout value in seconds. The range is from 30

seconds to 7200 seconds.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to set a query interval of 20 seconds for MLD query messages:

(Cisco Controller) > config network multicast mld query interval 20

Related Commands  config network multicast global
config network multicast igmp snooping
config network multicast igmp query interval

config network multicast I2mcast
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config network multicast mode multicast

To configure the controller to use the multicast method to send broadcast or multicast packets to an access
point, use the config network multicast mode multicast command.

config network multicast mode multicast

Syntax Description ~ This command has no arguments or keywords.

Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the multicast mode to send a single copy of data to
multiple receivers:

(Cisco Controller) > config network multicast mode multicast

Related Commands  config network multicast global
config network broadcast

config network multicast mode unicast

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
0L-28975-01 |



| System Management Commands
config network multicast mode unicast .

config network multicast mode unicast

To configure the controller to use the unicast method to send broadcast or multicast packets to an access point,
use the config network multicast mode unicast command.

config network multicast mode unicast

Syntax Description ~ This command has no arguments or keywords.

Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the controller to use the unicast mode:

(Cisco Controller) > config network multicast mode unicast

Related Commands  config network multicast global
config network broadcast

config network multicast mode multicast
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config network oeap-600 dual-rlan-ports

To configure the Ethernet port 3 of Cisco OfficeExtend 600 Series access points to operate as a remote LAN
port in addition to port 4, use the config network oeap-600 dual-rlan-ports command.

config network oeap-600 dual-rlan-ports {enable | disable}

Syntax Description enable Enables Ethernet port 3 of Cisco OfficeExtend 600
Series access points to operate as a remote LAN port
in addition to port 4.

disable Resets the Ethernet port 3 Cisco OfficeExtend 600
Series access points to function as a local LAN port.

Command Default The Ethernet port 3 Cisco 600 Series OEAP is reset.

Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to enable the Ethernet port 3 of Cisco OfficeExtend 600 Series
access points to operate as a remote LAN port:

(Cisco Controller) > config network oeap-600 dual-rlan-ports enable
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config network oeap-600 local-network

To configure access to the local network for the Cisco 600 Series OfficeExtend access points, use the config
network oeap-600 local-network command.

config network oeap-600 local-network {enable | disable}

Syntax Description enable Enables access to the local network for the Cisco 600
Series OfficeExtend access points.

disable Disables access to the local network for the Cisco 600
Series OfficeExtend access points.

Command Default Access to the local network for the Cisco 600 Series OEAPs is disabled.

Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to enable access to the local network for the Cisco 600 Series
OfficeExtend access points:

(Cisco Controller) > config network oeap-600 local-network enable

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config network otap-mode

To enable or disable over-the-air provisioning (OTAP) of Cisco lightweight access points, use the config
network otap-mode command.

config network otap-mode {enable | disable}

Syntax Description enable Enables the OTAP provisioning.

disable Disables the OTAP provisioning.

Command Default The OTAP provisioning is enabled.

Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to disable the OTAP provisioning:

(Cisco Controller) >config network otap-mode disable

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
0L-28975-01 |



| System Management Commands
config network rf-network-name .

config network rf-network-name

To set the RF-Network name, use the config network rf-network-name command.

config network rf-network-name name

Syntax Description name RF-Network name. The name can contain up to 19
characters.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to set the RF-network name to travelers:

(Cisco Controller) > config network rf-network-name travelers

Related Commands  Show network summary

Related Topics
debug airewave-director, on page 1646
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config network secureweb

To change the state of the secure web (https is http and SSL) interface for management users, use the config
network secureweb command.

config network secureweb {enable | disable}

Syntax Description enable Enables the secure web interface for management
users.
disable Disables the secure web interface for management
users.
Command Default The secure web interface for management users is enabled by default.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines This command allows management users to access the controller GUI using an http://ip-address. Web mode

is not a secure connection.
The following example shows how to enable the secure web interface settings for management users:

(Cisco Controller) > config network secureweb enable
You must reboot for the change to take effect.

Related Commands  config network secureweb cipher-option

show network summary

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
0L-28975-01 |



| System Management Commands

config network secureweb cipher-option .

config network secureweb cipher-option

To enable or disable secure web mode with increased security, or to enable or disable Secure Sockets Layer
(SSL v2) for web administration and web authentication, use the config network secureweb cipher-option
command.

config network secureweb cipher-option {high | sslv2 | rc4-preference} {enable | disable}

Syntax Description

Command Default

high Configures whether or not 128-bit ciphers are required
for web administration and web authentication.

sslv2 Configures SSLv2 for both web administration and
web authentication.

rc4-preference Configures preference for RC4-SHA (Rivest Cipher
4-Secure Hash Algorithm) cipher suites (over CBC
cipher suites) for web authentication and web

administration.
enable Enables the secure web interface.
disable Disables the secure web interface.

The default is disable for secure web mode with increased security and enable for SSL v2.

Command History

Usage Guidelines

)

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

Note
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The config network secureweb cipher-option command allows users to access the controller GUI using an
http://ip-address but only from browsers that support 128-bit (or larger) ciphers.

When cipher-option sslv2 is disabled, users cannot connect using a browser configured with SSLv2 only.
They must use a browser that is configured to use a more secure protocol such as SSLv3 or later.

In RC4-SHA based cipher suites, RC4 is used for encryption and SHA is used for message authentication.

The following example shows how to enable secure web mode with increased security:
(Cisco Controller) > config network secureweb cipher-option

The following example shows how to disable SSL v2:

(Cisco Controller) > config network secureweb cipher-option sslv2 disable
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Related Commands  config network secureweb

show network summary
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config network ssh

To allow or disallow new Secure Shell (SSH) sessions, use the config network ssh command.

config network ssh {enable | disable}

Syntax Description enable Allows the new SSH sessions.
disable Disallows the new SSH sessions.
Command Default The default value for the new SSH session is disable.

The following example shows how to enable the new SSH session:

(Cisco Controller) > config network ssh enable

Related Commands  Show network summary
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config network telnet

To allow or disallow new Telnet sessions, use the config network telnet command.

config network telnet {enable | disable}

Syntax Description enable Allows new Telnet sessions.
disable Disallows new Telnet sessions.
Command Default By default, the new Telnet session is disallowed and the value is disable.
Usage Guidelines Telnet is not supported on Cisco Aironet 1830 and 1850 Series Access Points.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the new Telnet sessions:

(Cisco Controller) > config network telnet enable

Related Commands  config ap telnet

show network summary
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config network usertimeout

To change the timeout for idle client sessions, use the config network usertimeout command.

config network usertimeout seconds

Syntax Description seconds Timeout duration in seconds. The minimum value is
90 seconds. The default value is 300 seconds.

Command Default The default timeout value for idle client session is 300 seconds.

Usage Guidelines Use this command to set the idle client session duration on the Cisco wireless LAN controller. The minimum
duration is 90 seconds.

The following example shows how to configure the idle session timeout to 1200 seconds:

(Cisco Controller) > config network usertimeout 1200

Related Commands  Show network summary
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config network web-auth captive-bypass

To configure the controller to support bypass of captive portals at the network level, use the config network
web-auth captive-bypass command.

config network web-auth captive-bypass {enable | disable}

Syntax Description  enable Allows the controller to support bypass of captive
portals.
disable Disallows the controller to support bypass of captive
portals.

Command Default None

The following example shows how to configure the controller to support bypass of captive portals:

(Cisco Controller) > config network web-auth captive-bypass enable

Related Commands  Show network summary

config network web-auth cmcc-support
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config network web-auth cmcc-support

To configure eWalk on the controller, use the config network web-auth emcc-support command.

config network web-auth cmcc-support {enable | disable}

Syntax Description enable Enables eWalk on the controller.

disable Disables eWalk on the controller.

Command Default None

The following example shows how to enable eWalk on the controller:

(Cisco Controller) > config network web-auth cmcc-support enable

Related Commands  Show network summary

config network web-auth captive-bypass
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config network web-auth port

To configure an additional port to be redirected for web authentication at the network level, use the config
network web-auth port command.

config network web-auth port port

Syntax Description  port Port number. The valid range is from 0 to 65535.
Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to configure an additional port number 1200 to be redirected for
web authentication:

(Cisco Controller) > config network web-auth port 1200

Related Commands  Show network summary
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config network web-auth proxy-redirect

To configure proxy redirect support for web authentication clients, use the config network web-auth
proxy-redirect command.

config network web-auth proxy-redirect {enable | disable}

Syntax Description  enable Allows proxy redirect support for web authentication
clients.
disable Disallows proxy redirect support for web

authentication clients.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to enable proxy redirect support for web authentication clients:

(Cisco Controller) > config network web-auth proxy-redirect enable

Related cOmma“ds show network summary
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config network web-auth secureweb

To configure the secure web (https) authentication for clients, use the config network web-auth secureweb
command.

config network web-auth secureweb {enable | disable}

Syntax Description enable Allows secure web (https) authentication for clients.

disable Disallows secure web (https) authentication for clients.
Enables http web authentication for clients.

Command Default The default secure web (https) authentication for clients is enabled.
Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.
Usage Guidelines If you configure the secure web (https) authentication for clients using the config network web-auth secureweb

disable command, then you must reboot the Cisco WLC to implement the change.
The following example shows how to enable the secure web (https) authentication for clients:

(Cisco Controller) > config network web-auth secureweb enable

Related Commands  Show network summary
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config network web-auth https-redirect

To configure https redirect support for web authentication clients, use the config network web-auth
https-redirect command.

config network web-auth https-redirect {enable | disable}

Syntax Description enable Enables the secure redirection(https) for
web-authentication clients.

disable Disables the secure redirection(https) for
web-authentication clients.

Command Default This command is by default disabled.

Command History Release Modification

8.0 This command was introduced in Release 8.0

The following example shows how to enable proxy redirect support for web authentication clients:

(Cisco Controller) > config network web-auth https-redirect enable

Related cOmma“ds show network summary
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config network webmode

To enable or disable the web mode, use the config network webmode command.

config network webmode {enable | disable}

Syntax Description enable Enables the web interface.
disable Disables the web interface.
Command Default The default value for the web mode is enable.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to disable the web interface mode:

(Cisco Controller) > config network webmode disable

Related Commands  Show network summary
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config network web-auth

To configure the network-level web authentication options, use the config network web-auth command.

config network web-auth {port port-number} | {proxy-redirect {enable | disable} }
Syntax Description port Configures additional ports for web authentication
redirection.
port-number Port number (between 0 and 65535).
proxy-redirect Configures proxy redirect support for web

authentication clients.

enable Enables proxy redirect support for web authentication
clients.
Note Web-auth proxy redirection will be enabled
for ports 80, 8080, and 3128, along with
user defined port 345.
disable Disables proxy redirect support for web authentication
clients.
Command Default The default network-level web authentication value is disabled.
Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.
Usage Guidelines You must reset the system for the configuration to take effect.

The following example shows how to enable proxy redirect support for web authentication clients:

(Cisco Controller) > config network web-auth proxy-redirect enable

Related Commands  Show network summary
show run-config

config qos protocol-type
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config network zero-config

To configure bridge access point ZeroConfig support, use the config network zero-config command.

config network zero-config {enable | disable}

Syntax Description enable Enables the bridge access point ZeroConfig support.
disable Disables the bridge access point ZeroConfig support.
Command Default The bridge access point ZeroConfig support is enabled.
Command History Release Modification
7.6 This command was introduced in a release earlier than
Release 7.6.

The following example shows how to enable the bridge access point ZeroConfig support:

(Cisco Controller) >config network zero-config enable
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config nmsp notify-interval measurement

To modify the Network Mobility Services Protocol (NMSP) notification interval value on the controller to
address latency in the network, use the config nmsp notify-interval measurement command.

config nmsp notify-interval measurement {client | rfid | rogue} interval

Syntax Description client Modifies the interval for clients.

rfid Modifies the interval for active radio frequency
identification (RFID) tags.

rogue Modifies the interval for rogue access points and rogue
clients.
interval Time interval. The range is from 1 to 30 seconds.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines The TCP port (16113) that the controller and location appliance communicate over must be open (not blocked)

on any firewall that exists between the controller and the location appliance for NMSP to function.

The following example shows how to modify the NMSP notification interval for the active RFID
tags to 25 seconds:

(Cisco Controller) > config nmsp notify-interval measurement rfid 25

Related Commands  clear locp statistics

clear nmsp statistics
show nmsp notify-interval summary
show nmsp statistics

show nmsp status
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config paging
To enable or disable scrolling of the page, use the config paging command.

config paging {enable | disable}

Syntax Description enable Enables the scrolling of the page.

disable Disables the scrolling of the page.

Command Default By default, scrolling of the page is enabled.

Usage Guidelines Commands that produce a huge number of lines of output with the scrolling of the page disabled might result
in the termination of SSH/Telnet connection or user session on the console.

The following example shows how to enable scrolling of the page:

(Cisco Controller) > config paging enable

Related Commands  show run-config
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config passwd-cleartext

To enable or disable temporary display of passwords in plain text, use the config passwd-cleartext command.

config passwd-cleartext {enable | disable}

Syntax Description

Command Default

enable Enables the display of passwords in plain text.

disable Disables the display of passwords in plain text.

By default, temporary display of passwords in plain text is disabled.

Command History

Usage Guidelines

Related Commands
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

This command must be enabled if you want to see user-assigned passwords displayed in clear text when using
the show run-config command.

To execute this command, you must enter an admin password. This command is valid only for this particular
session. It is not saved following a reboot.

The following example shows how to enable display of passwords in plain text:

(Cisco Controller) > config passwd-cleartext enable
The way you see your passwds will be changed

You are being warned.

Enter admin password:

show run-config
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config prompt

To change the CLI system prompt, use the config prompt command.

config prompt prompt
Syntax Description  prompt New CLI system prompt enclosed in double quotes.
The prompt can be up to 31 alphanumeric characters
and is case sensitive.
Command Default The system prompt is configured using the startup wizard.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines Because the system prompt is a user-defined variable, it is omitted from the rest of this documentation.

The following example shows how to change the CLI system prompt to Cisco 4400:

(Cisco Controller) > config prompt “Cisco 4400”
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config qos average-data-rate

To define the average data rate in Kbps for TCP traffic per user or per service set identifier (SSID), use the
config qos average-data-rate command.

config qos average-data-rate {bronze | silver | gold | platinum} {per-ssid | per-client}
{downstream | upstream} rate

Syntax Description  bronze Specifies the average data rate for the queue bronze.
silver Specifies the average data rate for the queue silver.
gold Specifies the average data rate for the queue gold.
platinum Specifies the average data rate for the queue platinum.
per-ssid Configures the rate limit for an SSID per radio. The

combined traffic of all clients will not exceed this
limit.
per-client Configures the rate limit for each client associated

with the SSID.

downstream Configures the rate limit for downstream traffic.
upstream Configures the rate limit for upstream traffic.
rate Average data rate for TCP traffic per user. A value

between 0 and 51,2000 Kbps (inclusive). A value of
0 imposes no bandwidth restriction on the QoS profile.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the average data rate 0 Kbps for the queue gold per
SSID:

(Cisco Controller) > config gos average-data-rate gold per ssid downstream 0

Related Commands  config qos burst-data-rate

config qos average-realtime-rate
config qos burst-realtime-rate

config wlan override-rate-limit
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config qos average-realtime-rate

To define the average real-time data rate in Kbps for UDP traffic per user or per service set identifier (SSID),
use the config qos average-realtime-rate command.

config qos average-realtime-rate {bronze | silver | gold | platinum} {per-ssid | per-client}
{downstream | upstream} rate

Syntax Description  bronze Specifies the average real-time data rate for the queue

bronze.

silver Specifies the average real-time data rate for the queue
silver.

gold Specifies the average real-time data rate for the queue
gold.

platinum Specifies the average real-time data rate for the queue
platinum.

per-ssid Configures the rate limit for an SSID per radio. The
combined traffic of all clients will not exceed this
limit.

per-client Configures the rate limit for each client associated
with the SSID.

downstream Configures the rate limit for downstream traffic.

upstream Configures the rate limit for upstream traffic.

rate Average real-time data rate for UDP traffic per user.

A value between 0 and 51,2000 Kbps (inclusive). A
value of 0 imposes no bandwidth restriction on the

QoS profile.
Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the average real-time actual rate for queue gold:

(Cisco Controller) > config gos average-realtime-rate gold per ssid downstream 10

Related Commands  config qos average-data-rate

config qos burst-data-rate
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config qos burst-realtime-rate

config wlan override-rate-limit
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config gos burst-data-rate

To define the peak data rate in Kbps for TCP traffic per user or per service set identifier (SSID), use the config
qos burst-data-rate command.

config qos burst-data-rate {bronze | silver | gold | platinum} {per-ssid | per-client}
{downstream | upstream} rate

Syntax Description  bronze Specifies the peak data rate for the queue bronze.
silver Specifies the peak data rate for the queue silver.
gold Specifies the peak data rate for the queue gold.
platinum Specifies the peak data rate for the queue platinum.
per-ssid Configures the rate limit for an SSID per radio. The
combined traffic of all clients will not exceed this
limit.

per-client Configures the rate limit for each client associated
with the SSID.

downstream Configures the rate limit for downstream traffic.

upstream Configures the rate limit for upstream traffic.

rate Peak data rate for TCP traffic per user. A value

between 0 and 51,2000 Kbps (inclusive). A value of
0 imposes no bandwidth restriction on the QoS profile.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the peak rate 30000 Kbps for the queue gold:

(Cisco Controller) > config gos burst-data-rate gold per ssid downstream 30000

Related COmmands Conﬁg qos aVerage'data-rate

config qos average-realtime-rate
config qos burst-realtime-rate

config wlan override-rate-limit
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config qos burst-realtime-rate

To define the burst real-time data rate in Kbps for UDP traffic per user or per service set identifier (SSID),
use the config qos burst-realtime-rate command.

config qos burst-realtime-rate {bronze | silver | gold | platinum} { per-ssid | per-client }
{ downstream | upstream } rate

Syntax Description  bronze Specifies the burst real-time data rate for the queue

bronze.

silver Specifies the burst real-time data rate for the queue
silver.

gold Specifies the burst real-time data rate for the queue
gold.

platinum Specifies the burst real-time data rate for the queue
platinum.

per-ssid Configures the rate limit for an SSID per radio. The
combined traffic of all clients will not exceed this
limit.

per-client Configures the rate limit for each client associated
with the SSID.

downstream Configures the rate limit for downstream traffic.

upstream Configures the rate limit for upstream traffic.

rate Burst real-time data rate for UDP traffic per user. A

value between 0 and 51,2000 Kbps (inclusive). A
value of 0 imposes no bandwidth restriction on the

QoS profile.
Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the burst real-time actual rate 2000 Kbps for the
queue gold:

(Cisco Controller) > config gos burst-realtime-rate gold per ssid downstream 2000

Related Commands  config qos average-data-rate

config qos burst-data-rate
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config qos average-realtime-rate

config wlan override-rate-limit

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
0L-28975-01 |



| System Management Commands
config qos description .

config qos description

To change the profile description, use the config qos description command.

config qos description {bronze | silver | gold | platinum} description

Syntax Description bronze Specifies the QoS profile description for the queue

bronze.

silver Specifies the QoS profile description for the queue
silver.

gold Specifies the QoS profile description for the queue
gold.

platinum Specifies the QoS profile description for the queue
platinum.

description QoS profile description.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the QoS profile description “description” for the
queue gold:

(Cisco Controller) > config gos description gold abc

Related Commands  Show qos average-data-rate
config qos burst-data-rate
config qos average-realtime-rate
config qos burst-realtime-rate

config qos max-rf-usage
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config gos max-rf-usage

To specify the maximum percentage of RF usage per access point, use the config qos max-rf-usage command.

config qos max-rf-usage {bronze | silver | gold | platinum} usage percentage

Syntax Description bronze Specifies the maximum percentage of RF usage for
the queue bronze.

silver Specifies the maximum percentage of RF usage for
the queue silver.

gold Specifies the maximum percentage of RF usage for
the queue gold.
platinum Specifies the maximum percentage of RF usage for

the queue platinum.

usage-percentage Maximum percentage of RF usage.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to specify the maximum percentage of RF usage for the queue
gold:

(Cisco Controller) > config gos max-rf-usage gold 20

Related Commands  show qos description

config qos average-data-rate
config qos burst-data-rate
config qos average-realtime-rate

config qos burst-realtime-rate
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config qos dot1p-tag

To define the maximum value (0 to 7) for the priority tag associated with packets that fall within the profile,
use the config qos dotlp-tag command.

config qos dotlp-tag {bronze | silver | gold | platinum} dotlp tag

Syntax Description bronze Specifies the QoS 802.1p tag for the queue bronze.
silver Specifies the QoS 802.1p tag for the queue silver.
gold Specifies the QoS 802.1p tag for the queue gold.
platinum Specifies the QoS 802.1p tag for the queue platinum.
dotlp tag Dotlp tag value between 1 and 7.

Command Default ~ None

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the a QoS 802.1p tag for the queue gold with the
dotlp tag value of 5:

(Cisco Controller) > config gos dotlp-tag gold 5

Related Commands show qos queue_length all

config qos protocol-type
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config qos priority

To define the maximum and default QoS levels for unicast and multicast traffic when you assign a QoS profile
to a WLAN, use the config qos priority command.

config qos priority {bronze | silver | gold | platinum} {maximum-priority |
default-unicast-priority | default-multicast-priority}

Syntax Description  bronze Specifies a Bronze profile of the WLAN.
silver Specifies a Silver profile of the WLAN.
gold Specifies a Gold profile of the WLAN.
platinum Specifies a Platinum profile of the WLAN.
maximum-priority Maximum QoS priority as one of the following:

* besteffort
* background
« video

* voice

default-unicast-priority Default unicast priority as one of the following:

* besteffort
* background
* video

* voice

default-multicast-priority Default multicast priority as one of the following:

* besteffort

* background

* video
* voice
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines The maximum priority level should not be lower than the default unicast and multicast priority levels.
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The following example shows how to configure the QoS priority for a gold profile of the WLAN
with voice as the maximum priority, video as the default unicast priority, and besteffort as the default
multicast priority.

(Cisco Controller) > config gos priority gold voice video besteffort

Related Commands  config qos protocol-type
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config qos protocol-type

To define the maximum value (0 to 7) for the priority tag associated with packets that fall within the profile,
use the config qos protocol-type command.

config qos protocol-type {bronze | silver | gold | platinum} {none | dotip}

Syntax Description bronze Specifies the QoS 802.1p tag for the queue bronze.
silver Specifies the QoS 802.1p tag for the queue silver.
gold Specifies the QoS 802.1p tag for the queue gold.
platinum Specifies the QoS 802.1p tag for the queue platinum.
none Specifies when no specific protocol is assigned.
dotlp Specifies when dotlp type protocol is assigned.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the QoS protocol type silver:

(Cisco Controller) > config gos protocol-type silver dotlp

Related Commands show qos queue_length all

config qos dotlp-tag
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config qos queue_length

To specify the maximum number of packets that access points keep in their queues, use the config qos
queue_length command.

config qos queue_length {bronze | silver | gold | platinum} queue length

Syntax Description bronze Specifies the QoS length for the queue bronze.
silver Specifies the QoS length for the queue silver.
gold Specifies the QoS length for the queue gold.
platinum Specifies the QoS length for the queue platinum.
queue_length Maximum queue length values (10 to 255).

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the QoS length for the queue “gold” with the
maximum queue length value as 12:

(Cisco Controller) > config gos queue_length gold 12

Related Commands  show qos
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config rfid auto-timeout

To configure an automatic timeout of radio frequency identification (RFID) tags, use the config rfid
auto-timeout command.

config rfid auto-timeout {enable | disable}

Syntax Description enable Enables an automatic timeout.
disable Disables an automatic timeout.
Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable an automatic timeout of RFID tags:

(Cisco Controller) > config rfid auto-timeout enable

Related Commands  show rfid summary

config rfid status

config rfid timeout
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config rfid status

To configure radio frequency identification (RFID) tag data tracking, use the config rfid status command.

config rfid status {enable | disable}

Syntax Description enable Enables RFID tag tracking.

disable Enables RFID tag tracking.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure RFID tag tracking settings:

(Cisco Controller) > config rfid status enable

Related Commands  show rfid summary

config rfid auto-timeout

config rfid timeout

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config rfid timeout

To configure a static radio frequency identification (RFID) tag data timeout, use the config rfid timeout
command.

config rfid timeout seconds

Syntax Description seconds Timeout in seconds (from 60 to 7200).

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure a static RFID tag data timeout of 60 seconds:

(Cisco Controller) > config rfid timeout 60

Related Commands  show rfid summary

config rfid statistics

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config service timestamps

To enable or disable time stamps in message logs, use the config service timestamps command.

config service timestamps {debug | log} {datetime | disable}

Syntax Description debug Configures time stamps in debug messages.
log Configures time stamps in log messages.
datetime Specifies to time-stamp message logs with the

standard date and time.

disable Specifies to prevent message logs being time-stamped.
Command Default By default, the time stamps in message logs are disabled.
Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure time-stamp message logs with the standard date and
time:

(Cisco Controller) > config service timestamps log datetime
The following example shows how to prevent message logs being time-stamped:

(Cisco Controller) > config service timestamps debug disable

Related Commands  show logging

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config sessions maxsessions

To configure the number of Telnet CLI sessions allowed by the Cisco wireless LAN controller, use the config

sessions maxsessions command.

config sessions maxsessions session_num

Syntax Description

Command Default

session_num Number of sessions from 0 to 5.

The default number of Telnet CLI sessions allowed by the Cisco WLC is 5.

Command History

Usage Guidelines

Related Commands

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

Up to five sessions are possible while a setting of zero prohibits any Telnet CLI sessions.

The following example shows how to configure the number of allowed CLI sessions to 2:

(Cisco Controller) > config sessions maxsessions 2

show sessions

. Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config sessions timeout

To configure the inactivity timeout for Telnet CLI sessions, use the config sessions timeout command.

config sessions timeout timeout

Syntax Description timeout Timeout of Telnet session in minutes (from 0 to 160).
A value of 0 indicates no timeout.

Command Default The default inactivity timeout for Telnet CLI sessions is 5 minutes.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the inactivity timeout for Telnet sessions to 20
minutes:

(Cisco Controller) > config sessions timeout 20

Related Commands  Show sessions

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config switchconfig boot-break

To enable or disable the breaking into boot prompt by pressing the Esc key at system startup, use the config
switchconfig boot-break command.

config switchconfig boot-break {enable | disable}

Syntax Description  enable Enables the breaking into boot prompt by pressing
the Esc key at system startup.

disable Disables the breaking into boot prompt by pressing
the Esc key at system startup.

Command Default By default, the breaking into boot prompt by pressing the Esc key at system startup is disabled.

Usage Guidelines You must enable the features that are prerequisites for the Federal Information Processing Standard (FIPS)
mode before enabling or disabling the breaking into boot prompt.

The following example shows how to enable the breaking into boot prompt by pressing the Esc key
at system startup:

(Cisco Controller) > config switchconfig boot-break enable

Related Commands ~ Show switchconfig

config switchconfig flowcontrol
config switchconfig mode

config switchconfig secret-obfuscation
config switchconfig fips-prerequisite

config switchconfig strong-pwd

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config switchconfig fips-prerequisite

To enable or disable the features that are prerequisites for the Federal Information Processing Standard (FIPS)
mode, use the config switchconfig fips-prerequisite command.

config switchconfig fips-prerequisite {enable | disable}

Syntax Description enable Enables the features that are prerequisites for the FIPS
mode.
disable Disables the features that are prerequisites for the
FIPS mode.

Command Default By default, the features that are prerequisites for the FIPS mode are disabled.

Usage Guidelines You must configure the FIPS authorization secret before you can enable or disable the FIPS prerequisite
features.

The following example shows how to enable the features that are prerequisites for the FIPS mode:

(Cisco Controller) > config switchconfig fips-prerequisite enable

Related Commands  Show switchconfig

config switchconfig flowcontrol
config switchconfig mode

config switchconfig secret-obfuscation
config switchconfig boot-break

config switchconfig strong-pwd

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config switchconfig strong-pwd

To enable or disable your controller to check the strength of newly created passwords, use the config
switchconfig strong-pwd command.

config switchconfig strong-pwd {case-check | consecutive-check | default-check | username-check
| position-check | case-digit-check | minimum {upper-case | lower-case | digits |
special-chars} no. of characters | min-length | password length | lockout{mgmtuser |
snmpv3user | time | attempts} | lifetime {mgmtuser | snmpv3user} I[ifetime | all-checks}
{enable | disable}

Syntax Description

. Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)

case-check

Checks at least three combinations: lowercase
characters, uppercase characters, digits, or special
characters.

consecutive-check

Checks the occurrence of the same character three
times.

default-check

Checks for default values or use of their variants.

username-check

Checks whether the username is specified or not.

position-check

Checks whether the password has a four-character
change from the old password.

case-digit-check

Checks whether the password has all the four
combinations: lower, upper, digits, or special
characters.

minimum Checks whether the password has a minimum number
of upper case and lower case characters, digits, or
special characters.

upper-case Checks whether the password has a minimum number
of upper case characters.

lower-case Checks whether the password has a minimum number
of lower case characters.

digits Checks whether the password has a minimum number

of digits.

special-chars

Checks whether the password has a minimum number
of special characters.

min-length

Configures the minimum length for the password.

password_length

Minimum length for the password. The range is from
3 to 24 case-sensitive characters.
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Command Default

config switchconfig strong-pwd .

lockout

Configures the lockout feature for a management user
or Simple Network Management Protocol version 3
(SNMPv3) user.

mgmtuser

Locks out a management user when the number of
successive failed attempts exceed the management
user lockout attempts.

snmpv3user

Locks out a SNMPv3 user when the number of
successive failed attempts exceeds the SNMPv3 user
lockout attempts.

time

Configures the time duration after the lockout attempts
when the management user or SNMPv3 user is locked.

attempts

Configures the number of successive incorrect
password attempts after which the management user
or SNMPv3 user is locked.

lifetime

Configures the number of days before the management
user or SNMPv3 user requires a change of password
due to the age of the password.

mgmtuser

Configures the number of days before the management
user requires a change of password due to the
password age.

snmpv3user

Configures the number of days before the SNMPv3
user requires a change of password due to the age of
the password.

lifetime

Number of days before the management user or
SNMPv3 user requir/ifetimees a change of password
due to the age of the password.

all-checks

Checks all the cases.

enable

Enables a strong password check for the access point
and Cisco WLC.

disable

Disables a strong password check for the access point
and Cisco WLC.

None

Command History

| oL2s975-m

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the Strong Password Check feature:

(Cisco Controller)

> config switchconfig strong-pwd case-check enable
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Related Commands  show switchconfig

config switchconfig flowcontrol
config switchconfig mode

config switchconfig secret-obfuscation
config switchconfig fips-prerequisite

config switchconfig boot-break

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config switchconfig flowcontrol

To enable or disable 802.3x flow control, use the config switchconfig flowcontrol command.

config switchconfig flowcontrol {enable | disable}

Syntax Description enable Enables 802.3x flow control.

disable Disables 802.3x flow control.

Command Default By default, 802.3x flow control is disabled.

The following example shows how to enable 802.3x flow control on Cisco wireless LAN controller
parameters:

(Cisco Controller) > config switchconfig flowcontrol enable

Related Commands  show switchconfig

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config switchconfig mode

To configure Lightweight Access Port Protocol (LWAPP) transport mode for Layer 2 or Layer 3, use the
config switchconfig mode command.

config switchconfig mode {L2 | L3}

Syntax Description L2 Specifies Layer 2 as the transport mode.

L3 Specifies Layer 3 as the transport mode.

Command Default The default transport mode is L3.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure LWAPP transport mode to Layer 3:

(Cisco Controller) > config switchconfig mode L3

Related Commands  show switchconfig

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config switchconfig secret-obfuscation

To enable or disable secret obfuscation, use the config switchconfig secret-obfuscation command.

config switchconfig secret-obfuscation {enable | disable}

Syntax Description enable Enables secret obfuscation.
disable Disables secret obfuscation.
Command Default Secrets and user passwords are obfuscated in the exported XML configuration file.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines To keep the secret contents of your configuration file secure, do not disable secret obfuscation. To further

enhance the security of the configuration file, enable configuration file encryption.

The following example shows how to enable secret obfuscation:

(Cisco Controller) > config switchconfig secret-obfuscation enable

Related Commands  show switchconfig

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config sysname

To set the Cisco wireless LAN controller system name, use the config sysname command.

config sysname name

Syntax Description name System name. The name can contain up to 24
alphanumeric characters.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the system named Ent 01:

(Cisco Controller) > config sysname Ent_01

Related Commands  show sysinfo

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config shmp community accessmode

To modify the access mode (read only or read/write) of an SNMP community, use the config snmp community
accessmode command.

config snmp community accessmode {ro | rw} name

Syntax Description ro Specifies a read-only mode.
rw Specifies a read/write mode.
name SNMP community name.

Command Default Two communities are provided by default with the following settings:

SNMP Community Name Client IP Address Client IP Mask Access Mode Status

public 0.0.0.0 0.0.0.0 Read Only Enable

private 0.0.0.0 0.0.0.0 Read/Write Enable
Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure read/write access mode for SNMP community:

(Cisco Controller) > config snmp community accessmode rw private

Related Commands  Show snmp community

config snmp community mode
config snmp community create
config snmp community delete

config snmp community ipaddr

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config shmp community create

To create a new SNMP community, use the config snmp community create command.

config snmp community create name

Syntax Description name SNMP community name of up to 16 characters.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines Use this command to create a new community with the default configuration.

The following example shows how to create a new SNMP community named test:

(Cisco Controller) > config snmp community create test

Related Commands  Show snmp community

config snmp community mode
config snmp community accessmode
config snmp community delete

config snmp community ipaddr

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config shmp community delete

To delete an SNMP community, use the config snmp community delete command.

config snmp community delete name

Syntax Description name SNMP community name.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to delete an SNMP community named test:

(Cisco Controller) > config snmp community delete test

Related Commands  Show snmp community

config snmp community mode
config snmp community accessmode
config snmp community create

config snmp community ipaddr

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config shmp community ipaddr

To configure the IPv4 or IPv6 address of an SNMP community, use the config snmp community ipaddr
command.

config snmp community ipaddr /P addr IPv4 mask/IPv6 Prefix lengthname

Syntax Description [P addr SNMP community IPv4 or IPv6 address.

1Pv4 mask/IPv6 Prefix length SNMP community IP mask (IPv4 mask or IPv6 Prefix
length). The IPv6 prefix length is from 0 to 128.

name SNMP community name.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

8.0 This command supports both IPv4 and IPv6 address formats.

Usage Guidelines * This command is applicable for both IPv4 and IPv6 addresses.

* This command is not applicable for default SNMP community (public, private).

The following example shows how to configure an SNMP community with the IPv4 address
10.10.10.10, IPv4 mask 255.255.255.0, and SNMP community named comaccess:

(Cisco Controller) > config snmp community ipaddr 10.10.10.10 255.255.255.0 comaccess

The following example shows how to configure an SNMP community with the [Pv6 address
2001:9:2:16::1, IPv6 prefix length 64, and SNMP community named comaccess:

(Cisco Controller) > config snmp community ipaddr 2001:9:2:16::1 64 comaccess

Related Topics
show snmpcommunity, on page 478
config snmp community accessmode, on page 301
config snmp community create, on page 302
config snmp community delete, on page 303
config snmp community mode, on page 305

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
0L-28975-01 |



| System Management Commands
config snmp community mode .

config shmp community mode

To enable or disable an SNMP community, use the config snmp community mode command.

config snmp community mode {enable | disable} nrame

Syntax Description enable Enables the community.
disable Disables the community.
name SNMP community name.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the SNMP community named public:

(Cisco Controller) > config snmp community mode disable public

Related Commands  Show snmp community

config snmp community delete
config snmp community accessmode
config snmp community create

config snmp community ipaddr

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config snmp enginelD

To configure the SNMP engine ID, use the config snmp engineID command.

config snmp enginelD {engine id | default}

Syntax Description engine_id Engine ID in hexadecimal characters (a minimum of
10 and a maximum of 24 characters are allowed).

default Restores the default engine ID.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines The SNMP engine ID is a unique string used to identify the device for administration purposes. You do need

to specify an engine ID for the device because a default string is automatically generated using Cisco’s
enterprise number and the MAC address of the first interface on the device.

If you change the engine ID, then a reboot is required for the change to take effect.

Caution If you change the value of the SNMP engine ID, then the password of the user entered on the command
line is converted to an MD5 (Message-Digest algorithm 5) or SHA (Secure Hash Algorithm) security digest.
This digest is based on both the password and the local engine ID. The command line password is then deleted.
Because of this deletion, if the local value of the engine ID changes, the security digests of the SNMP users
will become invalid, and the users will have to be reconfigured.

The following example shows how to configure the SNMP engine ID with the value fffffftfftt:

(Cisco Controller) > config snmp engineID fffffffffff

Related Commands  show snmpenginelD

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config snmp syscontact

To set the SNMP system contact name, use the config snmp syscontact command.

config snmp syscontact contact

Syntax Description contact SNMP system contact name. Valid value can be up
to 255 printable characters.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to set the SMNP system contact named Cisco WLAN
Solution_administrator:

(Cisco Controller) > config snmp syscontact Cisco WLAN Solution_administrator

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
| oL2s975-m



System Management Commands |
. config snmp syslocation

config snmp syslocation

To configure the SNMP system location name, use the config snmp syslocation command.

config snmp syslocation /ocation

Syntax Description location SNMP system location name. Valid value can be up
to 255 printable characters.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the SNMP system location name to Building_2a:

(Cisco Controller) > config snmp syslocation Building 2a

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config shmp trapreceiver create

To configure a server to receive SNMP traps, use the config snmp trapreceiver create command.

config snmp trapreceiver create name IP addr

Syntax Description

Command Default

name SNMP community name. The name contain up to 31
characters.
IP addr Configure the IPv4 or IPv6 address of where to send
SNMP traps.
None

Command History

Usage Guidelines

| oL2s975-m

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

8.0 This command supports both [Pv4 and IPv6 address formats.

The IPv4 or IPv6 address must be valid for the command to add the new server.

The following example shows how to add a new SNMP trap receiver with the SNMP trap receiver
named test and IP address 10.1.1.1:

(Cisco Controller) > config snmp trapreceiver create test 10.1.1.1

The following example shows how to add a new SNMP trap receiver with the SNMP trap receiver
named test and IP address 2001:10:1:1::1:

(Cisco Controller) > config snmp trapreceiver create test 2001:10:1:1::1

Related Topics
show snmptrap, on page 480
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config shmp trapreceiver delete

To delete a server from the trap receiver list, use the config snmp trapreceiver delete command.

config snmp trapreceiver delete name

Syntax Description name SNMP community name. The name can contain up
to 16 characters.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to delete a server named test from the SNMP trap receiver list:

(Cisco Controller) > config snmp trapreceiver delete test

Related Commands  show snmp trap

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config snmp trapreceiver mode

To send or disable sending traps to a selected server, use the config snmp trapreceiver mode command.

config snmp trapreceiver mode {enable | disable} name

Syntax Description enable Enables an SNMP trap receiver.
disable Disables an SNMP trap receiver.
name SNMP community name.

Command Default None

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

Usage Guidelines This command enables or disables the Cisco wireless LAN controller from sending the traps to the selected
server.

The following example shows how to disable an SNMP trap receiver from sending traps to a server
named serverl:

(Cisco Controller) > config snmp trapreceiver mode disable serverl

Related Commands  show snmp trap

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
| oL2s975-m



System Management Commands |
. config snmp v3user create

config shmp v3user create

To create a version 3 SNMP user, use the config snmp v3user create command.

config snmp v3user create username {ro | rw} {none | hmacmdS5 | hmacsha} {none | des
| aesctb128} [auth _key]l [encrypt key]

Syntax Description username Version 3 SNMP username.
ro Specifies a read-only user privilege.
rw Specifies a read-write user privilege.
none Specifies if no authentication is required.
hmacmdS5 Specifies Hashed Message Authentication Coding

Message Digest 5 (HMAC-MDS) for authentication.

hmacsha Specifies Hashed Message Authentication
Coding-Secure Hashing Algorithm (HMAC-SHA)
for authentication.

none Specifies if no encryption is required.

des Specifies to use Cipher Block Chaining-Digital
Encryption Standard (CBC-DES) encryption.

aescfb128 Specifies to use Cipher Feedback Mode-Advanced
Encryption Standard-128 (CFB-AES-128) encryption.

auth_key (Optional) Authentication key for the HMAC-MDS
or HMAC-SHA authentication protocol.

encrypt_key (Optional) Encryption key for the CBC-DES or
CFB-AES-128 encryption protocol.

Command Default SNMP v3 username AccessMode Authentication Encryption

default Read/Write HMAC-SHA CFB-AES
Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to add an SNMP username named test with read-only privileges
and no encryption or authentication:

(Cisco Controller) > config snmp v3user create test ro none none

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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Related Commands  show snmpv3user

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config snmp v3user delete

To delete a version 3 SNMP user, use the config snmp v3user delete command.

config snmp v3user delete username

Syntax Description

Command Default

username Username to delete.

None

Command History

Related Commands

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to remove an SNMP user named test:

(Cisco Controller) > config snmp v3user delete test

show snmp v3user

. Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config shmp version

To enable or disable selected SNMP versions, use the config snmp version command.

config snmp version {vl | v2 | v3} {enable | disable}

Syntax Description vl Specifies an SNMP version to enable or disable.
v2 Specifies an SNMP version to enable or disable.
v3 Specifies an SNMP version to enable or disable.
enable Enables a specified version.
disable Disables a specified version.

Command Default By default, all the SNMP versions are enabled.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable SNMP version v1:

(Cisco Controller) > config snmp version vl enable

Related Commands  show snmpversion

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config time manual

To set the system time, use the config time manual command.

config time manual MM |DD | YYHH:MM:SS

Syntax Description

Command Default

MMIDDI/YY Date.
HH:MM:SS Time.
None

Command History

Related Commands

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to configure the system date to 04/04/2010 and time to 15:29:00:

(Cisco Controller) > config time manual 04/04/2010 15:29:00

show time

. Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config time ntp

To set the Network Time Protocol (NTP), use the config time ntp command.

config time ntp .

config time ntp {auth {enable server-index key-index | disable server-index} | intervalinterval |
key-auth {add key-index mdS {ascii | hex} key} | delete key-index} | server index IP Address}

Syntax Description

Command Default

auth

Configures the NTP authentication.

enable

Enables the NTP authentication.

server-index

NTP server index.

key-index Key index between 1 and 4294967295.
disable Disables the NTP authentication.
interval Configures the NTP version 3 polling interval.
interval NTP polling interval in seconds. The range is from
3600 and 604800 seconds.
key-auth Configures the NTP authentication key.
add Adds an NTP authentication key.
md5S Specifies the authentication protocol.
ascii Specifies the ASCII key type.
hex Specifies the hexadecimal key type.
key Specifies the ASCII key format with a maximum of
16 characters or the hexadecimal key format with a
maximum of 32 digits.
delete Deletes an NTP server.
server Configures the NTP servers.
IP Address NTP server's IP address. Use 0.0.0.0 or :: to delete
entry.
None

Command History

Usage Guidelines
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Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

8.0 This command supports both IPv4 and IPv6 address formats.

* To add the NTP server to the controller, use the config time ntp server index IP Address command.
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* To delete the NTP server (IPv4) from the controller, use the config time ntp server index 0.0.0.0
command.

To delete the NTP server (IPv6) from the controller, use the config time ntp server index .: command.

* To display configured NTP server on the controller, use the show time command.

The following example shows how to configure the NTP polling interval to 7000 seconds:
(Cisco Controller) > config time ntp interval 7000

The following example shows how to enable NTP authentication where the server index is 4 and the
key index is 1:

(Cisco Controller) > config time ntp auth enable 4 1

The following example shows how to add an NTP authentication key of value ff where the key format
is in hexadecimal characters and the key index is 1:

(Cisco Controller) > config time ntp key-auth add 1 md5 hex ff

The following example shows how to add an NTP authentication key of value ff where the key format
is in ASCII characters and the key index is 1:

(Cisco Controller) > config time ntp key-auth add 1 md5 ascii ciscokey

The following example shows how to add NTP servers and display the servers configured to
controllers:

(Cisco Controller) > config time ntp server 1 10.92.125.52

(Cisco Controller) > config time ntp server 2 2001:9:6:40::623
(Cisco Controller) > show time
T

I . e et e e e e e e Fri May 23 12:04:18 2014
Timezone delta. ..ttt it ntnnennenneenennns 0:0
Timezone 1oCation. ...ttt ittt ennennennns (GMT +5:30) Colombo, New Delhi, Chennai,
Kolkata

NTP Servers

NTP Polling Interval........ouiiiiiinnnnnnnn 3600
Index NTP Key Index NTP Server NTP Msg Auth Status
1 1 10.92.125.52 AUTH SUCCESS

2 1 2001:9:6:40::623 AUTH SUCCESS

The following example shows how to delete NTP servers and verify that the servers are deleted
removed from the NTP server list:

(Cisco Controller) > config time ntp server 1 0.0.0.0

(Cisco Controller) > config time ntp server 2

(Cisco Controller) > show time

I e i e et e e et e et e et e et e ettt e e e e Fri May 23 12:04:18 2014
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config time ntp .

Timezone delta. ... ittt it teeteeennennennns 0:0
Timezone 1oCation. i et ii ettt ettt et (GMT +5:30) Colombo, New Delhi, Chennai,
Kolkata

NTP Servers

NTP Polling Interval.....c..eiuieiiinnennennnnn 3600
Index NTP Key Index NTP Server NTP Msg Auth Status
Related Topics

show time, on page 487
show ntp-keys, on page 470
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config time timezone

To configure the system time zone, use the config time timezone command.

config time timezone {enable | disable} delta hours delta_mins

Syntax Description enable Enables daylight saving time.
disable Disables daylight saving time.
delta_hours Local hour difference from the Universal Coordinated
Time (UCT).
delta_mins Local minute difference from UCT.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the daylight saving time:

(Cisco Controller) > config time timezone enable 2 0

Related Commands  show time
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config time timezone location

To set the location of the time zone in order to have daylight saving time set automatically when it occurs,
use the config time timezone location command.

config time timezone location /ocation_index

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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Syntax Description location_index
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config time timezone location .

Number representing the time zone required. The time
zones are as follows:

* (GMT-12:00) International Date Line West
* (GMT-11:00) Samoa

* (GMT-10:00) Hawaii

* (GMT-9:00) Alaska

* (GMT-8:00) Pacific Time (US and Canada)
* (GMT-7:00) Mountain Time (US and Canada)
* (GMT-6:00) Central Time (US and Canada)
* (GMT-5:00) Eastern Time (US and Canada)
* (GMT-4:00) Atlantic Time (Canada)

* (GMT-3:00) Buenos Aires (Argentina)

* (GMT-2:00) Mid-Atlantic

* (GMT-1:00) Azores

* (GMT) London, Lisbon, Dublin, Edinburgh
(default value)

* (GMT +1:00) Amsterdam, Berlin, Rome, Vienna
* (GMT +2:00) Jerusalem

* (GMT +3:00) Baghdad

* (GMT +4:00) Muscat, Abu Dhabi

* (GMT +4:30) Kabul

* (GMT +5:00) Karachi, Islamabad, Tashkent

* (GMT +5:30) Colombo, Kolkata, Mumbai, New
Delhi

* (GMT +5:45) Katmandu

* (GMT +6:00) Almaty, Novosibirsk

* (GMT +6:30) Rangoon

* (GMT +7:00) Saigon, Hanoi, Bangkok, Jakatar
* (GMT +8:00) Hong Kong, Bejing, Chongquing
* (GMT +9:00) Tokyo, Osaka, Sapporo

* (GMT +9:30) Darwin

* (GMT+10:00) Sydney, Melbourne, Canberra

* (GMT+11:00) Magadan, Solomon Is., New
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Caledonia
* (GMT+12:00) Kamchatka, Marshall Is., Fiji
* (GMT+12:00) Auckland (New Zealand)

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to set the location of the time zone in order to set the daylight
saving time to location index 10 automatically:

(Cisco Controller) > config time timezone location 10

Related Commands  show time
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config trapflags 802.11-Security

To enable or disable sending 802.11 security-related traps, use the config trapflags 802.11-Security command.

config trapflags 802.11-Security wepDecryptError {enable | disable}

Syntax Description enable Enables sending 802.11 security-related traps.

disable Disables sending 802.11 security-related traps.

Command Default By default, sending the 802.11 security-related traps is enabled.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to disable the 802.11 security related traps:

(Cisco Controller) > config trapflags 802.11-Security wepDecryptError disable

Related Commands  show trapflags

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
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config trapflags aaa

To enable or disable the sending of AAA server-related traps, use the config trapflags aaa command.

config trapflags aaa {auth | servers} {enable | disable}

Syntax Description auth Enables trap sending when an AAA authentication
failure occurs for management user, net user, or MAC
filter.

servers Enables trap sending when no RADIUS servers are
responding.

enable Enables the sending of AAA server-related traps.

disable Disables the sending of AAA server-related traps.

Command Default By default, the sending of AAA server-related traps is enabled.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the sending of AAA server-related traps:

(Cisco Controller) > config trapflags aaa auth enable

Related Commands  show watchlist
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config trapflags adjchannel-rogueap

To configure trap notifications when a rogue access point is detected at the adjacent channel, use the config
trapflags adjchannel-rogueap command.

config trapflags adjchannel-rogueap {enable | disable}

Syntax Description  enable Enables trap notifications when a rogue access point is detected at the adjacent channel.

disable Disables trap notifications when a rogue access point is detected at the adjacent channel.

Command Default None

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable trap notifications when a rogue access point is detected
at the adjacent channel:

(Cisco Controller) > config trapflags adjchannel-rogueap enable

Related Commands  config trapflags 802.11-Security
config trapflags aaa
config trapflags ap
config trapflags authentication
config trapflags client
config trapflags configsave
config trapflags IPsec
config trapflags linkmode
config trapflags multiusers
config trapflags mesh
config trapflags strong-pwdcheck
config trapflags rfid
config trapflags rogueap
show trapflags
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config trapflags ap

To enable or disable the sending of Cisco lightweight access point traps, use the config trapflags ap command.

config trapflags ap {register | interfaceUp} {enable | disable}

Syntax Description register Enables sending a trap when a Cisco lightweight
access point registers with Cisco switch.

interfaceUp Enables sending a trap when a Cisco lightweight
access point interface (A or B) comes up.

enable Enables sending access point-related traps.

disable Disables sending access point-related traps.

Command Default By default, the sending of Cisco lightweight access point traps is enabled.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to prevent traps from sending access point-related traps:

(Cisco Controller) > config trapflags ap register disable

Related Commands  show trapflags
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config trapflags authentication

To enable or disable sending traps with invalid SNMP access, use the config trapflags authentication
command.

config trapflags authentication {enable | disable}

Syntax Description enable Enables sending traps with invalid SNMP access.

disable Disables sending traps with invalid SNMP access.

Command Default By default, the sending traps with invalid SNMP access is enabled.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to prevent sending traps on invalid SNMP access:

(Cisco Controller) > config trapflags authentication disable

Related Commands  show trapflags
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config trapflags client

To enable or disable the sending of client-related DOT11 traps, use the config trapflags client command.

config trapflags client {802.11-associate 802.11-disassociate | 802.11-deauthenticate | 802.11-authfail
| 802.11-assocfail | authentication | excluded} {enable | disable}

Syntax Description 802.11-associate Enables the sending of Dotl1 association traps to

clients.

802.11-disassociate Enables the sending of Dot11 disassociation traps to
clients.

802.11-deauthenticate Enables the sending of Dotl1 deauthentication traps
to clients.

802.11-authfail Enables the sending of Dot11 authentication fail traps
to clients.

802.11-assocfail Enables the sending of Dot11 association fail traps to
clients.

authentication Enables the sending of authentication success traps
to clients.

excluded Enables the sending of excluded trap to clients.

enable Enables sending of client-related DOT11 traps.

disable Disables sending of client-related DOT11 traps.

Command Default By default, the sending of client-related DOT11 traps is disabled.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the sending of Dot11 disassociation trap to clients:

(Cisco Controller) > config trapflags client 802.l11-disassociate enable

Related Commands  show trapflags
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config trapflags client max-warning-threshold

To configure the threshold value of the number of clients that associate with the controller, after which an
SNMP trap and a syslog message is sent to the controller, use the config trapflags client
max-warning-threshold command.

config trapflags client max-warning-threshold {threshold | enable | disable}

Syntax Description  threshold Configures the threshold percentage value of the number of clients that associate with the
controller, after which an SNMP trap and a syslog message is sent to the controller. The range
is from 80 to 100.

The minimum interval between two warnings is 10 mins You cannot configure this interval.

enable Enables the generation of the traps and syslog messages.

disable Disables the generation of the traps and syslog messages.
Command Default The default threshold value of the number of clients that associate with the controller is 90 %.
Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines This table lists the maximum number of clients for different controllers.

Table 3: Maximum Number of Clients Supported on Different Controllers

Controller Maximum Number of Supported Clients
Cisco 5500 Series Controllers 7000

Cisco 2500 Series Controllers 500

Cisco Wireless Services Module 2 15000

Cisco Flex 7500 Series Controllers 64000

Cisco 8500 Series Controllers 64000

Cisco Virtual Wireless LAN Controllers | 30000

The following example shows how to configure the threshold value of the number of clients that
associate with the controller:

(Cisco Controller) > config trapflags client max-warning-threshold 80

Related Commands  show trapflags

config trapflags client

Cisco Wireless LAN Controller Command Reference, Release 7.5 (DEFERRED RELEASE)
| oL2s975-m



System Management Commands |
. config trapflags configsave

config trapflags configsave

To enable or disable the sending of configuration-saved traps, use the config trapflags configsave command.

config trapflags configsave {enable | disable}

Syntax Description enable Enables sending of configuration-saved traps.
disable Disables the sending of configuration-saved traps.
Command Default By default, the sending of configuration-saved traps is enabled.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the sending of configuration-saved traps:

(Cisco Controller) > config trapflags configsave enable

Related Commands  show trapflags
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config trapflags IPsec

To enable or disable the sending of IPsec traps, use the config trapflags IPsec command.

config trapflags IPsec {esp-auth | esp-reply | invalidSPI | ike-neg | suite-neg | invalid-cookie}
{enable | disable}

Syntax Description

Command Default

esp-auth Enables the sending of IPsec traps when an ESP
authentication failure occurs.

esp-reply Enables the sending of IPsec traps when an ESP replay
failure occurs.

invalidSPI Enables the sending of IPsec traps when an ESP
invalid SPI is detected.

ike-neg Enables the sending of IPsec traps when an IKE
negotiation failure occurs.

suite-neg Enables the sending of IPsec traps when a suite
negotiation failure occurs.

invalid-cookie Enables the sending of IPsec traps when a Isakamp
invalid cookie is detected.

enable Enables sending of IPsec traps.

disable Disables sending of [Psec traps.

By default, the sending of IPsec traps is enabled.

Command History

Related Commands

| oL2s975-m

Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the sending of IPsec traps when ESP authentication
failure occurs:

(Cisco Controller) > config trapflags IPsec esp-auth enable

show trapflags
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config trapflags linkmode

To enable or disable Cisco wireless LAN controller level link up/down trap flags, use the config trapflags
linkmode command.

config trapflags linkmode {enable | disable}

Syntax Description enable Enables Cisco wireless LAN controller level link
up/down trap flags.

disable Disables Cisco wireless LAN controller level link
up/down trap flags.

Command Default By default, the Cisco WLC level link up/down trap flags are enabled.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the Cisco wireless LAN controller level link up/down
trap:

(Cisco Controller) > config trapflags linkmode disable

Related Commands  show trapflags
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config trapflags mesh

To configure trap notifications when a mesh access point is detected, use the config trapflags mesh command.

config trapflags mesh {enable | disable}

Syntax Description enable Enables trap notifications when a mesh access point is detected.

disable Disables trap notifications when a mesh access point is detected.

Command Default None
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable trap notifications when a mesh access point is detected:

(Cisco Controller) > config trapflags mesh enable

Related Commands  config trapflags 802.11-Security
config trapflags aaa
config trapflags ap
config trapflags adjchannel-rogueap
config trapflags authentication
config trapflags client
config trapflags configsave
config trapflags IPsec
config trapflags linkmode
config trapflags multiusers
config trapflags strong-pwdcheck
config trapflags rfid
config trapflags rogueap
show trapflags
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config trapflags multiusers

To enable or disable the sending of traps when multiple logins are active, use the config trapflags multiusers
command.

config trapflags multiusers {enable | disable}

Syntax Description enable Enables the sending of traps when multiple logins are
active.
disable Disables the sending of traps when multiple logins
are active.
Command Default By default, the sending of traps when multiple logins are active is enabled.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to disable the sending of traps when multiple logins are active:

(Cisco Controller) > config trapflags multiusers disable

Related Commands  show trapflags
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config trapflags rfid

To configure the threshold value of the maximum number of radio frequency identification (RFID) tags, after
which an SNMP trap and a syslog message is sent to the controller, use the config trapflags rfid command.

config trapflags rfid {threshold | enable | disable}

Syntax Description  threshold Configures the threshold percentage value of the maximum number of RFID tags, after which
an SNMP trap and a syslog message is sent to the controller. The range is from 80 to 100.

The traps and syslog messages are generated every 10 minutes. You cannot configure this

interval.
enable Enables the generation of the traps and syslog messages.
disable Disables the generation of the traps and syslog messages.

Command Default The default threshold value of the maximum number of RFID tags is 90 %.

Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.
Usage Guidelines The following table shows the maximum number of RFID tags supported on different controllers:

Table 4: Maximum Number of RFID Tags Supported on Different Controllers

Controller Maximum Number of Supported Clients
Cisco 5500 Series Controllers 5000

Cisco 2500 Series Controllers 500

Cisco Wireless Services Module 2 10000

Cisco Flex 7500 Series Controllers 50000
Cisco 8500 Series Controllers 50000
Cisco Virtual Wireless LAN Controllers | 3000

The following example shows how to configure the threshold value of the maximum number of
RFID tags:

(Cisco Controller) > config trapflags rfid 80

Related Commands  config trapflags 802.11-Security
config trapflags aaa
config trapflags ap

config trapflags adjchannel-rogueap
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config trapflags authentication
config trapflags client

config trapflags configsave
config trapflags IPsec

config trapflags linkmode
config trapflags multiusers
config trapflags mesh

config trapflags strong-pwdcheck
config trapflags rogueap
config trapflags mesh

show trapflags
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config trapflags rogueap

To enable or disable sending rogue access point detection traps, use the config trapflags rogueap command.

config trapflags rogueap {enable | disable}

Syntax Description enable Enables the sending of rogue access point detection
traps.
disable Disables the sending of rogue access point detection
traps.
Command Default By default, the sending of rogue access point detection traps is enabled.
Command History Release Modification
7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to disable the sending of rogue access point detection traps:

(Cisco Controller) > config trapflags rogueap disable

Related Commands  config rogue ap classify

config rogue ap friendly

config rogue ap rldp

config rogue ap ssid

config rogue ap timeout

config rogue ap valid-client

show rogue ap clients

show rogue ap detailed

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary

show trapflags
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config trapflags rrm-params

To enable or disable the sending of Radio Resource Management (RRM) parameters traps, use the config
trapflags rrm-params command.

config trapflags rrm-params {tx-power | channel | antenna} {enable | disable}

Syntax Description tx-power Enables trap sending when the RF manager
automatically changes the tx-power level for the Cisco
lightweight access point interface.

channel Enables trap sending when the RF manager
automatically changes the channel for the Cisco
lightweight access point interface.

antenna Enables trap sending when the RF manager
automatically changes the antenna for the Cisco
lightweight access point interface.

enable Enables the sending of RRM parameter-related traps.

disable Disables the sending of RRM parameter-related traps.

Command Default By default, the sending of RRM parameters traps is enabled.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to enable the sending of RRM parameter-related traps:

(Cisco Controller) > config trapflags rrm-params tx-power enable

Related Commands  show trapflags
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config trapflags rrm-profile

To enable or disable the sending of Radio Resource Management (RRM) profile-related traps, use the config
trapflags rrm-profile command.

config trapflags rrm-profile {load | noise | interference | coverage} {enable | disable}

Syntax Description  load Enables trap sending when the load profile maintained
by the RF manager fails.
noise Enables trap sending when the noise profile

maintained by the RF manager fails.

interference Enables trap sending when the interference profile
maintained by the RF manager fails.

coverage Enables trap sending when the coverage profile
maintained by the RF manager fails.

enable Enables the sending of RRM profile-related traps.

disable Disables the sending of RRM profile-related traps.

Command Default By default, the sending of RRM profile-related traps is enabled.

Command History Release Modification

7.6 This command was introduced in a release earlier than Release 7.6.

The following example shows how to disable the sending of RRM profile-related traps:

(Cisco Controller) > config trapflags rrm-profile load disable

Related Commands  show trapflags
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