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About this Guide

)

Note

Control and User Plane Separation (CUPS) represents a significant architectural change in the way StarOS-based
products are deployed in the 3G, 4G, and 5G networks. Unless otherwise specified, it should not be assumed
that any constructs (including, but not limited to, commands, statistics, attributes, MIB objects, alarms, logs,
services) referenced in this document imply functional parity between legacy/non-CUPS and CUPS products.
Please contact your Cisco Account or Support representative for any questions about parity between these
products.

Note

The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be
present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on RFP documentation, or language that is used by a referenced third-party product.

Note

)

The ASR 5000 hardware platform has reached end of life and is not supported in this release. Any references
to the ASR 5000 (specific or implied) or its components in this document are coincidental. Full details on the
ASR 5000 hardware platform end of life are available at:

https://www.cisco.com/c/en/us/products/collateral/wireless/asr-5000-series/eos-eol-notice-c51-735573.html.

Note

The HA, HSGW, PDSN, and SecGW products have reached end of life and are not supported in this release.
Any references to these products (specific or implied) their components or functions including CLI commands
and parameters in this document are coincidental and are not supported. Full details on the end of life for these
products are available at:

https://www.cisco.com/c/en/us/products/collateral/wireless/asr-5000-series/eos-eol-notice-c51-740422.html.

This preface describes the Command Line Interface Reference and its document conventions.

This reference describes how to use the command line interface (CLI) to interact with the products supported
by the StarOS™. The CLI commands are organized by command modes in the code and in this reference. The
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. CLI Command Sections

About this Guide |

command modes are presented alphabetically. The description of each command states the command's function,
describes its syntax, presents limitations when applicable, and offers an example of its usage.

» CLI Command Sections, on page x|

» Conventions Used, on page xlI

* Supported Documents and Resources, on page xlii

* Contacting Customer Support, on page xlii

CLI Command Sections

The following table describes the individual sections in the command descriptions presented in this reference.

Section

Description

Product

The product(s) supporting the CLI command.

Privilege

The user privilege levels having access to the CLI command.

For more information on user types and user privileges, refer to the CLI Administrative
Users section in the Command Line Interface Overview chapter.

Mode

The command and configuration mode sequences to the CLI configuration mode for the
CLI command.

For more information on command modes, refer to the CLI Command Modes section in
the Command Line Interface Overview chapter.

Syntax

The command's syntax.

For more information on CLI command syntax, refer to the CLI Command Syntax section
in the Command Line Interface Overview chapter.

Description of the keyword(s) and variable(s) in the command.

Usage

Information about the command's usage including dependencies and limitations, if any.

Example

Example(s) of the command.

Conventions Used

The following tables describe the conventions used throughout this documentation.

Notice Type

Description

Information Note

Provides information about important features
or instructions.

Caution

Alerts you of potential damage to a program,
device, or system.

Warning

Alerts you of potential personal injury or
fatality. May also alert you of potential
electrical hazards.
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About this Guide [JJ]

Typeface Conventions

Description

Text represented as a screen
display

This typeface represents displays that appear on your
terminal screen, for example:

Login:

Text represented as commands

This typeface represents commands that you enter, for
example:

show ip access-list

This document always gives the full form of a command
in lowercase letters. Commands are not case sensitive.

Text represented as a command
variable

This typeface represents a variable that is part of a
command, for example:

show card slot_number

slot_number is a variable representing the desired chassis
slot number.

Text represented as menu or
sub-menu names

This typeface represents menus and sub-menus that you
access within a software application, for example:

Click the File menu, then click New

Command Syntax Conventions

Description

{ keyword or variable }

Required keyword options and variables are those
components that are required to be entered as part of
the command syntax.

Required keyword options and variables are
surrounded by grouped braces { }. For example:

sctp-max-data-chunks { limit max chunks
| mtu-limit }

If a keyword or variable is not enclosed in braces or
brackets, it is mandatory. For example:

snmp trap link-status

[ keyword or variable ]

Optional keywords or variables, or those that a user
may or may not choose to use, are surrounded by
brackets.
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. Supported Documents and Resources

Command Syntax Conventions Description

\ Some commands support multiple options. These are
documented within braces or brackets by separating
each option with a vertical bar.

These options can be used in conjunction with
required or optional keywords or variables. For
example:

action activate-flow-detection {
intitiation | termination }

or

ip address [ count number of packets |
size number of bytes ]

Supported Documents and Resources

Related Documentation

The most up-to-date information for this product is available in the product Release Notesprovided with each
software release.

The following related product documents are also available:

» AAA Interface Administration and Reference

» GTPP Interface Administration and Reference

* |PSec Reference

* Platform-specific System Administration Guides

* Product-specific Administration Guides

* Release Change Reference

» SNMP MIB Reference

« Statistics and Counters Reference

« Satistics and Counters Reference - Bulk Statistics Descriptions

» Thresholding Configuration Guide

Contacting Customer Support

Use the information in this section to contact customer support.
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About this Guide [JJ]

Refer to the support area of http://www.cisco.com for up-to-date product documentation or to submit a service
request. A valid username and password are required to access this site. Please contact your Cisco sales or
service representative for additional information.
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do show

CHAPTER 1

Common Commands

This chapter describes the common commands available in each CLI configuration mode.

* do show, on page 1
* end, on page |
* exit, on page 2

Executes all show commands while in Configuration mode.

Product

All

Privilege

Security Administrator, Administrator

Syntax Description

do show

Usage Guidelines

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to
exit the Config mode to run a sShow command.

The pipe character | is only available if the command is valid in the Exec mode.

A

Caution  There are some Exec mode show commands which are too resource intensive to run from Config mode. These

end

include: do show support collection, do show support details, do show support record and do show
support summary. If there is a restriction on a specific show command, the following error message is
displayed:

Failure: Cannot execute 'do show support' command from Config mode.

Exits the current configuration mode and returns to the Exec mode.

Product

All
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Privilege

Syntax Description

Usage Guidelines

exit

Product

Privilege

Syntax Description

Usage Guidelines

Security Administrator, Administrator
end

Use this command to return to the Exec mode.

Exits the current mode and returns to the parent configuration mode.

All
Security Administrator, Administrator
exit

Use this command to return to the parent configuration mode.

. Command Line Interface Reference, Modes | - Q, StarOS Release 21.28

Common Commands |



CHAPTER 2

IFTask Boot-Options Configuration Mode
Commands

The iftask boot-options Configuration Mode is used to configure startup configuration parameters on the
VPC-DI.

Command Modes Exec > Global Configuration > IFTask Boot-Options Configuration
configure > iftask boot-options
Entering the above command sequence results in the following prompt:

[local]lhost name(config-iftask-boot-options)#

| &

Important  For information on common commands available in this configuration mode, refer to the Common Commands,
on page | chapter.

* priority, on page 3
» sfc, on page 4

priority

Sets the priority for the boot configuration parameters to take effect on the VPC-DI.

Product All
Privilege Administrator
Mode

Exec > Global Configuration > [FTask Boot-Options Configuration
configure > iftask boot-options

Entering the above command sequence results in the following prompt:

[local]lhost name(config-iftask-boot-options)#

Syntax Description ~Priority { cli | cdrom }
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. sfc

cli

Sets the CLI-configured boot parameters as priority.

cdrom

Sets the CDROM configuration as priority. If the CDROM configuration is not present, then default boot
parameters are applied.

Usage Guidelines Use this command to set the priority for the boot configuration parameters to take effect on the VPC-DL

Example
The following command specifies the priority to CDROM for the VPC-DI:

priority cdrom

sfc

Configures the startup configuration parameters for the Service Function Card (SFC) on the VPC-DI.

Product All
Privilege Administrator
Mode

Exec > Global Configuration > [FTask Boot-Options Configuration
configure > iftask boot-options

Entering the above command sequence results in the following prompt:

[local]lhost name(config-iftask-boot-options)#

Syntax Description [ no ] sfc { cores [ crypto | mcdma ] percentage | thread-enable { control
| mecdma } }

no sfc cores

Disables IFTask cores percentage. This parameter must be enabled for other configured parameters to take
effect.

no sfc cores crypto mcdma

Disables crypto cores, percentage, and mcdma cores percentage for SF card.

no sfc thread-enable control mcdma

Disables thread-enable, control, and mcdma SF card parameters.
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sfc .

\)

Note The no keyword is not applicable to priority because it is mandatory to have a default priority set.

sfc cores [ crypto | mcdma] percentage

Specifies the cores allocation for crypto or mcdma on the SF card with the percentage of the maximum number
of IFTASK cores configured with this CLI. For cores percentage, the limits are checked in iftask.py file.
Therefore, any value from 1 to 100 is supported.

sfc cores percentage

Specifies the cores allocation for IFTASK in general for crypto or mcdma on the SF card with the percentage
of the maximum number of IFTASK cores present in the system. For cores percentage, the limits are checked
in iftask.py file. Therefore, any value from 1 to 100 is supported.

thread-enable { control | mcdma }

Enables control thread or mcdma thread.

Usage Guidelines

Use this command to configure the startup configuration parameters for the Service Function Card (SFC) on
the VPC-DI.

Example

The following command specifies the percentage of cores, crypto cores, and mcdma cores on the
SFC card:

sfc cores 40 crypto 40 mcdma 40
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. sfc
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IGMP Profile Configuration Mode Commands

Command Modes The Internet Group Management Protocol (IGMP) Profile Configuration Mode is used to create and manage
the IGMP parameters for an Ethernet interface.

Exec > Global Configuration > Context Configuration > IGMP Profile Configuration
configure > context context_name > ip igmp profile profile_name
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-igmp-profile-<profile name>)#

|

Important  Available commands or keywords/variables vary based on platform type, product version, and installed
license(s).

|

Important  For information on common commands available in this configuration mode, refer to the Common Commands,
on page | chapter.

* default ip igmp, on page 7

* ip igmp query, on page 8

* ip igmp require router-alert, on page 8

* ip igmp robustness, on page 9

* ip igmp unsolicited-report-interval, on page 10
* ip igmp version, on page 10

default ip igmp

Configures default IGMP parameters.

Product All
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > IGMP Profile Configuration
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Syntax Description

Usage Guidelines

IGMP Profile Configuration Mode Commands |

configure > context context_name > ip igmp profile profile_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-igmp-profile-<profile name>)#

default ip igmp { query | require | robustness |
unsolicited-report-interval | version }

Specify the IGMP parameters for the default profile. Refer to the remaining command description in this
chapter for additional information.

Example
To apply enable echo mode on this interface, use the following command:

bfd echo

Ip igmp query

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configures the maximum response time for IGMP queries.
All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > IGMP Profile Configuration
configure > context context_name > ip igmp profile profile_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-igmp-profile-<profile name>)#

ip igmp query max-response-time seconds

max-response-time seconds

Specify the maximum number of seconds that the system will wait for an IGMP response as an integer from
1 through 25.

Specify the maximum response time for IGMP queries.

Example

ip igmp query max-response-time 10

ip igmp require router-alert

Sets the router alert flag to ON in [P IGMP packets.
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Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

ip igmp robustness .

All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > IGMP Profile Configuration
configure > context context_name > ip igmp profile profile_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-igmp-profile-<profile name>)#

[ no ] ip igmp require router-alert

no

Sets the router alert flag to OFF in IP IGMP packets.

Sets the router alert flag to ON in [P IGMP packets.

Example

ip igmp require router-alert

Ip igmp robustness

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Sets the Robustness value in IP IGMP packets. The Robustness variable allows tuning for the expected packet
loss on a subnet. If a subnet is expected to be lossy, the Robustness variable may be increased. IGMP is robust
to packet losses. The Robustness variable should not be set to 1 (one).

All

Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > IGMP Profile Configuration
configure > context context_name > ip igmp profile profile_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-igmp-profile-<profile name>)#

ip igmp robustness value

value

Sets the robustness value as an integer from 1 through 10. Default: 2

Sets the robustness value in IP IGMP packets.

Example

ip igmp robustness 7
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. ip igmp unsolicited-report-interval

Ip igmp unsolicited-report-interval

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Sets the Unsolicited Report Interval which is the time between repetitions of a host's initial report of membership
in a group.

All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > IGMP Profile Configuration
configure > context context_name > ip igmp profile profile_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-igmp-profile-<profile name>)#
ip igmp unsolicited-report-interval seconds

seconds

Specifies the number of seconds between repetitions of a host's initial report of membership in a group as an
integer from 1 through 25. Default: 10

Set the Unsolicited Report Interval which is the time between repetitions of a host's initial report of membership
in a group.

Example

ip igmp unsolicited-report-interval 15

Ip igmp version

Product

Privilege

Command Modes

Syntax Description

Sets the IGMP version to be supported by this interface.
All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > IGMP Profile Configuration
configure > context context_name > ip igmp profile profile_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-igmp-profile-<profile name>)#

ip igmp version { vl | v2 | v3 }
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vl|v2|v3

Specifies the IGMP Version number:
* v1: Version 1, RFC 1112
* v2: Version 2, RFC 2236
* v3: Version 3, RFC 4604

Usage Guidelines Set the IGMP version to be supported by this interface.

Example

ip igmp version v2
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. ip igmp version
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CHAPTER 4

IKEv2 Security Association Configuration Mode
Commands

The IKEv2 Security Association Configuration Mode is used to configure a Security Association (SA) at the
outset of an IPSec session. A security association is the collection of algorithms and parameters (such as keys)
that is being used to encrypt and authenticate a particular flow in one direction. In normal bi-directional traffic,
the flows are secured by a pair of security associations.

Command Modes Exec > Global Configuration > Context Configuration > IKEv2 Security Association Configuration
configure > context context_name > ikev2-ikesa transform-set set_name
Entering the above command sequence results in the following prompt:

[context name]host name(cfg-ctx-ikev2ikesa-tran-set)#

| &

Important The commands or keywords/variables that are available are dependent on platform type, product version, and
installed license(s).

| &

Important  For information on common commands available in this configuration mode, refer to the Common Commands,
on page | chapter.

* default, on page 13

* encryption, on page 14
* group, on page 15

* hmac, on page 16

* lifetime , on page 18

* prf, on page 18

default

Sets the default properties for the selected parameter.

Product ePDG
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. encryption

PDIF
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > IKEv2 Security Association Configuration

configure > context context_name > ikev2-ikesa transfor m-set set_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(cfg-ctx-ikev2ikesa-tran-set)#

Syntax Description =~ default { encryption | group | hmac | lifetime | prf }
Set the defaults for the following parameters:

* encryption: Default algorithm for the IKEv2 IKE SA is AES-CBC-128.

* group: Default Diffie-Hellman group is Group 2.

» hmac: Default IKEv2 IKE SA hashing algorithm is SHA1-96.

* lifetime: Default lifetime for SAs derived from this transform-set is 86400 seconds.
e prf: Default PRF for the IKEv2 IKE SA is SHAL.

Usage Guidelines Configure default parameters for the IKEv2 IKE SA transform-set.

Example
Use the following configuration to set the default encryption algorithm:

default encryption

encryption

Configures the appropriate encryption algorithm and encryption key length for the IKEv2 IKE security
association. AES-CBC-128 is the default.

Product ¢PDG
PDIF
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > IKEv2 Security Association Configuration

configure > context context_name > ikev2-ikesa transfor m-set set_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(cfg-ctx-ikev2ikesa-tran-set)#

Syntax Description ~ encryption { 3des-cbc | aes-cbc-128 | aes-cbc-256 | des-cbc | null }
default encryption

. Command Line Interface Reference, Modes | - Q, StarOS Release 21.28



| IKEv2 Security Association Configuration Mode Commands

group .

3des-chc

Data Encryption Standard Cipher Block Chaining encryption applied to the message three times using three
different cypher keys (triple DES).

aes-chc-128

Advanced Encryption Standard Cipher Block Chaining with a key length of 128 bits.

aes-chc-256
Advanced Encryption Standard Cipher Block Chaining with a key length of 256 bits.

des-chc

Data Encryption Standard Cipher Block Chaining. Encryption using a 56-bit key size. Relatively insecure.

Configures no IKEv2 IKE Security Association Encryption Algorithm. All IKEv2 IPsec Child Security
Association protected traffic will be sent in the clear.

\)

Note USE OF THIS ALGORITHM FOR IKE SA ENCRYPTION IS A VIOLATION OF RFC 4306. THIS
ALGORITHM SHOULD ONLY BE USED FOR TESTING PURPOSES.

Usage Guidelines

group

IKEV2 requires a confidentiality algorithm to be applied in order to work.

In cipher block cryptography, the plaintext is broken into blocks usually of 64 or 128 bits in length. In cipher
block chaining (CBC) each encrypted block is chained into the next block of plaintext to be encrypted. A
randomly-generated vector is applied to the first block of plaintext in lieu of an encrypted block. CBC provides
confidentiality, but not message integrity.

Because RFC 4307 calls for interoperability between IPSec and IKEv2, the IKEv2 confidentiality algorithms
must be the same as those configured for IPSec in order for there to be an acceptable match during the IKE
message exchange. Because of RFC4307, in IKEv2, there is no viable NULL option, it is available for testing
only.

Example
The following command configures the encryption to be aes-cbc-128:

encryption aes-cbc-128

Configures the appropriate key exchange cryptographic strength by applying a Diffie-Hellman group. Default
is Group 2.

Product

ePDG
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. hmac

PDIF
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > IKEv2 Security Association Configuration

configure > context context_name > ikev2-ikesa transfor m-set set_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(cfg-ctx-ikev2ikesa-tran-set)#

Syntax Description group { 1 | 2 | 5| 14 }
default group

1

Configures crypto strength at the Group 1 level. Lowest security.

2
Configures crypto strength at the Group 2 (default) level. Medium security.

This is the default setting for this command.

5
Configures crypto strength at the Group 5 level. Higher security.

14
Configures crypto strength at the Group 14 level. Highest security

Usage Guidelines Diffie-Hellman groups are used to determine the length of the base prime numbers used during the key
exchange process in IKEv2. The cryptographic strength of any key derived depends, in part, on the strength
of the Diffie-Hellman group upon which the prime numbers are based.

Group 1 provides 768 bits of keying strength, Group 2 provides 1024 bits, Group 5 provides 1536 bits and
Group 14 provides 2048 bits of encryption strength.

Configuring a DH group also enables Perfect Forward Secrecy, which is disabled by default.

Example
This command configures crypto strength at the Group 14 level. Highest security group 14:
default group

hmac

Configures the IKEv2 IKE SA integrity algorithm. Default is SHA1-96.

Product ePDG
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Privilege

Command Modes

Syntax Description

Usage Guidelines

hmac .

PDIF
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > IKEv2 Security Association Configuration
configure > context context_name > ikev2-ikesa transform-set set_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(cfg-ctx-ikev2ikesa-tran-set)#

hmac { aes-xcbc-96 | md5-96 | shal-96 | sha2-256-128 | sha2-384-192 |
sha2-512-256 }
default hmac

aes-xchc-96

HMAC-AES-XCBC uses a 128-bit secret key and produces a 128-bit authenticator value.

md5-96
HMAC-MDS5 uses a 128-bit secret key and produces a 128-bit authenticator value.

sha1-96

HMAC-SHA-1 uses a 160-bit secret key and produces a 160-bit authenticator value. This is the default setting
for this command.

sha2-256-128
HMAC-SHA-256 uses a 256-bit secret key and produces a 128-bit authenticator value.

sha2-384-192
HMAC-SHA-384 uses a 384-bit secret key and produces a 192-bit authenticator value.

sha2-512-256
HMAC-SHA-512 uses a 512-bit secret key and produces a 256-bit authenticator value.

IKEV2 requires an integrity algorithm be configured in order to work.

A keyed-Hash Message Authentication Code, or HMAC, is a type of message authentication code (MAC)
calculated using a cryptographic hash function in combination with a secret key to verify both data integrity
and message authenticity. A hash takes a message of any size and transforms it into a message of a fixed size:
the authenticator value. This is truncated and transmitted. The authenticator value is reconstituted by the
receiver and the first truncated bits are compared for a 100 percent match.

Example
This command configures HMAC value md5-96:
hmac md5-96
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lifetime

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

prf

Product

Privilege

Command Modes

IKEv2 Security Association Configuration Mode Commands |

Configures the lifetime of a security association (SA) in seconds.

ePDG
PDIF

Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > IKEv2 Security Association Configuration
configure > context context_name > ikev2-ikesa transform-set set_name

Entering the above command sequence results in the following prompt:

[context name]host name(cfg-ctx-ikev2ikesa-tran-set)#

lifetime sec
default lifetime

lifetime sec
Sets the value of the timeout parameter in seconds as an integer from 60 through 86400. Default: 86400
The secret keys that are used for various aspects of a configuration should only be used for a limited amount

of time before timing out. This exposes a limited amount of data to the possibility of hacking. If the SA expires,
the options are then to either close the SA and open an new one, or renew the existing SA.

Example
The following command sets the lifetime timeout to 120 seconds:

lifetime 120

Selects one of the HMAC integrity algorithms to act as the IKE Pseudo-Random Function. A PRF produces
a string of bits that an attacker cannot distinguish from random bit string without knowledge of the secret key.
The default is SHA1.

ePDG
PDIF

Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > IKEv2 Security Association Configuration
configure > context context_name > ikev2-ikesa transform-set set_name

Entering the above command sequence results in the following prompt:
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Syntax Description

Usage Guidelines

[context name]lhost name(cfg-ctx-ikev2ikesa-tran-set)#

prf { aes-xcbc-128 | md5 | shal | sha2-256 | sha2-384 | sha2-512 }
default prf
aes-xchc-128

Configure IKEv2 IKE Security Association Pseudo Algorithm to be AES-XCBC-128.

md5

MDS5 uses a 128-bit secret key and produces a 128-bit authenticator value.

sha1l
SHA-1 uses a 160-bit secret key and produces a 160-bit authenticator value.
SHA-1 is considered cryptographically stronger than MDS5, but it takes more CPU cycles to compute.

This is the default setting for this command.

sha2-256
PRF-HMAC-SHA-256 uses a 256-bit secret key.

sha2-384
PRF-HMAC-SHA-384 uses a 384-bit secret key.

sha2-512
PRF-HMAC-SHA-512 uses a 512-bit secret key.

This command generates keying material for all the cryptographic algorithms used in both the IKE SA and
the CHILD_ SAs.

Example

This configuration sets the PRF to be value sha2-256:
prf sha2-256
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Command Modes

CHAPTER 5

IMEI Profile Configuration Mode

Essentially, an IMEI profile is a template which groups a set of device-specific commands that may be
applicable to one or more IMEIs. The same IMEI profile can be associated with multiple IMEI ranges and
multiple operator policies.

An SGSN supports a total of 1000 IMEI profile configurations.

The IMEI profile configuration mode defines a set of parameters controlling the SGSN behavior when a
Request is received from a device in the specified IMEI (International Mobile Equipment Identity) range. An
IMEI profile is a key element in the Operator Policy feature and an IMEI profile is not used or valid unless

it is associated with an IMEI range and this association is specified in an operator policy (see the Operator
Policy Configuration Mode Commands chapter elsewhere in the Command Line Interface Reference).

Exec > Global Configuration > IMEI Profile Configuration
configure > imei-profile profile_name
Entering the above command sequence results in the following prompt:

[local]lhost name(config-imei-profile-profile name)#

| A

Important The commands or keywords/variables that are available are dependent on platform type, product version, and

installed license(s).

| A

Important  For information on common commands available in this configuration mode, refer to the Common Commands,

on page | chapter.

* associate, on page 22

* blacklist, on page 22

* description, on page 23

» direct-tunnel, on page 24

* ggsn-address, on page 24

* ignore-pdp-data-inactivity, on page 25
* pdp-activate, on page 26
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associate

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

blacklist

Product

IMEI Profile Configuration Mode |

Associate an APN remap table with this IMEI profile.

Note that an APN remap table can be associated with an IMEI profile before the table has actually been
created/configured.

SGSN
Security Administrator, Administrator

Exec > Global Configuration > IMEI Profile Configuration
configure > imei-profile profile_name
Entering the above command sequence results in the following prompt:

[local]lhost name(config-imei-profile-profile name)#

associate apn-remap-table table name
no associate apn-remap-table

no

Disables the configured remap table association.

table_name

Define the name of an APN remap table that is to be associated with this IMEI profile for call routing based
in IMEL

Use this command to associate an APN remap table with this IMEI profile. With such an association, it is

possible to override an APN call-routing based on an IMEIL

For example, with the APN exceptions defined in an APN remap table (refer to the APN Remap Table
Configuration Mode chapter), a blank APN or an incorrect APN could be overriden. So during PDP Activation
for in incoming call, the call could be rerouted based on an IMEI in the range defined for the IMEI profile.

Example

Associate the APN remap table 'remapHO' (remaps all calls with blank APNS to the head-office) to
this IMEI profile:

associate apn-remap-table remapHO

Blacklist all mobile devices that fit the IMEI definitions associated with this IMEI profile.

SGSN
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Privilege

Command Modes

Syntax Description

Usage Guidelines

description .

Security Administrator, Administrator

Exec > Global Configuration > IMEI Profile Configuration
configure > imei-profile profile_name
Entering the above command sequence results in the following prompt:

[local]lhost name(config-imei-profile-profile name)#

blacklist
remove blacklist

remove

Including this keyword with the command, removes the blacklist command from the IMEI profile configuration.

Blacklists subscribers whose devices bear IMEI that match the defined IMEI range for this profile.

Example

Use this command to black list all subscribers with IMEI that fall within the range set for this IMEI
profile:

blacklist

description

Product

Privilege

Command Modes

Syntax Description

Define a descriptive string relevant to the specific APN profile.
SGSN
Security Administrator, Administrator

Exec > Global Configuration > IMEI Profile Configuration
configure > imei-profile profile_name
Entering the above command sequence results in the following prompt:

[local]lhost name(config-imei-profile-profile name)#

description description
remove description

remove

Removes the configured description from this APN profile.

description

Enter an alphanumeric string of 1 to 100 alphanumeric characters. The string may include spaces, punctuation,
and case-sensitive letters if the string is enclosed in double quotes (" ).
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Usage Guidelines

IMEI Profile Configuration Mode |

Define information that identifies this particularly APN profile.

Example

Indicate that this IMEI profile IMEIprofl is to be used for customers in the United Kingdom and
that the profile:

description "IMEIprofl defines routing actions based on IMEI for customers in the UK."

direct-tunnel

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Instruct the SGSN to enable/disable a direct tunnel between the RNC and the GGSN based on the IuPS service
configuration.

SGSN
Security Administrator, Administrator

Exec > Global Configuration > IMEI Profile Configuration
configure > imei-profile profile_name
Entering the above command sequence results in the following prompt:

[locallhost name(config-imei-profile-profile name)#

direct-tunnel check-iups-service
no direct-tunnel

no direct-tunnel

This command instructs the SGSN to disable the direct tunnel function between the GGSN and the RNC.
Direct tunnel is enabled by default on the GGSN and often on the RNC. This leaves it to the SGSN's
configuration to actually enable or disable a direct tunnel.

With the SGSN, the options for configuring a direct tunnel are complex -- enable/disable on the basis of APNs,
or RNCs, or GGSNs, or on the basis of the IMEI range. Refer to the SGSN Administration Guide for
configuration details.

Example

Assuming the TuPS service configuration has enabled DT for associated RNCs, then use this command
to enable DT from the RNC to the GGSN associated with this IMEI profile:

direct tunnel check-iups-service

ggsn-address

Identify the target GGSN for traffic being managed by this IMEI profile.
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Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

ignore-pdp-data-inactivity .

SGSN
Security Administrator, Administrator

Exec > Global Configuration > IMEI Profile Configuration
configure > imei-profile profile_name
Entering the above command sequence results in the following prompt:

[local]lhost name(config-imei-profile-profile name)#

ggsn-address I1pPv4/IPv6 address

IPv4/IPv6_address
Enter the IP address of the target GGSN. Enter the address in either standard IPv4 dotted decimal format or

in standard IPv6 colon notation format.

Use this command to define the IP address of the target GGSN to be associated with this IMEI profile.

Example

The following command identifes the address of the GGSN associated with this IMEI profile as
209.165.200.225

ggsn-address 209.165.200.225

ignore-pdp-data-inactivity

Product

Privilege

Command Modes

Syntax Description

On executing this command the SGSN ignores PDP Data Inactivity configuration under the APN profile for
one or more matching IMEIs.

SGSN
Security Administrator, Administrator

Exec > Global Configuration > IMEI Profile Configuration
configure > imei-profile profile_name
Entering the above command sequence results in the following prompt:

[local]lhost name(config-imei-profile-profile name)#

ignore-pdp-data-inactivity
remove ignore-pdp-data-inactivity

remove

This command is used to disable or remove the option to ignore PDP data inactivity from the IMEI profile.
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Usage Guidelines

IMEI Profile Configuration Mode |

The SGSN supports options to configure PDP Data Inactivity detection duration and actions to be performed
on timeout under the APN-Profile. The following configurable actions are supported under APN-Profile in
case of PDP Data Inactivity detection in the PDP context:

1. De-activate all PDPs of the subscriber

2. De-activate all PDPs of the bundle (all linked PDPs)
3. Detach the subscriber. This action is triggered when:

* Data in-activity is detected for all PDPs
* Data in-activity is detected for any of the PDPs

On the Detection of the PDP Data Inactivity, depending on the configuration option the SGSN either de-activates
the PDP or detaches the subscriber.

The ignore-pdp-data-inactivity CLI is added to provide an option under the IMEI-Profile to ignore PDP
Data Inactivity configuration for one or more IMEIs. On configuring this CLI, the SGSN ignores the application
of in-activity configuration (configured in the APN-Profile) for a specified set of IMEI's.

)

Note The IMEI range or set of IMEI's are mapped to specific IMEI-Profile using the CLI configuration option

under Operator-policy.

Example

Use this command to ignore PDP Data Inactivity configuration under the APN profile for one or
more matching IMEISs.

ignore-pdp-data-inactivity

pdp-activate

Product

Privilege

Command Modes

Syntax Description

This command enables the operator to configure the SGSN to reject Secondary PDPActivation Requests from
the UE based on IMEI range.

SGSN
Administrator

Exec > Global Configuration > IMEI Profile Configuration
configure > imei-profile profile_name
Entering the above command sequence results in the following prompt:

[local]lhost name(config-imei-profile-profile name)#

[ remove ] pdp-activate { drop | restrict } secondary-activation[]
access-type { gprs | umts }

remove

Removes the configured value and returns the pdp-activate configuration to the default 'not configured' state.
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Usage Guidelines

pdp-activate .

drop
This keyword causes the GSN to ignore the Request.

restrict

This keyword instructs the SGSN to reject Secondary PDP Activation Requests.

access-type { gprs | umts }

This keyword instructs the SGSN to ignore or reject Secondary PDP Activation Requests on the basis of the
UE's access network type:

* gprs: from a 2G network.
e umts: from a 3G network.

The SGSN administrator can use this command to configure the IMEI profile in the operator policy to either
ignore or reject Secondary PDP Activation Requests from UEs based on an IMEI range and UE access-type.

Restricting secondary PDP activation based on the IMEI (in the IMEI profile) takes precedence over secondary
PDP activation that might be configured in the call control profile.

Example
Enable rejection of Secondary PDP Activation Requests for 2G callers:

pdp-activate restrict secondary-activation access-type gprs
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IMEI-TAC-Group Configuration Mode Commands

The IMEI-TAC-Group Configuration Mode provides access to the commands used to configure the IMEI-TAC
values and ranges included in the IMEI-TAC groups. These IMEI-TAC values and ranges are used as the
selection criteria for operator policy selection based on IMEI-TAC. For details about this functionality, refer
to the Operator Policy Selection Based on IMEI-TAC chapter in the MME Administration Guide.

Command Modes Exec > Global Configuration > LTE Policy Configuration > IMEI-TAC-Group
configure > Ite-policy > imei-tac-groupgroup_name
Entering the above command sequence results in the following prompt:

[locallhost name(imei-tac-group) #

| &

Important  The commands or keywords/variables that are available are dependent on platform type, product version, and
installed license(s).

|

Important  For information on common commands available in this configuration mode, refer to the Common Commands,
on page | chapter.

* tac, on page 29
* tac-range, on page 30

tac

Confitures individual TAC (type allocation code) values to be included in a IMEI-TAC group which will be
used as criteria for operator policy selection.

Product MME

Privilege Administrator

Command Modes Exec > Global Configuration > LTE Policy Configuration > IMEI-TAC-Group

configure > Ite-policy > imei-tac-groupgroup_name
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Syntax Description

Usage Guidelines

tac-range

Product

Privilege

Command Modes

Syntax Description

IMEI-TAC-Group Configuration Mode Commands |

Entering the above command sequence results in the following prompt:

[locallhost name(imei-tac-group) #

[ no ] tac tac value [ tac value tac value + ]

no

Removes the identified TAC from the IMEI-TAC group configuration.

tac_value

Specifies the 8-digit number that identifies a specific "type allocation code". When entering more than one
TAC, simply use a space between each TAC. Additional TAC values can be added at any time after the
IMEI-TAC group is configured.

Use this command to enter one or more individual TAC (type allocation code) values to the IMEI-TAC group.
Up to 500 unique IMEI-TAC values can be included in an IMEI-TAC group.

The TAC, the first eight digits of the 15-digit IMEI or 16-digit IMEI-SV, identifies the equipment manufacturer,
the wireless device type and the model number (if there is one); for example, TAC of 35201906 identifies an
Apple iPhone 5S.

Example
The following command adds four IMEI-TAC to an IMEI-TAC group:
tac 31441551 77777777 87650506 87654321

Defines a range of IMEI-TAC values to be included in a IMEI-TAC group which will be used as criteria for
operator policy selection.

MME
Administrator

Exec > Global Configuration > LTE Policy Configuration > IMEI-TAC-Group
configure > Ite-policy > imei-tac-groupgroup_name

Entering the above command sequence results in the following prompt:

[locallhost name(imei-tac-group) #

[ no ] tac-range from start tac value to end tac value

no

Removes the identified TAC range from the IMEI-TAC group configuration.
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tac-range .

start_tac_value to end_tac_value

tac_value - Specifies the 8-digit number that identifies a specific "type allocation code". The start TAC is
the first TAC in the range. The end TAC is the last TAC in the range.

Usage Guidelines Use this command to enter up to 20 IMEI-TAC value ranges. Ranges can be overlapping.

The TAC, the first eight digits of the 15-digit IMEI or 16-digit IMEI-SV, identifies the equipment manufacturer,
the wireless device type and the model number (if there is one); for example, TAC of 35201906 identifies an
Apple mobile phone. Defining ranges would enable carriers to select operator policies for call handling based
on multiple device types.

Example
The following command defines a TAC range to be added to the IMEI-TAC group:
tac-range from 23456789 to 23456889
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. tac-range
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CHAPTER 7

IMS Authorization Service Configuration Mode
Commands

The IMS Authorization Service Configuration Mode enables to configure IP Multimedia Subsystem (IMS)
authorization services to manage policy control functions and Gx interface support.

Command Modes Exec > Global Configuration > Context Configuration > IMS Authorization Service Configuration
configure > context context_name > ims-auth-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-imsa-service)#

| &

Important  The commands or keywords/variables that are available are dependent on platform type, product version, and
installed license(s).

| &

Important  For information on common commands available in this configuration mode, refer to the Common Commands,
on page | chapter.

* p-cscf discovery, on page 33

* p-cscf table, on page 35

* policy-control, on page 37

* qos-update-timeout, on page 38
* reauth-trigger, on page 39

* signaling-flag, on page 41

* signaling-flow, on page 42

» traffic-policy, on page 43

p-cscf discovery

This command defines the method of Proxy-Call Session Control Function (P-CSCF) discovery to be used.

Product All
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Privilege

Command Modes

Syntax Description

Usage Guidelines

IMS Authorization Service Configuration Mode Commands |

Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > IMS Authorization Service Configuration
configure > context context_name > ims-auth-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-imsa-service)#

p-cscf discovery { table { 1 | 2 } [ algorithm { ip-address-modulus |
msisdn-modulus | round-robin } ] | diameter-configured }
[ default | no ] p-cscf discovery

default

Sets the P-CSCF discovery to default parameter.

no

Removes/deletes configured parameters for P-CSCF discovery.

table{1]2}

Specifies that which P-CSCF table is to be used to obtain the primary and secondary P-CSCF addresses. Total
2 tables can be configured for P-CSCF discovery.

algorithm { ip-address-modulus | msisdn-modulus | round-robin }
Specifies the algorithm to select the row from the P-CSCF table to be used for P-CSCF discovery.

* ip-address-modulus: This algorithm divides the IP address, in binary, of the subscriber by the number
of rows in the table, and the remainder is used as an index into the specified table to select the row.

» msisdn-modulus: This algorithm divides the MSISDN value, in binary without the leading "+", of the
subscriber by the number of rows in the table, and the remainder is used as an index in the specific table
to select the row.

« round-robin: This algorithm rotates all rows in the active table for selection of the row in round-robin
way. If no algorithm is specified this is the default behavior.

Default: round-robin

diameter-configured
This option enables the table number and algorithm specified by the diameter host-select table configuration

in Policy Control Configuration mode.

Use this command to configure the table and row selection methods to select IP address/host address for
P-CSCF discovery.

Example

The following command specifies table 1 with round-robin algorithm to select the rows with IP
address for P-CSCF discovery.

. Command Line Interface Reference, Modes | - Q, StarOS Release 21.28



| IMS Authorization Service Configuration Mode Commands

p-cscf table .

p-cscf discovery table 1 algorithm round-robin

p-cscf table

Product

Privilege

Command Modes

Syntax Description

This command adds/appends rows with primary and/or secondary IPv4/IPv6 addresses to a P-CSCF discovery
table with precedence for P-CSCF discovery.

All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > IMS Authorization Service Configuration
configure > context context_name > ims-auth-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-imsa-service)#

In releases prior to 18:

p-cscf table { 1 | 2 } row-precedence precedence value { address ipv4 address
| ipv6-address ipvé address } [ secondary { address ipv4 address | ipv6-address
ipv6 address } 1 [ weight value ]

no p-cscf table { 1 | 2 } row-precedence precedence value

In 18 and later releases:

p-cscf table { 1 | 2 } row-precedence precedence value { ipv4-address

ipv4 address [ ipv6-address ipvé address ] | ipv6-address ipvé address [
ipvd-address ipv4 address ] } [ secondary { ipv4-address ipv4 address [
ipv6-address ipv6 address ] | ipv6-address ipvé6 address [ ipv4-address ipv4 address
1 } [ weight vailue ]

no p-cscf table { 1 | 2 } row-precedence precedence value

no

Removes/deletes configured row with precedence in specified table for P-CSCF discovery address.

{112}

Specifies which P-CSCF table is to be used to add/append the primary and secondary P-CSCF addresses. Two
tables can be configured for P-CSCF discovery address.

row-precedence precedence_value
This keyword adds/appends the row with the specified row-precedence to the P-CSCF address table.

In 8.1 and later releases, precedence_value must be an integer from 1 through 128, and a maximum of 128
rows can be added to a table.

In release 8.0, precedence_value must be an integer from 1 through 100, and a maximum of 16 rows can be
added to a table.
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secondary

Specifies the secondary IPv4/IPv6 address to be entered in P-CSCF table rows.

address ip_address

Specifies the primary and/or secondary IPv4 address for P-CSCF discovery table. This keyword, if used with
secondary keyword, specifies the secondary IPv4 address.

|

Important

is replaced with ipv4-addressto support the PDN type v4v6 request for VOLTE setup.

This keyword is available only in releases prior to 18. In 18 and later releases, this keyword is concealed and

ip_address must be entered in IPv4 dotted-decimal notation.

ipv4-address ipv4_address

Specifies the primary and/or secondary IPv4 address for P-CSCF discovery table. This keyword, if used with
secondary keyword, specifies the secondary IPv4 address.

ipv4_address must be entered in IPv4 dotted-decimal notation.

|

Important

This keyword is available in 18 and later releases to support the PDN type v4v6 request for VOLTE setup.

In releases prior to 18, the P-CSCF configuration accepts only one primary and one secondary P-CSCF 1P
addresses — both IPv4 and IPv6 addresses per row in the P-CSCF address table. Two IP addresses are not
sufficient enough to address the requirement with PDN type v4v6 request for VOLTE setup. Hence, in release
18, the P-CSCF configuration has been enhanced to allow users to configure a maximum of two IPv4 addresses
(primary/secondary) and two IPv6 addresses (primary/secondary) per P-CSCF table row.

ipv6-address ipv6_address

Specifies the primary and/or secondary IPv6 address for P-CSCF discovery table. This keyword, if used with
secondary keyword, specifies the secondary IPv6 address.

ipv6_address must be entered in IPv6 colon-separated-hexadecimal notation.

In releases prior to 18, the P-CSCF configuration accepts only one primary and one secondary P-CSCF 1P
addresses — both IPv4 and IPv6 addresses per row in the P-CSCF address table. Two IP addresses are not
sufficient enough to address the requirement with PDN type v4v6 request for VOLTE setup. Hence, in release
18, the P-CSCF configuration has been enhanced to allow users to configure a maximum of two IPv4 addresses
(primary/secondary) and two IPv6 addresses (primary/secondary) per P-CSCF table row.

weight value

This keyword designates weight to a row-precedence relative to other row-precedences configured under this
table, Default value is 1. value must be an integer from 1 through 10.

Within the IMS Authorization configuration, the P-CSCF address is selected based on round robin fashion.
This feature allows the customer to perform P-CSCF selection based on weight factor.
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Usage Guidelines

policy-control .

With this CLI option, the user can configure and add weight (in the scale of 1 to 10) to each row, and the rows
are selected based on weighted round-robin. That is, the row with higher weight parameter is selected more
number of times than the row with less number of weights.

Use this command to add rows with primary and/or secondary IP addresses for P-CSCF discovery. The row
is added with the specified row-precedence.

In releases prior to 17.0, IMSA will select the servers if requested server address type and selected row
server-address type are the same. Otherwise, it will return NULL. In 17.0 and later releases, P-CSCF server
selection algorithm is modified such that the P-CSCF server selection happens based on UE-requested
server-type.

The operator can add/remove rows to the table that is not currently selected by the diameter host-select table
command in Policy Control Configuration Mode.

In releases prior to 18, the look-up and forwarding of P-CSCF server information from P-CSCF table to the
session manager were performed by IMS Authorization (IMSA) server only during the setup. In 18 and later
releases, whenever IMSA receives a Modify Bearer request with P-CSCF Address request indication, then
the list of P-CSCF IP addresses are sent to the session manager through Modify Bearer Response message.

This look-up and forwarding functionality works even when the call is with the Local Policy (LP) engine
during the time the Modify Bearer Request is triggered.

Example

The following command adds a row in table 2 with primary IP address 209.165.200.228, secondary
IP address as 209.165.200.232, and row-precedence value as 20 for P-CSCF discovery.

p-cscf table 2 row-precedence 20 address 209.165.200.228 secondary
209.165.200.232

policy-control

Product

Privilege

Command Modes

Syntax Description

This command enters the Policy Control Configuration mode for Diameter Policy Control Application (DPCA)
to configure Diameter authorization and policy control parameter for IMS authorization.

All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > IMS Authorization Service Configuration
configure > context context_name > ims-auth-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-imsa-service)#

[ no ] policy-control

no

Disables the pre-configured policy control parameters for IMS authorization in this IMS authorization service.
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use-pcscf-config-from-imsa

Specifies to use the P-CSCF configuration from IMSA in Local Policy.

Use this command to enter the Policy Control Configuration Mode to configure the policy control parameters
for Diameter authorization and charging policy in IMS Authorization Service.

Entering this command results in the following prompt:

[context_name]hosthame(config-imsa-dpca)#

Policy Control configuration commands are described in the Policy Control Configuration Mode Commands
chapter.

gos-update-timeout

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command is obsolete in release 11.0 and later releases. This command sets the Quality of Service update
timeout for a subscriber in IMS authorization service.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > IMS Authorization Service Configuration
configure > context context_name > ims-auth-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-imsa-service)#

gos-update-timeout timeout duration
no gos-update-timeout

no

Disables the pre-configured QoS update timeout parameter in this IMS authorization service.

timeout_duration
Specifies the duration of timeout in seconds as an integer from 0 through 3600.
Default: 60

Use this co