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Executive Summary

Executive Summary

Cisco Validated Designs consist of systems and solutions that are designed, tested, and documented to facilitate and
improve customer deployments. These designs incorporate a wide range of technologies and products into a portfolio of
solutions that have been developed to address the business needs of our customers.

Cisco and Hitachi are working together to deliver a converged infrastructure solution that helps enterprise businesses meet
the challenges of today and position themselves for the future. Leveraging decades of industry expertise and superior
technology, this Cisco CVD offers a resilient, agile, and flexible foundation for today’s businesses. In addition, the Cisco and
Hitachi partnership extends beyond a single solution, enabling businesses to benefit from their ambitious roadmap of
evolving technologies such as advanced analytics, 10T, cloud, and edge capabilities. With Cisco and Hitachi, organizations
can confidently take the next step in their modernization journey and prepare themselves to take ad-vantage of new
business opportunities enabled by innovative technology.

This document steps through the deployment of the Cisco and Hitachi Adaptive Solutions for Converged Infrastructure as a
Virtual Server Infrastructure (VSI), as it was described in the Cisco and Hitachi Adaptive Solutions for Converged
Infrastructure Design Guide. The recommended solution architecture is built on Cisco Unified Computing System (Cisco
UCS) using the unified software release to support the Cisco UCS hardware platforms for Cisco UCS B-Series blade, Cisco
UCS 6400 or 6300 Fabric Interconnects, Cisco Nexus gooo Series switches, Cisco MDS Fibre channel switches, and Hitachi
Virtual Storage Platform (VSP). This architecture is pulled together to support VMware vSphere 6.5 and VMware vSphere
6.7 to support a larger range of customer deployments within vSphere.
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]

Introduction

Modernizing your data center can be overwhelming, and it’s vital to select a trusted technology partner with proven
expertise. With Cisco and Hitachi as partners, companies can build for the future by enhancing systems of record,
supporting systems of innovation, and growing their business. Organizations need an agile solution, free from operational
inefficiencies, to deliver continuous data availability, meet SLAs, and prioritize innovation.

Hitachi and Cisco Adaptive Solutions for Converged Infrastructure as a Virtual Server Infrastructure (VSI) is a best practice
datacenter architecture built on the collaboration of Hitachi Vantara and Cisco to meet the needs of enterprise customers
utilizing virtual server workloads. This architecture is composed of the Hitachi Virtual Storage Platform (VSP) connecting
through the Cisco MDS multilayer switches to Cisco Unified Computing System (UCS), and further enabled with the Cisco
Nexus family of switches.

These deployment instructions are based on the buildout of the Cisco and Hitachi Adaptive Solutions for Converged
Infrastructure validated reference architecture, that covers specifics of products utilized within the Cisco validation lab, but
the solution is considered relevant for equivalent supported components listed within Cisco and Hitachi Vantara’s published
compatibility matrixes. Supported adjustments from the example validated build must be evaluated with care as their
implementation instructions may differ.

Audience

The audience for this document includes, but is not limited to; sales engineers, field consultants, professional services, IT
managers, partner engineers, and customers who want to modernize their infrastructure to meet SLAs and their business
needs at any scale.

Purpose of this Document

This document provides a step by step configuration and implementation guide for the Cisco and Hitachi Adaptive
Solutions for Converged Infrastructure solution. This solution features a validated reference architecture composed of:

e (isco UCS Compute

e  Cisco Nexus Switches

e  Cisco Multilayer SAN Switches
e Hitachi Virtual Storage Platform

For the design decisions and technology discussion of the solution, please refer to the Cisco and Hitachi Adaptive Solutions
for Converged Infrastructure Design Guide:

https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS _CVDs/cisco _hitachi_adaptivesolutions ci_design.html



https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_hitachi_adaptivesolutions_ci_design.html
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Architecture

Cisco and Hitachi Adaptive Solutions for Converged Infrastructure is a validated reference architecture targeting Virtual
Server Infrastructure(VSI) implementations. The architecture is built around the Cisco Unified Computing System(UCS)
and the Hitachi Virtual Storage Platform(VSP) connected together by Cisco MDS Multilayer SAN Switches, and further
enabled with Cisco Nexus Switches. These components come together to form a powerful and scalable design, built on the
best practices of both companies to create an ideal environment for virtualized systems.

The solution is built and validated for two similar topologies featuring differing Cisco UCS Fabric Interconnects as well as
differing Hitachi VSP Storage Systems, with both using the same MDS and Nexus switching infrastructure.

The first topology shown in Figure 1 leverages:
e  Cisco Nexus 9336C-FX2 — 100Gb capable, LAN connectivity to the UCS compute resources.

e Cisco UCS 6454 Fabric Interconnect — Unified management of UCS compute, and the compute’s access to storage
and networks.

e Cisco UCS B2oo M5 — High powered, versatile blade server, conceived for virtual computing.

e Cisco MDS 9706 —32Gbps Fibre Channel connectivity within the architecture, as well as interfacing to resources
present in an existing data center.

e Hitachi VSP G370 — Mid-range, high-performance storage system with optional all-flash configuration
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Figure 1 Cisco and Hitachi Adaptive Solution for Cl with Hitachi VSP G370 and Cisco UCS 6454
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The Cisco UCS B20oo Mg blade servers in this topology are hosted within a Cisco UCS 5108 Chassis, and connect into the
fabric interconnects from the chassis using Cisco UCS 2208XP 1/O Modules (IOM). The 2208XP IOM supports 10G
connections into the 10/25G ports of the Cisco UCS 6454 Fls, delivering a high port availability that may fit well in a branch
office setting.

The second topology shown in Figure 2 leverages:
e  Cisco Nexus 9336C-FX2 —100Gb capable, LAN connectivity to the UCS compute resources.

e  Cisco UCS 6332-16UP Fabric Interconnect — Unified management of UCS compute, and the compute’s access to
storage and networks.

e Cisco UCS B2oo M5 - High powered, versatile blade server, conceived for virtual computing.

e Cisco MDS 9706 —32Gbps Fibre Channel connectivity within the architecture, as well as interfacing to resources
present in an existing data center.

e Hitachi VSP Gi1500 — Enterprise-level, high-performance storage system with optional all-flash configuration
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Figure 2 Cisco and Hitachi Adaptive Solution for Cl with Hitachi VSP G1500 and Cisco UCS 6332-16UP
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The Cisco UCS B20o M5 servers in this topology are hosted within the same Cisco UCS 5108 Chassis, but connect into the
fabric interconnects from the chassis using Cisco UCS 2304 IOM. The Cisco UCS 2304 IOM supports 40G connections going

into the Cisco UCS 6332-16UP Fls, delivering a high bandwidth solution that may fit well in a main office type setting.

Management components for both architectures additionally include:

e (isco UCS Manager — Management delivered through the Fabric Interconnect, providing stateless compute, and

policy driven implementation of the servers managed by it.

e  Cisco Intersight (optional) — Comprehensive unified visibility across UCS domains, along with proactive alerts and

enablement of expedited Cisco TAC communications.

e Cisco Data Center Network Manager (optional) — Multi-layer network configuration and monitoring.

Both topologies were validated for vSphere 6.5 U2 and vSphere 6.7 U1 to accommodate a larger range of expected

customer deployments. Previous, and newer versions of vSphere, as well as other vendor hypervisors may be supported.
These additional hypervisors must be within the compatibility and interoperability matrices listed at the start of the next

section, but are not included in this validated design.
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Hardware and Software Versions

Table 1 lists the validated hardware and software versions used for this solution. Configuration specifics are given in this
deployment guide for the devices and versions listed in the following tables. Component and software version substitution
from what is listed is considered acceptable within this reference architecture, but substitution will need to comply with the
hardware and software compatibility matrices from both Cisco and Hitachi.

Cisco UCS Hardware Compatibility Matrix:

https://ucshcltool.cloudapps.cisco.com/public/

Cisco Nexus and MDS Interoperability Matrix:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mdsqooo/interoperability/matrix/intmatrx/Matrix1.html

Cisco Nexus Recommended Releases for Nexus gK:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexusqgooo/sw/recommended_release/b Minimum_and_Reco
mmended Cisco NX-OS Releases for Cisco Nexus g9ooo Series Switches.html

Cisco MDS Recommended Releases:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mdsqooo/sw/b _MDS NX-OS Recommended Releases.html

Hitachi Vantara Interoperability:

https://support.hitachivantara.com/en us/interoperability.html sub-page -> (VSP G1Xoo, F1500, Gxxo, Fxxo, VSP, HUS VM
VMWare Support Matrix)

In addition, any substituted hardware or software may have different configurations from what is detailed in this guide and
will require a thorough evaluation of the substituted product reference documents.

Table1l Validated Hardware and Software

Component Software Version/Firmware Version
Network Cisco Nexus 9336C-FX2 7.0(3)l7(5a)
Compute Cisco UCS Fabric Interconnect 6332 4.0(1b)

Cisco UCS 2304 IOM 4.0(1b)

Cisco UCS Fabric Interconnect 6454 4.0(1b)

Cisco UCS 2208XP IOM 4.0(1b)

Cisco UCS B20o Mg 4.0(1b)
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Component Software Version/Firmware Version

VMware vSphere 6.7 U1

VMware_ESXi_6.7.0_10302608_Custom_Cisco_6.7.1.1.is0

ESXi 6.7 U1 nenic 1.0.25.0
ESXi 6.7 U1 nfnic 4.0.0.14
VMware vSphere 6.5U2

VMware-ESXi-6.5.0-9298722-Custom-Cisco-6.5.2.2.is0

ESXi 6.5 U2 nenic 1.0.25.0
ESXi 6.5 U2 fnic 1.6.0.44
VM Virtual Hardware Version 13y

Storage Hitachi VSP G1500 80-06-42-00/00
Hitachi VSP G370 88-02-03-60/00
Cisco MDS g706 8.3(2)

(DS-X97-SF1-Kg &

DS-X9648-1536K09)

Cisco Data Center Network Manager 11.0(1)

Configuration Guidelines

This document provides details for configuring a fully redundant, highly available configuration for the Cisco and Hitachi
Converged Infrastructure. References are made to which component is being configured with each step, either *-1" or “-2".
For example, AA19-9336-1 and AA19-9336-2 are used to identify the two Nexus switches that are provisioned with this
document, with AA19-9336-1 and 2 used to represent a command invoked on both Nexus switches. The Cisco UCS fabric
interconnects are similarly configured. Additionally, this document details the steps for provisioning multiple Cisco UCS
hosts, and these examples are identified as: VM-Host-Infra-01, VM-Host-Prod-02 to represent infrastructure and
production hosts deployed to each of the fabric interconnects in this document. Finally, to indicate that you should include
information pertinent to your environment in a given step, <text> appears as part of the command structure.

See the following example of a configuration step for both Nexus switches:
AA19-9336-1&2 (config)# ntp server <<var_oob ntp>> use-vrf management

This document is intended to enable you to fully configure the customer environment. In this process, various steps require
you to insert customer-specific naming conventions, IP addresses, and VLAN schemes, as well as to record appropriate
MAC addresses. The tables provided can be copied or printed for use as a reference to align the appropriate customer
deployed values for configuration specifics used within the guide.

12



Deployment Hardware and Software

Table 2 lists the VLANSs necessary for deployment as outlined in this guide.

Table 2 VLANs Used in the Deployment

VLAN Name VLAN Purpose ID Used in Customer Deployed Value
Validating this
Document

Out of Band VLAN for out-of-band management interfaces 19

Mgmt

In-Band Mgmt VLAN for in-band management interfaces 119

Native VLAN to which untagged frames are assigned 2

vMotion VLAN for VMware vMotion 1000

VM-App1 VLAN for Production VM Interfaces 201

VM-App2 VLAN for Production VM Interfaces 202

VM-App2 VLAN for Production VM Interfaces 203

Table 3 lists additional configuration variables are used throughout the document as pointers to where a customer
provided name, or reference for relevant existing information will be used.

Table 3 Variables for Information Used in the Design

Variable Variable Description Customer Deployed Value
<<var_nexus_A_hostname>> Nexus switch A hostname (Example: b19-93180-1)
<<var_nexus_A_mgmt_ip>> Out-of-band management IP for Nexus switch A

(Example: 192.168.164.13)

<<var_nexus_B_hostname>> Nexus switch B hostname (Example: b19-93180-2)

<<var_nexus_B_mgmt_ip>> Out-of-band management IP for Nexus switch B
(Example: 192.168.164.14)

<<var_oob_mgmt_mask>> Out-of-band management network netmask
(Example: 255.255.255.0)

<<var_oob_gateway>> Out-of-band management network gateway
(Example: 192.168.164.254)

<<var_oob_ntp>> Out-of-band management network NTP server
(Example: 192.168.164.254)

<<var_nexus_A_ib_ip>> In-band management HSRP network interface
Nexus switch A (Example: 10.1.164.252)

<<var_nexus_B_ib_ip>> In-band management HSRP network interface for
Nexus switch B (Example: 10.1.164.253)

<<var_nexus_ib_vip>> In-band management HSRP network VIP
(Example: 10.1.164.254)

<<var_password>> Administrative password (Example: NotaP4ss)

13
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Variable

Variable Description

Customer Deployed Value

<<var_dns_domain_name>>

DNS domain name (Example: ucp.cisco.com)

<<var_nameserver_ip>>

DNS server IP(s) (Example: 10.1.168.9)

<<var_timezone>>

Time zone (Example: America/New_York)

<<var_ib_mgmt_vlan_id>>

In-band management network VLAN ID (Example:

119)

<<var_ib_mgmt_vlan_netmask_leng
th>>

Length of IB-MGMT-VLAN Netmask (Example:
124)

<<var_ib_gateway_ip>>

In-band management network VLAN ID (Example:

10.1.168.1)

<<var_vmotion_vlan_id>>

vMotion management network VLAN ID
(Example: 1000)

<<var_vmotion_vlan_netmask_lengt
h>>

Length of vMotion-VLAN Netmask (Example: [24)

<<var_mds_A_mgmt_ip>>

Cisco MDS Management IP address (Example:
192.168.168.18)

<<var_mds_A_hostname>>

Cisco MDS hostname (Example: aa19-9706-1)

<<var_mds_B_mgmt_ip>>

Cisco MDS Management IP address (Example:
192.168.168.19)

<<var_mds_B_hostname>>

Cisco MDS hostname (Example: aa19-9706-2)

<<var_vsan_a_id>>

VSAN used for the A Fabric between the
VSP/MDS/FI (Example: 101)

<<var_vsan_b_id>>

VSAN used for the A Fabric between the
VSP/MDS/FI (Example: 102)

<<vsp_hostname>>

<<Vsp-g370>> [ <<VSp-g1500>>

Hitachi VSP storage system name (Example g370-
[Serial Number])

<<var_ucs_c|ustername>>

<<var_ucs_6454_clustername>> |
<<var_ucs_6332_clustername>>

Cisco UCS Manager cluster host name (Example:
AA19-6454)

<<var_ucsa_mgmt_ip>>

Cisco UCS fabric interconnect (FI) A out-of-band
management IP address (Example:
192.168.168.16)

<<var_ucs_mgmt_vip>>

Cisco UCS fabric interconnect (FI) Cluster out-of-
band management IP address (Example:
192.168.168.15)

<<var_ucsb_mgmt_ip>>

Cisco UCS FI B out-of-band management IP
address (Example: 192.168.168.17)

<<var_vm_host_infra_o1_ip>>

VMware ESXi host o1 in-band management IP
(Example: 10.1.168.21)
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Variable Variable Description Customer Deployed Value

<<var_vm_host_infra_o2_ip>> VMware ESXi host 02 in-band management IP
(Example: 10.1.168.22)

<<var_vm_host_infra_vmotion_o1_i VMware ESXi host 01 vMotion IP (Example:
p>> 192.168.100.21)
<<var_vm_host_infra_vmotion_o2_i | VMware ESXi host 02 vMotion IP (Example:
p>> 192.168.100.22)
<<var_vmotion_subnet_mask>> vMotion subnet mask (Example: 255.255.255.0)
<<var_vcenter_server_ip>> IP address of the vCenter Server (Example:

10.1.168.100)

Physical Cabling

This section explains the cabling examples used for the two validated topologies in the environment. To make connectivity
clear in this example, the tables include both the local and remote port locations.

This document assumes that out-of-band management ports are plugged into an existing management infrastructure at
the deployment site. The upstream network from the Nexus 9336C-FX2 switches is out of scope of this document, with
only the assumption that these switches will connect to the upstream switch or switches with a virtual Port Channel (vPC).

Physical Cabling for the UCS 6454 with the VSP G370 Topology
Figure 3 shows the cabling configuration used in the design featuring the Cisco UCS 6454 with the VSP G37o0.
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Figure 3 Cabling Diagram for Cisco and Hitachi Converged Infrastructure Featuring Cisco UCS 6454 with the VSP G370
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Tables listing the specific port connections with the cables used in the deployment of the Cisco UCS 6454 and the VSP G370
are provided below.

Table 4 Cisco Nexus 9336C-FX2 A Cabling Information for Cisco UCS 6454 to VSP G370 Topology

Local Device

Local Port

Connection

Remote Device

Remote Port

Cisco Nexus 9336C-FX2 A

Ethi/1

40GbE

Cisco Nexus 9336C-FX2 B

Etha/1
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Local Device Local Port Connection Remote Device Remote Port
Ethi/2 40GbE Cisco Nexus 9336C-FX2 B Ethi/2
Ethi/s 100GbE Cisco UCS 6454 FI A Eth 1/53
Ethi/6 100GbE Cisco UCS 6454 FIB Eth1/53
Ethi/35 40GDbE or 1200GbE Upstream Network Switch Any
Eth1/36 40GbE or 100GbE Upstream Network Switch Any
MGMTo GbE GbE management switch Any

# Selecting 100GbE between the Nexus 9336C-FX2 switches and the Cisco UCS 6454 fabric interconnects is not required,
but was selected as an available option between the devices.

Table 5 Cisco Nexus 9336C-FX2 B Cabling Information for Cisco UCS 6454 to VSP G370 Topology

Local Device Local Port Connection Remote Device Remote Port
Cisco Nexus 9336C-FX2 B Ethi/1 40GbE Cisco Nexus 9336C-FX2 A Ethi/1
Ethi/2 40GbE Cisco Nexus 9336C-FX2 A Ethi/2
Ethi/s 100GbE Cisco UCS 6454 FI A Eth 1/54
Etha/6 100GbE Cisco UCS 6454 FIB Eth 1/54
Ethi/35 40GDbE or 200GbE Upstream Network Switch Any
Eth1/36 40GbE or 100GbE Upstream Network Switch Any
MGMTo GbE GbE management switch Any

Table 6 Cisco UCS 6454 A Cablin

Q

=]

Information for Cisco UCS 6454 to VSP G370 Topology

Local Device Local Port Connection Remote Device Remote Port
Cisco UCS 6454 FI A FC1/2 32Gb FC MDS g706 A FCa/s
FC1a/2 32Gb FC MDS g706 A FC1/6
Ethi/g 10GbE Cisco UCS Chassis 2208XP FEX A IOM 1/1
Ethi/10 10GbE Cisco UCS Chassis 2208XP FEX A IOM 1/2
Ethi/11 10GbE Cisco UCS Chassis 2208XP FEX A IOM 1/3
Etha/12 10GbE Cisco UCS Chassis 2208XP FEX A IOM 1/4
Eth1/33 40GbE Cisco Nexus 9336C-FX2 A Etha/s
Eth1/34 40GbE Cisco Nexus 9336C-FX2 B Ethi/g
MGMTo GbE GbE management switch Any
L1 GbE Cisco UCS 6454 FIB L1
L2 GbE Cisco UCS 6454 FIB L2
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r. e

Ports 1-8 on the Cisco UCS 6454 are unified ports that can be configured as Ethernet or as Fibre Channel ports. Server

ports should be initially deployed started with 1/9 to give flexibility for FC port needs, and ports 49-54 are not configu-
rable for server ports. Also, ports 45-48 are the only configurable ports for 1Gbps connections that may be needed to a

network switch.

Table 7 Cisco UCS 6454 B Cabling Information for Cisco UCS 6454 to VSP G370 Topology

Local Device Local Port Connection Remote Device Remote Port

Cisco UCS 6454 FIB FC1/a 32Gb FC MDS 9706 B FC1/s
FC1/2 32Gb FC MDS g706 B FC1/6
Eth1/g 10GbE Cisco UCS Chassis 2208XP FEX B IOM 1/1
Ethi/10 10GbE Cisco UCS Chassis 2208XP FEX B IOM 1/2
Ethi/11 10GbE Cisco UCS Chassis 2208XP FEX B IOM 1/3
Ethi/12 10GbE Cisco UCS Chassis 2208XP FEX B IOM 1/4
Eth1/33 40GbE Cisco Nexus 9336C-FX2 A Eth1/6
Eth1/34 40GbE Cisco Nexus 9336C-FX2 B Eth1/6
MGMTo GbE GbE management switch Any
L1 GbE Cisco UCS 6454 FI A L1
L2 GbE Cisco UCS 6454 FI A L2

Table 8 Cisco MDS 9706 A Cabling Information for Cisco UCS 6454 to VSP G370 Topology

Local Device Local Port Connection Remote Device Remote Port

Cisco MDS 9706 A FCa/s 32Gb FC Cisco UCS 6454 FI A FC1/2
FCa/6 32Gb FC Cisco UCS 6454 FI A FC1/2
FC1/12 32Gb FC VSP G370 Controller 1 CL1-A
FC1/12 32Gb FC VSP G370 Controller 2 CL2-B
Sup1 GbE GbE management switch Any
MGMTo
Sup2 GbE GbE management switch Any
MGMTo

.=

The MDS DS-X9648-1536K9 4/8/16/32 Gbps Advanced FC Module used in this design does not have port groups with

shared bandwidth, so sequential port selection will not impact bandwidth. When looking at substituting a differing MDS
switch into the topology from the respective compatibility matrices, care should be given to any port group specifics on

how bandwidth may be shared between ports.

Table 9 Cisco MDS 9706 B Cabling Information for Cisco UCS 6454 to VSP G370 Topology

| Local Device

| Local Port

| Connection

| Remote Device

Remote Port
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Local Device Local Port Connection Remote Device Remote Port
Cisco MDS 9706 B FCa/s 32Gb FC Cisco UCS 6454 FI B FC1/2
FC1/6 32Gb FC Cisco UCS 6454 FIB FC1a/2
FC1/11 32Gb FC VSP G370 Controller 1 CL3-B
FCa/12 32Gb FC VSP G370 Controller 2 CL 4-A
Sup1 GbE GbE management switch Any
MGMTo
Sup2 GbE GbE management switch Any
MGMTo

Table 10 Hitachi VSP G370 Cabling

Information for Cisco UCS 6454 to VSP G370 Topology

Local Device Local Port Connection Remote Device Remote Port
Hitachi VSP G370 CL1-A 32Gb FC Cisco MDS g706 A FC1/11
CL2-B 32Gb FC Cisco MDS g706 A FC1/12
CL3-B 32Gb FC Cisco MDS 9706 B FC1/11
CL 4-A 32Gb FC Cisco MDS g706 B FC1a/12
Conta GbE SVP LAN3
LAN
Cont2 GbE SVP LANg4
LAN

# SVP will be configured by a Hitachi Vantara support engineer at the time of initial configuration and is out of scope of

the primary deployment.

Physical Cabling for the Cisco UCS 6332-16UP with the VSP G1500 Topology
Figure 4 illustrates the cabling configuration used in the design featuring the Cisco UCS 6332-16UP with the VSP Gisoo0.
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Tables listing the specific port connections with the cables used in the deployment of the Cisco UCS 6332-16UP and the VSP

G1500 are below.

Table 11 Cisco Nexus 9336C-FX2 A Cabling Information for Cisco UCS 6332-16UP to VSP G1500 Topology

Local Device Local Port Connection Remote Device Remote Port
Cisco Nexus 9336C-FX2 A Eth1/1 40GbE Cisco Nexus 9336C-FX2 B Ethi/1
Ethi/2 40GbE Cisco Nexus 9336C-FX2 B Eth1/2
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Local Device Local Port Connection Remote Device Remote Port
Eth1/3 40GbE Cisco UCS 6332-16UP FI A Eth 1/39
Eth1/4 40GDbE Cisco UCS 6332-16UP FIB Eth 1/39
Eth1/35 40GbE or 100GbE Upstream Network Switch Any
Eth1/36 40GDbE or 100GbE Upstream Network Switch Any
MGMTo GbE GbE management switch Any

Table 12 Cisco Nexus 9336C-FX2 B Cabling Information for Cisco UCS 6332-16UP to VSP G1500 Topology

Local Device Local Port Connection Remote Device Remote Port
Cisco Nexus 9336C-FX2 B Eth1/1 40GbE Cisco Nexus 9336C-FX2 A Ethi/1
Ethi/2 40GDbE Cisco Nexus 9336C-FX2 A Eth1/2
Eth1/3 40GbE Cisco UCS 6332-16UP FI A Eth 1/40
Eth1/4 40GDbE Cisco UCS 6332-16UP FI B Eth 1/40
Eth1/35 40GDbE or 100GbE Upstream Network Switch Any
Eth1/36 40GDbE or 100GbE Upstream Network Switch Any
MGMTo GbE GbE management switch Any

Table 13 Cisco UCS 6332-16UP A Cabling Information for Cisco UCS 6332-16UP to VSP G1500 Topology

Local Device Local Port Connection Remote Device Remote Port
Cisco UCS 6332-16UP FI A FC1/a 16Gb FC MDS g706 A FC1/a
FC1/2 16Gb FC MDS g706 A FC1/2
FC1/3 16Gb FC MDS g706 A FCa/3
FCa/4 16Gb FC MDS g706 A FC1a/4
Ethi/17 40GbE Cisco UCS Chassis 2304 FEX A IOM 1/1
Eth1/18 40GbE Cisco UCS Chassis 2304 FEX A IOM 1/2
Eth1/39 40GbE Cisco Nexus 9336C-FX2 A Eth1/3
Ethi/40 40GbE Cisco Nexus 9336C-FX2 B Ethi/3
MGMTo GbE GbE management switch Any
L1 GbE Cisco UCS 6454 FIB L1
L2 GbE Cisco UCS 6454 FIB L2

ﬂ Ports 1-16 are Universal ports in the UCS 6332-16UP that can be used for Ethernet or Fibre Channel, with ports 17-40
primarily used as server ports either with 40Gbps QSFP+ ports, or breakout cables to support 10Gbps. The last ports of
35-40 are generally used for network uplinks and will not support QSFP copper twinax type cables.

Table 14 Cisco UCS 6332-16UP B Cabling Information for Cisco UCS 6332-16UP to VSP G1500 Topology

[ Local Device | Local Port | Connection | Remote Device Remote Port
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Local Device Local Port Connection Remote Device Remote Port
Cisco UCS 6332-26UP FI B FC1/a 16Gb FC MDS g706 B FC1/1

FCa/2 16Gb FC MDS g706 B FC1a/2
FCa/3 16Gb FC MDS 9706 B FCa/3
FC1/4 16Gb FC MDS 9706 B FC1/4
Ethi/1y 40GbE Cisco UCS Chassis 2304 FEX A IOM 1/1
Eth1/18 40GbE Cisco UCS Chassis 2304 FEX A IOM 1/2
Eth1/39 40GbE Cisco Nexus 9336C-FX2 A Ethi/4
Eth1/40 40GbE Cisco Nexus 9336C-FX2 B Eth1/4
MGMTo GbE GbE management switch Any
L1 GbE Cisco UCS 6454 FI A L1
L2 GbE Cisco UCS 6454 FI A L2

Table 15 Cisco MDS 9706 A Cabling Information for Cisco UCS 6332-16UP to VSP G1500 Topology

Local Device Local Port Connection Remote Device Remote Port

Cisco MDS g706 A FC1/a 16Gb FC Cisco UCS 6332-16UP FI A FC1/1
FC1/2 16Gb FC Cisco UCS 6332-16UP FI A FC1/2
FC1/3 16Gb FC Cisco UCS 6332-16UP FI A FC1/3
FC1/4 16Gb FC Cisco UCS 6332-16UP FI A FC1/4
FCafy 16Gb FC VSP G100 CL1-A
FC1/8 16Gb FC VSP G1500 CL2-A
FC1/g 16Gb FC VSP G100 CL1-J
FCa/10 16Gb FC VSP Gas00 CL2-J
Sup1 GbE GbE management switch Any
MGMTo
Sup2 GbE GbE management switch Any
MGMTo

'ﬂ The MDS DS-X9648-1536K9 4/8/16/32 Gbps Advanced FC Module used with the MDS 9706 in this design does not have
port groups with shared bandwidth, so sequential port selection will not impact bandwidth. When looking at substitut-
ing a differing MDS switch into the topology from the respective compatibility matrices, care should be given to any port
group specifics on how bandwidth may be shared between ports.

Table 16 Cisco MDS 9706 B Cabling Information for Cisco UCS 6332-16UP to VSP G1500 Topology

| Local Device | Local Port | Connection | Remote Device Remote Port
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Local Device Local Port Connection Remote Device Remote Port

Cisco MDS 9706 B FCa/a 16Gb FC Cisco UCS 6332-16UP FI B FCi1/1
FC1/2 16Gb FC Cisco UCS 6332-16UP FIB FC1/2
FC1/3 16Gb FC Cisco UCS 6332-16UP FI B FC1/3
FC1/4 16Gb FC Cisco UCS 6332-16UP FI B FC1/4
FCafy 16Gb FC VSP Gi500 CL3-L
FC1/8 16Gb FC VSP Gas00 CL 4-C
FC1/g 16Gb FC VSP Gi500 CL3-C
FCa/10 16Gb FC VSP Gas00 CL 4-L
Sup1 GbE GbE management switch Any
MGMTo
Sup2 GbE GbE management switch Any
MGMTo

Table 17 Hitachi VSP G1500 Cabling Information for Cisco UCS 6332-16UP to VSP G1500 Topology

Local Device Local Port Connection Remote Device Remote Port

Hitachi VSP Gi1500 CL1-A 16Gb FC Cisco MDS g706 A FCaf7
CL 2-A 16Gb FC Cisco MDS g706 A FC1/8
CL1-J 16Gb FC Cisco MDS g706 A FC1/g
CL 2-J 16Gb FC Cisco MDS 9706 A FC1/10
CL3-L 16Gb FC Cisco MDS g706 B FCa/7
CL 4-C 16Gb FC Cisco MDS g706 B FC1/8
CL3-C 16Gb FC Cisco MDS g706 B FC1/g
CL 4-L 16Gb FC Cisco MDS g706 B FC1/10
SVP GbE GbE management switch Any
LAN

# SVP will be configured by a Hitachi Vantara support engineer at the time of initial configuration and is out of scope of

the primary deployment.
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Cisco Nexus Switch Configuration

The Nexus switch configuration will explains the basic L2 and L3 functionality for the application environment used in the
validation environment hosted by the UCS domains. The application gateways are hosted by the pair of Nexus switches,
but primary routing is passed onto an existing router that is upstream of the converged infrastructure. This upstream router
will need to be aware of any networks created on the Nexus switches, but configuration of an upstream router is beyond the

scope of this deployment guide.

# Configuration connections for both Fabric Interconnect platforms are listed in these steps and both sets of Cisco UCS

vPCs are not necessary in a deployment that will only deploy a single UCS domain.

Physical Connectivity

Physical cabling should be completed by following the diagram and table references found in section Deployment

Hardware and Software.

Initial Nexus Configuration Dialogue

Complete this dialogue on each switch, using a serial connection to the console port of the switch, unless Power on Auto

Provisioning is being used.

---- System Admin Account Setup ----

Do you want to enforce secure password standard (yes/no) [y]:

Enter the password for "admin":
Confirm the password for "admin":

---- Basic System Configuration Dialog VDC: 1 ----
This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.
Please register Cisco Nexus9000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. Nexus9000 devices must be registered to receive

entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): yes

Create another login account (yes/no) [n]:

Configure read-only SNMP community string (yes/no) [n]:

Configure read-write SNMP community string (yes/no) [n]:

Enter the switch name : <<var_nexus_A hostname>>|<<var_nexus_B_hostname>>
Continue with Out-of-band (mgmt0O) management configuration? (yes/no) [y]:

MgmtO IPv4 address : << var_nexus_A mgmt_ ip>>|<< var_nexus_B mgmt_ip>>
MgmtO IPv4 netmask : <<var_oob_mgmt netmask>

Configure the default gateway? (yes/no) [y]:

Abort Power on Auto Provisioning and continue with normal setup? (yes/no) [n]:

yes

24




Cisco Nexus Switch Configuration

IPv4 address of the default gateway : <<var_oob_gw>>
Configure advanced IP options? (yes/no) [n]:
Enable the telnet service? (yes/no) [n]:
Enable the ssh service? (yes/no) [y]:
Type of ssh key you would like to generate (dsa/rsa) [rsa]l:
Number of rsa key bits <1024-2048> [1024]:
Configure the ntp server? (yes/no) [n]: y
NTP server IPv4 address: <<var_oob_ntp>>
Configure default interface layer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut) [noshut]: shut
Configure CoPP system profile (strict/moderate/lenient/dense) [strict]:

The following configuration will be applied:
password strength-check
switchname AA19-9336-1
vrf context management
ip route 0.0.0.0/0 192.168.168.254
exit
no feature telnet
ssh key rsa 1024 force
feature ssh
system default switchport
system default switchport shutdown
copp profile strict
interface mgmtO
ip address 192.168.168.13 255.255.255.0
no shutdown

Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:

Enable Features and Settings

To enable IP switching features, run the following commands on each Cisco Nexus:

AA19-9336-1&2 ( )
AA19-9336-1&2 ( )
AA19-9336-1&2 (configq)

|AA19—9336—1&2 ( )

# feature lacp

# feature vpc

# feature interface-vlan
# feature hsrp

r.

The reference of Ar19-9336-152 is used to represent a command run on both switches, Aa19-9336-1 represents a
command to run only on the first Nexus switch, and 2a19-9336-2 stands for a command that should only be run on the
second Nexus switch.

Additionally, configure the spanning tree and save the running configuration to start-up:

AA19-9336-1&2 (config)# spanning-tree port type network default
AA19-9336-1&2 (config)# spanning-tree port type edge bpduguard default
AA19-9336-1&2 (config)# spanning-tree port type edge bpdufilter default

25



Cisco Nexus Switch Configuration

Create VLANs

Run the following commands on both switches to create VLANS:

AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2

(config) # vlan 119
(config-vlan) # name IB-MGMT
(config-vlan)# vlan 2
(config-vlan)# name Native
AA19-9336-1&2 (config-vlan)# vlan 1000
AA19-9336-1&2 (config-vlan)# name vMotion
AA19-9336-1&2 (config-vlan)# vlan 201
AA19-9336-1&2 (config-vlan)# name Web
AA19-9336-182 ( )# vlan 202
AA19-9336-1&2 ( ) # name App
AA19-9336-1&2 ( ) # vlan 203
AA19-9336-1&2 ( ) # name DB
AA19-9336-1&2 ( ) # exit

config-vlan
config-vlan
config-vlan
config-vlan
config-vlan

Continue adding VLANS as appropriate to your environment.

Add Individual Port Descriptions for Troubleshooting

To add individual port descriptions for troubleshooting activity and verification for switch A, enter the following commands
from the global configuration mode:

AA19-9336-1(config)# interface port-channel 11
AA19-9336-1(config-if)# description vPC peer-link
AA19-9336-1(config-if)# interface port-channel 13
AA19-9336-1(config-if)# description vPC UCS 6332-16UP-1 FI
AA19-9336-1(config-if)# interface port-channel 14
AA19-9336-1(config-if)# description vPC UCS 6332-16UP-2 FI
AA19-9336-1(config-if)# interface port-channel 15
AA19-9336-1(config-if)# description vPC UCS 6454-1 FI
AA19-9336-1(config-if)# interface port-channel 16
AA19-9336-1(config-if)# description vPC UCS 6454-2 FI

( ) # interface port-channel 135

( ) # description vPC Upstream Network Switch A

( )# interface port-channel 136

( ) # description vPC Upstream Network Switch B

AA19-9336-1(config-if
AA19-9336-1(config-if
AA19-9336-1(config-if
AA19-9336-1(config-if

'ﬁ The port-channel numbers will need to match between the two switches, and while the port numbering can be some-
what arbitrary, a numbering scheme of the first port in the port channel is represented in the numbering scheme used,
where port channel 11 has a first port of 1/1, and port channel 136 has a first port of 1/36.

AA19-9336-1(config-if
AA19-9336-1(config-if
AA19-9336-1(config-if
AA19-9336-1(config-if
AA19-9336-1(config-if
AA19-9336-1(config-if
AA19-9336-1(config-if interface Ethernetl/4

AA19-9336-1(config-if description vPC 14 connection to UCS 6332-16UP-2 FI Ethernetl/39

( )# interface Ethernetl/1

( ) #

( ) #

( ) #

( ) #

( ) #

( ) #

( ) #
AA19-9336-1(config-if)# interface Ethernetl/5

( ) #

( ) #

( ) #

( ) #

( ) #

( ) #

( ) #

( ) #

description vPC peer-link connection to AA19-9336-2 Ethernetl/1
interface Ethernetl/2

description vPC peer-link connection to AA19-9336-2 Ethernetl/2
interface Ethernetl/3

description vPC 13 connection to UCS 6332-16UP-1 FI Ethernetl/39

AA19-9336-1(config-if description vPC 15 connection to UCS 6454-1 FI Ethernetl/53
AA19-9336-1(config-if interface Ethernetl/6

AA19-9336-1(config-if description vPC 16 connection to UCS 6454-2 FI Ethernetl/53
AA19-9336-1(config-if interface Ethernetl/35

AA19-9336-1(config-if description vPC 135 connection to Upstream Network Switch A
AA19-9336-1(config-if interface Ethernetl/36

AA19-9336-1(config-if description vPC 136 connection to Upstream Network Switch B
AA19-9336-1(config-if exit
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ﬂ In these steps, the interface commands for the VLAN interface and Port-Channel interfaces, will create these inter-

faces if they do not already exist.

To add individual port descriptions for troubleshooting activity and verification for switch B, enter the following commands

from the global configuration mode:

(

AA19-9336-2 (config-if) #
AA19-9336-2 (config-if) #
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)
AA19-9336-2 (config-if)

AA19-9336-2 (config)# interface port-channel 11

description vPC peer-link

interface port-channel 13

description vPC UCS 6332-16UP-1 FI

interface port-channel 14

description vPC UCS 6332-16UP-2 FI

interface port-channel 15

description vPC UCS 6454-1 FI

interface port-channel 16

description vPC UCS 6454-2 FI

interface port-channel 135

description vPC Upstream Network Switch A

interface port-channel 136

description vPC Upstream Network Switch B

interface Ethernetl/1

description vPC peer-link connection to AA19-9336-1 Ethernetl/1
interface Ethernetl/2

description vPC peer-link connection to AA19-9336-1 Ethernetl/2
interface Ethernetl/3

description vPC 13 connection to UCS 6332-16UP-1 FI Ethernetl/40
interface Ethernetl/4

description vPC 14 connection to UCS 6332-16UP-2 FI Ethernetl/40
interface Ethernetl/5

description vPC 15 connection to UCS 6454-1 FI Ethernetl/54
interface Ethernetl/6

description vPC 16 connection to UCS 6454-2 FI Ethernetl/54
interface Ethernetl/35

description vPC 135 connection to Upstream Network Switch A
interface Ethernetl/36

description vPC 136 connection to Upstream Network Switch B
exit

Create the vPC Domain

The vPC domain will be assigned a unique number from 1-1000 and will handle the vPC settings specified within the

switches. To set the vPC domain configuration on 9336C-FX2 A, run the following commands:

<<var_nexus_A_mgmt_ ip>>

AA19-9336-1 (config-vpc-domain) #
AA19-9336-1 (config-vpc-domain) #
AA19-9336-1 (config-vpc-domain) # auto-recovery
AA19-9336-1 (config-vpc-domain) #
AA19-9336-1(config-vpc-domain) # exit

AA19-9336-1(config)# vpc domain 10

AA19-9336-1(config-vpc-domain) # peer-switch

AA19-9336-1(config-vpc-domain) # role priority 10

AA19-9336-1 (config-vpc-domain) # peer-keepalive destination <<var_nexus_B_mgmt_ip>> source

delay restore 150
peer—-gateway

ip arp synchronize

On the 9336C-FX2 B switch run these slightly differing commands, noting that role priority and peer-keepalive commands

will differ from what was previously set:

<<var_nexus_B_mgmt_ ip>>

AA19-9336-2 (config)# vpc domain 10

AA19-9336-2 (config-vpc-domain) # peer-switch

AA19-9336-2 (config-vpc-domain) # role priority 20

AA19-9336-2 (config-vpc-domain) # peer-keepalive destination <<var_nexus_A mgmt_ip>> source

AA19—§336—2(config—vpc—domain)# delay restore 150
AA19-9336-2 (config-vpc-domain) # peer-gateway
AA19-9336-2 (config-vpc-domain) # auto-recovery
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AA19-9336-2 (config-vpc-domain) # ip arp synchronize
AA19-9336-2 (config-vpc-domain) # exit

Configure Port Channel Member Interfaces

On each switch, configure the Port Channel member interfaces that will be part of the vPC Peer Link and configure the vPC
Peer Link:

AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2

config)# int eth 1/1-2

config-if-range)# channel-group 11 mode active
config-if-range)# no shut

config-if-range)# int port-channel 11

config-if) #
config-if)
)

(

(

(

(
(config-if) #
(

(

(config-if

#
#

switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan 119,1000,201-203
vpc peer-link

Configure Virtual Port Channels

On each switch, configure the Port Channel member interfaces and the vPC Port Channels to the Cisco UCS Fabric
Interconnect and the upstream network switches:

.=

Port Channels to both a Cisco UCS 6332-16UP FI pair and Cisco UCS 6454 Fl pair are shown below. The specific ports
selected for these connections into the Nexus should reflect the cabling implemented for deployed Cisco UCS Fl in a cus-
tomer environment, and both should not be configured as shown in this example unless two UCS Fl pairs are being de-

ployed.

Nexus Connection vPC to Cisco UCS 6332-16UP A

AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2

(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #

int ethernet 1/3

channel-group 13 mode active

no shut

int port-channel 13

switchport mode trunk

switchport trunk native vlan 2
switchport trunk allowed vlan 119,1000,201-203
spanning-tree port type edge trunk
mtu 9216

load-interval counter 3 60

vpc 13

Nexus Connection vPC to Cisco UCS 6332-16UP B

AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2

(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #

int ethernet 1/4

channel-group 14 mode active

no shut

int port-channel 14

switchport mode trunk

switchport trunk native wvlan 2
switchport trunk allowed vlan 119,1000,201-203
spanning-tree port type edge trunk
mtu 9216

load-interval counter 3 60

vpc 14

Nexus Connection vPC to Cisco UCS 6454 A

AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2

config-if
config-if
config-if

( ) #
( ) #
( ) #
(config-if) #

int ethernet 1/5
channel-group 15 mode active
no shut

int port-channel 15
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AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if

)# switchport mode trunk

) # switchport trunk native vlan 2

) # switchport trunk allowed vlan 119,1000,201-203
) # spanning-tree port type edge trunk

) # mtu 9216

)# load-interval counter 3 60

)# vpc 15

Nexus Connection vPC to Cisco UCS 6454 B

AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if

(config-if
(
(
(
(
AA19-9336-1&2 (config-if
(
(
(
(
(

config-if
config-if

AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if

)# int ethernet 1/6

) # channel-group 16 mode active

)# no shut

)# int port-channel 16

)# switchport mode trunk

) # switchport trunk native vlan 2

) # switchport trunk allowed vlan 119,1000,201-203
) # spanning-tree port type edge trunk

) # mtu 9216
)# load-interval counter 3 60
) # vpc 16

Nexus Connection vPC to Upstream Network Switch A

AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if

interface Ethernetl/35
channel-group 135 mode active

no shut

int port-channel 135

switchport mode trunk

switchport trunk native vlan 2
switchport trunk allowed vlan 119

)
)
)
)
)
)
)
) # vpc 135

= S 3 3 S S S 3

Nexus Connection vPC to Upstream Network Switch B

AA19-9336-1&2
AA19-9336-1&2
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if

(config-if
(
(
(
AA19-9336-1&2 (config-if
(
(
(

config-if

AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if
AA19-9336-1&2 (config-if

# interface Ethernetl/36

# channel-group 136 mode active

# no shut

# int port-channel 136

# switchport mode trunk

# switchport trunk native vlan 2

# switchport trunk allowed vlan 119
# vpc 136

Create Hot Standby Router Protocol (HSRP) Switched Virtual Interfaces (SVI)

These interfaces can be considered optional if the subnets of the VLANSs used within the environment are managed entirely

by an upstream switch, but if that
Upstream switches.

is the case, all managed VLANs will need to be carried up through the vPC to the

More advanced Cisco routing protocols can be configured within the Nexus switches, but are not covered in this design.
Routing between the SVIs is directly connected between them as they reside in the same Virtual Routing and Forwarding
instance (VRF), and traffic set to enter and exit the VRF will traverse the default gateway set for the switches.

For 9336C-FX2 A:

Nexus A IB-Mgmt SVI

AA19-9336-1(config-if) #
AA19-9336-1(config-if) #
AA19-9336-1(config-if) #
AA19-9336-1(config-if)#
AA19-9336-1(config-if-hs

int vlan 119

no shutdown

ip address <<var_nexus_ A ib_ ip>>/24
hsrp 19

rp) # preempt
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‘AA19-9336-1(config-if-hsrp)# ip <<var_nexus_ib vip>>

'ﬁ When HSRP priority is not set, it defaults to 100. Alternating SVIs within a switch are set to a number higher than 105 to
set those SVIs to default to be the standby router for that network. Be careful when the VLAN SVI for one switch is set
without a priority (defaulting to 100), the partner switch is set to a priority with a value other than 100.

Nexus A Web SVI

AA19-9336-1(config-if-hsrp)# int vlan 201
AA19-9336-1(config-if)# no shutdown
AA19-9336-1(config-if)# ip address 172.18.101.252/24
AA19-9336-1(config-if) # hsrp 101
AA19-9336-1(config-if-hsrp) # preempt
AA19-9336-1(config-if-hsrp)# priority 105
AA19-9336-1(config-if-hsrp)# ip 172.18.101.254

Nexus A App SVI

AA19-9336-1
AA19-9336-1
AA19-9336-1
AA19-9336-1
AA19-9336-1
AA19-9336-1

config-if-hsrp)# int vlan 202
config-if)# no shutdown

config-if)# ip address 172.18.102.252/24
config-if)# hsrp 102

config-if-hsrp) # preempt
config-if-hsrp)# ip 172.18.102.254

Nexus A DB SVI

AA19-9336-1(config-if-hsrp)# int vlan 203
AA19-9336-1(config-if)# no shutdown
AA19-9336-1(config-if)# ip address 172.18.103.252/24
AA19-9336-1(config-if)# hsrp 103
AA19-9336-1(config-if-hsrp)# preempt
AA19-9336-1(config-if-hsrp)# priority 105
AA19-9336-1(config-if-hsrp)# ip 172.18.103.254

For 9336C-FX2 B:

Nexus B IB-Mgmt SVI

AA19-9336-2 (config-if)# int vlan 119

AA19-9336-2 (config-if)# no shutdown

AA19-9336-2 (config-if)# ip address <<var_nexus_B_ib_ip>>/24
ARA19-9336-2(config-if)# hsrp 19

AA19-9336-2 (config-if-hsrp)# preempt

AA19-9336-2 (config-if-hsrp)# priority 105

AA19-9336-2 (config-if-hsrp)# <<var_nexus_ib_ vip>>

Nexus B Web SVI

AA19-9336-2 (config-if-hsrp)# int vlan 201
AA19-9336-2 (config-if)# no shutdown

AA19-9336-2 (config-if)# ip address 172.18.101.253/24
AA19-9336-2 (config-if)# hsrp 101

AA19-9336-2 (config-if-hsrp) # preempt

AA19-9336-2 (config-if-hsrp)# ip 172.18.101.254

Nexus B App SVI

AA19-9336-2

AA19-9336-2 (config-if-hsrp)# int vlan 202

AA19-9336-2 (config-if) # no shutdown

AA19-9336-2 (config-if)# ip address 172.18.102.253/24
(

config-if)# hsrp 102
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Nexus B

Set Glo

Run

AA19-9336-2 (config-if-hsrp) # preempt
AA19-9336-2 (config-if-hsrp) # priority 105
ARA19-9336-2 (config-if-hsrp)# ip 172.18.102.254

DB SVI

AA19-9336-2
AA19-9336-2
AA19-9336-2
AA19-9336-2
AA19-9336-2
AA19-9336-2

config-if-hsrp)# int vlan 203
config-if)# no shutdown

config-if)# ip address 172.18.103.253/24
config-if)# hsrp 103

config-if-hsrp)# preempt
config-if-hsrp)# ip 172.18.103.254

bal Configurations

the following commands on both switches to set global configurations:

AA19-9336-1&2 (config-if-hsrp)# port-channel load-balance src-dst ld4port
AA19-9336-1&2 (config)# ip route 0.0.0.0/0 <<var_ib_ gateway ip>>

AA19-9336-1&2 (config)# ntp server <<var_oob_ntp>> use-vrf management

r.

In above command block, the “l4port” is the letter L and 4, not the number fourteen.

The ntp server should be an accessible NTP server for use by the switches. In this case, point to an out-of-band source.

AA19-9336-1&2 (config)# ntp master 3
AA19-9336-1&2 (config)# ntp source <<var_nexus_ib_ vip>>

Setting the switches as ntp masters to redistribute as an ntp source is optional here, but can be a valuable fix if the ten-
ant networks are not enabled to reach the primary ntp server.

*** Save all configurations to this point on both Nexus Switches ***

‘AA19—9336—1&2 (config) # copy running-config startup-config
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Cisco MDS Configuration

The MDS configuration implements a common redundant physical fabric design with fabrics represented as “A” and “B".
The validating lab provided a basic MDS fabric supporting two VSP Storage Systems that are connected to two differing
UCS domains within the SAN environment. Larger deployments may require a multi-tier core-edge or edge-core-edge
design with port channels connecting the differing layers of the topology. Further discussion of these kinds of topologies,
as well as considerations in implementing more complex SAN environments can be found in this white paper:
https://www.cisco.com/c/en/us/products/collateral/storage-networking/mds-g700-series-multilayer-directors/white-paper-

€11-729697.pdf

The configuration steps described below are implemented for the Cisco MDS 9706, but are similar to steps required for
other Cisco MDS 9000 series switches that may be appropriate for a deployment. When making changes to the design that
comply with the compatibility matrices of Cisco and Hitachi, it is required to consult the appropriate configuration
documents of the differing equipment to confirm the correct implementation steps.

Physical Connectivity
Physical cabling should be completed by following the diagram and table references section Deployment Hardware and
Software.

Initial MDS Configuration Dialogue

Complete this dialogue on each switch, using a serial connection to the console port of the switch, unless Power on Auto
Provisioning is being used:

---- System Admin Account Setup ----

Do you want to enforce secure password standard (yes/no) [y]: <enter>

Enter the password for "admin": <<var_password>>
Confirm the password for "admin": <<var_password>>

---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.
Please register Cisco MDS 9000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. MDS devices must be registered to receive entitled

support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): yes

Create another login account (yes/no) [n]: <enter>

Configure read-only SNMP community string (yes/no) [n]: <enter>
Configure read-write SNMP community string (yes/no) [n]: <enter>
Enter the switch name : <<var_mds_ A_hostname>>|<<var_mds_B hostname>>

Continue with Out-of-band (mgmt0O) management configuration? (yes/no) [y]: <enter>
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Mgmt0O IPv4 address : <<var_mds_A mgmt_ip>>|<<var_mds_B_mgmt_ip>>
MgmtO IPv4 netmask : <<var_oob_netmask>>
Configure the default gateway? (yes/no) [y]: <enter>
IPv4 address of the default gateway : <<var_oob_gateway>>
Configure advanced IP options? (yes/no) [n]: <enter>
Enable the ssh service? (yes/no) [y]: <enter>
Type of ssh key you would like to generate (dsa/rsa) [rsal: <enter>

Number of rsa key bits <1024-2048> [1024]: <enter>

Enable the telnet service? (yes/no) [n]: <enter>
Configure congestion/no credit drop for fc interfaces? (yes/no) [y]l: <enter>
Enter the type of drop to configure congestion/no_credit drop? (con/no) [c]: <enter>

Enter milliseconds in multiples of 10 for congestion-drop for logical-type edge
in range (<200-500>/default), where default is 500. [d]: <enter>

Congestion-drop for logical-type core must be greater than or equal to
Congestion-drop for logical-type edge. Hence, Congestion drop for
logical-type core will be set as default.
Enable the http-server? (yes/no) [y]: <enter>
Configure clock? (yes/no) [n]: y
Clock config format [HH:MM:SS Day Mon YYYY] [example: 18:00:00 1 november 2012]: <enter>
Enter clock config :17:26:00 2 january 2019

Configure timezone? (yes/no) [n]: y

Enter timezone config [PST/MST/CST/EST] :EST

Enter Hrs offset from UTC [-23:+23] : <enter>
Enter Minutes offset from UTC [0-59] : <enter>
Configure summertime? (yes/no) [n]: <enter>

Configure the ntp server? (yes/no) [n]: y
NTP server IPv4 address : <var_oob_ntp>
Configure default switchport interface state (shut/noshut) [shut]: <enter>
Configure default switchport trunk mode (on/off/auto) [on]: <enter>
Configure default switchport port mode F (yes/no) [n]: <enter>
Configure default zone policy (permit/deny) [deny]: <enter>
Enable full zoneset distribution? (yes/no) [n]: <enter>
Configure default zone mode (basic/enhanced) [basic]: <enter>
The following configuration will be applied:
password strength-check
switchname aal9-9706-1
interface mgmtO
ip address 192.168.168.18 255.255.255.0
no shutdown
ip default-gateway 192.168.168.254

ssh key rsa 1024 force
feature ssh
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no feature telnet

system timeout congestion-drop default logical-type edge
system timeout congestion-drop default logical-type core
feature http-server
clock set 17:26:00 2 january 2019
clock timezone EST 0 O

ntp server 192.168.168.254

system default switchport shutdown

system default switchport trunk mode on

no system default zone default-zone permit

no system default zone distribute full

no system default zone mode enhanced

Would you like to edit the configuration? (yes/no) [n]: <enter>

Use this configuration and save it? (yes/no) [y]l: <enter>

Cisco MDS Switch Configuration

Cisco MDS 9706 A and Cisco MDS 9706 B

To enable the correct features on the Cisco MDS switches, follow these steps:

1. Loginasadmin.

2. Runthe following commands:

aal9-9706-1&2# configure terminal

aal9-9706-1&2 (config) # feature npiv

aal9-9706-1&2 (config)# feature fport-channel-trunk
aal9-9706-1&2 (config)# feature 1lldp

aal9-9706-1&2 (config) # device-alias mode enhanced
aal9-9706-1&2 (config)# device-alias commit

'ﬁ The device-alias commit will trigger a warning that this command will clear existing device aliases on attached fabrics,
which should not impact the initial deployment instructions being followed here.

Configure Individual Ports

Cisco MDS 9706 A

To configure individual ports and port-channels for switch A, follow these steps:

'ﬁ In this step and in the following sections, configure the <var_ucs_6454_clustername> /
<var_ucs_6332_clustername> and <vsp-g370> / <vsp-g1500> interfaces as appropriate to your deployment.

From the global configuration mode, run the following commands:

aal9-9706-1 (config)# interface fcl/1

aal9-9706-1(config-if) # switchport description <var ucs_ 6332 clustername>-a:1/1
aal9-9706-1 (config-if) # channel-group 11 force

2al9-9706-1 (config-if no shutdown

aal9-9706-1 (config-if

( interface fcl/2

(
(
(
(

#
#
aal9-9706-1 (config-if) #
# switchport description <var ucs 6332 clustername>-a:1/2
#
#
#

aal9-9706-1 (config-if
2al9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if

channel-group 11 force
no shutdown

)
)
)
)
)
)
)
)
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aal9-9706-1 (config-if
aal9-9706-1 (config-if
2al9-9706-1 (config-if
2al9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
2al9-9706-1 (config-if
2al9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
2al9-9706-1 (config-if
2al9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
2al9-9706-1 (config-if
2al9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
2al9-9706-1 (config-if
2al9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
2al9-9706-1 (config-if
2al9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
2al9-9706-1 (config-if
2al9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
2al9-9706-1 (config-if
2al9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
2al9-9706-1 (config-if
2al9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
2al9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
2al9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
aal9-9706-1 (config-if
2al9-9706-1 (config-if
aal9-9706-1 (config-if

) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #

interface fcl/3
switchport description
channel-group 11 force
no shutdown

interface fcl/4
switchport description
channel-group 11 force
no shutdown

interface fcl/5
switchport description
channel-group 15 force
no shutdown

interface fcl/6
switchport description
channel-group 15 force
no shutdown

interface fcl/7
switchport description
no shutdown

interface fcl/8
switchport description
no shutdown

interface fcl/9
switchport description
no shutdown

interface fcl/10
switchport description
no shutdown

interface fcl/11
switchport description
no shutdown

interface fcl/12
switchport description
no shutdown

interface port-channel
switchport description
channel mode active

interface port-channel
switchport description
channel mode active
exit

<var_ucs_6332_clustername>-a:1/3

<var_ucs_6332 clustername>-a:

<var_ucs_6454_ clustername>-a:

<var ucs_6454 clustername>-a:1/2

<vsp-gl500>-a:CL 1-A

<vsp-gl500>-a:CL 2-A

<vsp-gl500>-a:CL

<vsp-gl500>-a:CL

<vsp-g370>-a:CL 1-A

<vsp-g370>-a:CL 2-B

11
<var ucs 6332 clustername>-portchannel

15
<var ucs 6454 clustername>-portchannel

Create Port Descriptions - Fabric B

To configure individual ports and port-channels for switch B, follow these steps:

From the global configuration mode, run the following commands:

aal9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
2al9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
2al9-9706-2 (config-if
2al9-9706-2 (config-if
aal9-9706-2 (config-if

) #
) #
) #
) #
) #
) #
) #
) #
) #
) #

interface fcl/1
switchport description
channel-group 11 force
no shutdown

interface fcl/2
switchport description
channel-group 11 force
no shutdown

<var_ucs_ 6332 clustername>-b:1/1

<var _ucs_6332 clustername>-b:1/2
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aal9-9706-2 (config-if
aal9-9706-2 (config-if
2al9-9706-2 (config-if
2al9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
2al9-9706-2 (config-if
2al9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
2al9-9706-2 (config-if
2al9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
2al9-9706-2 (config-if
2al9-9706-2 (config-if
2al9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
2al9-9706-2 (config-if
2al9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
2al9-9706-2 (config-if
2al9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
2al9-9706-2 (config-if
2al9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
2al9-9706-2 (config-if
2al9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
2al9-9706-2 (config-if
2al9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
2al9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
2al9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
aal9-9706-2 (config-if
2al9-9706-2 (config-if
aal9-9706-2 (config-if

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

interface fcl/3
switchport description
channel-group 11 force
no shutdown

interface fcl/4
switchport description
channel-group 11 force
no shutdown

interface fcl/5
switchport description
channel-group 15 force
no shutdown

interface fcl/6
switchport description
channel-group 15 force
no shutdown

interface fcl/7
switchport description
no shutdown

interface fcl/8
switchport description
no shutdown

interface fcl/9
switchport description
no shutdown

interface fcl/10
switchport description
no shutdown

interface fcl/11
switchport description
no shutdown

interface fcl/12
switchport description
no shutdown

interface port-channel
switchport description
channel mode active

interface port-channel
switchport description
channel mode active
exit

<var_ucs_6332_clustername>-b:1/3

<var ucs_ 6332 clustername>-b:1/4

<var ucs_6454 clustername>-b:1/1

<var ucs_6454 clustername>-b:1/2

<vsp-gl500>-a:CL

<vsp-gl500>-a:CL 4-C

<vsp-gl500>-a:CL 3-C

<vsp-gl500>-a:CL

<vsp-g370>-a:CL 3-B

<vsp-g370>-a:CL 4-A

11
<var ucs 6332 clustername>-portchannel

15
<var ucs 6454 clustername>-portchannel

Create VSANs

Cisco MDS 9706 A
To create the necessary VSANSs for fabric A and add ports, follow these steps:

From the global configuration mode, run the following commands:

aal9-9706-1 (config) # vsan database

aal9-9706-1(config-vsan-db) # vsan <var_vsan_a_ id>

aal9-9706-1 (config-vsan-db) # vsan <var vsan_a id> name Fabric-A
aal9-9706-1 (config-vsan-db) # exit

aal9-9706-1 (config) # zone smart-zoning enable vsan <var vsan a_ id>
aal9-9706-1 (config) # vsan database

aal9-9706-1(config-vsan-db) # vsan <var vsan a id> interface fcl/7
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aal9-9706-1 (config-vsan-db) # vsan <var_vsan_a_id> interface fcl/8
aal9-9706-1 (config-vsan-db) # vsan <var vsan a id> interface fcl/9
aal9-9706-1 (config-vsan-db) # vsan <var vsan_a id> interface fcl/10
aal9-9706-1 (config-vsan-db) # vsan <var vsan_a_id> interface fcl/11
aal9-9706-1 (config-vsan-db) # vsan <var_vsan_a_id> interface fcl/12
aal9-9706-1 (config-vsan-db) # vsan <var vsan_a id> interface port-channel 11
aal9-9706-1 (config-vsan-db) # vsan <var vsan a id> interface port-channel 15
aal9-9706-1 (config-vsan-db) # end

aal9-9706-1# copy run start

# For the fc 1/x vsan assignments above and below, there will be a warning message about traffic impact for these chang-
es, which can be ignored. The option of “y” to continue should be specified if asked.

Cisco MDS 9706 B

To create the necessary VSANSs for fabric B and add ports to them, follow these steps:

From the global configuration mode, run the following commands:

aal9-9706-2 (config) # vsan database

aal9-9706-2 (config-vsan-db) #vsan <var_vsan_b_id>

aal9-9706-2 (config-vsan-db) #vsan <var vsan b id> name Fabric-B

aal9-9706-2 (config-vsan-db) #exit

aal9-9706-2 (config) # zone smart-zoning enable vsan <var_vsan b id>
aal9-9706-2 (config) # vsan database

aal9-9706-2 (config-vsan-db) #vsan <var vsan b id> interface fcl/7
aal9-9706-2 (config-vsan-db) #vsan <var vsan b id> interface fcl/8
aal9-9706-2 (config-vsan-db) #vsan <var_vsan b_id> interface fcl/9
aal9-9706-2 (config-vsan-db) #vsan <var vsan b id> interface fcl/10
aal9-9706-2 (config-vsan-db) #vsan <var vsan b id> interface fcl/11
aal9-9706-2 (config-vsan-db) #vsan <var_vsan b id> interface fcl/12
aal9-9706-2 (config-vsan-db) #vsan <var vsan b id> interface port-channel 11
aal9-9706-2 (config-vsan-db) #vsan <var vsan b id> interface port-channel 15
aal9-9706-2 (config-vsan-db) # end
aal9-9706-2# copy run start
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Configuring Fibre Channel Ports on Hitachi Virtual Storage Platform
I ————————————

In order for Hitachi Virtual Storage Platform fibre channel ports to be exposed properly to the MDS and Cisco UCS
components, modification of the ports from their default values must be performed. Prior to beginning this section, ensure
that you have credentials on the Hitachi Virtual Storage Platform that have at least the Administrator role permissions
within Hitachi Storage Navigator. Your partner or Hitachi services personnel provide credentials to your Hitachi Virtual
Storage Platform after initial setup and configuration of the storage system.

To configure the fibre channel ports within the VSP storage system, follow these steps:

1. Access Hitachi Storage Navigator through a web browser. Note that URLs for VSP F1500 and VSP Gisoo are different
than those for Hitachi Virtual Storage Platform Fxoo Models and Gxoo Models:

2. VSP F1500 and VSP G1500: https://<IP of Storage System SVP>/sanproject/emergency.do, for example, if Storage
System SVP IP address is 10.0.0.1, the URL would be:

https://10.0.0.1/sanproject/emergency.do

3. VSP Fxoo Models and VSP Gxoo Models: https://<IP of Storage System SVP>/dev/storage/886000<Serial Number of
Storage System>/emergency.do —for example, if Storage System SVP IP address is 10.0.0.2 and Serial Number of
Storage Systemis 451200, the URL would be:

https://10.0.0.2/dev/storage/88600451200/emergency.do

4. Loginto Hitachi Storage Navigator.

Hitachi Device Manager

Storage Navigator

5. From the left Explorer pane, select the Storage Systems tab.

6. Expand the storage system being configured. Highlight the Ports/Host Groups/iSCSI Targets element in the naviga-
tion tree, then click on the Ports tab in the main configuration pane.
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Hitachi Device Manager :

- File Actions e Setti View Help

Explorer Ports fHost Groups fi1SCSI Targets

Storage Systems VSP G1000(S/N:22052) > Ports/Host Groups/iSCSI Targets

~ 1 vSP G1000(S/N:22052) e 27 Eee

Target
WE Tacks RCU Target
i R Total

Host Groups f iSCSI Targets Hosts Ports  Login WWNs/iSCSI Names  CHAP Users

[i# Logical Devices
Etos Edit Ports Remove Port CHAP Usaers Edit T10 PI Mode

’?& Pools
. |l % Filter ]m lSeled: All F‘ages”CDlurnn 5ettir|gs]
[&% Ports/Host Groups/iSCSI Targets
IPva
[] PortiID Type i:OCrtS;d\;i::al WWHN / iSCSI Name
IP Address

[ ]| s@cLi-a  Fibre - S0060EB007562400

[ | &@cLz-a | Fibre - S0060EB007562420

[| sfcLi-c | Fibre - 50060E2007562402

[| &@cs-c | Fibre - S0060EB007562422

[ | sfcLi-a  Fibre - S0060EE007562408

[| oz | Fibre = 50060E2007562428

[| s@cLi-L  Fibre - S0060EB00756240A

[ | sfce-L  Fibre - S0060EB00756242A

[| s clz-a | Fibre - 50060E2007562410

[ | @ cLa-a  Fibra - S0060EB007562430

[ | @ cz-c  Fibre - S0060EB007562412

[ | s@cla-c | Fibre - 50060E2007562432

[| e@ciz-1 | Fibre - S0060EB007562418

Analytics L uqi Cl4-1  Fibre - S0060EB007562436
— - [ ] &fcLz-L | Fibre - 50060E800756241A
S [l Gfcla-L | Fibre - S0060EB00756243A

7. Select the checkboxes for the ports being used within the solution, then click the Edit Ports button to instantiate the

Edit Ports dialog box.
8.  Select checkboxes to edit the following settings to modify the selected ports:
— Port Attribute: Target
—  Port Security: Enable
— Port Speed: 16Gbps (G1500), 32Gbps (G350/370/700/900)
—  Fabric: ON

— Connection Type: P-to-P

'ﬂ Port Attribute will only appear as an option in VSP G1500 Edit Ports dialogue.

9. Example ports used in the Cisco UCS 6454 to VSP G370 used in this design are listed in Table 18 .

Table 18 VSP G370 to MDS Ports

Local Device Local Port Connection Remote Device Remote Port

Hitachi VSP G370 CL1-A 32Gb FC Cisco MDS g706 A FC1/11
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Local Device Local Port Connection Remote Device Remote Port
CL2-B 32Gb FC Cisco MDS g706 A FC1/12
CL3-B 32Gb FC Cisco MDS g706 B FCa/12
CL 4-A 32Gb FC Cisco MDS g706 B FC1/12

10. Example ports used in the Cisco UCS 6332-16UP to VSP Gi1500 used in this design are listed in Table 19 .

Table 19 VSP G1500 to MDS Ports

Local Device Local Port Connection Remote Device Remote Port
Hitachi VSP G100 CL1-A 16Gb FC Cisco MDS g706 A FCafy

CL2-A 16Gb FC Cisco MDS 9706 A FC1/8

CL1-J 16Gb FC Cisco MDS g706 A FC1/9

CL 2-J 16Gb FC Cisco MDS 9706 A FC1/10

CL3-L 16Gb FC Cisco MDS 9706 B FCaf7

CL 4-C 16Gb FC Cisco MDS 9706 B FCa/8

CL3-C 16Gb FC Cisco MDS 9706 B FC1/9

CL 4-L 16Gb FC Cisco MDS 9706 B FC1/10

Figure 5 VSP G370 Edit Ports Pop-Up Window
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Figure 6 VSP G1500 Edit Ports Pop-Up Window

Edil Pors

This wizard laks yau edit ane or mare praperties. Ched the baz in frant of the paperly you ment te sdit,
and than antar tha new value,

Fort Attribute | )
Port Spaad : | =
Address (Laap 10} ¢ xl

Cennaction Typa l P-to-2 I

4 Back Mt b Finish

[y
L

Click OK for any warning that appears.

12. Click Finish.

N

13. Review the changes to be made and check the Go to tasks window for status box, then click the Apply button.

Edit Poris

1.Edit Ports > 2.Confirm

Enter 2 name for the task. Confirm the settings in the list and click Apply to add task in Tasks queue for execution.

Task Name: 190207 -EditPorts
(Max. 22 Characters)

Selected Ports

Address

Connection -~

Port ID Attribute Security Speed (Loop ID) Fabric Type

CL3-A Target Enabled 16 Gbps E4 (2) ON P-to-P

CL7-A Target Enabled 16 Gbps EZ (2] ON P-to-P

CL1-BE Target Enabled 16 Gbps E1 (4) ON P-to-P

CL3-B Target Enabled 16 Gbps EOQ (5] ON P-to-P

CL3-B Target Enabled 16 Gbps DC (8] ON P-to-P

CL7-B Target Enabled 16 Gbps DA (7] ON P-to-P

CL5-C Target Enabled 16 Gbps AE (24) oM P-to-P

CL7-C Target Enabled 16 Gbps AD (35) ON P-to-P

CL1i-D Taraet Enabled 16 Ghos AC (261 oM P-to-P >

Total: 16

Go to tasks window for status 3 2 Apply Cancel i

14. The Task view window will appear and show the completion status of the Edit Ports task. Wait until the task status
shows Complete and proceed to the next section.
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Hitachi Device Manage

« File  Actions Reports  Seftings  View

Explorer
Storage Systems

(5/N:220

Complated
In Progress 1

Waiting

Suspended
Failed

| &Fier || on [EE  |Select All Pages| Column Settings|

User
Task Name Status Type
U e Hame
i 190207-Edit... | ) 2% In pr.. J| Edit Ports mainten...
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Cisco UCS Compute Configuration

This section explains the configuration of the Cisco UCS 6454 Fabric Interconnects used in this UCP solution. As with the
Nexus and MDS Switches covered beforehand, some changes may be appropriate for a customer’s environment, but care
should be taken when stepping outside of these instructions as it may lead to an improper configuration.

'ﬁ The Cisco UCS 6332-16UP was additionally validated in this design, but will not be covered step by step for configuration
within this section. Steps that will differ in the configuration of the 6332-16UP versus those used for the 6454, will be
called out as to their differences.

Physical Connectivity

Physical cabling should be completed by following the diagram and table references in section Deployment Hardware and
Software.

Upgrade Cisco UCS Manager Software to Version 4.0(1b)

This document assumes the use of Cisco UCS 4.0(1b). To upgrade the Cisco UCS Manager software and the Cisco UCS
Fabric Interconnect software to version 4.0(1b), go to Cisco UCS Manager Install and Upgrade Guides.

Cisco UCS Base Configuration

The initial configuration dialogue for the Cisco UCS 6454 Fabric Interconnects will be provide the primary information to the
first fabric interconnect, with the second taking on most settings after joining the cluster.

To start on the configuration of the Fabric Interconnect A, connect to the console of the fabric interconnect and step
through the Basic System Configuration Dialogue:

---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.
Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.
Enter the configuration method. (console/gui) ? console
Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y

Enforce strong password? (y/n) [y]: <Enter>

Enter the password for "admin": <<var_password>>
Confirm the password for "admin": <<var_password>>

Is this Fabric interconnect part of a cluster(select 'no' for standalone)? (yes/no) [n]: y
Enter the switch fabric (A/B) []: A

Enter the system name: <<var_ucs_6454_clustername>>

Physical Switch Mgmt0O IP address : <<var_ucsa_mgmt_ ip>>
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Physical Switch Mgmt0 IPv4 netmask : <<var_oob_mgmt_ mask>>
IPv4d address of the default gateway : <<var_oob_gateway>>
Cluster IPv4 address : <<var_ucs_mgmt_vip>>
Configure the DNS Server IP address? (yes/no) [n]: y

DNS IP address : <<var_nameserver_ip>>
Configure the default domain name? (yes/no) [n]: y

Default domain name : <<var_dns_domain_name>>
Join centralized management environment (UCS Central)? (yes/no) [n]: <Enter>
Following configurations will be applied:

Switch Fabric=A

System Name=AA19-6454

Enforced Strong Password=yes

Physical Switch MgmtO IP Address=192.168.168.16

Physical Switch MgmtO IP Netmask=255.255.255.0

Default Gateway=192.168.168.254

Ipv6e value=0

DNS Server=10.1.168.9

Domain Name=ucp.cisco.com

Cluster Enabled=yes

Cluster IP Address=192.168.168.15

NOTE: Cluster IP will be configured only after both Fabric Interconnects are initialized.

UCSM will be functional only after peer FI is configured in clustering mode.

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
Applying configuration. Please wait.

Configuration file - Ok

'ﬂ Wait for the appearance of a login prompt on UCS FI A before proceeding to B.

Continue the configuration on the console of the Fabric Interconnect B:

Enter the configuration method. (console/gui) [console] ?

Installer has detected the presence of a peer Fabric interconnect. This Fabric interconnect will be
added to the cluster. Continue (y/n) ? y

Enter the admin password of the peer Fabric interconnect:
Connecting to peer Fabric interconnect... done
Retrieving config from peer Fabric interconnect... done
Peer Fabric interconnect MgmtO IPv4 Address: 192.168.168.16
Peer Fabric interconnect MgmtO IPv4 Netmask: 255.255.255.0
Cluster IPv4 address :192.168.168.15

Peer FI is IPv4 Cluster enabled. Please Provide Local Fabric Interconnect MgmtO IPv4 Address
Physical Switch MgmtO IP address : 192.168.164.17

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
Applying configuration. Please wait.
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Cisco UCS Manager Setup

Log into Cisco UCS Manager

To log into the Cisco Unified Computing System (UCS) environment and Cisco UCS Manager (UCSM), follow these steps:

1. Open a web browser and navigate to the Cisco UCS fabric interconnect cluster address.
2. Click the Launch UCS Manager link within the opening page.
3. If prompted to accept security certificates, accept as necessary.

4. When the Cisco UCS Manager login is prompted, enter admin as the user name and enter the administrative pass-
word.

5. Click Login to log into Cisco UCS Manager.

Anonymous Reporting

During the first connection to the Cisco UCS Manager GUI, a pop-up window will appear to allow for the configuration of
Anonymous Reporting to Cisco on use to help with future development. To create anonymous reporting, complete the
following step:

1. Inthe Anonymous Reporting window, select whether to send anonymous data to Cisco for improving future products,
and provide the appropriate SMTP server gateway information if configuring:

Anonymous Reporting

Cisco Systems, Inc. will be collecting feature configuration and usage statistics which will be
sentto Cisco Smart Call Home server anonymaously. This data helps us prioritize the features
and improvements that will most benefit our customers.

If you decide to enable this feature in future, you can do so from the "Anonymous Reporting”
in the Call Home setlings under the Admin tab.

View Sample Data

Do you authorize the disclosure of this information to Cisco Smart CallHome?
*ves'No

SMTP Server

Host (IP Address or Hostname):

Port:| 25

Don't show this message again.

Lo ==

If you want to enable or disable Anonymous Reporting at a later date, it can be found within Cisco UCS Manager under:
Admin -> Communication Management -> Call Home, which has a tab on the far right for Anonymous Reporting.

Synchronize Cisco UCS to NTP

To synchronize the Cisco UCS environment to the NTP server, follow these steps:

1. In Cisco UCS Manager, click the Admin tab in the navigation pane.

2. Select Timezone Management drop-down list and click Timezone.
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Time Zone Management | Timezone

General Events

Actions Properties

NTP Server; America/Lima

Amarica/Los_Angeles (Pacific Tima)
T, Advance(

(Alagoas, Sergip
Heme America/Managua
America/Manaus (E Amazonas)
America/Marigot
America/Martnigue
America/Matamaros (US Central Time - Coahwila, Durango, Nuevo Leon, Tamaulipas near US border)
America/Mazatian (Mountain Time - S Baja, Nayarit, Sinaloa)
America/Menominee (Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties)
America/Merida (Central Time - Campeche, Yucatan)
America/Mexico_City (Central Time - most locations)
America/Miguelon
america/Moncton (Atlantic Time - New Brunswick)
America/Monterrey (Mexican Central Time - Coahulla, Durango, Nueve Leon, Tamaulipas away from US border)
America/Montevideo
Amaerica/Montreal (Eastern Time - Quebac - most locations)
America/Montsarrat

America/MNassau

America/Nipigon (Eastern Time - Omtario & Quebec - places that did not observe DST 1967-1973)

america/MNome (Alaska Time - west Alaska)

America/Noronha (Atlantic islands)

America/Nonh_Dakota/Center (Central Time = North Dakota = Oliver County)
America/North_Dakota/New_Salem (Central Time - North Dakota - Morton County (except Mandan area))
America/Ojinaga (US Mountain Time - Chihuahua near US border)

America/Panama

America/Pangnirung (Eastern Time - Pangnirtung, Nunavur)

America/Paramaribo

America/Phoenix (Mountain Standard Time - Arizona)

@ Logged in as admin@192.108.104.50

ArnarcicaiDorteausDrinca.

3. Inthe Properties pane, select the appropriate time zone in the Timezone menu.
4. Click Save Changes, and then click OK.
5. Click Add NTP Server.

6. Enter <<var_oob_ntp>>and click OK.

Add NTP Server ? X

NTP Server: | 192.168.168.254

7. Click OK.
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Configure Cisco UCS Servers

Edit Chassis Discovery Policy

Setting the discovery policy simplifies the addition of B-Series Cisco UCS chassis. To modify the chassis discovery policy,
follow these steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane and select Policies in the list on the left under the
drop-down.

2. Under Global Policies, set the Chassis/FEX Discovery Policy to match the minimum number of uplink ports that should
be cabled between the chassis or fabric extenders (FEXes) and the fabric interconnects.

3. Setthe Link Grouping Preference to Port Channel.

Pricis . Policies

# If varying numbers of links between chassis and the Fabric Interconnects will be used, leave Action set to 1 Link.

4. Leave other settings alone or change if appropriate to your environment.
5. Click Save Changes.
6. Click OK.

Enable Port Auto-Discovery Policy

Setting the port auto-discovery policy enables automatic discovery of Cisco UCS B-Series chassis server ports. To modify
the port auto-discovery policy, follow these steps:

1. In Cisco UCS Manager, click Equipment, select All > Equipment in the Navigation Pane, and select the Policies tab on
the right.

2. Under Port Auto-Discovery Policy, set Auto Configure Server Port to Enabled.
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Equipment
Main Topology View Fabric Interconnects Servers Thermal Decommissioned Firmware Management Policies Faults Diagnostics
Global Policies Autoconfig Policies Server Inheritance Policies Server Discovery Policies SEL Policy Power Groups Port Auto-Discovery Policy Security
Actions
Properties
Owner : Local

Auto Configure Server Port - " Disabled (@) Enabled

Save Changes Reset Values
3. Click Save Changes and then OK.

Enable Info Policy for Neighbor Discovery

Enabling the info policy enables Fabric Interconnect neighbor information to be displayed. To modify the info policy, follow
these steps:

1. In Cisco UCS Manager, click Equipment, select All > Equipment in the Navigation Pane, and select the Policies tab on
the right.

2. Scroll down to Info Policy and select Enabled for Action.

Info Policy

Action © |0 Disabled (@) Enabled

3. Click Save Changes and then OK.
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4. Under Equipment, select Fabric Interconnect A (primary). On the right, select the Neighbors tab. CDP information is
shown under the LAN tab and LLDP information is shown under the LLDP tab.

Enable Server and Uplink Ports

To enable server and uplink ports, follow these steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.
2. Select Equipment > Fabric Interconnects > Fabric Interconnect A (primary) > Fixed Module.
3. Expand Ethernet Ports.

4. Selectthe ports that are connected to the chassis, right-click them, and select “Configure as Server Port.”

Fabric Interconnects v Fabric ts | Fabric I A (primary... / Fixed Module /| Ethemnet Ports

» Fabric interconnects

4 Export 4 Print v Al TlUnconfigured [ Network [ Server /| FCoE Uplink [/ Unified Uplink (/] Appllance Storage |/ FCoE Storage »

terconnect A (primary

Aggr. Port Port ID VA ¢ Role f Type erall Status Admin State Pee

v Fixed Module
» FCPons
» PSUs 0 4

» Fabric interconnect B (subordinate!

3 U Svedd P
Unconfigured P
Inconfigured Physics $ Admn Do $ Disabled

gurad Pr o v4 Configure as FCoE Uplink Port

Conngure as Appliance Port

5. Click Yes to confirm server ports and click OK.
6. Verify that the ports connected to the chassis are now configured as server ports.

7. Select ports 53 and 54 that are connected to the Cisco Nexus switches, right-click them, and select Configure as Uplink
Port.
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Fabric Interconnects

v Fabric Fabric A (primary... / Fixed Module / Ethernet Ports

v Fabric Interconnects

v Fabric Interconnect A (primary $ Bxpart B Print | (Al (|Unconfigured [ Network || Server [/ FCoE Uplink [/ Unified Uplink [/] Appliance Storage || FCoE Storage » Ee
» Aggr Port ID Port ID MA! ¥ Role i Type Overall Status Ak ate Pae.
Vs ¥p
v Fixed Module
¥ 55, 2 Pras L =
Ethernet Ports 2o 7 ’
V st 1 »
» FC Ponts v
4 ¥V S50 Not P 3p
» PSUs st i
Weinian
» Fabric Interconnect B (subordinate VoM i . -
V' S0 Not Pres 3 Diaable
Phyzigak B 4 -

Physigy Ped
Phys Yed
Ph j Yed
Phys Configure as Uplink Port Yead

Confgure as FCoE Uplink Port

Configure as Appllance Port

¥ S IC e OO DTSAD e d

Admin Down % Disabied

8. Click Yes to confirm uplink ports and click OK.

9. Select Equipment > Fabric Interconnects > Fabric Interconnect B (subordinate) > Fixed Module.

10. Expand Ethernet Ports.

11. Select the ports that are connected to the chassis, right-click them and select Configure as Server Port.
12. Click Yes to confirm server ports and click OK.

13. Select ports 53 and 54 that are connected to the Cisco Nexus switches, right-click them, and select Configure as Uplink
Port.

14. Click Yes to confirm the uplink ports and click OK.

Acknowledge Cisco UCS Chassis

To acknowledge all Cisco UCS chassis, follow these steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.
2. Expand Chassis and select each chassis that is listed.

3. Right-click each chassis and select Acknowledge Chassis.

5o



Cisco UCS Compute Configuration

Acknowledge Chassis X

Ahammavouwv\nnacinwedgechunl ?
This operation will rebuild the network connectivity between the Chassis and the Fabrnics it is connected
to.
Currently there are 2 active finks to Fabric A and there are 2 active links to Fabric B,

4. Click Yes and then click OK to complete acknowledging the chassis.

Create Pools

Create MAC Address Pools

To configure the necessary MAC address pools for the Cisco UCS environment, follow these steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select Pools > root.

& In this procedure, two MAC address pools are created; one for each switching fabric.

3. Right-click MAC Pools under the root organization.
4. Select Create MAC Pool to create the MAC address pool.
5. Enter MAC_Pool_A as the name of the MAC pool.

6. Optional: Enter a description for the MAC pool.
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7. Select Sequential as the option for Assignment Order.

Create MAC Pool ? X
Define Name and Description MName L | MAC_Pool_a|
Descripban
Add MAC Addresses
Assignment Order Default (e Sequential
Next = Cancel
8. Click Next.
9. Click Add.

10. Specify a starting MAC address.

'& For Cisco UCS deployments, the recommendation is to place 02 in the next-to-last octet of the starting MAC address
to identify all of the MAC addresses as fabric A addresses. In our example, we have carried forward the of infor-
mation of also embedding and Fl number reference of 54(for UCS 6454) vs 32(for UCS 6332-16UP) giving us
00:25:B5:54:0A:00 asour first MAC address.

11. Specify a size for the MAC address pool that is sufficient to support the available blade or server resources.
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Create a Block of MAC Addresses ? X

First MAC Address: | 00:25:B5:54:0A:00 Size @ |32 —

To ensure uniqueness of MACs in the LAN fabric, you are strongly encouraged to use the following MAC
prefix:
00:25:B5

12.

13.

14.

15.

16.

17.

18.

Click OK.

Click Finish.

In the confirmation message, click OK.

Right-click MAC Pools under the root organization.
Select Create MAC Pool to create the MAC address pool.
Enter MAC_Pool_B as the name of the MAC pool.

Optional: Enter a description for the MAC pool.

Create MAC Pool ? X
Define Mame and Description Narne T MAC_Paol_B
Deserigtan
Add MAC Addresses
Assignment Crder Default (o Sequential
Next = Cance
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19. Click Next.
20. Click Add.

21. Specify a starting MAC address.

# For Cisco UCS deployments, it is recommended to place OB in the next to last octet of the starting MAC address to
identify all the MAC addresses in this pool as fabric B addresses. Once again, we have carried forward the of infor-
mation of also embedding and Fl number reference of 54 vs 32 givingus 00:25:B5:54:0A:00 as our first MAC
address.

22. Specify a size for the MAC address pool that is sufficient to support the available blade or server resources.

Create a Block of MAC Addresses ? X

o
)
ey
o]
e
[&]
(=]
Iy
P
i
L

Lj

First MAC Address : D0:25:B

To ensure uniqueness of MACs in the LAN fabric, you are strongly encouraged to use the following MAC
prefix
00:25:B5:x00 1%

23. Click OK.
24. Click Finish.
25. In the confirmation message, click OK.

Create UUID Suffix Pool

To configure the necessary universally unique identifier (UUID) suffix pool for the Cisco UCS environment, follow these
steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Pools > root.

3. Right-click UUID Suffix Pools.

4. Select Create UUID Suffix Pool.

5. Enter UUID_Pool as the name of the UUID suffix pool.
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Create UUID Suffix Pool ?
Defire Mame and Description Marne D _Paal
Descrigbaon
Add ULID Blocks
Prafix o | i) Derived other
Assignment Crder : Default (o) Seguential
Mext = Cancel

6. Optional: Enter a description for the UUID suffix pool.
7. Keep the prefix at the derived option.

8. Select Sequential for the Assignment Order.

9. Click Next.

10. Click Add to add a block of UUIDs.

Create a Block of UUID Suffixes

X

From : | D000-S40000000001 Size : | 32 b

D
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# The starting From number (0000-54) has been adjusted to give it a differentiator from other UCS domains that may
be adjacent.

11. Specify a size for the UUID block that is sufficient to support the available blade or server resources.
12. Click OK.

13. Click Finish.

14. Click OK.

Create Server Pool

To configure the necessary server pool for the Cisco UCS environment, follow these steps:

# Consider creating unique server pools to achieve the granularity that is required in your environment.

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Pools > root.

3. Right-click Server Pools.

4. Select Create Server Pool.

5. EnterInfra_Pool as the name of the server pool.
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Create Server Pool ' X
Name o | Infra_Pool
Description :
Add Servers
Next » Cancel

6. Optional: Enter a description for the server pool.
7. Click Next.

8. Select two (or more) servers to be used for the VMware cluster and click >> to add them to the Infra_Pool server pool.
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Create Server Pool ? X
Set Name and Description Servers Pooled Servers
el Ee3
Ch Sl ] u FID A S C Ch SI R u PID A s [

11 U. U. F. 32 No data available
1 2 U U F 32 >
1 3 u. ¥%_ F. =20
1 a4 u r F 16
1 5 u. ¥  F. 20
1 6 u. ¥ F. 20
1 7 u ¥ oOF 12
1 8 U ¥ F 20

Model: UCSB-B200-M5 Model:

Serial Number: FCH21147T2D Senal Number:

Vendor: Cisco Systems Inc Vendor:

9. Click Finish.
10. Click OK.

Add a Block of IP Addresses for KVM Access

To create a block of IP addresses for in band server Keyboard, Video, Mouse (KVM) access in the Cisco UCS environment,
follow these steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Pools > root > IP Pools.

3. Right-click IP Pool ext-mgmt and select Create Block of IPv4 Addresses.
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Create Block of IPv4 Addresses ? X
From - |192.168.168.101 Bizm

Subnet Mask : [235.255.253.0 Default Gateway - [192.168.168.254

Primary DNS : |0.0.0.0 Secondary DNS : [0.0.0.0

n Cance I

4. Enterthe starting IP address of the block and the number of IP addresses required, and the subnet and gateway infor-
mation.

5. Click OK to create the block of IPs.
6. Click OK.

Create a WWNN Pool

To configure the necessary WWNN pool for the Cisco UCS environment, follow these steps on Cisco UCS Manager:

1. Selectthe SAN tab on the left.

2. Select Pools > root.

3. Right-click WWNN Pools under the root organization.
4. Select Create WWNN Pool to create the WWNN pool.
5. Enter WWNN_Pool for the name of the WWNN pool.

6. Optional: Enter a description for the WWNN pool.

7. Select Sequential for Assignment Order.

59



Cisco UCS Compute Configuration

Create WWNN Pool ? X
Define Name and Description Mame © | WWNN_Pool
Description
Add WWN Blocks
Assignment Crder : Default (s} Sequential
Mext > Cancel

8. Click Next.
9. Click Add.

10. Modify the From field as necessary for the UCS Environment.

'ﬁ Modifications of the WWN block, as well as the WWPN and MAC Addresses, can convey identifying information for
the Cisco UCS domain. Within the From field in our example, the 6" octet was changed from 00 to 54 to represent
as identifying information for the 6454 Cisco UCS domain.

ﬂ When you have multiple Cisco UCS domains sitting in adjacency, it is important that these blocks, the WWNN,
WWPN, and MAC hold differing values between each set.

11. Specify a size of the WWNN block sufficient to support the available server resources.
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Create WWN Block ? X

-
b

[y

From : | 20:00:00:253:B5:54:00:00 ze @ | 32

Te ensure unigueness of WWNs in the SAN fabric, you are strongly encouraged to use

the following WWN prefix:

20:00:00:25:b 5000000

12. Click OK.
13. Click Finish to create the WWNN Pool.
14. Click OK.

Create WWPN Pools

To configure the necessary WWPN pools for the Cisco UCS environment, follow these steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.

2. Select Pools > root.

3. Inthis procedure, two WWPN pools are created, one for each switching fabric.
4. Right-click WWPN Pools under the root organization.

5. Select Create WWPN Pool to create the WWPN pool.

6. Enter WWPN_Pool_A as the name of the WWPN pool.

7. Optional: Enter a description for the WWPN pool.

8. Select Sequential for Assignment Order.
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Create WWPN Pool ? X
Dafine Nama and Dascription MName T WWWRN_Pool_A
Description
Add WWN Blocks
Assignment Order : Dafault () Sequential
Mext = Cancel
9. Click Next.
10. Click Add.

11. Specify a starting WWPN.

‘ﬁ For the solution, the recommendation is to place 02 in the next-to-last octet of the starting WWPN to identify all of
the WWPNSs as fabric A addresses. Merging this with the pattern we used for the WWNN, we see a WWPN block
starting with 20:00:00:25:B5:54: 0A: 00.

12. Specify a size for the WWPN pool that is sufficient to support the available blade or server resources.

Create WWN Block ? X

From: | 20:00:00:25:B5:54:0A:00 Size : | 32 -

To ensure unigueness of WWhs in the SAN fabric, you are strongly encouraged to use
the following WWHN prefx:

20:00:00:25:b5x e

n Cancel

13. Click OK.

14. Click Finish.
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15. Inthe confirmation message, click OK.

16. Right-click WWPN Pools under the root organization.
17. Select Create WWPN Pool to create the WWPN pool.
18. Enter WWPN_Pool_B as the name of the WWPN pool.
19. Optional: Enter a description for the WWPN pool.

20. Select Sequential for Assignment Order.

Create WWPN Pool 7 X
Dafine Nama and Description MName T WWPN_Pool_B|
Descripticn
Add WWH Blocks
ssignment Order ; Default (e Sequential
Mext = Cancel

21. Click Next.
22. Click Add.

23. Specify a starting WWPN.

ﬂ For the solution, the recommendation is to place 0B in the next-to-last octet of the starting WWPN to identify all of
the WWPNSs as fabric A addresses. Merging this with the pattern we used for the WWNN, we see a WWPN block
starting with 20:00:00:25:B5:54:0B: 00.

24. Specify a size for the WWPN address pool that is sufficient to support the available blade or server resources.
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Create WWN Block ? X

From: | 20:00:00:25:B5:54:08:00 ize @ | 32 -

[y

To ensure uniqueness of WWNs in the SAM fabric, vou are strongly encouraged to use
the following WWHN prefix:

20:00:00:25:b5n00 00K

25. Click OK.
26. Click Finish.

27. Inthe confirmation message, click OK.

Set Packages and Policies

Create Host Firmware Package

Firmware management policies allow the administrator to select the corresponding packages for a given server
configuration. These policies often include packages for adapter, BIOS, board controller, FC adapters, host bus adapter
(HBA) option ROM, and storage controller properties.

To create a firmware management policy for a given server configuration in the Cisco UCS environment, follow these steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Policies > root.

3. Expand Host Firmware Packages.

4. Select default.

5. Inthe Actions pane, select Modify Package Versions.

6. Selectthe version 4.0(1b)B for the Blade Package, and optionally set version 4.0(1b)C for the Rack Package.

7. Leave Excluded Components with only Local Disk selected.
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Modify Package Versions X
Blade Package : |4.0(1b)B v

Rack Package : |4.0(1B)C v

Service Pack  : | <not set> v

The images from Service Pack will take precedence over the images from Blade or Rack Package

Excluded Components:

Adapter

BIOS

Board Controller

ciMC

FC Adapters

Flex Flash Controller

GPUs

HBA Option ROM

Host NIC

Host NIC Option ROM
+| Local Disk

MNVME Mswitch Firmware

PsuU

SAS Evnandar

0K Apply Cancel Help

8. Click OK to modify the host firmware package and OK again to acknowledge the changes.

Create Server Pool Qualification Policy (Optional)

To create an optional server pool qualification policy for the Cisco UCS environment, follow these steps:

'ﬁ This example creates a policy for Cisco UCS B200 M5 servers for a server pool.

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Server Pool Policy Qualifications.

4. Select Create Server Pool Policy Qualification.

5. Name the policy UCS-B200M5.

6. Select Create Server PID Qualifications.

7. Select Cisco UCS-B200-M5 from the PID drop-down list.
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Create Server PID Qualifications

PID : |<not set>

UCSB-B200-CONN
UCSB-B400-CONN
UCSB-B400-CAP
UCSB-B200-CAP

UCS-DIMM-MAP

UCSB-B480-M5

UCSB-B420-M4

UCSC-C3X60-SVRNB
UCSB-B420-M3
UCSB-EX-M4-3
uCsB-B22-M3
UCSC-C3X60-M4SRB
UCSC-C3K-M4SRB

UCS-S3260-M5SRB

UCSB-EX-M4-1

8. Click OK.
9. Optionally, select additional qualifications to refine server selection parameters for the server pool.
10. Click OK to create the policy then click OK for the confirmation.

Download the Image for ESXi 6.7 Ul

The VMware Cisco Custom Image will need to be downloaded for use during installation by manual access to the UCS KVM
vMedia, or through a vMedia Policy explained in the following subsection.

To download the Cisco Custom Image, follow these steps:

1. Click the following link: VMware vSphere Hypervisor Cisco Custom Image (ESXi) 6.7 U1.

2. You will need a user id and password on vmware.com to download this software.

3. Download the .iso file.
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Create vMedia Policy for VMware ESXi 6.7 U1 Install Boot (optional, if manually attaching ISO through KVM)

A separate HTTP web server is required to automate the availability of the ESXiimage to each Service Profile on first power
on. The creation of this web server is not included in this document, but can be any existing web server capable of serving
files through HTTP that are accessible on the OOB network that the ESXi image can be placed upon.

Place the Cisco Custom Image VMware ESXi 6.7 U1 1SO on the HTTP server and follow these steps to create a vMedia
Policy:

1. In Cisco UCS Manager, select Servers on the left.

2. Select Policies > root.

3. Right-click vMedia Policies.

4. Select Create vMedia Policy.

5. Name the policy ESXi-6.7U1-HTTP.

6. Enter"Mounts ISO for ESXi 6.7 Ul”inthe Description field.
7. Click Add.

8. Namethe mount ESXi-6.7U1-HTTP.

9. Selectthe CDD Device Type.

10. Selectthe HTTP Protocol.

11. Enterthe IP Address of the web server.

# Since DNS server IPs were not entered into the KVM IP earlier, it is necessary to enter the IP of the web server in-
stead of the hostname.

12. Leave "None” selected for Image Name Variable.
13. Enter VMware_ESXi_6.7.0_10302608_Custom_Cisco_6.7.1.1.is0 as the Remote File name.

14. Enter the web server path to the ISO file in the Remote Path field.
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Create vMedia Mount 7 X
Name . | ESXi-6.7U1-HTTP

Description

Device Type » |ie) CDD HOD

Protocol . MNFS CIFS (@ HTTP HTTPS

Hostname/IP Address : | 192.168.168.155

Image Mame Variable : |(e) Naons Service Profile Mame

Remote File » | WMware_ESXI_6.7.0_10302608_Custom_Cisco_6.7
Remaote Path . | fsoftware/vmware

Usemame

Password

Remap on Eject

15. Click OK to create the vMedia Mount.

16. Click OK then OK again to complete creating the vMedia Policy.

'ﬁ For any new servers added to the Cisco UCS environment the vMedia service profile template can be used to install
the ESXi host. On first boot the host will boot into the ESXi installer. After ESXi is installed, the vMedia will not be
referenced as long as the boot disk is accessible.

Create Server BIOS Policy

To create a server BIOS policy for the Cisco UCS environment, follow these steps:

1. In Cisco UCS Manager, click Servers on the left.
2. Select Policies > root.

3. Right-click BIOS Policies.

4. Select Create BIOS Policy.

5. Enter VM-Host as the BIOS policy name.
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Create BIOS Policy

Name © VM-Host
Description

Reboot on BIOS Settings Change : O

o Cancel

6. Select and right-click the newly created BIOS Policy.
7. Within the Main tab of the Policy:

a. Change CDN Control to enabled.
b. Change the Quiet Boot setting to disabled.
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Policies [ root | BIOS Policies | VM-Host

Main Advanced Boot Options Server Management
Actions

Delete

Show Policy Usage

Properties

MName © VM-Host
Description
Owmer : Local

Reboot on BIOS Settings Change : r

T. Advanced Fiter 4 Export & Print

o]
BIOS Tokens Settings
[ CDN Control Enabled v]
Front paned lockout 'rr Defaul v
POST error pause c e Default -
[ CQuiet Boot Disabled ']

Resume on AC power loss

8. Click the Advanced tab, leaving the Processor tab selected within the Advanced tab.
9. Setthe following within the Processor tab:

a. DRAM Clock Throttling -> Performance

b. Frequency Floor Override -> Enabled

c. Processor C State -> Disabled

Platform Default
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Policies | root | BIOS Policies /| VM-Host

Mamn Advanced l Boot Options Server Management Events
r Intel Directed 10 RAS Memory Serial Port use PCI apl LOM and PCle Slots Trusted Platform Graphics Configuration
Te Advanced Fiter 4 Export ¥ Print ﬁ
BIOS Tokens Settings
. -
Altitude Platform Default v —

CPU Hardware Power Management
CPU Performance

Core Multi Processing

Platform Default

Platform Default

Platform Default

L DRAM Clock Throttling

Performance

Direct Cache Access
Energy Performance Tuning
Enhanced Intel SpeedStep Tech

Execute Disable Bit

Platform Default

Platform Default

Platform Default

Platform Default

[_ Frequency Floor Ovemide

Enabled

ntel HyperThreading Tech
intel Turbo Boost Tech

ntel Virtualzation Technology
Channel Interleaving

Memory Interleaving

Rank Interleaving

Local X2 Apic

Max Variable MTRR Setting

P STATE Coordination

Package C State Limit

Platform Default

Platform Default

Platform Default

Platform Default

Platform Default

Platform Default

Platform Default

Platform Default

Platform Default

Platform Default

[ Processor C State

Disabled

10.

Scroll down to the remaining Processor options and select:

a. Processor CaE -> disabled
b. Processor C3 Report -> disabled
c. Processor C7 Report -> disabled

d. Energy Performance -> performance
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Palicies | root |/ BIOS Policies | VM-Host

Main Advanced Boot Options Server Management Events

m Intel Directed 10 RAS Memory Serial Port usB PCI

Y. Advanced Finer 4 Export  # Print

QP

LOM and PCle Slats Trusted Platform

Graphics Configuration

BIOS Tokens

Settings

Memary Interleaving

Rank Interleaving

Local X2 Apic

Max Variable MTRR Setting
P STATE Coordination
Package C State Limit

Processor C State

m Default

Platform Default

Platform Default

Platform Default

Pla Drefault
Platform Default
Disabled

Processor C1E

Disabled

Processor C3 Report

Disabled

Processor C8 Report

Platform Default

L proees

¢ C7 Report

Disabled

Processor CMCI

Power Technology

Platform Default

Platform Default

[ Energy Performance Performance ']
Adiacent Cache Line Prefetcher Platform Default v
DCU IP Prefetcher Platform Default B
DCU Streamer Prefetch P m Defa -
Hardware Prefetcher Platform Default -
Demand Scrub Platform Default M
Patrol Serub Platform Default r
Workload Configuration Platform Default v =1
Save Changes Reset Values

11.

Click the RAS Memory tab and select:

a. LV DDR Mode -> performance-mode
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Policies | root | BIOS Policies | VM-Host

Main Advanced Boot Options Server Management Events
25500 Intel Directed 10 Seral Port use PCI am LOM an Trusted Platform Graphics Configuration
T, Advanced Filter 4 Export @ Print £
BIOS Tokens Settings
DOR3 Veltage Selection Platform Default M
DRAM Refresh Rate tform Def: v
L LV DDR Mode '—]

Mirraring Mode v
NUMA optmzed Platform Default ¥
Memory RAS configuration Platform Defauk v

Reset Values
12. Click Save Changes.
13. Click OK.

Update the Default Maintenance Policy

To update the default Maintenance Policy, follow these steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Select Maintenance Policies > default.

4. Change the Reboot Policy to User Ack.

5. (Optional: Click “"On Next Boot” to delegate maintenance windows to server owners).

73



Cisco UCS Compute Configuration

Policies . Policies | root | Maintenance Policies | default
+ BIOS Policies | General Everits

SROV

Actions Properties

ushIC

VM-Host MName . default
+ Boot Policies Show Policy Usage Description

Boot Policy default Owner . Local

Boot Policy diag Soft Shutdown Temer 150 Secs M

Boot Policy utlty
Storage Config. Deployment Policy : Immediate o User Ack

Diagnestics Pelicies
Graphics Card Policies Reboot Policy : Immediate (o) User Ack | Timer Automatic

* Host Femware Packages +| On Next Boot (Apply pending changes at next reboat.)
default

PMI Access Profles

KVM Management Policies

l

Local Disk Conbg Pocies
default
SAN-Boot
* Maintenance Pobcies
Management Firmware Packages
» Memory Policy
* Power Control Policies
defoult

No-Power-Cap

Power Sync Palicies

Scrub Policies

Serial over LAN Policies.
Server Pool Policies
Server Pool Policy Cuakcations

all-chasss

UCS-B200MS

Threshold Policies

SCS! Authentication Profiles -
= wMedia Policies

vMedia Policy ESX-6.5-HTTP ;[ Save Changes Reset Values

6. Click Save Changes.
7. Click OK to accept the change.

Create Local Disk Configuration Policy

A local disk configuration for the Cisco UCS environment is necessary if the servers in the environment do not have a local
disk.

ﬁ This policy should not be used on servers that contain local disks.

To create a local disk configuration policy, follow these steps:

1. InCisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Local Disk Config Policies.

4. Select Create Local Disk Configuration Policy.

5. Enter SAN-Boot as the local disk configuration policy name.

6. Change the mode to No Local Storage.
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7. Click OK to create the local disk configuration policy.

Create Local Disk Configuration Policy ?7 X
Mame : | SAN-Boot

Description

Mods : | No Local Storage v

FlexFlash -

FlexFlash State : |(w Disable Enable

If FlexFlash State i= dizabled, SD cards will become unavalable immediatsly_
Please ensure SD cards are not in use before disabling the FlexFlash State.

FlexFlash RAID Reporting State @ | (o) Disable Enable

FlexFlash Removable State : Yes Mo (&) Mo Change

If FlexFlash Remowvable State is changed, SD cards will become unavailable temporarily.
Please ensure SD cards are not in use before changing the FlexFlash Removable State.

8. Click OK.

Create Power Control Policy
To create a power control policy for the Cisco UCS environment, follow these steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Power Control Policies.

4. Select Create Power Control Policy.

5. Enter No-Power-Cap as the power control policy name.

6. Change the power capping setting to No Cap.
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Create Power Control Policy 7 X
MName : | No-Power-Cap

Description

Fan Speed Policy : | Any v

Power Capping

If you choose cap, the server is allocated a certain amount of power based on its pricrity
within its power group. Priority values range from 1 to 10, with 1 being the highest priority. If
you choose no-cap, the server is exempt from all power capping.

=« Mo Cap cap

Cisco UCS Manager only enforces power capping when the servers in a power group require
more power than is currently available. With sufficient power, all servers run at full capacity
regardless of their priority.

7. Click OK to create the power control policy.
8. Click OK.

Create Network Control Policy for Cisco Discovery Protocol

To create a network control policy that enables Cisco Discovery Protocol (CDP) on virtual network ports, follow these steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click Network Control Policies.

4. Select Create Network Control Policy.

5. EnterEnable CDP as the policy name.

6. For CDP, select the Enabled option.

7. Click OK to create the network control policy.
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Create Network Control Policy ? X
Mame . Enable_CDP
Description
cDr : Disabled (o' Enabled
MAC Register Mode : |(e) Only Native Vian All Host Vlans
Action on Uplink Fail : | Link Down Warning
MAC Security
Forge Allow Deny
LLDP
8. Click OK.

Configure Cisco UCS LAN Connectivity

Create Uplink Port Channels

To configure the necessary port channels out of the Cisco UCS environment, follow these steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

'ﬁ In this procedure, two port channels are created: one from fabric A to both Cisco Nexus switches and one from fabric
B to both Cisco Nexus switches.

2. Under LAN > LAN Cloud, expand the Fabric A tree.

3. Right-click Port Channels.

4. Select Create Port Channel.

5. Enteraunique ID for the port channel, (15 in our example to correspond with the upstream Nexus port channel).

6. With 15 selected, enter vPC-15-Nexus as the name of the port channel.
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Create Port Channel

? X
12 : |18
Name : vPC-15-Nexus
Add Ports
Next > Cancel
7. Click Next.
8. Select the following ports to be added to the port channel:
a. SlotID1and port 53
b. SlotID 1 and port 54
Create Port Channel o
Set Port Channel Name Ports Ports in the port channel
Slot ID Aggr. Po.. Port MAC Slot ID Aggr. Po.. Port MAC
Add Ports
1 o 53 00:DE:F... Mo data available
1 o 54 00:DE:F >3
= < -
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9. Click>>to add the ports to the port channel.

10. Click Finish to create the port channel.

11. Click OK.

12. Inthe navigation pane, under LAN > LAN Cloud, expand the fabric B tree.

13. Right-click Port Channels.

14. Select Create Port Channel.

15. Enter a unique ID for the port channel, (16 in our example to correspond with the upstream Nexus port channel).

16. With 16 selected, enter vPC-16-Nexus as the name of the port channel.

Create Port Channel ? X
Set Port Channel Name |2} 16
MName :  vPC-16-Nexus
Add Ports
Next > Cancel
17. Click Next.

18. Select the following ports to be added to the port channel:

a. SlotID1and port 53
b. SlotID1and port 54
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Create Port Channel ? X
Set Port Channel Name Ports Ports in the port channel
Slot ID Aggr. Po.. Port MAC Slot ID Aggr. Po..  Port MAC
Add Ports
0 53 00:DE:F Mo data available

0 54 00:DE:F as

N prev @ Cance'

19. Click >>to add the ports to the port channel.
20. Click Finish to create the port channel.

21. Click OK.

'ﬁ When using QSFP+ passive copper cables (e.g. QSFP-100G-CU1M), setting the appropriate port speed for the configured
port channel interfaces may be needed depending upon switch and switch ports used.

Create VLANs

To configure the necessary virtual local area networks (VLANSs) for the Cisco UCS environment, follow these steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

‘ﬁ In this procedure, six unique VLANs are created. See Table 2 for a list of VLANSs to be created.

2. Select LAN > LAN Cloud.

3. Right-click VLANs.

4. Select Create VLANS.

5. Enter Native asthe name of the VLAN to be used as the native VLAN.

6. Keepthe Common/Global option selected for the scope of the VLAN.
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7. Enter the native VLAN ID.

8. Keep the Sharing Type as None.

™
Create VLANs ? X
VLAN Name/Prefix  : | Native

Multicast Policy Name : | <not set> v Create Multicast Policy

o) Common/Global Fabric A Fabric B Both Fabrics Configured Differently

You are creating global YLANs that map to the same VLAN IDs in all available fabrics
Enter the range of VLAN IDs.(e.g. " 2009-2019", " 29,35,40-45", " 23", "23,34-45")
VLAN IDs 2

Sharing Type : |()Nons Primary |solated Community

Check Overlap o Cancel

9. Click OK and then click OK again.

10. Expand the list of VLANs in the navigation pane, right-click the newly created Nat ive-VLAN and select Set as Native
VLAN.

11. Click Yes and then click OK.

12. Right-click VLANSs.

13. Select Create VLANs

14. Enter IB-Mgmt as the name of the VLAN to be used for management traffic.
15. Keep the Common/Global option selected for the scope of the VLAN.

16. Enterthe In-Band management VLAN ID.

17. Keep the Sharing Type as None.
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Create VLANs ?
VLAN Name/Prefix  : | IB-Mgmt
fulticast Policy Name : | <not set> v Create Multicast Policy
o' Common/Global Fabric & Fabric B Both Fabrics Configured Differently
You are creating global VLANs that map to the same VLAN IDs in all available fabrics.
Enter the range of VLAM IDs.(e.g. " 2009-2019", "29,35,40-45", " 23", " 23,34-45")
VLAN IDs : 119
Sharing Type : |(«)MNone () Primary () Isclated Community
Check Overlap m Cancel
18. Click OK and then click OK again.
19. Right-click VLANSs.
20. Select Create VLANS.
21. Enter vMotion asthe name of the VLAN to be used for vMotion.

22.

23.

24.

Keep the Common/Global option selected for the scope of the VLAN.

Enter the vMotion VLAN ID.

Keep the Sharing Type as None.
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Create VLANs ?
VLAM Name/Prefix  :  wMotion
Multicast Policy Name : | <not set> v Create Multicast Policy

o' Common/Global Fabric A Fabric B Both Fabrics Configured Differently

You are creating global VLANs that map to the same VLAN IDs in all available fabrics.
Enter the range of VLAM IDs.(e.g. " 2009-2019", "29,35,40-45", " 23", " 23,34-45")

VLAM IDs : | 1000

Sharing Type : |(«)MNone () Primary () Isclated Community

Check Overlap m Cancel

25. Click OK and then click OK again.

26. Right-click VLANSs.

27. Select Create VLANS.

28. Enter VM-App- as the prefix of the VLANSs to be used for VM Traffic.
29. Keep the Common/Global option selected for the scope of the VLAN.
30. Enter the VM-Traffic VLAN ID range.

31. Keep the Sharing Type as None.
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Create VLANs ? X
VLAN Name/Prefix  © VM-App-
Multicast Policy Name : | <not set> v Create Multicast Policy

+ Common/Global Fabric A Fabric B Both Fabrics Configured Differently

You are creating global VLANs that map to the same VLAN IDs in all available fabrics
Enter the range of VLAN IDs.(e.g. " 2009-2019", " 29,35,40-45", " 23", " 23,34-45")

VLAN IDs: | 201-203

Sharing Type : |/« None Primary Isclated Community

Check Overlap o Cancel

32. Click OK and then click OK again.

33. Repeat as needed for any additional VLANSs created on the upstream Nexus switches.

Create vNIC Templates

To create the multiple virtual network interface card (vNIC) templates for the Cisco UCS environment, follow the steps in
this section.

Create Management vNICs

For the vNIC_Mgmt_A Template, follow these steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

N

Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template.

5. Enter vNIC Mgmt A asthevNICtemplate name.
6. Keep Fabric A selected.

7. Select Primary Template forthe Redundancy Type.

84



Cisco UCS Compute Configuration

8. Leave Peer Redundancy Template as <not set>

'ﬂ Redundancy Type and specification of Redundancy Template are configuration options to later allow changes to the
Primary Template to automatically adjust onto the Secondary Template.

9. Under Target, make sure that the VM checkbox is not selected.
10. Select Updating Template as the Template Type.

11. Under VLANSs, select the checkboxes for IB-Mgmt, vMotion, and Native VLANSs.

Create vNIC Template ? X

Name o wMNIC_Mgmi_A

Description

Fabric ID : s Fabric A Fabric B Enable Failover
Redundancy
Redundancy Type : Mo Redundancy (e Primary Template Secondary Template
Peer Redundancy Template © | <notset>
Target
| Adapter
VM

Warming

If VM is selected, a port profile by the same name will be created.

If a port profile of the same name exists, and updating template is selected, it will be overwritten
Template Type : Initial Template (e Updating Template
VLAMs | vLAN Groups
Y, Advanced Fiter 4 Export o Primt el
Select Name MNative VLAN
default
J IB-Mgmt
. .
o Native

UM - Arnn-201

12. SetNative asthe native VLAN.

13. Leave vNIC Name selected for the CDN Source.
14. For MTU, enter 9000.

15. Inthe MAC Pool list, select MAC_Pool A.

16. Inthe Network Control Policy list, select Enable CDP.
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Create vNIC Template ?

Warning

If VM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type ;| Initial Template () Updating Template
VLANS VLAN Groups
Y, Advanced Filter 4 Export M Print it
Select MName MNative VLAN
i TOF=TeTgITIT
o MNative .
VM-App-201
VM-App-202
VM-App-203
v vMotion
Create VLAN
CDN Source : [(@) wNIC Name User Defined
MTU : 9000
MAC Poal © | MAC_Pocl_A(32/32) w»
QoS Policy B <not set> ¥

Network Control Paolicy : Enable_CDP ¥

Pin Group ;| <not set> v

17. Click OK to create the vNIC template.
18. Click OK.

For the vNIC_Mgmt_B Template, follow these steps:

1. Inthe navigation pane, select the LAN tab.

2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template

5. EntervNIC Mgmt B asthevNICtemplate name.
6. Select FabricB.

7. Select Secondary Template for Redundancy Type.

8. Forthe Peer Redundancy Template drop-down, select vNIC_Mgmt_A.
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ﬂ With Peer Redundancy Template selected, Template Type, VLANs, CDN Source, MTU, and Network Control Policy are
all pulled from the Primary Template.

9. Under Target, make sure the VM checkbox is not selected.

Create vNIC Template ? X
Name s wNIC_Mgmt_B

Description

Fabric ID : " Fabric A s Fabric B [] Enable Failover

Redundancy

Redundancy Type : Mo Redundancy Primary Template (&) Secondary Template I
Peer Redundancy Template : | <not set> w
<not set>

Target
| Adapter

VM

If WM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be overwritien

Warning

Template Type - e Initial Template | % Updating Template
WLANs VLAN Groups
Y, Advanced Filter 4 Export o Print 4F
Select Name MNative VLAN
default
IB-Magimnt
Native

VM- Arnn-201

o Cance l

10. Inthe MACPool list, select MAC_Pool_B.
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Create vNIC Template ?

| VLANS | VLAN aroups

Y. Advanced Filter 4 Export M Print

Select MName Mative VLAN
default
IB-Mgmi
Native
VM-App-201
VM-App-202
VM-App-203
Create VLAN
CDN Source . [[@)wNIC Name ( User Defined
MTU ;1500
MAC Pool i <notset> w
QS Policy . =not set>

Metwork Control Policy :
default(0/0)

Pin Group .
MAC_Pool_A(32/32)

Stats Threshold Palicy - MAC_Pool_B(32/32)

Connection Policies

Dynamic vNIC (&) usNIC VMO

usNIC Connection Policy ; | <pnot set>

11. Click OK to create the vNIC template.
12. Click OK.

Create Application vNICs
For the vNIC_App_A Template, follow these steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template.

5. EntervNIC App AasthevNICtemplate name.

6. Keep Fabric A selected.

7. Select Primary Template forthe Redundancy Type.

88



Cisco UCS Compute Configuration

8. Leave Peer Redundancy Template as <not set>
9. Under Target, make sure that the VM checkbox is not selected.
10. Select Updating Template as the Template Type.

11. Setdefault asthe native VLAN.

Create vNIC Template ? X
Name s wNIC_App_A

Description

Fabric ID . (w) Fabric A ) Fabric B [] Enable Failover

Redundancy
Redundancy Type : Mo Redundancy (e) Primary Template Secondary Template |
Peer Redundancy Template : | <potset> v

Target
| Adapter
] wm

Warning

If VM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type - [ initial Template (o) Updating Template
WVLANS VLAN Groups
Y, Advanced Filler 4 Export /M Print LF
Select Name Native VLAN
| v default 2

IB-Mgmt
Mative
AL A 34

o Cancel

12. Under VLANS, select the checkboxes for any application or production VLANs that should be delivered to the ESXi
hosts.

13. For MTU, enter 9000.
14. Inthe MAC Pool list, select MAC_Pool A.

15. Inthe Network Control Policy list, select Enable CDP.
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Create vNIC Template ?

| VLANS | VLAN aroups

Y, Advanced Filter 4 Export 4 Print

Select MName Mative VLAN
v default =
IB-Mgmt
Native
' VM-App-201
~ VM-App-202
v VM-App-203
Create VLAN
CDN Source . [@ wNIC Name User Defined
MTU ;2000
MAC Pool o | MAC_Pool_A({32/32) »
QoS Policy I <notset> w

Network Gontrol Policy : | Enable_CDP v
Pin Group © |=not set> v

Stats Threshold Policy : | default v

Connection Policies

Dynamic vMIC (@) usNIC VMG

usNIC Connection Palicy : | <not set> v

16. Click OK to create the vNIC template.
17. Click OK.

For the vNIC_App_B Template, follow these steps:

1. Inthe navigation pane, select the LAN tab.

2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template

5. EntervNIC App B asthe vNICtemplate name.
6. Select Fabric B.

7. Select Secondary Template for Redundancy Type.

8. Forthe Peer Redundancy Template drop-down, select vNIC_App_A.
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ﬂ With Peer Redundancy Template selected, MAC Pool will be the main configuration option left for this vNIC tem-
plate.

9. Under Target, make sure the VM checkbox is not selected.

Create vNIC Template ? X
Name o WNIC_App_B

Description

Fabric ID . % Fabric A w Fabric B

[ ] Enable Failaver
Redundancy

Redundancy Type - [/ Na Red undancy Primary Template (e Secondary Template |

Peer Redundancy Template : <not set> w

Target <not set>
| v Adapter
[ ] wvm
vMNIC_App_A
yiNIC_Mgmt_A
Warming

If VM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type . [ Initial Template () Updating Template

V0LANSs VLAN Groups

Y. Advanced Finer 4 Export  # Print

Select Mame Native VLAN

default
IB-Mgmt
Native

YM_-Arnn- 201

o cance'

10. Inthe MAC Pool list, select MAC_Pool B.
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Create vNIC Template ? X
| VLAINS | VLAN \aroups
Y. Advanced Filter 4 Export o Print i’}
Select MName Mative VLAN
default
IB-Mgmi
Mative
VM-App-201
VM-App-202
VM-App-203

CDN Scurce ;@ wNIC Name (7 User Defined
MTU ;1500

MAC Pogl : <nct set> ¥

QoS Policy <not set>

Network Control Policy :
default(0/0)

Pin Group
MAC_Pool_A(32/32)

Stats Threshold Policy : MAC_Pool_B(32/32)

Connection Policies

Dynamic vNIC () usNIC YMQ

usMIC Connection Palicy © | <not set> w

o l:ance l

11. Click OK to create the vNIC template.

12. Click OK.

Set Jumbo Frames in Cisco UCS Fabric

'& These steps are unnecessary for the Cisco UCS 6454 Fls as they default to jumbo frames.

To configure jumbo frames and enable quality of service in the Cisco UCS fabric, follow these steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select LAN > LAN Cloud > QoS System Class.

3. Intheright pane, click the General tab.

4. Onthe Best Effort row, enter 9216 in the box under the MTU column.

5. Click Save Changes in the bottom of the window.
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LAN Cloud . LANGloud / QoS System Glass
* LAN Cloud Genera Events  FSM
~ Fabeic A
Actions Propert
* Port Channels
* Port-Channel 151 vPC-131-Neus Owner : Local
* Uplink Eth Interfaces
v MLANS Priority Enabled CoS Packet Weight Weight MTU Multic:
* WP Optimization Sets Drop %) Opstimd
- Fobric B Platinum r 5 r 0 v| WA rarmal v =
v Port Channels
+ Uphrk Eth Interfaces Gold o 4 B M v Nm p— . ™
v Silver r 2 @ . NA . . r
* VP Optimization Sets
oS System Class Bronze C 1 W~ - INiA J—— v r
* LAN Pin Grous
e Best F Any = = 50 218 v [
*+ Threshold Polcies Effort
* VLAN Groups Fibre F 3 Il 5 v 50 NiA
b VLAN: Channel
« |
== v
6. Click OK

Create LAN Connectivity Policy

To configure the necessary Fibre Channel Infrastructure LAN Connectivity Policy, follow these steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select LAN > Policies > root.

3. Right-click LAN Connectivity Policies.

4. Select Create LAN Connectivity Policy.

5. Enter FC-LAN-Policy asthe name of the policy.

6. Click the upper Add button to add a vNIC.

7. Inthe Create vNIC dialog box, enter 00-Mgmt—A as the name of the vNIC.

‘ﬁ The numeric prefix of “00-“ and subsequent increments on the later vNICs are used in the vNIC naming to force the
device ordering through Consistent Device Naming (CDN). Without this, some operating systems might not respect
the device ordering that is set within Cisco UCS.

8. Select the Use vNIC Template checkbox.
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9. InthevNIC Template list, select vNIC_Mgmt_A.

10. Inthe Adapter Policy list, select VMWare.

Create vNIC

Name : | 0D=Mgmt=4

Use wNIC Template - &

Redundancy Pair : Peer Name

Create vNIC Template

vNIC Template <Rt sets W

<not set>
Adapter Perfor

Create Ethernet Adapter Policy

Adapter Policy wNIC_App_A

vNIC_App_B

vNIC_Mgmi_B

Cancel

11. Click OK to add this vNIC to the policy.

12. Click the upper Add button to add another vNIC to the policy.

13. Inthe Create vNIC box, enter 01 -Mgmt -B as the name of the vNIC.
14. Select the Use vNIC Template checkbox.

15. Inthe vNIC Template list, select vNIC_Mgmt_B.

16. Inthe Adapter Policy list, select VMWare.

17. Click OK to add the vNIC to the policy.
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Adapter Policy VNIC_App_A

Create vNIC

Name : | 01=-Mgmi-B
Use wNIC Template - ¥

Redundancy Pair : U] Peer Name :

vNIC Template: | <notset> v Create vNIC Template

<not set>

Adapter Perfor

Create Ethernet Adapter Policy

VNIC_App_B

VNIC_Mgmi_A

VNIC_Mgmt_B

Cancel

18.

19.

20.

21.

22.

23.

Click the upper Add button to add a vNIC.

In the Create vNIC dialog box, enter 02-App—-2 as the name of the vNIC.

Select the Use vNIC Template checkbox.
In the vNIC Template list, select vNIC_App_A.
In the Adapter Policy list, select VMWare.

Click OK to add this vNIC to the policy.
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24. Click the upper Add button to add a vNIC to the policy.

25. Inthe Create vNIC dialog box, enter 03-App-B as the name of the vNIC.
26. Select the Use vNIC Template checkbox.

27. Inthe vNIC Template list, select vNIC_App_B.

28. Inthe Adapter Policy list, select VMWare.

Create vNIC ? X

arret Adsprer Pl

29. Click OK to add this vNIC to the policy.
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Create LAN Connectivity Policy ? X
Name : | FC-LAN~-Policy
Description :

Click Add to specify one or more vwNICs that the server should use to connect to the LAN.

Name MAC Address Native VLAN
vNIC 03-App-B Derived
vNIC 02-App-A Derived
vNIC 01-Mgmt-B Derrved
vNIC 00-Mgmt-A Derived
+) Add

+) Add iISCSI vNICs

30. Click OK to create the LAN Connectivity Policy.

31. Click OK.

Configure FC SAN Connectivity

These Fibre Channel configuration steps will enable the provisioning of volumes to be used as datastores by the vSphere
hosts, and the creation of Cisco UCS Service Profiles that will be configured to boot from Fibre Channel LUNS.

Configure Unified Ports

The Cisco UCS 6454 Fabric Interconnects will have a slider mechanism within the Cisco UCS Manager GUI interface that will
control the first 8 ports starting from the first port, allowing the selection of the first 4, or all 8 of the unified ports. The
Cisco UCS 6332-16UP has a similar mechanism controlling the first 16 ports starting from the first port, configuring in
increments of the first 6, 12, or all 16 of the unified ports.

To enable the fibre channel ports, follow these steps:
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1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.
2. Select Equipment > Fabric Interconnects > Fabric Interconnect A (primary)

3. Select Configure Unified Ports.

4. Click Yes on the pop-up window warning that changes to the fixed module will require a reboot of the fabric intercon-
nect and changes to the expansion module will require a reboot of that module.

5. Within the Configured Fixed Ports pop-up window move the gray slider bar from the left to the right to select either the
first 4 or all 8 of the ports to be set as FC Uplinks.

Configure Unified Ports W X

type of the ports
ibre Channel

All the ports to the left of the slider are

orts (Purple), while the ports to the right are Ethernet ports (Blue

Port Transport If Role or Port Channel Membership Desired If Role

VY O
Q g t
r
1
-4
T

1o}

m
T

D

o
o
-2

.-

# For Cisco UCS 6332-16UP, these fixed ports will be in groups of 6, 12, or 16 ports to be set as FC Uplinks.

6. Click OK to continue

7. Click Yes within the subsequent warning pop-up and wait for reboot to complete.
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8. Logbackinto UCSM when available.

9. Select Equipment > Fabric Interconnects > Fabric Interconnect B (primary)

10. Select Configure Unified Ports.

11. Click Yes on the pop-up window warning that changes to the fixed module will require a reboot of the fabric intercon-
nect and changes to the expansion module will require a reboot of that module.

12. Within the Configured Fixed Ports pop-up window move the gray slider bar from the left to the right to select the same
4 or 8 ports to be set as FC Uplinks.

13. Click OK to continue

14. Click Yes within the subsequent warning pop-up and wait for reboot to complete.

Create VSANs

To configure the necessary virtual storage area networks (VSANSs) for the Cisco UCS environment, follow these steps:

1.

In Cisco UCS Manager, click the SAN tab in the navigation pane.

ﬂ In this procedure, two VSANSs are created.

2.

Select SAN > SAN Cloud.

Right-click VSANs.

Select Create VSAN.

Enter VSAN A as the name of the VSAN to be used for Fabric A
Leave Disabled selected for FC Zoning.

Select Fabric A.

Enter a unique VSAN ID and a corresponding FCoE VLAN ID. It is recommended use the same ID for both parameters
and to use something other than 1.
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Create VSAN ? X

Mame . VSAN_A

FC Zoning Settings

FC Zoning : |(= Disabled Enabled

Do NOT enable local zoning if fabric interconnect is connected to an upstream FC/FCok swatch.

Common/Global () Fabric A Fabric B Both Fabrics Configured Differently

You are creating a local VSAN in fabric A that maps to ANVLAN can be used to carry FCoE traffic and can be mapped to this
a VSAM ID that exists only in fabric A. WSAN.

Erter the VSAN ID that maps to this VSAN, Enter the VLAN ID that maps to this VSAN,

WSAN ID: | 101 FCoEVLAN : | 101

9. Click OK and then click OK again.

10. Under SAN Cloud, right-click VSANs.

11. Select Create VSAN.

12. Enter VSAN B as the name of the VSAN to be used for Fabric B.
13. Leave Disabled selected for FC Zoning.

14. Select Fabric B.

15. Enter aunique VSAN ID and a corresponding FCoE VLAN ID. Itis recommended use the same ID for both parameters
and to use something other than 1.
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Create VSAN ? X

Mame : | VSAMN_B

FC Zoning Settings

FC Zoning : | Disabled Enabled

Do NOT enable local zoning if fabric interconnect is connected to an upstream FC/FCoE switch.

Commaon/Global Fabric A (e) Fabric B Both Fabrics Configured Differently

You are creating a local VSAN in fabric B that maps to AVLAN can be used to carry FCoE traffic and can be mapped to this
a VSAN ID that exists only in fabric B. WSANMN.

Enter the VSAN ID that maps to this VSAN, Enter the WLAN ID that maps to this VSAN,

VSANID: 102 FCoE VLAM : | 102

16. Click OK and then click OK again.
Create FC Port Channels
To configure the necessary port channels for the Cisco UCS environment, follow these steps:

Fabric-A
1. Inthe navigation pane under SAN > SAN Cloud expand the Fabric A tree.

2. Right-click FC Port Channels.
3. Select Create FC Port Channel.

4. Enter1forthe ID and Poz for the Port Channel name.
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Create FC Port Channel ? X
1] 1

Name : | Pol
Add Ports

Next > Cancel

5. Click Next.

6. Setthe Port Channel Admin Speed to 32Gbps, or appropriate for the environment, choose connected ports and click >>
to add the ports to the port channel.
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Sed FL Pord Chennel Hams:

Click Finish.

Click OK.

Create FC Port Channel

Pt Channed Smin Soeod & Gbys | ) B Ghgs () 15ghes (e 33ghis
Poris Forts s the pon channal
Pat S D L] AT Skl WP
0 AR 2001 00DE
a 0 200 z 1 M
San ICx Sht ID
AR WD
e < -

Select the newly created Port-Channel.

Under the VSAN drop-down list for Port-Channel 1, select VSAN_A 101.

Al

v SAN
v SAN Clowd
v Fabric A
v FC Port Channels

FC Port-Channel 1 Pol @

FCoE Port Channels

-

Uplink FC Interfaces

-

Uphnk FCoE Interfoces
» VSANs

» Fabrc B

SAN Pin Groups

Threshold Policies

VSANs

SAN |/ SAN Cloud /

General | Ponts

Status

Overall Status

Additional Info

Actions

Fabric A / FC Port Channels /

Fauls Events Stat

W Failed

No operational
members

Disable Port Chan

Add Ports

ned

11. Click Save Changes and then click OK.

Fabric-B

1.

2.

Right-click FC Port Channels.

FC Port-Channel 1 Po1l

istics

Propertics

D 1

Fabric 1D A

Port Type Aggregation

Transport Type Fc

Name Po1

Description

VSAN ric Dual/vsan default (1) v |

Port Channel Admin Speed

Operational Speed(Gbps)

Fabric Dual/vsan default (1)

In the navigation pane, under SAN > SAN Cloud, expand the Fabric B tree.
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3. Select Create Port Channel.

4. Enter 2 forthe ID and Poz for the Port Channel name.

Create FC Port Channel ? X
Set FC Port Channel Name o |2
Mame : | Po2
Add Ports
Next > Cancel
5. Click Next

6. Setthe Port Channel Admin Speed to 32Gbps, or appropriate for the environment, choose connected ports and click >>
to add the ports to the port channel.
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Create FC Port Channel T X
pd FL Prrt Channsl Kams: Poel Chusnned Soimin Sigesiad & Ghps H Ghps IEghea w0 JFgipa
Pl Parts i e poc charnel
Pon Gt ID WA Pt =hen I Wyl
& ¥ | L () -
Sin T Bt I
AT TR

o < -
7. Click Finish.

8. Click OK.

9. Selectthe newly created Port-Channel

10. Underthe VSAN drop-down list for Port-Channel 2, select VSAN_B 102.

&l - SAN | SAN Cloud | Fabric B / FC Port Channels | FC Port-Channel 2 Po2

» SAN General Poris Faulis Events Statistics

» SAN Cloud

: Properties
« Fabric & a—
» FC Port Channels Overal Status - vy Failed D 2
. 1 . Fabric ID - B
» FC Port-Channel 1 Pol Addtional Info - No operational .
members Port Type - Aggregation
» FCoE Port Channels . -
e = Actions Transport Type Fc
» Uplink FC Interfaces Neme Poz
* Uplink FCoE Interfaces Description
Disable Port Channel i
» VSANs
Add Ports VSAN
+ Fabric B

Port Channel Admin Speed e () 32gbps
= FC Port Channels . .
Operational Speed(Gbps) Fabric Dual/vsan default (1)

FCoE Port Channels

Uplink FC Interfaces

Uplink FCoE Interfaces

VSANS

11. Click Save Changes and then click OK.

'& If the UCS FC ports show as error disabled at this point due to a timing of operations, a disable and subsequent enable
of the error disabled port will be needed.
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Create vHBA Templates

To create the necessary virtual host bus adapter (vHBA) templates for the Cisco UCS environment, follow these steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click vHBA Templates.

4. Select Create vHBA Template.

5. Enter vHBA Template A asthe vHBA template name.

6. Keep Fabric A selected.

7. Leave Redundancy Type as No Redundancy.

8. Select VSAN_A.

9. Leave Initial Template as the Template Type.

10. Select WWPN_Pool_A as the WWPN Pool.

11. Click OK to create the vHBA template.
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MName

Description

Fabnc ID

Redundancy

Redundancy Type

Select VSAN

Template Type

Max Data Field Size

Create vHBA Template

vHBA_Template_A

* Mo Redundancy Primary Template

r T

VSAN_A v Create VSAN

# |nitizl Template Updating Template

2048

Secondary Template

WWPN Poal VWWPN_Pool_A{24/32)
QoS Policy <not set> ¥
Pin Group <not set> v
Stats Threshold Policy : | default »

12. Click OK.

13. Right-click vVHBA Templates.

14. Select Create vVHBA Template.

15. Enter vHBA Template B asthe vHBAtemplate name.
16. Select Fabric B as the Fabric ID.

17. Leave Redundancy Type as No Redundancy.

18. Select VSAN_B.

19. Leave Initial Template as the Template Type.

20. Select WWPN_Pool_B as the WWPN Pool.

21. Click OK to create the vHBA template.
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Create vHBA Template

Mame . vHBA_Template_B
Description
Fabric ID : As B

Redundancy

Max Data Field Size : 2048

WWPN Pool * | WAWPN_Pool_B(24/32) w
QoS Policy © | <notset> w
Pin Group . | <not set> v
Stats Threshold Policy : | default »

22. Click OK.

Create SAN Connectivity Policy

Redundancy Type o | No Redundancy Primary Template Secondary Template
Select VSAN . |vsan_B - Create VSAN
Template Type o (e Initig] Templats Updating Template

Cancel

To configure the necessary Infrastructure SAN Connectivity Policy, follow these steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.
2. Select SAN > Policies > root.

3. Right-click SAN Connectivity Policies.

4. Select Create SAN Connectivity Policy.

5. Enter Infra-SAN-Policy asthe name of the policy.

6. Selectthe previously created WWNN_Pool for the WWNN Assignment.

7. Click the Add button at the bottom to add a vHBA.

8. Inthe Create vHBA dialog box, enter Fabric-A as the name of the vHBA.

9. Select the Use vHBA Template checkbox.
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10. Leave Redundancy Pair unselected.

11. Inthe vHBA Template list, select vHBA_Template_A.

Create vHBA ?

Name : | Fabric-A

Use vHEA Template : &

Redundancy Pair : Peer Mame -
Create vHBA Template

vHBA Template © | <not set> w» Create vHBA Template

Adapter Perfornl  <not set»

Adepter Policy : Create Fibre Channel Adapter Palicy

vHBA_Template_~A

vHBA_Template_B

12. Inthe Adapter Policy list, select VMWare.

13. Click OK.

14. Click the Add button at the bottom to add a second vHBA.

15. Inthe Create vHBA dialog box, enter Fabric-B as the name of the vHBA.
16. Select the Use vHBA Template checkbox.

17. Leave Redundancy Pair unselected.

18. Inthe vHBA Template list, select vVHBA_Template_B.

109



Cisco UCS Compute Configuration

Create vHBA

Marme . | Fabric-B

Use vHBA Template : %

Redundancy Pair : || Peer Mame -
vHBA Template : | <not set> ¥ Create vHBA Template

Adapter Performi  <not set»

7

Adapter Policy Create Fibre Channel Adapter Policy
vHBA_Template_A

vHBA_Template_B

Cancel

19. Inthe Adapter Policy list, select VMWare.

20. Click OK.
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Create SAN Connectivity Policy ? X
Mame . Infra-SAN-Policy
Description :

A server is identified on a SAN by its World Wide Node Name (WWNN). Specify how the system should assign a WWNN to the server associated
with this profile.
World Wide Node Name

WWHNN Assignment: WWHNN_Pocl(32/32) L
Create WWNN Pool

The WWNM will be assigned from the selected pool.
The avsilable/total WWMNNs are displayed after the pool name.

Kl | O
Mame WWPN LI
» vHBA Fabric-B Derived
» vHBA Fabric-A Derived
+) Add =

m Cancel

21. Click OK to create the SAN Connectivity Policy.

22. Click OK to confirm creation.

Create Boot Policy

The VSP G370 and/or Gasoo target WWPN will need to be collected at this point to provide the Cisco UCS Boot Policy

These target WWPN can be collected directly from the VSP, but running the show flogi database command from each MDS
will be fairly quick provided there is clear identification of the port cabling from the VSP ports to the MDS ports.

Table 20 VSP G370 to MDS Port Information Carried Forward

Local Device Local Port Connection Remote Device Remote Port

Hitachi VSP G370 CL1-A 32Gb FC Cisco MDS 9706 A FC1/12
CL2-B 32Gb FC Cisco MDS g706 A FC1/12
CL3-B 32Gb FC Cisco MDS g706 B FC1/11
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Local Device Local Port Connection Remote Device Remote Port
CL 4-A 32Gb FC Cisco MDS 9706 B FC1/12
Along with the Table 17 information for the VSP G1soo:
Table 21 VSP G1500 to MDS Port Information Carried Forward
Local Device Local Port Connection Remote Device Remote Port
Hitachi VSP Gis00 CL1-A 16Gb FC Cisco MDS g706 A FCafy
CL 2-A 16Gb FC Cisco MDS g706 A FC1/8
CL12-J 16Gb FC Cisco MDS g706 A FC1/g
CL 2-J 16Gb FC Cisco MDS g706 A FC1/10
CL3-L 16Gb FC Cisco MDS g706 B FCa/f7
CL 4-C 16Gb FC Cisco MDS 9706 B FC1/8
CL3-C 16Gb FC Cisco MDS g706 B FC1/g
CL4-L 16Gb FC Cisco MDS 9706 B FC1/10

Using these two tables, it is possible to get the expected local port (VSP) to remote port (MDS) values. With this
information, the WWPN can be pulled out of the flogi to port connections on the respective MDS.

Running the sh flogi database command on MDS A:

AA19-9706-1# sh flogi database

INTERFACE VSAN FCID PORT NAME NODE NAME

fcl/7 101 0xbc0080 50:06:0e:80:07:56:24:00 50:06:0e:80:07:56:24:00
fcl/8 101 0xbc0060 50:06:0e:80:07:56:24:10 50:06:0e:80:07:56:24:10
fcl/9 101 Oxbc0000 50:06:0e:80:07:56:24:08 50:06:0e:80:07:56:24:08
fcl/10 101 0xbc0100 50:06:0e:80:07:56:24:18 50:06:0e:80:07:56:24:18
fcl/11 101 0xbc0la0 50:06:0e:80:12:¢9:9a:00 50:06:0e:80:12:¢c9:9a:00
fcl/12 101 0xbc0180 50:06:0e:80:12:¢c9:9a:11 50:06:0e:80:12:c9:9a:11

Running the sh flogi database command on MDS B:

aal9-9706-2# sh flogi database

INTERFACE VSAN FCID PORT NAME NODE NAME

fcl/7 102 0x2800e0 50:06:0e:80:07:56:24:2a 50:06:0e:80:07:56:24:2a
fcl/8 102 0x2800a0 50:06:0e:80:07:56:24:32 50:06:0e:80:07:56:24:32
fcl/9 102 0x280060 50:06:0e:80:07:56:24:22 50:06:0e:80:07:56:24:22
fcl/10 102 0x280020 50:06:0e:80:07:56:24:3a 50:06:0e:80:07:56:24:3a
fcl/11 102 0x2801e0 50:06:0e:80:12:c9:9a:21 50:06:0e:80:12:c9:9a:21
fcl/12 102 0x280180 50:06:0e:80:12:¢c9:9a:30 50:06:0e:80:12:c9:9a:30

Find the appropriate VSP G370 local ports for each fabric and record the values to be used for Primary and Secondary Boot
Targets. Inthe example lab environment flogi output, the MDS Interface (Remote Port) values in the previous table for this
fabric have been cross referenced, and the WWPN(Port Name) for these interfaces are recorded.

Table 22 Fabric A Boot Targets for the VSP G370

MDS Example Target Role WWN/WWPN Example WWN/WWPN Customer
Interface Local Port 9 Environment (Port Name) Environment

VSP G370 1/11 . e

Controfler 1 CL1-A Primary/ VMFS | 50:06:0e:80:12:¢9:9a:00
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VSP G370 1/12 Secondary/ P
Controller 2 CL2-B VMES 50:06:0e:80:12:€9:9a:11
Repeat these steps for the VSP G370 Fabric B Primary and Secondary Boot Targets:

Table 23 Fabric B Boot Targets for the VSP G370

MDS Example Taraet Role WWN/WWPN Example WWN/WWPN Customer
Interface Local Port 9 Environment Environment

VSP G370 1/11 Primary Boot/ P

Controller 1 CL3-B VMES 50:06:0€:80:12:C9:9a:21

VSP G370 1/12 Secondary e

Controller 2 CLa-A Boot/ VMFS 50:06:0€:80:12:C9:93:30

This equivalent information gathering for the VSP G1500 will be:

Table 24 Fabric A Boot Targets for the VSP G1500

MDS Example Taraet Role WWN/WWPN Example WWN/WWPN Customer
Interface Local Port 9 Environment (Port Name) Environment
VSP G1500 1/7 CL1-A Primary Boot/
Controller o 50:06:0€:80:07:56:24:00
VMFS
Clustera
VSP G1500 1/8 CL2-A
Controllero VMFS 50:06:0€:80:07:56:24:10
Cluster 2
VSP G100 1/9 CL1-J
Controller 1 VMFS 50:06:0e:80:07:56:24:08
Clustera
VSP G100 1/10 CL 2-J
Controller 1 Secondary 0:06:0€:80:07:56:24:18
Boot / VMFS 50:0b:0€:50:07:50:24:
Cluster 2

Repeat these steps for the VSP Gigo0 Fabric B Primary and Secondary Boot Targets:

Table 25 Fabric B Boot Targets for the VSP G1500

MDS Example Target Role WWN/WWPN Example WWN/WWPN Customer
Interface Local Port 9 Environment (Port Name) Environment
VSP G1500 1/7 CL3-L Primary Boot/
Controller1 50:06:0€:80:07:56:24:2a
VMFS
Clustera
\C/(?:t?;feoroo e e Secondary 0:06:0€:80:07:56:24:32
Boot/ VMFS 50:06:0€:90:07:56:24:3
Cluster 2
VSP Gas00 1/9 CL3-C
Controller o VMFS 50:06:0€:80:07:56:24:22
Clustera
VSP Gas00 1/10 CL 4-L
Controller 1 VMFS 50:06:0€:80:07:56:24:3a
Cluster 2

To create boot policies for the Cisco UCS environment, follow these steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
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2. Select Policies > root.

3. Right-click Boot Policies.

4. Select Create Boot Policy.

5. EnterBoot-FC-G370-2A asthe name of the boot policy.

6. Optional: Enter a description for the boot policy.

'& Do not select the Reboot on Boot Order Change checkbox.

7. Expand the Local Devices drop-down menu and select Add Remote CD/DVD.
8. Expand the vHBAs drop-down menu and select Add SAN Boot.
9. Inthe Add SAN Boot dialog box, enter Fabric-2in the vHBA field.

10. Confirm that Primary is selected for the Type option.

Add SAN Boot

VHBA - | Fabric-A| |

Type - |-\-"- Primary | ) Secondary { ) Any |

11. Click OK to add the SAN boot initiator.
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12.

13.

14.

15.

16.

17.

18.

19.

From the vHBA drop-down menu, select Add SAN Boot Target.
Leave 0 as the value for Boot Target LUN.
Enter the WWPN for Controllerl (CL 1A) recorded in Error! Reference source not found..

Select Primary for the SAN boot target type.

Add SAN Boot Target

Boot Target LUN  : |0

Boat Target WWEN : | 50:06:0E:80:12:C9:9A:00 |

Type - |i‘ Primary | ) Secondary |

Click OK to add the SAN boot target.
From the vHBA drop-down menu, select Add SAN Boot Target.
Leave 0 as the value for Boot Target LUN.

Enter the WWPN for Controller2 (CL 2B) recordedin Table 25
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Add SAN Boot Target

Boot Target LUN : (O

Boot Target WWPN : | 50:06:0E:80:12:C9:9A:11

Type : | Primary » Secondary |

20. Click OK to add the SAN boot target.
21. From the vHBA drop-down menu, select Add SAN Boot.

22. Inthe Add SAN Boot dialog box, enter Fabric-B in the vHBA box.

& The SAN boot type should automatically be set to Secondary and the Type option should be unavailable.
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23.

24.

25.

26.

27.

Add SAN Boot

vHBA : | Fabric-B

Type : Primary |« Secondary Any

Click OK to add the SAN boot initiator.

From the vHBA drop-down menu, select Add SAN Boot Target.

Leave 0 as the value for Boot Target LUN.

Enter the WWPN for Controllerl (CL 3B) recordedin Table 23

Select Primary for the SAN boot target type.
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28.

29.

30.

31.

Add SAN Boot Target

Boot Target LUN  : |0

Boot Target WWPN : | 50:06:0E:80:12:C9:9A:21

Type ! |i‘ Primary ( ) Secondary |

Click OK to add the SAN boot target.
From the vHBA drop-down menu, select Add SAN Boot Target.
Enter 0 as the value for Boot Target LUN.

Enter the WWPN for Controller2 (CL 4A) recordedin Table 24
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Add SAN Boot Target

Boot Target LUN : |0

Boot Target WWEN - | 50:06:0E:80:12:C9:9A:30 |

Tvpe : | Primary (» Secondary |

32. Click OK to add the SAN boot target.

33. Expand CIMC Mounted vMedia and select Add CIMC Mounted CD/DVD.
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Create Boot Policy 72 X

Name :  Boot-FC-G370-A
Description

Reboot on Boot Order Change

Enforce vNIC/vHBASISCSI Name : @

Boot Mode . e Legacy Uefi

WARNINGS:

The type (primary/secondary) does not indicate a boot order presence

The effective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.

If Enforce vNIC/vHBASiSCSI Name is selected and the wNIC/vHBA/ISCS| does not exist, a config error will be reported

If it is not selected, the vNICs/vHBAs are selected if they exist, otherwise the vNIC/vHBA with the lowest PCle bus scan order is used.

+) Local Devices Boot Order

+ =— T,AdvancedFilter 4 Export % Print 1t

=) CIMC Mounted vMedia

Name Ordera vNIC/v ype LUN N WWHN SlotN.. BootM.. BootP.

Remote CD/DVD

Add CIMC Mounted HDD » San 2

p» SAN Primary Fabric Primary

Pl p SAN Secondary Fabric-B  Secon
) vHBAS CIMC Mounted C

1+ Move Up ] Delets

+) iSCSI vNICs

34. Click OK, then click OK again to create the boot policy.

Create Service Profile Template
In this procedure, one service profile template for Infrastructure ESXi hosts is created for fabric A boot.
To create the service profile template, follow these steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Service Profile Templates > root.

3. Right-click root.

4. Select Create Service Profile Template to open the Create Service Profile Template wizard.

5. Enter VSI-FC-G370-A as the name of the service profile template. This service profile template is configured to boot
from VSP G370 controller 1 on fabric A.

6. Selectthe "Updating Template” option.

7. Under UUID, select UUID_Pool as the UUID pool.
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Create Service Profile Template ?

You must enter a name for the service profile template and specify the template type. You can also specify how a UUID will be assigned to this
Identify Service Profile Template template and enter a description.

Storage Provisioning Name : | VSI-FC-G370-A

The template will be created in the following organization. lts name must be unigue within this organization.
Networking ‘Where : org-root

The template will be created in the following organization. lts name must be unigue within this erganization.

SAN Connectivity Type Initial Template (o) Updating Template
Specify how the UUID will be assigned to the server associated with the service generated by this template.
uuID
Zoning
vNIC/vHBA Placement UUID Assignment: UUID_Pool(32/32) v
The UUID will be assigned from the selected pool.
vMedia Policy The available/total UUIDs are displayed after the pool name.

Server Boot Order
Optionally enter a description for the profile. The description can contain information about when and where the service profile should be used.

Maintenance Policy

Server Assignment

e

Operational Policies

Next > Cancel

8. Click Next.

Configure Storage Provisioning

To configure the storage provisioning, follow these steps:

1. If you have servers with no physical disks, click the Local Disk Configuration Policy tab and select the SAN-Boot Local
Storage Policy. Otherwise, select the default Local Storage Policy.
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Create Service Profile Template ?

Optionally specify or create a Storage Profile, and select a local disk configuration policy.
Identify Service Profile

Template

Specific Storage Profile Storage Profile Policy Local Disk Configuration Policy
Storage Provisioning

Local Storage:| SAN-Boot w

Networkin: Select Local Storage Policy to use
g Create Loca d v Mode : No Local Storage
Create a Specific Storage Policy Protect Configuration . Yes
If Protect Configuration is set, the local disk configuration is
preserved if the service profile is disassociated

SAN-Boot with the server. In that case, a configuration error will be
Zoning raised when a new service profile is associated with

SAN Connectivity

default that server if the local disk configuration in that profile is
different.
vNIC/vHBA Placement FlexFlash
FlexFlash State : Disable
If FlexFlash State is disabled, SD cards will become
vMedia Policy unavailable immediately.

Please ensure SD cards are not in use before disabling the
FlexFlash State.
Server Boot Order FlexFlash RAID Reporting State @ Disable

Maintenance Policy
Server Assignment

Operational Policies

2. Click Next.

Configure Networking Options

To configure the network options, follow these steps:

1. Keep the default setting for Dynamic vNIC Connection Policy.
2. Select the “"Use Connectivity Policy” option to configure the LAN connectivity.

3. Select FC-LAN-Policy from the LAN Connectivity Policy drop-down list.

122




Cisco UCS Compute Configuration

Create Service Profile Template ?

Optionally specify LAN configuration information.
Identify Service Profile

Template
Dynamic vNIC Connection Policy:
Storage Provisioning
Networking
How would you like to configure LAN connectivity?
SAN Connectivi
Y Simple | ) Expert No vNICs (¢} Use Connectivity Policy
Zoning LAN Connectivity Policy © | <notset> w Create LAN Connectivity Policy
Initiator Name <not set>
vNIC/vHBA Placement
Initator Name Assignn v

FC-LAN-Policy
vMedia Policy Create ION Suffix Pool

WARNING: The selected pool does not contain any available entities.

Server Boot Order You can selact it, but it is recommended that you add entities to it.

Maintenance Policy
Server Assignment

Operational Policies

< Prev Next > m Cancel

4. Click Next.

Configure Storage Options

To configure the storage options, follow these steps:

1. Select the Use Connectivity Policy option for the *How would you like to configure SAN connectivity?” field.

2. Pickthe Infra-SAN-Policy option from the SAN Connectivity Policy drop-down list.
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Create Service Profile Template

Optionally specify disk polickes and SAN configuration mformation
Mdentify Service Profile

Template
Howws would you Bke 1o confgure SAN connectivity?

& i 5 X ity Palic
Storage Provisioning Simpls Expart Mo vHBAZY e Ese Connectivity Palicy

SAN Connectity Policy © | <not set> ¥ Create SAN Connectretty Palicy

Networking <not set>

Infra-SAN-Palicy

SAN Connectrvty
Zoning

wMIC/VHBA Placement
vMedia Policy

Server Boot Order
Maintenance Policy
Server Assignment

Operational Policies

< Prev Hext =

Finish

Cancel

3. Click Next.

Configure Zoning Options

1. Leave Zoning configuration unspecified, and click Next.

Configure vNIC/HBA Placement

1. Inthe “Select Placement” list, leave the placement policy as “Let System Perform Placement.”
2. Click Next.

Configure vMedia Policy

1. Do notselect a vMedia Policy.
2. Click Next.

Configure Server Boot Order

1. SelectBoot-FC-G370-A for Boot Policy.
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2.

Configure Maintenance Policy

1.

Identify Service Profile
Template

Storage Provisioning

Networking

SAN Connectivity

Zoning

vNIC/vHBA Placement

vMedia Policy

Server Boot Order

Maintenance Policy

Server Assignment

Operational Policies

Create Service Profile Template

Optionally specify the boot policy for this service profile teamplate.

Select a boot policy.

Boot Policy:| Select Boot Policy to use ¥ Create Boot Policy

The defay  Select Boot Policy to use brofile

Create a Specific Boot Policy

Boot-FC-G370-A

default
default-UEFI
diag

utility

Cancel

Click Next to continue to the next section.

Change the Maintenance Policy to default.
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2.

Configure Server Assignment

Mdentify Service Profile
Template

Storage Provisioning

Networking

SAMN Connectivity

Zoning

wMIC/VHBA Placement

vMedia Policy

Server Boot Order

Maintenance Policy

Server Assignment

Operational Policies

Click Next.

Create Service Profile Template ? X
Specify how disruptive changes such as reboots, network interrupbons, and firmware upgredes should be applied to the server associated with this
service profle
=) Maintenance Policy

Select a maintenance pohcy to include with this senvice profile or create 2 new maintenance policy that will be accessible to all service profiles
Mairtenance Policy. Select (no policy used by default) » Crease Mairtenance Policy

Selact (no pollcy used by default)

e rrarmtenancs paley s selected by default.
The service profile will immediately reboot when disruptive changes are applied,

< Prev Hext = m Cancel

To configure server assignment, follow these steps:

1.

4.

In the Pool Assignment list, select Infra_ Pool.
Optional: Select a Server Pool Qualification policy.
Select Up as the power state to be applied when the profile is associated with the server.

Optional: Select “"UCS-B20oMs” for the Server Pool Qualification.

‘ﬁ Firmware Management at the bottom of the page can be left alone as it will use default from the Host Firmware

list.
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Create Service Profile Template ?

Optionally specify a server pool for this service profile template.
Identify Service Profile

Template
You can select a server pool you want to associate with this service profile template.
Storage Provisioning

Pool Assignment:| |nfra Poal v
- Create Server Pool

Networking Select the power state to be applied when this profile is associated
with the server.

SAN Connectivity & Up O Down

Zoning

The service profile template will be associated with one of the servers in the selected pool.
wNIC/VHBA Placement ;delztwd. you can specify an additional server pool policy qualification that the selected server must meet. To do so, select the qualification from
e list.

Server Pool Qualification -
vMedia Policy <not set> ¥

Restrict Migration : <not set>
Server Boot Order
# Firmware Managemmler. Adapter)
Maintenance Policy
all-chassis

Server Assignment

Operational Policies

< Prev Next > m Cancel

5. Click Next.

Configure Operational Policies

To configure the operational policies, follow these steps:

1. Inthe BIOS Policy list, select VM-Host.

2. Expand Power Control Policy Configuration and select No-Power-Cap in the Power Control Policy list.
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Create Service Profile Template 2 X

Optionally specify information that affects how the system operates.
Identify Service Profile

Template

|»

(=) BIOS Configuration
Storage Provisioning
If you want to override the default BIOS settings, select a BIOS policy that will be associated with this service profile

Networking BIOS Policy : | M-Host ¥

4 »
SAN Connectivity I I _I

(¥ External IPMI Management Configuration
Zoning

(# Management IP Address
vNIC/vHBA Placement

(® Monitoring Configuration (Thresholds)
vMedia Policy

(=) Power Control Policy Configuration
Server Boot Order

Power control policy determines power allocation for a server in a given power group.
t ver Control Poli
Maintenance Policy Power Control Policy : | <not set> v aeata Roner (ontrdl Eolioy
<not set>

Server Assignment

(# Scrub Policy

Operational Policies No-Power-Cap

# KVM Managemy
default

(¥ Graphics Card Policy

=

* Prev m cancel

3. Click Finish to create the service profile template.
4. Click OK in the confirmation message.

Create vMedia Service Profile Template

If the optional vMedia Policy is being used, a clone of the service profile template created above will be made to reference
this vMedia Policy in these steps. The clone of the service profile template will have the vMedia Policy configured for it, and
service profiles created from it, will be unbound and re-associated to the original service profile template after ESXi
installation.

To create a clone of the VSI-FC-G370-A service profile template, and associate the vMedia Policy to it, follow these steps:

1. Connect to Cisco UCS Manager, click Servers on the left.

2. Select Service Profile Templates > root > Service Template VSI-FC-G370-A.
3. Right-click Service Template VM-Host-FC-A and select Create a Clone.

4. Name the clone VSI-FC-G370-A-vM and click OK.

5. Select Service Template VSI-FC-G370-A-vM.

6. Intheright pane, select the vMedia Policy tab.

7. Under Actions, select Modify vMedia Policy.
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8. Using the drop-down, select the ESXi-6.7U1-HTTP vMedia Policy.

9. Click OK then OK again to complete modifying the Service Profile Template.

Create Service Profiles

To create service profiles from the service profile template, follow these steps:

1. Connectto the UCS 6454 Fabric Interconnect UCS Manager, click the Servers tab in the navigation pane.
2. Select Service Profile Templates > root > Service Template VSI-FC-G370-A-vM.

3. Right-click VSI-FC-G370-A-vM and select Create Service Profiles from Template.

4. Enter VSI-G370-0 as the service profile prefix.

5. Leave 1l as"“Name Suffix Starting Number.”

6. Leave 2 asthe “"Number of Instances.”

7. Click OK to create the service profiles.

Create Service Profiles From Template 72 X

Maming Prefix | VSI-G370-0|
Mame Suffix Starting Number : | 1

Mumber of Instances 2

8. Click OK in the confirmation message to provision two Service Profiles.

# When VMware ESXi 6.7 U1 or 6.5 U2 has been installed on the hosts, the host Service Profiles can be unbound from
the VM-Host-FC-A-vM and rebound to the VM-Host-FC-A Service Profile Template to remove the vMedia mapping
from the host, to prevent issues at boot time if the HTTP source for the ESXi ISO is somehow not available.

Collect UCS Host VHBA Information for Zoning

The VSP Targets that will be used were collected from the flogi database of each MDS fabric. This is not a clear option for
the UCS Server host Initiators as each Initiator WWPN will show up within the configured port-channel of the fabric without
any specifics of origin that came from the MDS interface ports used to identify the VSP Targets. UCSM will be used to
collect the vHBA WWPNSs used as the Initiators for the provisioned Service Profiles.

To collect UCS host vHBA information for zoning, follow these steps:

1. To collect the WWPNSs, follow these steps with UCSM:

2. Click the SAN icon from the Navigation pane.
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3. Select Pools from the drop-down.

4. Expand WWPN Pools and select the WWPN_Pool_A.

»’vvoo 20 d2002@

an

* WWPN Poal default

WWPHN Pool WWPN_Pool_A

>

5. ldentify the Fabric A Initiators assigned to the provisioned Service Profiles and add them to Table 26 .

Table 26 Fabric A G370 Service Profile Initiators

WWN/WWPN Example
Environment (Port Name)

WWN/WWPN Customer Environment

VSI-G370-01 20:00:00:25:B5:54:0A:00

VSI-G370-02 20:00:00:25:B5:54:0A:01

6. Select WWPN_Pool_B.

6 00026

7. ldentify the Fabric B Initiators assigned to the provisioned Service Profiles and add them to Table 27 .

Table 27 Fabric B G370 Service Profile Initiators

WWPN Example Environment
(Port Name)

WWN/WWPN Customer Environment
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VSI-G370-01 20:00:00:25:B5:54:0B:00

VSI-G370-02 20:00:00:25:B5:54:0B:01

ﬂ WWPN assignment is set to be sequential, so in most cases it can be extrapolated at initial provisioning based on WWPN
Pool Suffix used, but confirmation is recommended.
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DCNM Switch Registration and Zoning(Optional)

The Cisco MDS zoning used to connect the Cisco UCS and the Hitachi VSP will be configured using DCNM, which was
deployed on resources independent of the Adaptive Solutions for Cl data center. Deployment of DCNM is not covered in
this document, instructions for the deployment of DCNM can be found here:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/11 o 1finstallation/san/b_dcnm installation guide for sa
n_11 o 1.html

# If DCNM is not used in the customer environment, this section should be skipped, and the appendix covering MDS de-
vice alias creation and zoning setup through the CLI should be followed from <appendix>

Connecting to DCNM and Registering Switches

Registering of the Nexus switches is optional, but will provide enhanced port visibility as well as the option to gather
performance monitoring of the Ethernet traffic. The MDS switches will need to be registered to be able to implement the
device alias creation and zoning shown below.

To register the switches, follow these steps:

1. Loginto the DCNM installation (URL will be https://<<DCNM_IP>> with the admin account, or provisioned account
with appropriate credentials:
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alaefe
CISCO

Data Center Network Manager ==

Version 11.0(1)

admin

® 2018 GiSco Systems, Inc., Cisco, Cisco Systems, and Cisco Systems logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the U'S. and'certain other countries.

2. Provide LAN switch credentials from the initial dialogue if prompted, by clicking Yes.
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When changing the device configuration DCNM uses
the device credentials provided by the user. You have
not provided the LAN switch credentials yet. Do you
want to set the LAN switch credentials now?

D Do not show this message again

O i

3. If not prompted, add credentials within Administration -> Credentials Management -> LAN Credentials.
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© vl Data Center Network Manager ® O- admin L3

M Administration / Credentials Management / LAN Credentials

Dashboard

Default Credentials

Topology Default credentials will be used when changing device configuration. You can override the default credentials by specifying credentials for each of the devices in the
Switch Table below.

Cisco DCNM uses individual switch credentials in the Switch Table. If the Username or Password column is empty in the Switch Table, the default credentials will be
Inventory used
Monitor User Name | admin

*Password | sssswsss

* Confirm

Configure P sensense
Administration Save || Clear
Selected 0 /Total 0 (9 |E
| Switch IP Address User Name Password Group
No data available
< [ »

4. Click Save.
5. Click OK.

6. Addthe MDS into DCNM by selecting Inventory -> Discovery -> SAN Switches.
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Inventory enter Network Manager SCOPE: Data Center v @ O~ admn %%
|
View ‘
mma
Dashboard g m
Data Center Network Map
Topology
0 > *
Inventory Switches >
0 >
Monitor
No Data

Enable Performance Monitor
Configure

Administration

[Show Acknowledged Events

Audit Log Server Status
=~ Description S s Time Ago DCNM
DCNM: Login s Info a less than
Se... Service N... Status
DCNM: Logout Info 3 12 minute
1 loc Database Running
DCNM: Login s Info a about 3 h
loc Search In Last updated: 2
=
loc Performa [
10 SMI.S Ag Runming
d

1% <70% <90%

7. Click the +icon on the top left of the Inventory/Discovery/SAN Switches screen and enter the IP and credentials for the
first MDS switch:
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Add Fabric

Fabric Seed Switch: [ 192.168.168.18|
SNMP: Use SNMPv3/SSH
Auth-Privacy: MD5

User Name: admin

Password: sssssnse
[ Limit Discovery by VSAN
Enable NPV Discovery in All Fabrics

Add Options>> Cancel

8. Click Add.

9. Repeat steps 1-8 to add the second MDS switch.
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Dashboard

Topology + »

© i Data Center Network Manager

A Inventory / Discovery / SAN Switches

admin O‘

Selected0/Total2 ()

Topology | = Name
Inventory [>)

Fabric_aa19-9706-1

Fabric_aa19-9706-2
Monitor (>]

Configure (> ]

Administration ©

|<

SeedSwitch

192.168.168.18

192.168.168.19

Configuring Device Aliases for the VSP and ESXi hosts

Status
managedContinuously

managedContinuously

SNMPv3/SSH

true

true

User/Cmnty
admin

admin

The device aliases for the MDS fabrics will be created before the zoning can occur. To create the device aliases, follow
these steps:

1.

Select Configure -> Device Aliases.
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Configure enter Network Manager € \ v admin O3

Templates -9706-1(192.168.168.18)
Tempiate Library

Dashboard

Pevice Manager Modules Interfaces License Features Port Capacity « > >
Backup
Topology Switch Configuration Interface FC FICON [P Security Admin Logs Help |
PR RF 55| VSAN All v | Ports All v | 2 ¥] Advanced

Inventory Network Config Audit

Image Management . |
Monitor Upgrade [ISSU]

Patch [SMU]

Package [RPM|
Configure Mantenance Mode [GIR]

Repositones

Administration SAN
VSAN
Zoning
IVR Zoning

A | e ][ [ |

Device Alas
Port Monitoring
SAN Insights

1 Up 8 Down MFail /1 Minor &lUnreachable Ml OutOfService |

2. Select the appropriate MDS from the Fabric drop-down list and click Create to specify device aliases.
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Dashboard

Topology

Configuration

Inventory

¥ © . Data Center Network Manager
M Configure / SAN / Device Alias

Fabric: | Fabnc_aa19-9706-1 v

Selected 0/ Total 0

Show | Quick Filter

admin Q-

Monitor

2% Configure (>}

Mo data available

Administration

Seed Switch

Device Alias

3. Continuing to use the VSP G370 to the UCS 6454 as an example, populate the following tables with data from the Table

22 and Table 23 of targets and the Table 28 and Table 29 of initiators:

Table 28 Fabric A Targets and Initiators

WWN/WWPN Example

Name Environment (Port Name) WWN/WWPN Customer Environment
Target G370-CL1-A 50:06:0e:80:12:€9:9a:00
Target
G370-CL2-B 50:06:0e:80:12:€9:9a:11
Initiator VSI-G370-01 20:00:00:25:B5:54:0A:00
Initiat
nitiator VSI-G370-02 20:00:00:25:B5:54:0A:01

Table 29 Fabric B Targets and Initiators

WWN/WWPN Example
Environment (Port Name)

WWN/WWPN Customer Environment

Target G370-CL3-B

50:06:0e:80:12:€9:9a:21

Target G370-CL4-A

50:06:0e:80:12:€9:9a:30
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WW.NIWWPN Example WWN/WWPN Customer Environment
Environment (Port Name)
Initiator VSI-G370-01 20:00:00:25:B5:54:0B:00
Initiator
VSI-G370-02 20:00:00:25:B5:54:0B:01
4. Selecta pWWN.
Add Device Alias
#» Apply Show
pWWN Device Alias Service Profile Port Info
| 50:06:0e:80:12:c9:9a:00 G370-CL1-A

|| 50:06:0e:80:12:c%:9a:11
| | 50:06:0e:80:12:¢9:9a:10
|| 50:06:0e:80:12:c%:9a:01
| | 50:06:0e:80:07:56:24:0a
|| 50:06:0e:80:07:56:24:02
| | 50:06:0e:80:07:56:24:1a
| | 50:06:0e:80:07:56:24:08
| | 50:06:0e:80:07:56:24:00
| | 50:06:0e:80:07:56:24:18
| | 50:06:0e:80:07:56:24:10
| | 50:06:0e:80:07:56:24:12
| | 20:00:00:25:b5:54:0a:02
| | 20:00:00:25:b5:54:0a:00
|| 20:00:00:25:b5:54:0a:01
| | 20:00:00:25:b5:54:0a:03

Save | Cancel

AA19-9706-1, fc1/16, HDS
AA19-9706-1, fe1M15, HDS
AA19-9706-1, fc1/18, HDS
AA19-9706-1, fc1/8, HDS
AA19-9706-1, fc1/12, HDS
AA19-9706-1, fc1/13, HDS
AA19-9706-1, fc1/7, HDS
AA19-9706-1, fc1/11, HDS
AA19-9706-1, fc1/14, HDS
AA19-9706-1, fc1/10, HDS
AA19-9706-1, fc1/9, HDS
AA19-6454-A port-channel15, Cisco
AA19-6454-A, port-channel15, Cisco
AA19-6454-A port-channel15, Cisco
AA19-6454-A port-channel15, Cisco

Cancel

5. Click the Device Alias column and provide an appropriate alias.

6. Click Save.

7. Repeat for each VSP target and Service Profile initiator entry listed, for both MDS fabrics.
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Add Device Alias

v[‘f)Apply“-]-NewAhsJ Show | All 'l[i]A

PWWN Device Alias Service Profile Portinfo

(K 8 O C N E B E N E S B E Y

<] &) K] (<] (&) (K] (&)

8.

9.

Click Apply.

Repeat this process for the other fabric, creating device aliases for the attached devices.

Create Host Zoning

To create host zoning, follow these steps:

1.

Select Configure and pick Zoning within the SAN sub-section.
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2.

Dashboard

Topology

Inventory

Monitor

Configure

Administration

Confgure

Templates

Template Library

Backup

Switch Configuration
Archives

Network Config Audit

Image Management
Upgrade [ISSU]

Patch [SMU]

Package [RPM)
Mamntenance Mode [GIR]
Repositones

SAN

VSAN
Zoning

VR Zoning
FCIP

Port Channel

Device Alias

Port Monitoring
SAN Insights

enter Network Manager

/ Device Alias

v

Show

Selected 0/ Total 20

Quick Filter

admin

)

w

fo 0
K2

Lo

Device Alias

G370-CL2-A
G370-CL1-B
G370-CL1-A
G370-CL2-8
G1500-CL1-L
G1500-CL1-C
G1500-CL1-J
G1500-CL2-J
G1500-CL1-A
G1500-CL2C
G1500-CL2-A
G1500-CL2-L
VSI-FC-G370-3
VSI-FC-G370-1

VSI-FC-G370-2

PWWN

50.06:0e:80:12:¢9.92:10
50:06:0e:80:12:¢9:9a:01
5006:0e:80:12:¢9:9a.00
50:06:0e:80:12:¢9:9a: 11
50:06:0e:80.07:56:24.0a
50.06:0e:80.07.56:24:.02
50:06:0e:80:07:56:24:08
50:06:0e:80.07:56:24:18
50:06:0e:80:07:56:24:00
50:06:0e:80:07:56:24:12
50.06:0e:80.07.56:24.1
50:06:0e:80:07:56:24:1a
20:00:00:25:05:54.0a:02
20:00:00:25:65:54.0a.00
20:00:00:25:05:54:0a:01

Adjust the VSAN to be appropriate for the zoning between hosts and the VSP.

143



DCNM Switch Registration and Zoning(Optional)

© .l Data Center Network Manager @ O- admin O3
A Configure / SAN / Zoning
Dashboard p ;
Fabric: Fabric_aa19-9706-1 v VSAN: [ VSANDOO1 v Switches: | 2a19-9706-1 v Distribute Export All
Z VSANO00D1 b
onesets ers
Topology : VSAN-A(101)
G Show = Quick Filter v
Inventory Zonesets Status M... Zone Zoned By Name Switch Interf... Fcld
No data available
Monitor
No data available
2% Configure (> ]
Administration Zones
G Show = Quick Filter -
In Zoneset  Zone Name
»
No data available -
Available to Add Zone by: (® End Ports O Device Alias O
Show = Quick Filter v
Type Name Switch Interface Feld

No zone sets found

3. Clickthe Create Zoneset button within Zonesets.
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Create Zoneset

4. With the new zoneset selected, click the Create Zone button within Zones.
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Create Zone

Create Cancel

5. Specify an appropriate name for the zone.
6. Click Create.

7. Select the newly created zone and select the appropriate host device alias from the bottom right with the Available to
Add section:
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e dul Data Center Network Manager @ o~ | amn "

A | Configure / SAN / Zoning

Dashboard
Fabric: [ Fabric_aa19-9706-1 - | VSAN: I Fabric-A(101) v ‘ Switches: | AA19-9706-1 - | Distribute Export All
Topology Zonesets J  Zone Members
G‘ @ '|f]]' / Activate Deactivate G‘ Show | Quick Filter v |
Inventory Zonesets Status Modifi... Zone Zoned By Device Type Name Switch Interf... Fcld
(®)  hvcs-vsi-zoneset Active Yes [ | I | I | I ‘ [ ‘
© Monitor
No data available
/6 Configure [>]
Administration Zones
3 [ Show | Quick Filter v |
In Zoneset  Zone Name Smart Zone
l | | | < >
V] .
USRI 52 Available to Add Zone by: O End Ports @ Device Alias (4]
| & I Show | Quick Filter v |
Type Name Switch Interface Feld PWWN
[E] G370-CL1-A AA19-9706-1 fc1/17 0xbc01a0d 50-06: ~
£} G370-CL2B AA19-9706-1 fc1/16 0xbc0180 50:08: ,
< >

No zone members found. Clear Server Cache ‘ Discard Pending Changes v

< >

8. Click the green Add Member button within Available to Add.

Add Members to Zones

Add members to the following selected zones

E{ Zone Name

\ VSIFC-G370-1

Smart Zoning Device Type: (@) Host O Storage (O Both{Host and Storage)

Add Cancel

9. Make sure that Host is selected for the host being added and click Add.
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10. With the zone still selected, and pick the appropriate VSP device aliases from the bottom right with the Available to

Add section:
© !yl Data Center Network Manager 0 Q- admin  L¥
A Configure / SAN / Zoning
Dashboard
Fabric: | Fabric_aa19-9706-1 v VSAN: | VSAN-A(101) v Switches: | 2a19.9706-1 v Distribute Export All
Topology Zonesets (J  Zone Members
G| @& @ /| Acivae > 2] Show | Quick Filter - n
Inventory Zonesets Status M... Zone Zoned By Device Type Name Switch Intet
(®) hves-vsi-zoneset
Monitor
VSI-FC- Device Alias  Host VSI-FC-G370-1 AA19-6454-4

Configure

Administration Zones
G » Show | Quick Filter B
In Zoneset  Zone Name Smar...
»
vl VSI-FC-G370-1 faise

Available to Add Zone by: (O End Ports (@ Device Alias

Show | Quick Filter v ﬂ

Type Name Switch Interface Fcld
(e oms o cema s mm e s et antnd =
vV @ G370-CL2-A 2a19-9706-1 fc 1/15 Oxbc00e0

v @ G370-CL2-8 3a19-9706-1 116 Oxbc00cO

Clear Server Cache

11. Make sure that Storage is selected for the VSP devices being added and click Add.
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Add Members to Zones

Add members to the following selected zones

Zone Name
@ VSHFCG3ToA

Smart Zoning Device Type: (O Host (®) Storage (O Both{Host and Storage)

Add Cancel

12. With the new zone still selected, click the drop-down list within Zones and select Enable Smart Zoning.
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© . Data Center Network Manager @ Oo- admin {3
A Configure / SAN / Zoning
Dashboard .
Fabric: Fabric_aa19-9706-1 v VSAN: | VSAN-A(101) v Switches: 23a19-9706-1 L 4 Distribute Export All
Topology Zonesets .J  Zone Members
G| @ @ ||/ Acivae L} Show | Quick Fiter Y |
Inventory Zonesets Status M... Zone Zoned By Device Type Name Switch Inte(
(® hves-vsi-zoneset
Monitor
| VSI-FC- Device Aliss  Storage G370-CL1-B aa19-9706-1
VSI-FC- Device Alias  Host VSI-FC-G370-1 AA19-8454-4
Configure
VSI-FC- Device Alias  Storage G370-CL2-B 3a19-9706-1
o ) VSI-FC- Device Alias  Storage G370-CL1-A aa19-9706-1
Administration Zones
VSI.FC- Device Alias Storage G370-CL2-A 2a19.9706-1
3 ») Show | Quick Filter v n
() Clone Zone ———
In Smar...
&, Add Zone
‘ »
‘ vl @ Delete Zone false
/ Rename Available to Add  Zoneby: (O EndPorts @ Device Alias o
Enable Smart Zone & Show = Quick Filter v n
Type Name Switch Interface Feld
= et — e =
- VSI-FC-G370-1 AA19-6454-A port-ch OxbcO1at
- VSI-FC-G370-2 AA19-6454-A port-ch Oxbc01a2

Clear Server Cache

13. Additional zones for hosts associated to the same VSP can be created in the same manner or by selecting the first zone

created and selecting Clone Zone from the drop-down options.
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© . Data Center Network Manager @ o- | admn 33
A  Configure / SAN / Zonin:
Dashboard 9 9
Fabric: | Fabric_aa19-9706-1 v VSAN: | VSAN-A(101) v Switches: = 2319.9706-1 v Distribute Export All
Topology Zonesets J  Zone Members
G|l & | Activate (D] 23 Show | Quick Filter v n
Inventory Zonesets Status M... Zone Zoned By Device Type Name Switch Inteq
(®)  hves-vsi-zoneset ‘
Monitor
| VSIFC- Device Alias Host VSI-FC-G370-1 AA19-6454-4
[C] Vsl-FC- Device Alias  Storage G370-CL1-A aa19-9706-1
Configure
| VSIFC-.. DeviceAlas Storage G370-CL2-B aa19-97061
o . | VSI-FC- Device Alias  Storage G370-CL2-A 2a19-9706-1
Administration Zones
VSI-FC- Device Alias Storage G370-CL1-B 2a19-9706-1
G Show = Quick Filter v
|@ Clone Zone |
In Smar...
4, Add Zone
‘ »
‘ i Delete Zone faise =
| # Rename | Available to Add  Zoneby: (O EndPorts (® Device Alias O
:4: Enable Smarnt Zone &, Show = Quick Filter v
Type Name Switch Interface Fcld
o e ——— s e e —
| M VSI-FC-G370-1 AA19-6454-A port-ch OxbcO1a1
L} ! VSI-FC-G370-2 AA19-6454-A port-ch Oxbc01a2
« »

Clear Server Cache scord

14. Specify the new host to be associated with the cloned zone:

Clone Zone

Name: | VSI-FC-G370-2|

‘ Clone H Cancel |
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15. Click Clone.

16. Un-select the original zone and select the cloned zone.

~
© . Data Center Network Manager @ O- admin &3
A | Configure / SAN / Zonin
Dashboard 9 q
Fabric: | Fabric_aa19-9706-1 A VSAN: | Fabric-A{101) v Switches: | AA19-9706-1 v Distribute Export All
Topology Zonesets 5  Zone Members
G‘ @ '|||=||' / Activate Deactivate G ,’L Show | Quick Filter v
Inventory Zonesets Status Modifi... Zone Zoned By Device Type Name Switch Interf... Feld
(®  hvesvsizonesat Active No
Monitor o
| | VSIFC-.. Device Alias Storage G370-CL2-B AA19-9706-1 .. Oxbc0
Ve - VSHFC- . Device Alias Host AA19-6464-A Oxbc0
#4 Configure [>] —
[ ] wvsLFC- Device Alias Storage G370-CL1-A AA19-9706-1 1. Oxbc0

* Administration

th Show | Quick Filter v n
In Zoneset  Zone Name Smart Zone
< >
VSI-FC-G370-1 t N
e Available to Add  Zoneby: () EndPorts (@ Device Alias o
VSI-FC-G370-2 .
& Show | Quick Filter ~ | R4
Type Name Switch Interface Feld PWWN
- VSI-G370-01 AA19-6454-A port-ch_. Oxbc0ial 20.00-
] = VS8I-G370-02 AA19-6454-A portch.. Oxbc01a2 20:00:
< >
Clear Server Cache v

17. Select the host carried over from the cloning operation within the Zone Members section and click Remove Member.
18. Repeat the process of selecting the Enable Smart Zone for the new zone.

19. Re-Select the new zone.
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Dashboard

Topology

Inventory

Monitor

Configure ©

Administration

20.

Dashboard

Topology

Inventory

Monitor

Configure [>]

Administration

21. Click Add Member.
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© il Data Center Network Manager @ (O~ admin %%
M Configure / SAN / Zoning
Fabric: | Fabric_aa19-9706-1 v VSAN: | Fabric-A(101) v Switches: | AA19-9706-1 v Distribute Export All
Zonesets 3  Zone Members

G @ 'ﬁﬂ / Activate Deactivate G Show | Quick Filter v
Zonesets Status Medifi... Zone Zoned By Device Type Name Switch Interf... Feld
(®  hvcs-vsi-zoneset Active No
I:I VSIFC-... Device Alias Storage G370-CL2-B AA19-9706-1 £ Oxbc0
[C]  VSIFC... Device Alias Storage G370-CLT-A AA19-9706-11. Oxbc0)
Zones
(3| | () Show | Quick Filter A4 n
In Zoneset  Zone Name Smart Zone
< >
O VSI-FC-G370-1 [ ’ e )
U e Available to Add Zone by: () End Ports (®) Device Alias o
VSI-FC-G370-2
A Show | Quick Filter L 4 Y
Type Name Switch Interface Fcld PWWN
m VSI-G370-01 AA19-6454-A port-ch. Oxbc01al 20:00:
i) VSI-G370-02 AA19-6454-A portch.. Oxbc01a2 20:00: ,
< >
Clear Server Cache
>
Find the host intended for this new zone within the Available to Add section.
N A
e ‘duths Data Center Network Manager @ O- | admin g3
M | Configure / SAN / Zoning
Fabric: | Fabric_aa19-97061  w |  VSAN: | Fabric-A(101) v | Switches: | AA19-9706-1 v |
Zonesets & Zone Members
‘G‘ ‘E‘ ‘ﬁ‘ ‘/| ‘ Activate ‘ ‘ Deactivate | |G| Show | Quick Filter
Zonesets Status Modifi... Zone Zoned By Device Type Name Switch Interf... Feld
(®  hves-vsi-zoneset Active No ‘ ‘ ‘ ‘ ‘ ‘ ‘ | | |
VSI-FC-...  Device Alias Storage G370-CL2-B AA19-9706-1 f... 0xbc0
VSI-FC-_. Device Alias Storage G370-CL1-A AA19-9706-1 f. Oxbc0i
Zones
G & Show | Quick Filter ~| K4
In Zoneset  Zone Name Smart Zone
| I | | \ < >
— ey
U VSHFC-C370-1 frue Available to Add Zone by: () End Ports (® Device Alias [%]
] VSI-FC-G370-2
Show | Quick Filter v |
Name Switch Interface Fcld PWWN
O = VSI-G370-01 AA19-6454-A portch  Dxbc01al 20:00- "
- VSI-6370-02 AA19-6454-A port-ch...  Oxbc01a2 20:00: ,
< >

Clear Server Cache
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Add Members to Zones

Add members to the following selected zones:

Zone Name

VSI-FC-G370-2

Smart Zoning Device Type: (8 Host (O Storage (©) Both(Host and Storage)

| add || cancer |

22. Ensure that Host is selected for Smart Zoning Device Type and click Add.
23. Repeat these steps to add zones for all additional hosts.

24. Select all created Zones, and find Add Zone from the drop-down list to add to the zoneset.
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Dashboard

Topology

Inventory

Monitor

Configure

Administration

25. Zones will now show checkmarks as In Zoneset.

Dashboard

Topology

Inventory

Monitor

Configure

Administration

© .l Data Center Network Manager @ O- admin ¥
M | Configure / SAN / Zoning
Fabric: | Fabric_aa19-9706-1 v VSAN: | Fabric-A(101) v Switches: | AA19-9706-1 v Distribute Export All
Zonesets (5  Zone Members
G @ '|||=ﬁ / Activate Deactivate G Show | Quick Filter v n
Zonesets Status Modifi... Zone Zoned By Device Type Name Switch Interf... Fecld
(®  hvcs.vsizoneset Active No
[ wskrC- Device Alias Storage G370-CL1-A AA19-9706-1F 0xbc0
] wskHrC-. Device Alias Storage G370-CL2B AA19-9706-1 .. 0xbc0
] wvsiFC-. Device Alias  Host VSI-G370-02 AA19-6454-A Oxbc0
Zones [] VSHFC-. Device Alias  Host VSI-G370-01 AA19-6454-A 0xbcD)
3| (g Show | Quick Filter v . [ VSHFC-.. Device Alias  Storage G370-CL1-A AA19-9706-11..  Oxbcl
i’, Add Zone \:I VSHFC-.. Device Alias Storage G370-CL2-B AA19-9706-1 f.. Oxbc0
In Zoneset . Smart Zone
m Delete Zone < >
7 # Rename b . _
o e Available to Add  Zoneby: (O EndPots (@ Device Alias 4]
SRl mman e true
stc disable Smart Zone & Sholl Quick Fitter v n
Type Name Switch Interface Fcld PWWN
O = V8I-G370-01 AA19-6454-A portch... Oxbc01al 20:00:
- VSI-G370-02 AA19-6454-A port-ch .. Oxbc01a2 20:00: ,,
< >
Clear Server Cache
© . Data Center Network Manager | admin L3
M | Configure / SAN / Zoning
Fabric: | Fabric_2a19-9706-1 ¥ |  VSAN: | Fabric-A(101) v |  Switches: | AA19-9706-1 v | | Distribute | ExportAll |
Zonesets & Zone Members
|G‘| |@‘ |ﬁ|' | |/ Activate |]| Deactivate | |G‘ Show | Quick Filter v ‘
Zonesets Status Medifi... Zone Zoned By Device Type  Name Switch Interf... Feld
(®)  hvcs.vsi-zoneset Active Mo ‘ ‘ ‘ | | ‘ ‘ ‘ | | |
VSIFC-. Device Alias Storage G370-CL1-A AA19-9706-1 .. 0xbc0
VSIFC-. Device Alias Storage G370-CL2-B AA19-9706-1 . Oxbc0
\:I VSI-FC- . Device Alias Host VSI-G370-02 AA19-6454-A 0xbc0
Zones VSIFC-. Device Alias ~ Host VSI-G370-01 AA19-6454-A OxbcD)
| 3+ | |E‘ Show | Quick Filter v | VSIFC-...  Device Alias  Storage G370-CL1-A AA19-9706-1 .. OxbeD)
— VSIFC-...  Device Alias Storage G370-CL2-B AA19-9706-1 ... 0xbc0
In Zoneset  Zone Name Smart Zone
| || || | < >
™ i x Y )
g VERREEIE true Available to Add Zone by: () End Ports (®) Device Alias (%]
V| o VSI-FC-G370-2 true — -
@ |.i’.‘ Show | Quick Filter v ‘ n
Type Name Switch Interface Fcld PWWN
VSI-G370-01 AA19-6454-A portch... Oxbc01al 20:00: 2
VSI-G370-02 AA19-6454-A portch... Oxbc01a2 20:00: ,
< >

26. Click Activate to activate the zoneset.
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Activation Zoneset Differences

Differences between the selected database and the currently active zoneset:

Action Member Switch Interface
VSI-FC-G370-1 Device Alias ADD G370-CL1-A AA19-9706-1 fe1/17
VSI-FC-G370-1 Device Alias ADD G370-CL2-B AA19-9706-1 fc1/16
VSI-FC-G370-1 Device Alias ADD VSI-G370-01 AA19-6454-A port-channel15
VSI-FC-G370-2 Device Alias ADD G370-CL1-A AA19-9706-1 fc1/17

VSI-FC-G370-2 Device Alias ADD G370-CL2-B AA19-9706-1 fc1/16

v

Activate H Cancel

27. Click Activate.
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Configure Host Connectivity and Presentation of Storage on Hitachi Virtual

Storage Platform
I ————————————

Configuration steps in this section assume that parity groups and LDEVs have been configured on the Hitachi VSP as part of
the solution build/configuration by a partner or Hitachi professional services. If parity groups have not been configured on
the Hitachi VSP, please reference the Hitachi Storage Virtualization Operating System documentation for creating parity
groups before continuing with this section.

Ensure that you have planned which parity groups and LDEVs to use for specific storage requirements. Your configuration
may vary based on the types of drives ordered with your VSP and the parity groups configured on it.

Create a Hitachi Dynamic Provisioning Pool for UCS Server Boot LDEVs

To begin the provisioning process to create the Boot LDEVs that will be used as boot LUNSs, follow these steps:

1. Log into Hitachi Storage Navigator.

Hitachi Device Manager

Storage Navigator

2. From the left Explorer pane select the Storage Systems tab.

3. Expand the storage system being configured. Highlight the Pools element in the navigation tree and click Create Pools
to instantiate the Create Pools dialog box.
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Hitachi Device Manager -

-~ File Actions Reports Settings Maintenance Utility View Help

Explorer Pools

Storage Systems VSP G370(5/N:451610) > Pooks

" wsP G370(S/N:451610)

ﬁgﬁ Tasks

e -
Wi Reports Pool Capacity

L 'ﬁg Components

Used,Total

E ﬁ"’, Parity Groups Estimated Configurable

[i# Logical Devices V-VOL Capacity Allocated, Total

* fjE: Pooks

* [iif Perts/Host Groups/iSCSI Targets Estimated Configurable
icensed Capaci Used/Licensed

External Storage = pacity { e }

Number of Pools

7+ Replication

Pools

T

4. Configure the following items in the left pane of the Create Pools dialog box:

a. Pool Type: Dynamic Provisioning

b. System Type: Open [Only an option when configuring the G1500]
c. Multi-Tier Pool: Disable

d. Data Direct Mapping: Disable

e. Pool Volume Selection: Manual

5. Select the Drive Type/RPM and RAID Level desired for the UCS server boot LDEV backing pool using the drop-down
lists and click Select Pool VOLs to instantiate the Select Pool VOLs dialog box.
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Create Pools

1.Create Pools

This wizard lets you create pocls for Dynamic Provisioning, and Thin Image. Enter the information far the poel you want to create, and then click Add.
Click Finish to confirm the creation. or click Next i you want to create LDEVS (virtual volumes) from the pools.

Selected Pools

Paoal Type: Dynamic Provisoning - nE—

| Selact Al Pages| |_options w |
Multi-Tier Pool ) Enazble (s Diszble Drive

Paol Name (1D RAID Lev c ity Pool Typ En:

L] Pecl Name (1D} el packy YPE | rype/ROM i
Data Direct Mapping: i) Enable (s) Disable
Poel Volume Selection: ) Auts  (s) Manusl

Driva Typa/RPM: | ssov- -
RAID Lavel: [ 1(20+20) v]
Total Selected Fool Velumes:

Total Selected Capacity:

Add

Pocl Name:

(Max. 32 Characters

¥ Qptions

6. Within the left pane of the Select Pool VOLs dialog box, select the checkbox next to the LDEVs to be used for the UCS
server boot LDEV dynamic provisioning pool.

7. Click Add to move the selected LDEV to the right pane of the dialog, then click OK to return to the Create Pools dialog
box.
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Select Pool VOLs T X
Select pacl velume(s) from the Available Pool Volumes list. Click Add to add the pool velume, and click OK.
Selected Pool Volumes
[ #Fiker || on 50  [Select All Pages [ optionsw J(ic][€] 1 41 [3]3) | Select All Pages. |_options w |
]| woevio LDEV Mame | Capacity Parity RAID Level | D Ll wevio LOEV Name  Capacity Parity Group | page Level Drive
10 yPe/REM 10 Type/RPM
E 1(20+2D)
L o0:00:02 R1_LDEV.. 306176 G8 1-2 1{2D+20)  sspy
| ©0:00:07 R1_Perf_... 2071.53 GB 1-3 1(20+20) S50/
L oo:00:08 Ri_Perf_.. 3071.93G8 1-4 1{20+20)  ssOf
L] eco:00:08 Ri_Perf .. @ 20719388 1-3 1(20+20) s50,
L o0:00:04 R1_Perf_.. 307L.53GB 1-6 1(20+20) = SSOf
LJ| o0:00:08 Ri_Perf_.. | 3071.93G8 1-7 1(20420)  sSSD/-
L oo0:00:0c Ri_Perf .. 3071.93G8 1-8 1(20+20) | ssO/-
I Add p ‘
I 4 Ramove |
€ » <6 2 »
Selected: 1 of 8 Selected: 0 of O
=4 Cancel ?

8. You should now see values for Total Selected Pool Volumes and Total Selected Capacity shown under the Select
Pool VOLs button. Give the dynamic provisioning pool a descriptive Pool Name, then click Add to add the pool to be
created to the Selected Pools pane in the dialog.

Create Pools

1.Create Pools

This wizard lets you create pocls for Dynamic Provisioning, and Thin Image. Enter the information for the poel you want to creats, and then click Add.
Click Finish to confirm the creation. or click Next i you want to create LDEVS (virtual volumes) from the pools.

. Selected Pools
Poal Type: Dynamic Provisioning L S RS
Select All Pages|
Multi-Tier Pool. () Enable (s) Disable Drive
L | PeoolName (1D} RAID Level Capacity Pool Type Enc
Type/REM

Data Direct Mapging: (U Enable (s) Disable

Poal Volume Selection: ) Auts (s Maausl
Drive Typa/RPM: | ssov- —
RAID Lavel: |_1{zo+20) hd

Select Pool VOLs

Tetal Selected Pocl Velumes: 1

Total Selected Capacity: 2.5 T@

Add b |

Peel Nama: UCS_Beoot_Poel
(Max. 32 Characters
¥ Options

Next Tack Option 1 Continue to Create LDEVS
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9. Click Finish.

10. Review the configuration for the pool to be created in the Create Pools confirmation dialog box and ensure the Go to
tasks window for status checkbox is checked, then click Apply.

11. The tasks status window will appear, wait for the task status to show complete before moving onto the next step.

Enter @ name for the task. Confirm the settings in the list and click Apply to add task in Tasks queve for execution.

Task Nama: [150215Createpoot] |

Max. 32 Characters)

[ Go to tasks windew for status Back Mext b

Create a Hitachi Dynamic Provisioning Pool for UCS Server VMFS Volume LDEVs

Follow the same steps as in section Create a Hitachi Dynamic Provisioning Pool for UCS Server Boot LDEVs to create the
dynamic provisioning pool for the UCS Server VMFS volume LDEVs, selecting the Drive Type/RPM, RAID Level, and
number of Pool VOLs desired for the pool backing the VMFS volumes in the solution.

Create Host Groups for UCS Server vHBAs on Each Fabric

An individual host group must be created on each physical fibre channel port on the VSP for each vHBA attached to its
respective fabric. The number of host groups created will depend on the number of paths per LDEV. Ensure you have
documented the specific ports on each fabric being used on the VSP, their WWNs, and each vHBA WWPN before you
proceed with this section, and ensure that all initiators for the UCS Service Profiles you will be creating host groups for are
showing as logged into the respective VSP fibre channel ports by following the steps below.

To create Host Groups for UCS server vHBAs on each fabric, follow these steps:

1. From the left Explorer pane within Hitachi Storage Navigator, select the Storage Systems tab and expand the storage
system being configured.

2. Highlight the Ports/Host Groups/iSCSI Targets element in the navigation tree and select the Login WWNSs/iSCSI
Names tab.
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Hitachi Device Manager s

« File  Actions  Reports  Settings Maintenance Utility  View Help

Explorer Ports/Host Groups/iSCSI Targets

SI_U]'agE SYE‘.E"'IS VSP GI70(S5/N:451610) > Ports/Host Groups/iSCSI Targets

kd VEP GATO(S/N:451610) Number of Ports
'IE Tasks
¥ Reports Host Groups / iSCSI Targets Hosts Porlts Login WWNs/ISCSI Names CHAP Users
i Components

Add to Host Groups Dalets Login WWhNs Delete Login iSCSI Names
* [ Parity Groups

& Logical Devices |[ #Firer | on 538  |Select All Pages|| Column Settings|

L) PertlD Type HBA WWN [ iSCSI Name 14 | Host Name Host Greup Name

Ports/Host Groups/iSCSI Targets

L] cii-a Fibre il 2000002585540800

3. Review the list of WWNSs and associated ports. You should be able to see each vHBA assigned to each fabric associated
with each port on the VSP that it is zoned to.

4. Click the column names to sort the information to make this task easier, or utilize the Filter feature to limit the number
of records displayed. If any vHBA WWNs do not show in the list, go back and double check the zoning configuration on
the MDS.

5. With the Ports/Host Groups/iSCSI Targets element in the navigation tree still selected, click on the Host Groups/iSCSI
Targets tab.

6. Click Create Host Groups to instantiate the Create Host Groups dialog box.

Hitachi Device Manager storage b r

“ File Actions Reports Setting Maintenance Utility Viewe Help

Explorer Ports/Host Groups/iSCSI Targets

Storage Systems VSP G370(S5/N:451610) > Ports/Host Groups/iSCSI Targets

1" vsP G370(S/N:451610) Nurnber of Ports
(i Tasks

i Reports Host Groups [ iSCSI Targets Hosts Ports  Login WWNs/iSCSI Names CHAP Users

L riT;' Components
- l Create Host Groups I Create iSCSI Targets Add LUN Paths
[2 rf, Parity Groups ——

l # Filter ]@E [Eelect All Pages“Cqurnn Settings|

ﬁ;li' Logical Devices

HiE: Pools
K2 Poo Host Group Name / P iSCSI Target

Port ID Type
L e iSCSI Target Alias Mame

e y Host Mode Port Security
&% Ports/Host Groups/iSCSI Targets

' [ External Storage

7. Host groups will be created separately for fabric A and fabric B vHBAs. Start with the fabric A host group for an individ-
ual UCS Service Profile and modify the following within the Create Host Groups dialog box:

a. Host Group Name: Provide a descriptive name for the host and ensure there is an identifier for the fabric you are
configuring (i.e., VSI-G370-1_Fab_A)
b. Host Mode: Select 21 [VMware Extension] from the drop-down list.

c. Host Mode Options: For each of the following Host Mode Options, find the Mode Number in the pane, select the
checkbox, and click the Enable button:

i. 54— (VAAI) Support Option for the EXTENDED COPY command
ii. 63— (VAAI) Support option for vStorage APIs based on T1o standards
iii. 114 —The automatic asynchronous reclamation on ESXi6.5 or later
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Create Host Groups

1.Create Host Groups

This wizard lets you create hast groups. To view all host mode options, click Options. Click Finish to confirm the creation, or click Next if you want to add LUN paths.
When you change the Hast Mode. all of the Host Made Options will be set to default.
Host Group Name: -~ Selected Host Groups
Select All
10 G M . Earrin, | Mumbar of _
Rescurce Group Name (ID): | Ay v Port 10 Hest Group Nama Host Mode Part Sacurity o o 0P
Host Mode: [ 21 pviars Extansion] -
A Host Mode Options
| Host Mode Options
Mode -
(S
(2] 114 | The automsti asymchronous rclemation on E536.5 or ator [
w
I ] >
| Enable || Disadle Selected: 2 of 33
Add b
Hosts;
Available Hosts
| #fher || on ) | Select All pages| | Optionsw [(1€[€] 1 /1 (3 [¥
L]| PertiD HBA WWN Host Name Host Group Name ;
Ll eLi-a 2000002585540401
| cLi-a 2000002585540A00 v
'y »
Add New Host Selected: 0 of 18
Ports:
Available Ports
aFiher | on 33 | Sabect All Pages| | Optionsw | 1|« 1 11 [2][x
L] PertiD Security T10 Pl Mode 3 <6 R
Ll cLia Enabled Disabled - Dtail Ramove Salacted: 0 of ©

Maxt Task Option : Continua to Add LUN Paths 4 Back

8. Bring down the WWN information from Table 28 and Table 29 in the previous Create Device Aliases section:

Table 30 Fabric A Targets and Initiators

WWN/WWPN Example

Name Environment (Port Name) WWN/WWPN Customer Environment
Target G370-CL1-A 50:06:0€:80:12:€9:9a:00
Target G370-CL2-B 50:06:0e:80:12:¢9:9a:11
Initiator VSI-G370-01 20:00:00:25:B5:54:0A:00
Initiator VS1-G370-02 20:00:00:25:B5:54:0A:01

Table 31 Fabric B Targets and Initiators

WWN/WWPN Example
Environment (Port Name)

WWN/WWPN Customer Environment

Target G370-CL3-B 50:06:0€:80:12:€9:9a:21
Target G370-CL4-A 50:06:0€:80:12:¢9:9a:30
Initiator VSI-G370-01 20:00:00:25:B5:54:0B:00
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WWN/WWPN Example

Environment (Port Name) WWN/WWPN Customer Environment

Init
nitiator VSI-G370-02 20:00:00:25:B5:54:0B:01

9. Scroll down in the left pane of the Create Host Groups dialog.
10. Within the Available Hosts section, click Filter.
11. Create an Attribute/Value filter of:

— HBAWWN

— Using “contains” as a qualifier

—  Using the last four characters of the Fabric A initiator for the host

‘ﬁ This will be without “:” characters from the above table, and assuming that the last four characters is sufficient to
produce a unique matching value. If necessary, use a larger identifying character string.

Create Host Groups

1.Create Host Groups > 2.Confirm

This wizard lets you create host groups. To view all host mode options, click Options. Click Finish to confirm the creation, or click Next if you want to add LUN paths.
When you change the Host Mode, all of the Host Made Options will be set to default.

Host Group Name: VS1-G270-1_Fab_A 1 Mm —
(Max, 64 characters) Seectal
. N - - Numbaer of .
Resource Group Name (ID): | Any - ]| pertin Host Group Name Host Mode Port Sacurity . g Tio P
Host Mode: | 21 [WMwars Extengion] -
A Hes tigns
Host Mode Options
Mode -
=] ;" Option Description
Attribute: Valus
:rhsa WWHN v || containz x || cacd I I |
L
2 | Select ltem v || Select item - |-
3 | Select Item ¥ | Select Item - | |
Reset | Clear | Apply |
L] PertiD HEA WWHN Host Name Host Group Name a
Ll cli-a 2000002585540401
Ll cu-a 2000002585540A00 -
X ] >
Add New Host Selected: 0 of 18
Ports:
Available Ports
|_arher | on [T [select Al optonsw J(i[€] +  va [511)
t 1D ecurity TIOPI M e -
L] Pertio =1 y 0 PI Mad 5 < R
| Cli-a Enabled Disabled - | Detail J[ Remove | Selected: 0 of O
Mext Task Option : Continue te Add LUN Paths 4 Back Mext | Finish [

12. Click Apply.
13. Click Filter again to hide the filter rules dialog box.
14. Select the checkbox for the first port shown in the filtered list within the Available Hosts section.

15. Within the Available Ports section, check the checkboxes for all ports zoned to the host within Fabric A only.
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Create Host Groups

1.Create Host Groups

This wizard lets you create host groups. Te view all host mode options, click Options. Click Finish to confirm the creation, or click Next if you want to sdd LUN paths.
When you change the Host Mede, all of the Hast Mode Options will be set to dafault.

L&

~ Selected Host Groups
Host Mode: | 21 [VMwars Extansion] hd Select All Pages)

Numbar of

4 Host Mods Options Port 1D Hest Group Nama Host Mode Port Security T10 0
4 Host Mode Optio - [v] e YT asts -
Host Mode Options | cui-a e F0-1_Fab... | 21 [VMware ...
Mode - 1 T
L "{‘""- Option Description Tl cza VSI-G370-1_Fab... 21 [VMware ...
o.
ﬂ 114 The automatic asynchronous reclamation on ESXGE.5 or later 3
-
L ] ¥
Enable Disable Selected: 3 of 33
Hosts:

aFiner [ET0 OFF | | Selact All Pages) | Optionsw || 1= |+ 1 TEE

Port 1 HEA WWN oup Name e
2000002585540A00 n
LI cLz-e 2000002585540400 Ne
<@ ) >
Add New Host Salected: 1 of 2
Ports:

Available Ports
| #Fker | on Y [Select All Pages) | Optionsw [li€][€] : 11 [31[31]

Port ID Security 1% T10 PI Mode

(]

Ll c-e Enabled Disabled

[+ ]

CLé-A Enabled Disabled

E cL2-8 Enabled Disabled bl < 5 R
Selected

i 2 of 16 J

- Datall Femave Selected: 2 of 2
| D= |

Next Task Option : Continue to Add LUN Paths 4 Back

'& In the picture above, the CL1-A port entry was also selected within the Available Ports section.

16. Click Add, then click Finish.

17. Review the host group configuration for the Fabric A host groups for the UCS Service Profile being configured.
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Create Host Groups

1.Creste Host Groups > 2.

Virtual Storage Machine

/| CLi-& VE1-G370-1_Fab... 21 [ VEP G270/ 451610

VEP G370/ 451610

| cL2-e VEI-G270-1_Fab.. | 21

Dstail Total: 2

18.

19.

Click Apply.

Repeat steps 1-18 to create the host groups for all remaining initiator WWN from the Fabric A and Fabric B tables
above, using a descriptive name for the host on Fabric A/B, the vHBA WWN on Fabric A/B for the UCS Service Profile,
and the associated Fabric A/B ports on the Hitachi VSP.

Create Boot LDEVs for Each UCS Service Profile and Add LDEV Paths

Individual boot LDEVs must be created for each UCS Service Profile for the ESXi hypervisor to be installed onto. Prior to
beginning these steps, ensure you have identified the fibre channel ports on the Hitachi VSP that will be used for
presentation of the boot LDEVs to the UCS servers. Please note that a maximum of four paths can be used within the UCS
Service Profile (two on each fabric) as boot targets.

To create boot LDEVs for each UCS service profile and add LDEV paths, follow these steps:

1.

From the left Explorer pane within Hitachi Storage Navigator, select the Storage Systems tab and expand the storage
system being configured.

Expand the Pools element in the navigation tree and highlight the UCS Boot pool previously created for use as the
backing storage for the UCS boot LDEVs.

Select the Virtual Volumes tab in the right hand pane, and click Create LDEVs to instantiate the Create LDEVs dialog.
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Hitachi Device Manager r

- File  Actions R Settings  Maintenance Utility

Explorer UCs_Boot_Pool(0)
Storage Systems V3P GITO(5/N;451610) > Pools > UCS_Boot_Pool(D)

FO{S/M:451610)

Status Tiar Managemant

Peal Nama (1D) Cycla Tima
Pool VOL with System Area (Name) Manitoring Pericd
Bool Type Manitoring Mode
RAID Laval

W ' Drive Type/RPM

Encrygtion
= Encryptio
~ i Pools e

Cache Mode
& uCS_Boot_Pool(0)

i vcs_vmFs(1)

5 whan 1/0 fails to Blocked Psal VOL

o pa—
ri/Host Groups/iSCE] Targets hen 1/ fails o Full Poo

i Replication

ving Comprassion
Daduplication

FMD Compression

Pool Volumes  Virtual Volumes TI Root Volumes

e I e

2Fiter || on 28  [Select All Pages|| Column Settings|

4. Modify the following within the Create LDEVs dialog:

— LDEV Capacity: Enter the capacity desired for the UCS Service Profile boot LDEV. Note that ESXi requires a
minimum of 5.2GB for a boot LDEV as documented by VMware.

— Number of LDEVs: 1

— LDEV Name: Provide a descriptive name and numeric identifier for the boot LDEV. For ease of identification, it
is recommended that the server name or other identifier specific to the service profile being configured be
entered in the Prefix field.
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Create LDEVs

1.Create LDEVs = 2.Confirm

Click Finish to confirm the creation, or click Next if you want to add LUN paths for the LDEVs.

This wizard lets you create and provision LDEVs enter the information for LDEVs you want to create, and then click Add. Click Options to expand the LDEV settings.

Provisioning Type: l Dynamic Provisioning

=)

Data Direct Mapping: Enable  (8) Disable
Capacity Saving: | Disabled A\
Multi-Tier Pool: Enable (») Disable
Active Flash
Pool Selaction:
Driva Typa/REM: [ ssor- A
RAID Leval: [ 1(20+20) v

Salect Poal

Selected Pool Name(1D): UCS_Boot_Pool(0)

Selected Pocl Capacity: 2.38 T8

~ Selected LDEVs
Select All Pages Optians w
Data Direct Mapping
L] Loevio LDEV Name Pool Name(ID) }
., Parity Group
10
Add p

LDEV Capacity: ] capacity Compatibility Mode (Offset boundary}

l 10 I
0.05-262144.00)
t-32750)

LDEV Name: Eratl

GB | »

Mumber of LDEVs:

Laigal Number
[ VEI-G370- o1

(Max. 32 characters total including max. 9-digit number,
or blank)

¥ Options

U [ ]

- [ Change LDEV Sattings H Remove ]

MNext Task Option : Continue to Add LUN Paths

4 Back Next b

5. Click Add and verify that the boot LDEV is listed in the right-hand Selected LDEVs pane, then click Next.

6. The Select LDEVs screen shows the selected LDEVs to which the paths will be added.

7. Ensure the newly created boot LDEV is the only LDEV in the Selected LDEVs pane, then click Next.
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Create LDEVs

1.Create LDEVs > > 3.Select Host Groups / argets = 4.View/Change LUN Paths = 5.Confirm

This wizard lets you assign LDEVs te host greups er iSCSI targets, and then map the host groups or iSCSI targats te LUN paths.
Select LDEVs from the Available LDEVS list, and then click Add. Click Next to assign LDEVs to host groups or iSCSI targsts.
LDEVs:

Available LDEVS Selected LDEVS

afirer ) on 053 [optionsw J[1€][€] 1 /1 [3][31]
L] \pEvin LDEV Name | P27 GrOUP | bl Name (ID) | RAID Level | Capacity L] bEviD LDEV Name | PN GrOUP | bl Name (ID) | Capacity Provisionie

D 1D Type
L ©o:00:02 R1_LDEV... 1-2 - 1(20+20) 3061.76 G [\_[ 00:00:01 VSI-G37.. - UCs_Beot_Pa... 10.00 GB oP ]
L] oco:0:08 R1_Perf_.. | 1-4 - 1(20+20) 3071.83 G
L] oco:00:08 R1_Perf.. | 1-5 - 1(204+20) 2071.83 G
|| oo:0:0a R1_Perf_.. | 1-6 - 1(20+20D) 3071.83 G
L] oo:0:08 R1_Perf_.. | 1-7 - 1(2D+2D) 3071.33 G
L] oo:00:0c R1_Perf_..  1-B - 1(20+20) 3071.83 G
Add p
4 Remave

4 ] > 4 ] >

8. The Select Host Groups/iSCSI Targets screen shows all of the host groups that can be assigned to the boot LDEV as a
path.

9. Click Filter, then create an Attribute/Value filter:

— Host Group Name
— Using “contains” as a qualifier

—  <value which contains text unique to UCS server profile>
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Create LDEVs

Change LUN Paths > 5.Confirm

1.Create LDEVs = . = 3.Select Host Groups / iISCSI Targets
Attribute: Value:

- E‘Host Group Name '] — = I far——— _J - ect iSCSI targets from the Available iSCSI Targets list,
2 | Select item v || Select Item - | [-J
3 | Select Ikem ¥ || Select Item v - ||+
Match | All ¥ | conditions above., { Reset ] { Clear ] [ Apply ]
pUp
D o P e 0 G R e T
. Number of Asym umber of y
|| PertiD Host Group Nama Host Mode POt S acUTityy| o = ]| port 1o Host Group Name Host Mode Port Security L;:;";Ef o t{":s
Ll cLi-a WSI-G270-1_Fab... 21 [WMware ... Enabled 1
L] cz-s VS1-G370-1_Fab... 21 [VMware ... Enablad i
Ll CL4-A VEI-G270-1_Fab... 21 [VMware ... Enabled 1
Ll cLz-8 V5I-G370-1_Fab... 21 [VMware ... Enablad i
Add b
4 Remove
<L ) » <L ) ¥
Detail Selected: 0 of 4 Detail Selected: 0 of 0

Back Next b Finish Cancel || 7

10. Click Apply.
11. Click Filter again to hide the filter rules dialog box.
12. Select the checkboxes for the ports being used as boot LDEV paths in your configuration. Depending on the pathing

design used, you may have fewer than four paths for the boot LDEV, but there should be a minimum of one path per
fabric used.
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Create LDEVs

1.Create LDEVs = ect LDEVs > 3.Select Host Groups / iSCSI Targets = 4.\iew/Change LUN Paths = 5.Confirm

Selact hast groups from the Available Host Groups list, and then click Ad2. If you want to 2dd iSCS] targets, select ISCS1 from Selection Object, select ISCSI targets from the Available iSCSI Targats list,
and then click Add, Click Next to map the host groups or iSCSI Targets to LUN paths.
Salection Object: (&) Fibre iscs1
Host Groups:
Available Host Groups Selected Host Groups
Carier | (Seect Al ages Copemw Jlc]l€] + 42 [>]>] T
T . Number of Asym Jumnk £ "
(] PortiD Host Group Name Host Mode Port Security | o P ]| pert1m Hest Group Name Hest Made Port Sacurity :;:;:‘e’ e T{é:s
7 T P e I
V] VSI-G370-1_Fab... | 21 [VMware ... Enabled
v} VSI-G370-1_Fab... | 21 [VMware.. | Enabled
Add B
4 Ramove

£ 0 ) » L ) »

Datail Salected: 4 of 4 Datail Selected: 0 of O

13. Click the Add to populate the Selected Host Groups pane with the selected host groups, then click Next.

14. The View/Change LUN Paths screen shows the LDEV you are adding paths to and the associated host LUN ID that will
be presented to the host on a per path basis.
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Create LDEVsS

1.Create LDEWs > 2.Select LDEVs > 3.Select Host Groups / 1 Targets >

4.View/Change LUN Paths

> S.Confirm

The LUN IDs are automatically set, but you can change a LUN by clicking Change LUN IDs. You must first select the check box for the hest group (in the table subheading) you want to change,
and select LDEVs you want to change and then click Change LUN IDs. Click Finish to confirm the LUN paths.
LUNs:

[ostionsw Ji][€] 1 /1 [3][3]]
LUN 1D(4 Sets of Paths)
LDEV Name :’S”"’ GroUP | pogl Name (ID)  Capacity _'?“"““5'““'“9 Attribute | T10 PI CL-AINSI- CLE-B/NSE CLA-AINEI- CL2-B/NSE
ype
L Ga70-s Fab o | Gaz0es rab s 63701 Fab e | I G370-1 Fab s
= = =
VEI-G370-01 UCS_Bast_Po... 10.00G8 | DP - Disablad [o o o o

¢ C

{ Change LDEV Settings H Change LUN IDs ]

Selected: 0 of 1

Next | Finish

15. Use the scrollbar at the bottom of this screen to review the LUN ID assigned and ensure that all LUN IDs are set to zero,
then click Finish.
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Create LDEVSs

1.Create LDEVs > Z2.Select LDEVs = 3.Select Host Groups argets > 4.View/Change LUN Paths > 5.Confirm

Enter a name for the task. Confirm the settings in the list and click Apply to add task in Tasks queus for execution.

Task Name: 190218-Createl DEVS

(Max. 22 Characters)

Selected LDEVs

Virtual Storage Machine

Provisioning MPURtID | Encryption ——— Resource Group

LDEV ID LDEV Name | Capacity il
Type Name (ID) Model / Serial Number Attribute

00:00:01 V5I-G37.. 10.00 GB =] Auto Disabled Disable meta_resource(d) W5SP G370 / 451610

Total: 1

Added LUNs

Hast Group Parity Group Provisioning Asymmetric

Port ID LUN ID LDEV ID LDEV Name Paol Name (ID) Capacity Attribute ALUA Mode
Name D Type Access States
CLi-A o 00:00:01 VS1-6370-01 VSI-G370-1_ | - UCS_Boat_Po... 10,00 GB8 | DP - Disablad Active/Cptimi...
CLz-B ] 00:00:01 VSI1-G270-01 VSI-G270-1_... - UCES_Boot_Po... 10.00 GB op - Disabled Active/Optimi...
CL4-A ] 00:00:01 VS51-G370-01 VSI1-G370-1_... - UCS_Boot_Po... 10.00 GB op - Disabled Active/Optimi..
CcL2-8 L] 00:00:01 VE1-G270-01 VE1-G370-1_... - UCE_Boot_Po... 10.00 GB (=] - Disabled Activa/Optimi...
Total: 4
4 Go to tasks windew for status Back Next p Apply Caneel ?

16. Review the LDEV details and LUN ID configuration of the boot LDEV being created, then click Apply to create the
LDEV and add paths to the UCS Service Profile.

17. Repeat steps 1-16 to create the boot LDEVs and to assign paths for all other UCS Service Profiles, using a unique LDEV
name and associated Host Group Name associated to each UCS Service Profile.

Create Shared VMFS LDEVs and Add LDEV Paths

VMFS LDEVs need to be created for shared VMFS volumes used for virtual machine storage across multiple ESXi servers
which share resources within a vSphere cluster. Prior to beginning these steps, ensure you have identified the fibre channel
ports on the Hitachi VSP that will be used for presentation of the VMFS LDEVs to the UCS servers. Depending on the
pathing design you are using, additional or fewer paths may be configured as compared to the steps below.

‘ﬁ A minimum of two paths should be used for shared VMFS LDEVs (one path per fabric).

To create shared VMFS LDEVs and add LDEV paths, follow these steps:

1. From the left Explorer pane within Hitachi Storage Navigator, select the Storage Systems tab and expand the storage
system being configured.

2. Expand the Pools element in the navigation tree and highlight the pool previously created for use as the backing stor-
age for VMFS volumes, select the Virtual Volumes tab in the right hand pane, and click Create LDEVs to instantiate
the Create LDEVs dialog.

3. Modify the following within the Create LDEVs dialog:
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— LDEV Capacity: Enter the capacity desired for the VMFS LDEV.

— Numberof LDEVs: 1

LDEV Name: Provide a descriptive name and numeric identifier for the VMFS LDEV. For ease of identification, it
is recommended that the cluster name or other identifier specific to the VMFS volume being configured be

entered in the Prefix field.

4. Click Add and verify that the VMFS LDEV is listed in the right-hand Selected LDEVs pane, then click Next.

Create LDEVS

1.Create LDEVS

This wizard lets you create and provision LDEVs enter the information for LDEVS you want to create, and then click Add. Click Options to expand the LDEV settings.
Click Finish te confirm the creation, or dick Next If you want to add LUN paths for the LDEVs.
i - S - Selected LDEVs
Previzioning Type: |_Dynamic Provisioning v
Select All Pages| | Ogtisnsw |
Data Direct Magping: Enabla (s Disable Diata irect M
+ ata Direct Mapping
LDEV ID LDEV Nama Pool Name(1D) S
Capacity Saving: | Disabled | LDEV ID Parity Group
o
Multi-Tier Pocl: : . (#) Disable
e Fla
ool Selection:
Drive Type/RPM: | 8sDj- b4
RAID Laval | 1{20+20) -
Select Pool
Zalected Pool Name(ID) UCs_VMFS(1)
Selected Pool Capacity: 299 TB Add p
LDEV Capacity Capacity Compatibility Made (Offset boundary)
| 10 I | T8 - J
01-236,00)
—
Numbar of LDEVS: | 1 [
(1-16317)
LDEV Name: Prafix Initial Number
—
US:-\-‘MFE- |
(Max. 22 charactars total including max, 3-dight number,
or blank)
4 < >
¥ Options . | Change LOEV Settings Ramove | Selected: 0 of O
Nanct Task Option : Continua to Add LUN Paths 4 Back Next | Finish Cancel ?

5. The Select LDEVs screen shows the selected LDEVs to which the paths will be added.
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Create LDEVs

1.Create LDEVs = 2.Select LDEVs = 3.5elect Host Groups g = 4.\iew/Change LUN Paths = 5.Confirm

This wizard lets you assign LDEVs to host groups or iSCSI targsts, and then map the host groups or iSCSI targsts to LUN paths.
Select LDEVs from the Available LDEVs list, and then click Add. Click Next to assign LDEVs to host groups or iSCSI targets.
LDEVs:

Available LDEVs Selected LDEVS

afiker ) on B3 [optionsw J(i€][€] 1 42 [3][3]
L] oEvID LDEV Name lps’it"' GrouP | pool Name (ID) | RAID Level Capacity ]| woevio LDEV Name lp;"it“ GrouP | pool Name (ID) | Capacity :"D"‘Si':"'""

ype
] 00:00:01 VSI-G37... | - UCS_Boot_Pe.. | 1(20+20) 10.00 G| ]| oo0:00:04 VSI-WMF.. | - UCS_WMFS(1) 10240.00.., | DP
] oo:00:02 R1_LDEV.. | 1-2 - 1(20+20) 2061.76 G
u 00:00:03 VSI-G37... - UCS_Boot_Po... 1({2D+20) 10.00 GI
L] oo:o0:0e Ri_Perf_.. | 1-4 - 1(20+20) 2071.52 G
L] oo:00:08 Ri_Perf.. | 1-5 - 1(20+20) 307133 G
] oco:00:0a Ri_Perf_.. | 1-6 - 1(20420) 2071.92 G
L] oco:00:08 Ri_Perf_.. | 1-7 - 1(20+20) 2071.53 G
] oo:00:0c Ri_Perf_... | 1-8 - 1(20420) 2071.92 G
Add p
4 Remove
40 ) ¥ 40 ) >
Selacted: 0 of 8 Selectad: 0 of 1

Back Next Finish Cancel rd

6. Ensure the newly created VMFS LDEV is the only LDEV in the Selected LDEVs pane, then click Next.

7. The Select Host Groups/iSCSI Targets screen shows all of the host groups that can be assigned to the VMFS LDEV as a
path.

8. Click Filter, then create multiple Attribute/Value:

— Host Group Name
— Using “contains” as a qualifier

—  <value which contains text unique to UCS server profiles to use the VMFS volume>
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Create LDEVs

1.Create LDEVs =
Attribute:

hange LUN Paths =

3.Select Host Groups / iSCSI Targets
Value:

1[_l Host Group Name q:nnlains '] VB]-GS?D_J N ect iISCSI targets from the Available iSCSI Targets list,
2 l Select Item - Jl Select Item v J -
3 | Select Ikem ¥ || Select Item v | -
Match | all ¥ | conditions above,
% Filter OFF Select All P
T . Number of Asym Jumnk £ "
L] PertiD Host Group Name Host Made Port Security | o P ]| pert1m Host Group Name Hest Made Part Security :;:;:‘e’ = T{é:s
L CLi-a WEI-G270-1_Fab... 21 [VMware ... Enablad 1 Active
u CLi-A WSI-G370-2_Fab... 21 [VMware ... Enabled 1 Active
L] cLz-s VSI-G370-1_Fab... 21 [VMware ... Enablad 1 Active
Ll c3-8 WSI-G370-2_Fab... 21 [VMware ... Enabled i Active
| CLa-a WSI-G270-1_Fab... 21 [VMware ... Enablad 1 Active
Ll cL4-A W51-G370-2_Fab... 21 [VMware ... Enabled 1 Active
L] cz-e VSI-G370-1_Fab... 21 [VMware ... Enablad 1 | Active
L c-s VS1-G370-2_Fab... | 21 [VMware.. Enabled 1| Active gadlb
4 Remove
40 ) ¥ 40 ) ¥
Datail Selected: 0 of 8 Datail Salectad: 0 of 0

Back Next b Finish Cancal || 7

9. Click Apply.
10. Click Filter again to hide the filter rules dialog box.

11. Select the checkboxes for the ports being used as VMFS LDEV paths in your configuration.
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Create LDEVs

1.Create LDEVs > 2.Select LDEVs > 3.Select Host Groups f iSCSI Targets > 4.\iew/Change LUN Paths > 5.Confirm
Select host groups from the Available Host Groups list, and then click Add. If you want to add iSCS!I targets, select iSCSI from Selection Object, select iSCSI targets from the Available ISCSI Targets list,
and then click Add. Click Next to map the host groups or [SCSI Targets to LUN paths.
Selection Object: (=) Fibre iscsI
Host Groups:
Selected Host Groups
|_optiensw |(i€][«] = /1 Salect Al Pages
. . . Humber of Asym Mumb )
] PertiD Host Group Name Host Mode Part Security | | ST iy | pertio Host Group Name N— Port Sacurity :.l:::er of :s‘::s
200, | Eraed | 1 | scan
Enabled
Enabled ive]
Voot fab | 21 Ware . | Evabied |1 |
Vorauros_rab. | 2 toware | e | 1| e
e e R A ™ |
4 Remove
<0 1 > <0 ] >
Detail Selected: & of 8 Detail Selected: 0 of 0

Back Next } Finish Cancel rd

‘ﬁ Depending on the pathing design used, you may have additional or fewer than four paths for the VMFS LDEV, but
there should be a minimum of one path per fabric used.

12. Click Add to populate the Selected Host Groups pane with the selected host groups, then click Next.

13. The View/Change LUN Paths screen shows the LDEV you are adding paths to and the associated host LUN ID that will
be presented to the host on a per path basis.

14. Use the scrollbar at the bottom of this screen to review the LUN ID assigned and ensure that all LUN IDs are set to a
consistent value other than zero for all paths.
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Create LDEVs

1.Create LDEVs > 2.Select LDEVs > 3.Select Host Groups / iSCSI Targets >  4.View/Change LUN Paths > 5.Confirm

The LUN IDs are autematically set, but you can change a LUN by clicking Change LUN IDs. You must first select the check box for the host group (in the table subheading) you want to change,
and select LDEVs you want to change and then click Change LUN IDs. Click Finish to confirm the LUN paths.

LUNs:
Added LUNs
Lompnew liclel 3 g 1>l

LUN ID(8 Sets of Paths)
Provisioning
Type

Attribute Ti0 PI

CL1-a/VSI- CL1-A/VSI- CL3-B/VSI- CL3-B/VSI- SRPUES s EER EEE A
G370-1_Fab_A G370-2_Fab_A G370-1_Fab_B G370-2_Fab_s | L G370 L Gazo- L Garo- L Ga7o-

< iy
[ Change LDEV Settings l Change LUN IDs_JI Salected: 1 of 1

Back Next b Finish Cancel || ?

'ﬁ If other LDEVs have been assigned to one host but not others, you will need to modify the Host LUN ID assignment
to the next Host LUN ID that is consecutive across all hosts/paths.

15. Ensure you use the scrollbar at the bottom of the dialog to double-check that all Host LUN IDs are set consistently
across all paths.

16. To do this, select the checkbox for all ports/paths listed, select the checkbox for the LDEV ID on the left side of the
pane, then click Change LUN IDs.

17. The Change LUN IDs dialog will appear; enter the next Host LUN ID available across all paths, then click Finish.

18. Review the LDEV details and LUN ID configuration of the VMFS LDEV being created.
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Create LDEVs

1.Create LDEVs > 2.Select LDEVs > 3.Select Host Groups f iSCSI Targets > 4.View/Change LUN Paths > 5.Confirm

Enter a name for the task. Confirm the sattings in the list and click Apply to add task in Tasks queue for sxacution.

Task Name:

[150218-Createl DEVs
(Mazx, 32 Characters)

Selected LDEVs

Virtual Storage Machine

Provisiening Resource Group

LDEV ID LDEV Mame | Capacity MP UnitID | Encryption T10 BI
dyes Blaalun Model / Serial Number Attribute
00:00:04 VSI-WMF... | 10240.00.. | DP Auto Disabled Disable meta_resource(0) VSP G370 / 451610
< >
Total: 1
Added LUNs
Part ID LUN ID LDEV ID LDEV Name Host Group, Parity Group | 0| Name (1D} | Capacity Brovisioning Attribute ALUA Mode Asymmetric
Name D Type Access States
CL1-A 1 00:00:04 VEI-VMFS-01 VEI-G370-1_... - UCS_VMFS(1) 10240.00... =1 - Disabled Active/Optimi...
cLi-A 1 00:00:04 VSI-VMFS-01 VSI-GIT0-Z_... - UCS_VMFS(1) 10240.00... | DP - Disabled Active/Optimi...
e 1 00:00:04 VEI-VMFS-01 VSI-GE70-1_.. - UCS_VMFS(1) 10240.00... | DP - Disabled Active/Optimi...
cLz-e 1 00:00:04 VSI-VMFS-01 VSI-G370-2_..s | - UCS_VMFS(1) 10240.00... | DP - Disabled Active/Optimi...
CLé-A 1 00:00:04 VSI-VMFS-01 VSI-G370-1_.. | - UCS_VMFS(1) 10240.00... | DP - Disabled Active/Optimi...
Clé-A 1 00:00:04 VSI-VMFS-01 VSI-G370-Z_... - UCS_VMFS(1) 10240.00... | DP - Disabled Active/Optimi...
cLz-a 1 00:00:04 VSI-VMFS-01 VSI-GIT0-1_.. | - UCS_VMFS(1) 10240.00... | DP - Disabled Active/Optimi...
cLz-8 1 00:00:04 VSI-VMFS-01 VSI-GET0-Z_... - UCS_VMFS(1) 10240.00... | DP - Disabled Active/Optimi...
Total: 8
I Go to tasks windew for status Back Mext J Apply Cancel ?

'ﬁ If the output is long enough, use the scrollbar on the right side of the Added LUNs window to ensure the LUN ID
column contains the same LUN ID for each port listed.

19. Click Apply to create the LDEV and add paths to the UCS Service Profiles which will share this LDEV as a VMFS volume.

20. Repeat steps 1-18 to create additional shared VMFS LDEVs and to assign paths for all UCS Service Profiles which will
share access to the VMFS LDEVs used for VMFS volumes.
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ESXi Installation
]

This section explains how to install VMware ESXi 6.7 U1 in the environment. VMware ESXi 6.5 U2 was also used in the
validation, but the deployment steps are not included since they are similar.

Several methods exist for installing ESXi in a VMware environment. These procedures focus on how to use the built-in
keyboard, video, mouse (KVM) console and virtual media features in Cisco UCS Manager to map remote installation media
to individual servers and connect to their boot logical unit numbers (LUNSs).

Download Cisco Custom Image for ESXi 6.7 Ul

The VMware Cisco Custom Image is required during the installation by manual access to the UCS KVM vMedia, or through a
vMedia Policy covered in a previous subsection. If the Cisco Custom Image was not downloaded during the vMedia Policy
setup, download it by following these steps:

1. Todownload the image, click this link: VMware vSphere Hypervisor Cisco Custom Image (ESXi) 6.7 U1.

# The Cisco Custom Image for ESXi 6.5 U2 is available here.

2. You will need a userid and password on vmware.com to download this software.
3. Download the .iso file.

Log into Cisco UCS 6454 Fabric Interconnect

The IP KVM enables the administrator to begin the installation of the operating system (OS) through remote media. It is
necessary to log in to the UCS environment to run the IP KVM.

To log into the Cisco UCS environment, follow these steps:

1. Openaweb browser to https:// <<var_ucs_mgmt_vip>>

2. Selectthe Launch UCS Manager Section in the HTML section to pull up the UCSM HTML5 GUI.

3. Enteradmin forthe Username, and provide the password used during setup.

4. Click Servers -> Service Profiles and select the first host provisioned, which should be named VSI-FC-G370-1.
5. Click Reset to ensure that the boot LUN is properly recognized by the UCS Service Profile.

6. Click the KVM Console option within Actions, and accept the KVM server certificate in the new window or browser tab
that is spawned for the KVM session.

7. Click the link within the new window or browser tab to load the KVM client application.

Set Up VMware ESXi Installation

ﬂ Skip this step if you are using vMedia policies. ISO file will already be connected to KVM.

To prepare the server for the OS installation, follow these steps on each ESXi host:
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1. Inthe KVM window, click Virtual Media icon = in the upper right of the screen.

2. Click Activate Virtual Devices

3. Click Virtual Media again and select Map CD/DVD.

4. Browse to the ESXi installer ISO image file and click Open.

5. Click Map Device.

6. Click the KVM tab to monitor the server boot.

7. Boot the server by selecting Boot Server and clicking OK, then click OK again.
Install ESXi

To install VMware ESXi to the FC bootable LUN of the hosts, follow these steps on each host:

1.

On reboot, the machine detects the presence of the ESXi installation media. Select the ESXi installer from the boot
menu that is displayed.

After the installer is finished loading, press Enter to continue with the installation.
Read and accept the end-user license agreement (EULA). Press F11 to accept and continue.

Select the Boot LUN (10.00 GiB) that was previously set up as the installation disk for ESXi and press Enter to continue
with the installation.

Select the appropriate keyboard layout and press Enter.
Enter and confirm the root password and press Enter.
The installer issues a warning that the selected disk will be repartitioned. Press F11 to continue with the installation.

After the installation is complete, if using locally mapped Virtual Media, click the Virtual Media tab and clear the
checkmark next to the ESXi installation media. Click Yes.

'ﬂ The ESXi installation image must be unmapped to make sure that the server reboots into ESXi and not into the in-

staller. If using a vMedia Policy, this will be unnecessary as the vMedia will appear after the installed OS.

9.

From the KVM window, press Enter to reboot the server.

Set Up Management Networking for ESXi Hosts

Adding a management network for each VMware host is necessary for managing the host. To add a management network
for the VMware hosts, follow these steps on each ESXi host:

1.

2.

3.

After the server has finished rebooting, press F2 to customize the system.
Login as root, enter the corresponding password, and press Enter to log in.

(Optional)Select Troubleshooting Options and press Enter.
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4. (Optional)Press Enter for Enable ESXi Shell.

5. (Optional)Scroll to Enable SSH and press Enter.

6. (Optional)Press Esc to return to the main menu.

7. Select the Configure Management Network option and press Enter.

8. Select Network Adapters option leave vmnico selected, arrow down to vmnic1 and press space to select vmnica as well
and press Enter.

9. Selectthe VLAN (Optional) option and press Enter.

10. Enterthe <<var ib mgmt vlan id>>and press Enter.

11. From the Configure Management Network menu, select IPv4 Configuration and press Enter.

12. Select the Set Static IP Address and Network Configuration option by using the space bar.

13. Enter<<var vm host infra 01 ip>> forthe IPv4 Address for managing the first ESXi host.
14. Enter<<var ib mgmt vlan netmask length>>forthe Subnet Mask for the first ESXi host.
15. Enter<<var ib gateway ip>> forthe Default Gateway for the first ESXi host.

16. Press Enter to accept the changes to the IPv4 configuration.

17. Select the DNS Configuration option and press Enter.

# Since the IP address is assigned manually, the DNS information must also be entered manually.

18. Enter the IP address of <<var nameserver ip>> forthe Primary DNS Server.

19. Optional: Enter the IP address of the Secondary DNS Server.

20. Enter the fully qualified domain name (FQDN) for the first ESXi host.

21. Press Enter to accept the changes to the DNS configuration.

22. Select the IPv6 Configuration option and press Enter.

23. Using the spacebar, select Disable IPv6 (restart required) and press Enter.

24. Press Esc to exit the Configure Management Network submenu.

25. Press Y to confirm the changes and return to the main menu.

26. The ESXi host reboots. After reboot, press F2 and log back in as root.

27. Select Test Management Network to verify that the management network is set up correctly and press Enter.

28. Press Enter to run the test.
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29. Press Enter to exit the window, and press Esc to log out of the VMware console.

30.

Repeat steps 1-29 for additional hosts provisioned, using appropriate values.

Log into VMware ESXi Hosts by Using VMware Host Client

To logintothe esxi-x (xis server number 1-8) ESXi host by using the VMware Host Client, follow these steps:

1.

5.

Open a web browser on the management workstation and navigate to the esxi-x management IP address. Respond
to any security prompts.

Enter root for the user name.
Enter the root password.
Click Login to connect.

Repeat steps 1-4 to log into all the ESXi hosts in a separate browser tabs or windows.

'ﬂ The first host will need to go through the initial configuration using the VMware Host Client if a vCenter Appliance is

being installed to the VSI cluster. Subsequent hosts can be configured directly to the vCenter Server after it is in-
stalled to the first ESXi host, or all hosts can be configured directly within the vCenter if a pre-existing server is used
that is outside of the deployed converged infrastructure.

Set Up VMkernel Ports and Virtual Switch

To set up the VMkernel ports and the virtual switches on all the ESXi hosts, follow these steps:

1.

10.

11.

12.

13.

From the Host Client, select Networking within the Navigator window on the left.
In the center pane, select the Port groups tab.

Right-click the VM Network port group, and select the Remove option.
Right-click the Management Network, and select Edit Settings.

Expand NIC teaming, and select vmnica within the Failover order section.
Click the Mark standby option.

Click Save.

Click on the Add port group option.

Name the port group IB-Mgmt.

Set the VLAN ID to <<IB-Mgmt VLAN ID>>.

Click Add.

Right-click the IB-Mgmt port group, and select the Edit Settings option.

Expand NIC teaming, and select Yes within the Override failover order section.
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14. Select vmnica within the Failover order section.

15. Click on the Mark standby option.

16. Click Save.

17. Inthe center pane, select the Virtual switches tab.

18. Right-click vSwitcho, and select Edit settings.

19. Change the MTU to gooo.

20. Expand NIC teaming and highlight vmnici. Select Mark active.

21. Click Save.

22. Select the VMkernel NICs tab in the center pane.

23. Select Add VMkernel NIC.

24. Enter vMotion within the New port group section.

25. Setthe VLAN ID to <<vMotion VLAN ID>>

26. Change the MTU to gooo.

27. Click the Static option within IPv4 settings, and expand the section.
28. Enterthe Address and Subnet mask to be used for the ESXi vMotion IP.
29. Change the TCP/IP stack to vMotion stack.

30. Click Create.

# Optionally, with 40GE vNICs, you can create two additional vMotion VMkernel NICs in the same subnet and VLAN to
take advantage of the bandwidth. These need to be in new dedicated port groups for the new vMotion VMkernels.

31. Select the Port groups tab.

32. Right-click the vMotion port group, and select the Edit settings option.

33. Expand the NIC Teaming section, and select Yes for Override failover order.
34. Highlight vmnico, and select Mark standby.

35. Highlight vmnica, and select Mark active.

36. Click Save.

37. Repeat steps 32-36 if additional vMotion port groups were created.
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Create the VSI Datacenter

If a new Datacenter is needed, follow these steps on the vCenter:

1. Connect to the vSphere Web Client and right-click the vCenter icon in the top left under the Hosts and Clusters tab, se-

lecting the New Datacenter option from the drop-down list, or directly connect the Create Datacenter from the Getting
Started page.

vmware' vSphere Web Client  fi=

Navigator X | [ veucpeiscocom T3 £ ¥p od | (ghAcnons v

Getting Star. Summary Moniloe  Configure Permissions Datacenters Hosts & Clus VMs Datastores  Netaorks  Linked vCent Extensions  Update Man
o
£} Creaw Datacenter Add Host Add Virsal M
Welcome 1o vCenter Sener
You are ready 0 setup vC
£ Depioy OVF Temoiate first step s creatng a oat:

Export System Logs

Eg Assion License

M us datacentsrs 1o
Settings represent organizatonal units in Meir >,
vCenter HA Settings enterprise.
Tags & Cu

Acs Permission <

Alarms »

Upeate Manager »
r -
Explore Furher
To get stantad click Create Datacenter
Leam more about foiders

3 Create Datacenter Leam about datacenters

2. Fromthe New Datacenter pop-up dialogue enter in a datacenter name and click OK.

New Datacenter (Z) W
Datacenter name: IH\-‘CSv\-'SI I
Location: [H vc.ucp.cisco.com

[ ok ][ cancel |

Add the VMware ESXi Hosts Using the VMware vSphere Web Client

To add the VMware ESXi Hosts using the VMware vSphere Web Client, follow these steps:

1. From the Hosts and Clusters tab, right-click the new or existing Datacenter within the Navigation window and select
New Cluster... from the drop-down list.
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vmware" vSphere Web Client

=

2| [qwvesvs | O O 89 & 9| @Aors -

O | | Launch vSphere Client (HTMLS)

| Administrator@UCPLOCAL ~

| Heip

(o | @ 8 @

w {51 ve.ucp cisco.com

a4 Update Manager

! ‘_! 4 ‘ Getting Started | Summary Monitor  Configure  Permissions

Hosts & Clusters VMs D

d

Upaate 0!

Create Datscenter (@) Add Host Add Vistual Machine Complete setup
[By Actions - HVCS-VSI
| o 4
| § AdaHost Br that uses virtualization
. @ hostto he Inventory
N P ¢ management of a vCenter o sals
Distibuted Switch > Virtual Machines
New Virtual Machine » uster
> A fler running ESX or ESX 2
%) New vApo from Library fthave ESXor ESX @« N
%9 Deploy OVF Tempiate Mware Web site for o S
Bis product N N .
Storage > 4 Host ™)
must know the credentals > : X i
Edit Default VM Compatibisty P account (typically 5] =
Bb) and the location of the S
VM oth ¢
#R Migrate VMs 10 Another Network ‘k k Detacamter
Move To vCenter Server
Rename sphere Ch
Tags & Custom Atiributes »
|
Add Permission.
Alarms -
Explore Further
X Deete Server setup, cick Add a host
= 5 = Leam more about datacenters
] i2e Orchestrator plugin Action:
yoeass ekt ek Leam how to create datacenters

o

2. Enteraname for the new cluster, select the DRS and HA checkboxes, leaving all other options with the defaults.

Automation Level

Migration Threshold

» vSphere HA

Host Monitoring
Admission Control
+ M Monitoring

VM Monitoring Status

» EVC

VSAN

%7 New Cluster () b
Name |GE?D-6.T |
Location HVCS-VE|

~ DRS (] Turn ON

[ Fully automated

-]

CONSENVAIVE s p— AJOrESSIVE

[w] Tum ON

[w] Enable host monitoring

[w] Enable admission control

| Disabled B3

Overrides for individual Vs can be set from the Wi
Overrides page from Manage Seftings area.

[ Disable
CTumCN

-]

[ OK [ Cancel l

3. Click OK to create the cluster.

4. Right-click the newly created cluster and select the Add Host... drop-down option.
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© | | taunch vSphome Clert (HIMLY) | | Adminstrator@UCPLOCAL ~ | Help
Navigasoe X Muvesvst T 0 89 & 40 GhActons - -

4] Getting Started | Summary Monsdr Coedgure  Fermizsions  Hosts S Ciusters Vs Datastores  Networss  Upcate Manager

[
eer @) AddHost AS3 Nl Machne ol se
Add a host
AV ~ S0 T Lses viluaizasor
& Fomentcra\Cener
New \rus »
New vACO » fing ESXor £5X
© Neow Resource Foo IEISX JVES')‘
L9 Outacenter
i Exlore Further
}mm chck Add 2 ot
» Leam more about datacenters
| Leam how to create datacenters
» Leamn about hosts
X ouste Leam about clusters
— Leam about fokders
All Fieaizs Orchesyator plugin Actions. »
Updiata Manager »
VAN »
5. Enterthe IP or FQDN of the first ESXi host and click Next.
G Add Host @
1 Name and locafion Enter the name or IP address of the host to add to vCenter Server.
2 Connection settings Host name or IP address: Iesm-‘l.nvcs.mscc.coni I
Y Sy Location: P car0-67
4 Resource pool
Type: = i ]
5 Readyto complete
Next Cancel

6. Enter root forthe User Name, provide the password set during initial setup and click Next.
7. Click Yes in the Security Alert pop-up to confirm the host’s certificate.
8. Click Next past the Host summary dialogue.

9. Provide a license by clicking the green + icon under the License title, select an existing license or skip past the Assign li-
cense dialogue by clicking Next.

10. Leave the lockdown mode Disabled within the Lockdown mode dialogue window and click Next.
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11. Skip past the Resource pool dialogue by clicking Next.

12. Confirm the Summary dialogue and add the ESXi host to the cluster by clicking Next.

‘@ Add Host

Back Finish

Cancel

2l M
+ 1 Name and location Name esxi-1.hves.cisco.com
" 2 Connection settings version Viware ESXi 6.7.0 build-103026028
" 3 Hostsummary License License 2
+ 4 Assign license Networks VI Network
+ 5 Lockdown mode Datastores datastore?
+ 6 Resource pool Lockdown mode Disabled
\/ Resources destination G370-6.7

13. Repeat steps 1-12 for each ESXi host to be added to the cluster.

Create VMware vDS for Application Traffic

The VMware vDS setup will consist a single vDS for Application traffic.
To configure the first VMware vDS, follow these steps:

1. Right-click the HVCS-VSI datacenter and select Distributed Switch > New Distributed Switch...
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x| [uvesvs | Q0 8 & 10| @hons -

v

o |@ 8 _a

w (3 ve ucp.cisco com

—

' [l Actions - HVCS-VS!
| ) Ada Host
| % New Cluster.
New Foider
Distriouted Switch
New Virtual Machine
48] New vADp from Library
| ¥ Deploy OVF Tempiate.

Storage

Edit Default VM Compatidiiity.

| §&2 Migrate VMs to Another Network
Move To...

Rename

Tags & Custom Attrioutes

Add Permission

Alarms

| % Delete

Update Manager

Cieate Datacenter

L
Server setup, cick Add 3 host
All vRealize Orchestrator plugin Actions  »
4

©) Add Host Add Virtual Machine

iuter that uses virtualization
8 ESXor ESX, fo run virtual
» ig a host to the inventory

Compiete setup

¥ .. New Distributed Switch Virtual Machines
»1 by Import Distributed Switch Cluster S
font have ESX or ES% & B
3 Waware Web site for S % - b
Itthis product. 3 - .
4 tost ™)
W mustknow the credentais S >
itive account (typically ~ -
!00() and tne location of the =
:oﬂ l‘ | Datacenter
vCenter Server
vSphere Chent
»
Explore Further
Leam more about datacenters

Leam how to create datacenters

2. Give the Distributed Switch a descriptive name and click Next.

= New Distributed Switch

o

1 Name and location

2 Selectwersion
3 Editsetiings

4 Readyto complete

Name and location
Specify distributed switch name and location.

Name: IA.ppIicatiDn-lDSwimh

HVCS-VSI

Location:

m

Next Finish

Cancel

3. Make sure Distributed switch: 6.5.0 is selected if supporting vSphere 6.5 hosts and click Next.
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&= New Distributed Switch (2) 0

Select version
Specify a distributed switch version.

+ 1 Name and location

2 Selectversion

3 Editsetings () Distributed switch: 6.6.0
This version is compatible with VMware ESXi version 6.6 and later. The following new features are
available: MAC Learming

4 Readyto complee
(*) Distributed switch: 6.5.0
This version is compatible with VMware ESXi version 6.5 and later. The following new features are
avallable: Port Mirroring Enhancements

_) Distributed switch: 6.0.0
This version is compatible with VMware ESXi version 6.0 and later. The following new features are
available: Network 1/0 Control version 3, and IGMP/MLD snooping

Back Next Cancel

4. Change the Number of uplinks to 2. If VMware Network I/O Control is to be used for Quality of Service, leave Network
I/O Control Enabled. Otherwise, Disable Network I/O Control. Enter App-201 for the name of the default Port group to
be created. Click Next.

&< New Distributed Switch (2] 1

o

+ 1 Name and location Editsettings
Specify number of uplink ports, resource allocation and default part group.
" 2 Selectversion

3 Editsetings

Mumber of uplinks: 2 =
4 Readyto complete R
Network /O Contral: | Enabled |~ |
Default port group: [ Create a default port group
Port group name: I.l‘xp p-201 I

Back Next Cancel
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5. Review the information and click Finish to complete creating the vDS.

?,__-», New Distributed Switch 2 M
+ 1 Name and location Readyto comples
Review your settings selections before finishing the wizard.
~' 2 Selectwersion
+ 3 Editsetings Name: Application-DSwitch
4l 4 Readyto compleie Version 6.5.0
MNumber of uplinks: 2
Network 110 Control Enabled
Default port group: App-201
Suggested next actions
2 New Distributed Port Group
@3 Add and Manage Hosts
@ These actions will be available in the Actions menu of the new distributed switch.
Back Finigh Cancel

6. Right-click the newly created App-DSwitch vDS, and select Settings -> Edit Settings...

7. Click the Advanced option for the Edit Settings window and change the MTU from 1500 to 9o00.

8. Click OK to save the changes.

9. Right-click the App-201 Distributed Port Group, and select Edit Settings...

10. Click VLAN, changing VLAN type from None to VLAN, and enter in the appropriate VLAN number for the first applica-

tion network.

# The application Distributed Port Groups will not need to adjust their NIC Teaming as they will be Active/Active with-
in the two vNICs uplinks associated to the Application-DSwitch, using the default VMware Route based on originat-
ing virtual port load balancing algorithm.

11. Click OK to save the changes.

12. Right-click the Application-DSwitch, selecting Distributed Port Group -> New Distributed Port Group... for any addi-
tional application networks to be created, setting the appropriate VLAN for each new Distributed Port Group.

Add Hosts to Application-DSwitch
To add the hosts to the newly created vDS from the Navigator, follow these steps:

1. Select the newly created Application-DSwitch.
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vmware* vSphere Web Client fi= Updated at 10:224 AM ) | | Launch vSphere Client (HTMLS) | | Administrator@UCPLOCAL ~ | Help

 Navigator X | @ Application-Dswitch | 2, & [3 42 e {GhAcvons -
(e

v @ 8 a
w (B ve.ucp cisco.com

v fgHvCsvst
Q 18-Mgmt

Getting Started | Summary Monitor Configure Permissions Ports  Hosts  VMs  Networks

Whatis a Distibuted Switch?

Adistributed switch acts as a singie wrtual
switch across all associated hosts. Tnis
allows virtual machines to maintain

mmaimtnmtmabuans sanémmation 33 they
1 @ Actions - Application-DSwitch !

& App-201

2 Aop-202 |  Dstributed Port Group y "R
a v n It n
&App-203 | ¥ Add and ot c?oanul:k:s
& Appiication-DSW £2 Migrate Vs to Another Network |where
Upgrade » Hted, and hosts
¥re acded to
Settings » tond parttakes
# hostports and
Move To peiated with
e frough Ingivdual

n orusing host
Tags & Custom Attributes 3 'place atthe
Mriual machine
* Buted port groups
n
Do @l machine NIC

—_M! =wtuad machine
d switch ltself

Alarms

Basic Tasks Explore Further
i3 Add and manage hosts Leam more about distributed
& Manage this distributed switch switches
Create a new group Leamn how to set up a network with a
= - distributed switch

2. Right-click it and select the Add and Manage Hosts... option.

selectusk

Select a task to perform on this distributed switch.
2 Selecthosts

3 Selectnetwork adapter tasks (=) Add hosts
Manage physical network Add new hosts to this distributed switch
adapiers () Manage hostnetworking
Manage VMkemel network Manage networking of hosts attached to this distributed switch.
adapiers pe
() Remove hosts
6 Analyze impact Remove hosts from this distributed switch

7 Readyto complete

() Add hostand host ing (ad d)
Add new hosts and manage networking of hosts already attached to this distributed switch. Use
this option to unify the network configuration of new and existing hosts.

Next

Cancel

3. Leave Add hosts selected, and click Next.
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4. Click the + New hosts... option.

@ Incompatble Hosts (@ Fitter

o

™ @ esxi-1.hves.cisco.com Connected B G367
™ [@ esxi-2.hves cisco.com Connected [ caroe7

M @ esxi-3.hves.cisco.com Connected P G3ro65
™ @ esxi-4.hves.cisco.com Connected [P G365
™ @ esxi-5.hves.cisco.com Connected [ c150067
M @ esxi6.hves.cisco.com Connected [P G15006.7
™ @ esxi-7.hves.cisco.com Connected B G1500-65
¥ [@ esxi-8.hves.cisco.com Connected [ 6150065

gitems [5Copy~

oK | [ cancer |

5. Select the Hosts checkbox near the top of the pop-up window to select all hosts and click OK.

6. Select the Configure identical network settings on multiple hosts (template mode) checkbox.

+ 1 Selecttask Selecthosts
Select hosts to add to this distributed switch.

2 Selecthosts

3 Selecttemplate host

e Newhosts... | 3 =enioe
4 Selectnetwork adapter tasks Host Hosi Stahus
m;g;ﬁ;ﬁ::;gem':) 9 (New) esxi-1.hves cisco.com Connected
Manage VMkeme! network ﬁ (New) esxi-2.hvcs.cisco.com Connected
adapters (template mode) B (New) esxi-3 hves.cisco.com Connected
7 Analyze impact B (New) esxi-4 hves cisco.com Connected
8 Readyto complete ﬁ (New) esxi-5.hvcs cisco.com Connected
9 (New) esxi-6.hves cisco.com Connected
¥ (New) esxi-7 hves cisco.com Connected
B (New) esxi-8.nves cisco.com Connected

[ Configure identical network settings on multiple hosts (template mode) (i ]

[ Back | Next || Finisn
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7. Click Next.

8. Select one of the hosts from the list shown below.

{[> Add and Manage Hosts

(-

v 1 Selecttask
v 2 Selecthosts

4 Select network adapter tasks

3 Selecttemplate host

Selecttemplate host

Select a template host to apply its network configuration on this switch to the other hosts

Host 1 o Physicsl Adapters - On This Switch / All VMkemnel Adspters - On This Switch / All
f el plys canes (+)J esxi-t.hvcsciscocom(.. 0/4 0/3
adapters (template mode)
: Mm?‘g& "":“" ]_:(_L,]E_t__”m (U esxi-2.hves.cisco.com 0/4 0/3
adapters (template mode) QO esxi-3.hves.cisco.com 0/4 0/3
7 Analyze impact Q ﬁ esxi-4 hves.cisco.com 0/4 0/3
8 Readyto complete O esxi-5.hves.cisco.com 0/4 0/2
O esxi-6.hves.cisco.com 0/4 0/2
O esxi-7.hves cisco.com 0/4 0/2
U@ esx-8.nves.cisco.com 0/4 0/2
Services (esxi-1.hvcs.cisco.com)
Fault Tolerance logging -
Management: vmk0
Provisioning: -
vSphere Replication -
vSphere Replication NFC -
vhAntinn MY umi1
Back Next Cancel
9. Click Next.

10. Deselect the Manage VMkernel adapters (template mode) option.
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[ Add and Manage Hosts (?)
v 1 Selecttask Select network adapter tasks
Select the network adapter tasks to perform.
v 2 Selecthosts
v/ 3 Selecttemplate host [V] Manage physical adapters (template mode)
Add physical network adapters to the distributed switch, assign them to uplinks, or remove existing
ones
5 Manage physical network
adapters (template mode) [ ma VMK 1 ad { mode)
6 Analyze iImpact Add VMkemel network adapters to this distributed switch, migrate them from other switches,
assign them to distributed port groups, configure their settings, or remove existing ones.
7 Readyto complete
[[] Migrate virtual machine networking
Migrate VM network adapters by assigning them to distributed port groups on the distributed
switch
Sample distributed switch
VMkernel port group | { 0 N o TR ) Mdanatge physical
v VMkernel ports CAPELS
[ vmk
VM port group
v Virtual Machines
& vm
Back | Next F Cancel
11. Click Next.
12. Select vmnica.
{7 Add and Manage Hosts (?)
v 1 Selecttask Manage physical Tk ad ( mode)
Add or remove physical network adapters to this distributed switch.
v 2 Selecthosts
V3 Selecttemplate host @ Configure or review physical network adapter assignments for the template host in this switch.
v twork
4 Selectne adapter tasks 8 Assign uplin @ View setings
5 Manage physical network
adapters (femplate mode) Host/Physical Network Adspters 1 A In Use by Switch Uplink Uplink Port Group
6 Analyze impact ~ § esxi-1.hves.cisco.com (template) &
n thi i
7 Readyto complete On fils switch
~ On other switches/unclaimed
@ vmnic0 vSwitch0 - -
@ vmnic1 vSwitch0 - -
@8 vmnic2 - - -
TR e in D Y
0 Apply the physical network adapter assignments on this switch for the template host to all hosts
‘ Applyto all w™ Resetall
Host/Physical Network Adapters 1A InUse by Switch Uplink Uplink Port Group
v g esxi-2hvescisco.com -
On this switch
~ On other switches/unclaimed
@ vmnico vSwitchD - -
Ml vmnict vSwitchD - -
vmnic2 - - -
Back | Next Finist Cancel |

13. Click the Assign uplink option.
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14. Leave Uplink 1 selected

Uplink 2
(Auto-assign)

OK

15. Click OK.

16. Select vmnic3 and click Assign uplink to select Uplink 2.

| | Cancel

7 Readyto complete
~ On other switches/unclaimed

@ vmnic0 vSwitchD
@@ vmnic1 vSwitch0
[ vmnic3 -

v 1 Selecttask Manage physical network adapters (template mode)
Add or remove physical network adapters to this distributed switch.

v/ 2 Selecthosts
V3 Selecttemplate host €@ Configure or review physical network adapter assignments for the template host in this switch.
NS SelecthetworkndapeE Ksks B Assign uplink w4 Resetchanges © View setiings

5 Manage physical network

adapiers (emplate mode) Host/Physicsl Network Adspters 14 In Use by Switch Uplinic
6 Analyze Impact ~ On this switch
@ vmnic2 (Assigned) - Uplink 1

Uplink Port Group

Application-DSwi-DVUp... |

$ Acolyto all wy Resetall
Host/Physical Network Adspters 14 InUse by Switch
v §) esxi-2hves.cisco.com
On this switch
~ On other switches/unclaimed

@l vmnicO vSwitchD

@ vmnic1 vSwitch0

M vmnic2 =

B

o Apply the physical network adapter assignments on this swiich for the template host to all hosts.

Uplink

~ Back

Next

Uplink Port Group

Finish

|

!7 Cancel i
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17. Click Apply to all.

{[> Add and Manage Hosts

V1 Selecttask " physical network adapters (emplate mode)
Add or remove physical network adapters to this distributed switch.
' 2 Selecthosts
V3 Selecttemplate host @ Configure or review physical network adapter assignments for the template host in this switch
' 4 Selectnetwork adapter tasks

B8 Assign uplink ey Resetchanges @ MView settings
Host/Physical Network Adspters 14 InUse by Switch Uplink
6 Analyze Impact ~ On this switch

@ vmnic2 (Assigned) - Uplink 1

@ vmnic3 (Assigned) - Uplink 2
~ On other switches/unclaimed

@@ vmnico vSwitch0 -

@ vmnic1 vSwitchO -

7 Readyto complete

o Apply the physical network adapter assignments on this switch for the template host to all hosts

§ Applyto all ey Resetall
Host/Physical Network Adapters 1 A InUse by Switch Uphink
v § esxi-2hves.cisco.com

v On this switch

F vmnic2 (Assigned) - Uplink 1
@ vmnic3 (Assigned) - Uplink 2
v ©On other switches/unclaimed
Al vmnicO vSwitchD -
Back

Next

Uplink Port Group

Application-DSwi-DVUp.
Appilication-DSwi-DVUp...

Uplink Port Group

Application-DSwi-DVUp.
Application-DSwi-DVUp.

Cancel

18. Click Next.
19. Click Next past Analyze Impact.

20. Verify the summary in the Ready to complete screen.
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{[> Add and Manage Hosts

v 1 Selecttask Readyto complete
Review your settings selections before finishing the wizard
v 2 Selecthosts
v/ 3 Selecttemplate host
k Number of managed hosts
v/ 4 Selectnetwork adapter tasks Hosts to add 8
v Manage physical network Number of network adapters for update

adapters (template mode) -
Physical network adapters 16
v 6 Analyze impact

4 7 Readyto complete

Back Finish Cancel

21. Click Finish to add the hosts.

Add Datastores to Hosts

Datastores have been provisioned and zoned for each of the respective VSP associated clusters (G370 versus G1500). To
add the datastores to the clusters, follow these steps:

1. From the Hosts tab of the Navigator. Right-click one of the hosts and select Storage -> New Datastore...
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(]2
| o | @
v (3 ve.ucp.cisco.com
v fyHvCS-vst
+§ G150065
R es-7.hves cisco com
R esxi-8.hves cisco.com
~§ Gisons7
R e5xi-5.nves cisco.com
[ esx-8.hves cisco.com
~{J G37065
(@ esi-3.hves cisco.com
[ esx-2 hves cisco.com

a

Q

Whatis a Host?

and network connectivity.

(@ Acd Virtual Flash Resource Capacity.

k‘ Datacenter
' vCenter Server
vSphere Client
Explore Further
Leam more about hosts

Leam how to create virtual machines

~§J Garoe7
[ Actions - esi-1 hwes cisco com
" New Virtual Machine »
[ esxi-2.hves cisca

New vApp »

£p Depioy OVF Template
Connection »
Maintenance Moce »
Power » thine
Certficates »
Add Networking 4 Rescan Storage

-
Host Profiies »
1

Export System Logs
Reconfigure for vSphere HA

[5g Assign License
Settings
Move To.
Tags & Custom Aftributes »
Ada
Alarms »

[ Viewed l c Remove from Inventory
[ esx-1.nwes cisco.com assoCiats Target

[ esx-5.nvs cisco.com

! : i > th
Getting Started | Summary Monitor Configure 7 WMs [ Update Manager
o

Ahost is a computer that uses virualizaton Virtual Machines
software, such as ESX and ESX, 10 run wrtual
machines. Hosts provde the CPU and -
memory resources that irtual machines use 4
and give virtual machines access to storage [

Cluster N

",
iy
»

All vRealize Orchestrator plugin Actions »
Update Manager »

[ ewishvescmcoc

M _orvi O hre cicrn s

Sstus Inttstor

UCPLOCALWAdmini.

2 Camniotnn LARDA A AL Adenini

47 ms

A2 me

Start Tene

1242018 12:35:59

4MADNAL 473850

1v Compieson Time
12/472018 12:35)

4AINAS 1998

2.

Leave VMFS selected and click Next.
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£3 New Datastore o
v e
Specify datastore type.
2 Name and device selection
3 Pamition configuration (o) VMFS
4 Readyto complete Create a VMFS datastore on a disk/LUN
() NFS
Create an NFS datastore on an NFS share over the network
) wol
Create a Virtual Volumes datastore on a storage container connected to a storage provider.
Next Cancel
3. Provide an appropriate Datastore name and select the appropriate LUN.
£3 New Datastore o
v 1 Type Name and dewvice selection
Select a name and a disk/LUN for provisioning the datastore
v
3 VMFS version Datastore name: |G370-Datastore ]
4 Partition configuration
5 Readyto complete —
( Q Filter -
Name LUN Capscity Hardware Accel Drive Type Sector formst  Snaps
HITACH]I Fibre Channel Disk (naa.60060e8012c99a0... 1 20078 Supported HDD 512n
M 1items jCopy~
Back Next 5 Cancel

4. Click Next.

5. Leave VMFS 6 selected.
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#3 New Datastore (2) »

VMFS version

v 1 Type
Specify the VMFS version for the datastore.

+ 2 Name and device selection
v © WS
4 Partiion configuration VMFS 6 enables advanced format (512e) and automatic space reclamation support.

() VMFS 5
VMFS 5 allows the datastore to be accessed by ESX/ESXi hosts of version 6.0 or earfier.

5 Readyto complete

Back Next E Cancel
6. Click Next.
7. Leave the defaults for Partition configuration.
#3 New Datastore (2) »
v 1 Type Partiion configuration
Rewview the disk layout and specify partition configuration details.
+ 2 Name and device selection
v 3 VMFS wersion Partiion Layout Datastore Details
v 5 Readyto complete Datastore Size —_— 2048.00 ‘?— GB
Block Size [ 1mB [« ]
Space Reclamation Granutarity | 1 MB [~ ]
Space Reclamation Priority None —\Low
Low: Deleted or unmapped blocks are reclaimed on the
LUN at low priority
G370-Datastoret
Capacity: 200TB
Free Space: 20078
Back Next Finish Cancel
8. Click Next.

9. Review the settings.
10. Click Finish to create.
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€3 New Datastore . G

v 1 Type Readyto complete

Review your settings selections before finishing the wizard.
+ 2 Name and device selection

v 3 VMFS version

General
v 4 Partition configuration Name: G370-Datastorel
o« reoovocomee TG s
Datastore size: 200TB
Device and Formatting
Disk/LUN: HITACHI Fibre Channel Disk (naa.60060e3012¢92a005040¢99a00000001)
Partition Format: GPT
VMFS Version: VMFS 6
Block Size: 1MB
Space Reclamation Granularity: 1MB
Space Reclamation Priority Low: Deleted or unmapped blocks are reclaimed on the LUN at low priority

Back Next Finish | Cancel

11. Check each host in the clusters associated to the same VSP the datastore was provisioned from; all should show the
configured datastore as available:

o shere Web o 0 2
X Gesmanvesciscocom B [ L L (B @Actons - =
L - Gelting Started Summary Monitor Configure  F WWs | D Update Manager
‘e | ®@ B8 @8
b Datastores
w {5 ve.ucp cisco.com
v [fgHvCSVst i - —
#3New Datas | P RegisterV.. (g Browse Al (¥ RevesnC.. [ Increase D [ Manage St | {G§Actons ~ ® (a >
5 ST ——
vo GF 222-671“5 DL Nsme 1 afStets Type Dstastore Cluster Cspacty Free
onadd datastors Normal wEs 3363
i esxi-8 hves.cisco.com g 16 ° 2 2558 oS
+§) G150067 [ G370-Datastoret @ Normal VMFS 6 278 2718
R esxi-5 hves cisco.com
i esxi-8 hves.cisco.com
~{) 637055
f esxi-3hves.cisco.com
~{J G37087
[ esx-1 nves.cisco.com
@ esx-2 hves.cisco.com
) 2 Objects [ Export (13 Copy ~
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12. If multiple VMFS datastore LUNs were deployed, repeat these steps on a host they are associated to by a Hitachi Host
Group.

Configure NTP on ESXi Hosts

To configure Network Time Protocol (NTP) on the ESXi hosts, follow these steps on each host:

1. From the Configure tab, select the Time Configuration section under System.

vmware* vSphere Web Client ft= Updated at 1024 AM L) | | Launch vSphere Cllent (HTMLS) | | Administrator@UCPLOCAL = | Help

[} eswi-7hvesciscocom [ . - [ [G | @hAcsons ~
| 4| Getting Started  Summary  Monitor .c.m.'lrpc.;un.; | Permissions VMs Datastores Networks  Update Manager
v | @ 8 @
w [ ve.ucp.cisco.com
w [lg HVCS-VSI
[ G150045

4 Time Configuration Edit
ShEd Date & Time 12042018 2:04 PM
UG ASMENE NTP Client: Disabled
I Storage Devices

NTP Service Status:  Stopped

[ esx+8.hves.cisco.com ——

= NTP Servers:
1 6.7
~ B G15006 Host Cache Configuration
[§\ esxk-5.nves cisco.com

[f esx6.hves cisco.com EECICC R

~ @) G37065 /O Filters
aes.t-s.n'.l:s cisco.com » Networking
(B esxr-2.hves cisco.com Virtual switches
~[J caroer

VMkernel adapters
[§\ esx-1.nves cisco.com

[ esxi-2.hves cisco.com s Ll

TCPMIP configuration
Advanced

 Virtual Machines
VM Startup/Shutdown
Agent VM Settings
Swap file location
Default VM Compatibility

- System
Licensing
Authentication Services
Certificate
Power Management
Advanced Sysiem Settings
System Resource Reservation
Security Profile

System Swap -

2. Click Edit.

3. Selectthe Use Network Time Protocol (Enable NTP client) option.
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g esxi-7.hvcs.cisco.com: Edit Time Configuration )

Specify how the date and time on this host should be set

() Manually configure the date and time on this host

(=) Use Natwork Time Protocol (Enable NTF client)
NTP Service Status Stopped
Start

The NTP Service setfings are updated when you click Start, Restart, or Stop

NTP Service Startup Policy: Start and stop with host -
Start and stop with the host system
MNTP Servers 0.1.168.254

Separate servers with commas, e.g. 10.31.21.2, fe00::2300

OK Cancel

4. Enteranappropriate NTP server within the NTP Servers box, change NTP Service Startup Policy to Start and stop with
host, and click Start.

5. Verify that NTP service is now running and the clock is now set to approximately the correct time.

'ﬁ The NTP server time sync make take a few minutes.

Create and Apply Patch Baselines with VUM

Critical patches are automatically available within VMware Update Manager (VUM) when using current versions of vCenter
Server. A Patch Baseline will be made for the deployed vSphere release(s), and applied to each host to install appropriate
patches.

To create the baselines and patch the new ESXi hosts, follow these steps:

1. From the Hosts tab select the vCenter and go to the Update Manager tab.

2. Click Go to Admin View.
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vmware: vSphere Web Client  fi= Updated a1 1024 AM ) | | Launch vSph it (HTMLE)

| Administrator@UCPLOCAL = | Help ~|
Navigator X | () vcucpciscocom T4 #7 @ g | (giActions -

[4]» Gefting Started  Summary  Monfior  Configure  Permissions Datacenters  Hosts&Clust. VMs Datastores Networks  Linked vCent..  Extensions | Update Man... |
9 = £ I | Aach Basedine... || Scan for Updates... | Stage Patches.. | W
vE:.]HUCS—\-'SI Owerall compliance status: o Compliant Navigate

~[J G1500-65 . the updi
[, =7 hves ciscocom - object.
[ ex-8 hues cisco.com . L Skl

» ) G150067

[ €25 hves cisco.com

[, =8 .hves.ciscocom
~[JGarees

[, &3 .hves ciscocom

[ eex-4 hves cisco.com
~@ Gares7

[ eex-1 hves cisco.com

[, &2 hves ciscocom

No items selected

3. From the Manage tab select Hosts Baselines.

4. Click +New Baseline...
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Hosts Baselines Go fo compliance view
o New Baseline.. (Q Filter ~! o New Baseline Group... Q -
Basafine Name Content Type Dynamic Group Name Type
v Predefined This list is empty.
ﬁ Non-Critical HostP... @ 213 Host Patch Yes
[ Critical Host Patche... @ 59 Host Patch Yes
Custom
Ll ; >]
4items [ Export~ [5Copy~ M Oftems |4 Export~ [5Copy~

5. Provide a name for the Baseline, leave the Baseline type selected as Host Patch, and click Next.
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E ve.ucp.cisco.com - New Baseline

1 Name and type Name and type

Enter a name and select the baseline tyoe
2 Patch options

J Criteria Name: 5.7 VSl Host
4 Patches to exclude N
Description:
5 Additional patches
6 Ready to complete
Baseline type:
(=) HostPatch
() HostExtension
(_) HostUpgrade

@ HostPatch baselines contain patches to apply to a host or set of hosts based on applicability. If the
baseline contains paiches for software thatis not installed on a particular host, the patch will be ignored
for that host

Mext Cancel

6. Leave the Patch options set as Dynamic and click Next.

E vC.ucp.cisco.com - New Baseline

+ 1 Name and type Patch options
Select the type of patch baseline that you wantto use.
2 Paich options
3 Criteria
4 Patches to exclude () Fixed

5 Addifonal patches Fixed baselines remain the same even if new patches are added to the repository.

6 Readyto complete (=) Dynamic

Dynamic baselines are updated when new patches meeting the s pecified criteria are added to the repository.

Back Mext Cancel

7. Under Product, select the target vSphere release, and under Severity select Critical.

8. Click Next.
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E ve.ucp.cisco.com - New Baseline

v 1 Name and tpe Criteria

The following criteria determine the patches included in this baseline.
+ 2 Palch options

Enter specific eriteria to fiter the st of patches.

4 Patches to exclude

Patch vendor: Product
5 Additional patches Any Any a
6 Readyto complete ViMware, Inc. embeddedEsx 6.0.0
embeddedEsx 6.5.0
S N
Severity: Release date
Any «|  Onorafer —ﬁ
Important ! )
Moderate -
Category. § patches match the selected criteria
(o ]
Security i
BugFix
Enhancement -

Back Mext Cancel
9. Exclude any patches if appropriate and click Next.
[ ve.ucp.cisco.com - New Baseline 2 0
v 1 Name and type Patches to exclude
These are the patches matching the dynamic baseline criteria. Select the ones that you want to permanently EXCLUDE from this
v/ 2 Patch options baseline.
v 3 Criteria
4 Patches to exclude All | (0) Selected Objects
5 Additional patches B (q Fite -
6 Readyto compiete [ Patch Name Product Relesse Date Type
[[] VMware ESXi 6.7 Patch Release ~ embeddedEsx 6.7.0 10/1/2018 8:00:00 PM Rollup
[C] Updates esx-base, esx-update, embeddedEsx 6.7.0 10/15/2018 8:00:00 PM Update
[C] Updates ipfc VIB embeddedEsx 6.7.0 10/15/2018 3:00:00 PM Update
[[] Uedates bremfcoe VIB embeddedEsx 6.7.0 10/15/2018 8:00:00 PM Update
[C] Updates nvme VIB embeddedEsx 6.7.0 10/15/2018 8:00:00 PM Update
[[] Updates isu-si-isi-mr3-plugin VIB ~ embeddedEsx 6.7.0 10/15/2018 8:00:00 PM Update
[[] Usdates esx-base, vsan and vs. embeddedEsx 6.7.0 10/1/2018 8:00:00 PM Patch
[[] VMware ESXi 6.7 Complete Up. embeddedEsx 6.7.0 10/15/2018 8:00:00 PM Rollup
“ v
) gitems [§Copy~
Back Next Cancel

10. Select any additional patches if appropriate and click Next.
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{7 ve.ucp.cisco.com - New Baseline ) »
+ 1 Name and type Additional patches
These are the patches NOT matching the dynamic baseline criteria. Select the ones to permanently INCLUDE in the dynamic
v/ 2 Patch options baseline.
v 3 Criteria
' 4 Patches to exclude J All | (0) Selected Objects
® (@
6 Readyto complete [] Patch Name Product Release Date Type -
[] Updates esx-base embeddedEsx 6.0.0 4/872015 §:00:00 PM Patch
[[] Updates esx-base embeddedEsx 6.0.0 5/13/2015 8:00:00 PM Patch
[[] Updates esx-base embeddedEsx 6.0.0 7/6/2015 8:00:00 PM Patch
[[]| Undates tools-light embeddedEsx 6.0.0 7/6/2015 8:00:00 PM Patch
[[] Updates esx-base embeddedEsx 6.0.0 7/6/2015 8:00:00 PM Patch
[] Uedates misc-drivers embeddedEsx 6.0.0 7/6/2015 8:00:00 PM Patch
[[] Usdates tools-lignt embeddedEsx 6.0.0 7/6/2015 8:00:00 PM Patch
[] Uepdates scsi-bnx2i embeddedEsx 6.0.0 7/6/2015 8:00:00 PM Patch
[] Updates sata-ahci embeddedEsx 6.0.0 7/6/2015 8:00:00 PM Patch
[C] Uedates isu-isi-isi-mr3-plugin embeddedEsx 6.0.0 7/6/2015 8:00:00 PM Patch
[] Uedates isu-isi-megaraid-sas-pl embeddedEsx 6.0.0 7/6/2015 2:00:00 PM Patch
[] Updates esx-base embeddedEsx 6.0.0 9/9/2015 8:00:00 PM Update
“ >
M 264 items [§Copy ~
Back Next F Cancel
11. Review the selections and click Finish.
[ ve.ucp.cisco.com - New Baseline 2 »
+ 1 Name and type Readyto complete
Review your settings selections before finishing the wizard.
+ 2 Path options
v 3 Criterla Baseline name £.7VSI Host
+ 4 Palches o exclude Baseline description
v 5 Addiional patches Baseline type Host Patch
v
Severity Critical
Category Ay
Product embeddedEsx 6.7.0
Vendor Any
Back Next Finish Cancel

12. Go back to the Hosts view within Navigator.
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vmware* vSphere Web Client fi=

ml Clusters 1 Resource Pools | Host Foiders

Updated at 1024 AM )

Lifvesvs G %0 0 & B @kwoss

Getting Started  Summary Monitor Configuwe  Permissions ‘ Hosts & Clusters = VMs  Datastores  Networks  Update Manager

Launch vSphere Clent (HTMLS) | | Administrator@UCPLOCAL ~

l % Acd Host.. | [§. Enter Maintenance Mode [, ExtMaintenance Mode - Connect [Jig Power On [ Reboot | {g Actions +

| Help

[ s%-7.nves cisco.com Neme 1 a|Stste Stats Cluster Consumed CPU % Consumed Memory %
[, esxi-8.nves cisco.com [3, esx-1.nves cisco.com Connectea /iy Waming ) e3rs7 0 11
~§) c1s0067 [ esxi-2hvescisco.com Connected A\ Waming ) e3r0s7 ] 11
&esu—é: nves cisco.com [ esw-3.nves cisco.com Connected A\ Waming ) Gaross 0 11
[ esx-6.nves cisco.com [3, esd-& hves cisco com Connected /i Waming @ caoss 0 11
~ i) CAT0E5 [3, esx5.hves cisco.com Connected £\ Waming ) 6150067 0 1
Gesuanwsciscocom | N egi s hves cisco com Connectea /& Waming ) 6150057 0 "
" GG;:S::: nves cisco.com £ esxi-7ves.cisco.com Connected A [ o150065 0 1
- 0 s Warning
[ esx+1 nves cisco.com & % a : .1 = 2 u
[§ esxi-2 nves cisco com

13. Select the Datacenter level of HVCS-VSI and within Hosts of the Hosts and Clusters tab select all hosts and click Enter
Maintenance Mode.

14. Forthe first host associated with the vSphere release of the baseline, select the host and the Update Manager tab for
that host.

15. Click Attach Baseline....

Updated al 1024 AM ) | | Launch vSphere Client (HTMLS) | | Administator@UCPLOCAL = | Help =

B eswi-thvesciscocom A, By L 0 [ | Ehacsons - =~

[«] Gefting Starled  Summary Monflor  Configure  Permissions Vs
v | @ o a
() ve.uep.cisco.com
- [lgHVCSVSI
» ) c150065
B e=07 hves cisco.com
B exo8.nvescisco.com .
» ) G15006.7
B es-5.hves cisco.com

Datastores  Networks | Update Manager

[_Amach Bassine... | [ Scan tor upsams.__ | | [ 50 1o Aamin view |

Owerall compliance stalus: .+ Compliant Last patch scan time -

Bassine Tipe Compliance Status

B ewi8 hves cisco.com
» ) G37065
B e=0-3.hves.cisco.com
B exo-4.nvescisco.com .
~{) caros7
B o2 hves cisco.com
esxi-1.hves.dsco.com

16. Select the appropriate Patch Baseline and click OK.
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J+{ esxi-1.hvcs.cisco.com - Attach Baseline or Baseline Group (2 W
Individual Baselines
IR New Host Baseline..
Name Type
w Patch Baselines
[+ [H 6.7 VSl Host @ HostPatch
O ﬁ Non-Critical Host Patches (Predefined) @ HostPatch
O ﬁ Critical Host Patches (Pradefined) @ Host Patch
Exension Baselines
Upgrade Baselines
Baseline Groups
Eﬂ MNew Host Baseline Group...
MNarme Type
17. Click Remediate.
phere eb e p
Navigator B @ esrnvescscocom | o By b o BB | @ctors - =
(«Jrl Gettng Started  Summary  Monitor  Configure ; s D Update Manager
| | @ 8 8 [ Azach Baseline... | [ Scan for Updates... | [ stage Paxnes.. | [ _ | [ Go 10 Aomin View

w (P ve.ucp cisco.com

thH\'CS-VSI Cverall compliance status: @ Unknown Last patch scan time -
~ ) 6150085 .
[@ esx-7 nves cisco.com £ Detach Basetine =
[ esxi-8.nves cisco.com Baniloe e
~{j G1s0087 ¥ Independent basalines
[§ es<-5nvescisco.com 1 67VsiHost @ HostPatch
B esi-6.nves cisco.com
<P Gaross

[§ esxi-3.hves.cisco.com
[B esxi-¢ nves cisco com
~ ) G37067

Summary. 8 applicable patches out of 8 total

Update Name Pateh iD
Viware ESXI 6.7 Patch Release  ESXi670-201810001
Updates esx-Dase, esx-update, ESXi670-201810201-UG
Updates Ipfc VIB ESXi670-201810204-UG
Updates bremifcoe VIB ESX670-201810208-UG
Updates nvme VIB ESX#€70-201810213-UG

Updates isu-si-isl-me3-piugin VIS ESX670-201810214-UG
Updates esx-Dase, vsan and vs. ESXi670-201810401-8G
VMware ESXi 8.7 Complete Up ESX670-Update01

18. Leave the baseline selected and click Next.
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@ Unknown
@ Unknown
@ Unimown
@ Unknown
@ Unknown
@ Unknown
@ Unknown
@ Uninown

Cemglence Status

@ Unknown

Swvety
Critcal
Critcal
Critcal
Criteat
Crical
Criticai
Critcal
Crtcal

\rpect

Reboot,
Reboot,

Reboot
Reboot
Reboot,

Reboot

Reboot,

Maintenance Mode
Maintenance Mode
Maintenance Mode
Maintenance Mode
Maintenance Mode

Maintenance Mode
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1 Selectbaselines Selectbaselines

Select baselines to remediate.
2 Select target objects

3 Advanced options s
Baseline Groups and Types
4 Hostremediation options
Name
5 Readyto complete Baseline Groups
Individual Baselines by Type

(=) Patch Baselines

Baselines

=Y
[ Basetina Name
™ [§ 6.7 VSl Host

Filter -

1items [[5Copy~

Finish

19. Select the hosts appropriate to the vSphere release specified for the baseline and click Next.

Vv 1 Selectbaselines
3 Patches and extensions
4 Advanced options.
5 Hostremediation options
6 Cluster emediation options

7 Readyto complete

Select target objects
Select ihe target objects of your remediation

[ Host Neme

# @ es-1hwesciscoc

¥ @ ese2hwesciscoc

[ @ esx+3hvesciscoc

[ B eswdhvesciscoc

¥ @ es#Shvesciscoc

v B esismesciscoc.
0 @ es+7hwesciscoc

(] @ esx8hvesciscoc

20. Deselect any patches that should not be applied and click Next.
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(& HVCS.VSI - Remediate

(2 »

v 1 Selectbaselines
v 2 Selecttarget objects
4 Advanced options
5 Hostremediation options

6 Cluster remediation options

Patches and extensions
Select the specific patches and extensions that you wantto apply.

© Yourremediation includes a dynamic baseline. The exactlist of applicable patches might change before remediation occurs.
Even if the list does change, any patch that you exclude now will not be applied.

All

(8) Selected Objects

(Q F -)
7;Readyw compite Patch Name #Hosts  Product Release Date Typt
[¥ Updates esx-base, esx-update, .. @ 4  embeddedEsx6.7.0 10/15/2018 8:00:00 PM Up
[ Updates esx-base, vsan and vs @ 4  embeddedEsx6.7.0 10/1/2018 8:00:00 PM Pa
[V Updates Ipfc VIS ® 4  embeddedEsx6.7.0 10/15/2018 8:00:00 PM Up
[ Updates bremfcoe VIB ® 4  embeddedEsx6.7.0 10/15/2018 8:00:00 PM Up
M VMware ESXi 6.7 Complete Up @ 4  embeddedEsx 6.7.0 10/15/2018 3:00:00 PM Ro
[ VMware ESXi6.7 Patich Release (@ 4  embeddedEsx6.7.0 10/1/2018 8:00:00 PM Ro
[# Updates nvme VIB @ 4 embeddedEsx 6.7.0 10/15/2018 8:00:00 PM Up
[¥ Updates isuisi-isi-mr3-pluginVIB (@ 4  embeddedEsx 6.7.0 10/15/2018 3:00:00 PM Up
« »
M gitems [ §Copy~
Back Next Cancel
21. Click Next past the Advanced options screen.
22. Click Next past the Host remediation options screen.
23. Click Next past the Cluster remediation options.
24. Review the settings and click Finish to run the patch baseline.
(3 HVCS.VSI - Remediate QN

v 1 Selectbaselines

2 Selecttarget objects

3 Patches and exensions
4 Advanced options

5 Hostremediation options

LSS S

6 Cluster remediation options

4 7 Readyto complete

Readyto complete
Revew your settings selections before finishing the wizard.

Generate a report of the current configuration and changes during remediation: | Pre-check Remediation |

Baselines

Remediation type

» Patch baselines

Target Objects

» Hosts

Patches and Extensions

» Patches

Advanced options

Remediation time

Quick boot

Immediately

Disabled

Maintenance mode options

Host remediation

Do Not Change VM Power State

Back

Next Finish Cancel
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Remediation of L1 Terminal Fault — VMM (L1TF) Security Vulnerability (Optional)

CVE-2018-3646 describes a new class of CPU speculative-execution vulnerabilities on Intel processors manufactured from
2009 to 2018. While optional, it is strongly recommended that these vulnerabilities be patched.

Multiple attack vectors are exposed through these vulnerabilities, and separate mitigation steps for each attack vector are
necessary for complete mitigation. More information about the specific impact and VMware’s recommendations for
remediation of these vulnerabilities in a VMware vSphere environment can be found at
https://kb.vmware.com/s/article/55806.

The mitigation for LaTF-VMM as recommended by VMware is broken up into three distinct phases:

1. Updating VMware vCenter and VMware ESXi software.
1. Planning and Utilization of the HTAware Mitigation Tool (if analyzing existing workloads).
2. Enablement of the ESXi Side-Channel-Aware Scheduler.

Updating VMware vCenter and VMware ESXi Software

VMware vCenter must be running at specific patch levels prior to mitigation of the L1TF-VMM vulnerabilities. Table 32 lists
the release version of VMware vCenter and the specific patch level that needs to be running on the vCenter managing the
environment.

Table 32 VMware vCenter Versions Required for LITF-VMM Mitigation

VMware vCenter Version Patch Level Required for L1 TF-VMM Mitigation
6.7 6.7.0d
6.5 6.5U2¢C

VMware ESXi must also be running at specific patch levels prior to mitigation of the L1TF-VMM vulnerabilities. If you use
the Cisco custom ISOs for VMware vSphere 6.5 and 6.7 described in this guide to install the hypervisor, no action is
necessary to update the ESXi servers in the environment. Table 33 lists the minimum Cisco ISO version that must be used
to ensure no patching of the ESXi servers is necessary.

Table 33 Minimum Cisco ISO Versions Required for LITF-VMM Mitigation

VMware ESXi Version Minimum Cisco ISO Version Required
6.7U1 VMware_ESXi_6.7.0_10302608_Custom_Cisco_6.7.1.1.is0
6.5 U2 VMware-ESXi-6.5.0-9298722-Custom-Cisco-6.5.2.2.is0

Planning and Utilization of the HTAware Mitigation Tool

It is important to understand the impact to maximum performance on a host when comparing L1TF-VMM non-mitigated
and mitigated environments. You must take these impacts into consideration whether you are deploying a greenfield
environment, or simply adding capacity to an existing environment. VMware provides an excellent article regarding
capacity planning considerations and tested performance degradation when the L1TF-VMM vulnerabilities are remediated
at https://kb.vmware.com/s/article/55767.

Consider using the PowerShell HTAware Mitigation Tool from VMware to analyze existing non-mitigated environments
that you may be migrating virtual infrastructure from. This allows you to understand if there are any virtual machine
configurations that may be impacted when moved to a mitigated environment.

Enablement of the ESXi Side-Channel-Aware Scheduler (vSphere Web Client Method)

When a non-mitigated host is running a patched version of ESXi, a suppressible warning message is displayed in the host
Summary tab as shown below:
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Summary

Monitor

Configure  Permissions  VMs

Dataztores

Networks  More Objects

Update Manager

esxi-1.hves.cisco.com

Hypervisor: Wi are ESXi, 6.7.0, 10302608
IModel: Cisco Systems Inc UCSE-B200-M5
Processor Type: Inteli R} Xeon(R) Siver 4110 CPU @ 2.10GHz

Logical Processors: 32
NICs: 4
Virtual Machines: ]

State:
Uptime:

=

Connected
78 minutes

This host is potentially vulnerable to issues described in CVE-2018-3646, please refer to hitps:/#kb vmware com/s/article/55636 for details and VMware recommendations.

To use the vSphere Web Client to remediate a host, follow these steps:

1. Place the host to be mitigated into Maintenance Mode.

2. Select the ESXi host from the inventory, click the Configure tab, then click System-> Advanced System Settings.

B esxit.hvescisco.com | 7 [ [ [ [ | ighActions »
Summary  Monitor | Configure ‘ Permissions VMs Datastores MNetworks More Objects Update Manager

“
VMkermnel adapters
Physical adapters
TCPIIP configuration
Advanced

~ Virtual Machines
VM Startup/Shutdown
Agent VM Settings
Swap file location
Default VM Compatibility

~ System
Licensing
Time Configuration
Authentication Services
Certificate

Power Management

Advanced System Setfings

System Resource Reservation

Security Profile
System Swap
Host Profile

« Hardware
Processors

Memory

Advanced System Seffings

Name

Annotations WelcomeMessage
BufferCache Flushinterval

BufferCache HardMaxDirty

BufferCache PerFileHardMaxDirty
BufferCache.SoftMaxDirty
CERC.DCacheMemReserved
CERC.DCacheSize
CBRC.DigestJournalBootinterval
CBRC.Enable

Config.Defaults.security. host.ruissl
Config.Defaults.vGPU.consolidation
Config.Etc.issue

Config Etc. motd

Config.GlobalSettings. guest commands_sharedPolicyRefCount
Config.HostAgent level[Hbrsvc] logLevel
Config.HostAgent. level[Hostsvc].logLevel
Config.HostAgent. level[Proxysvc].logLevel
Config.HostAgent. level[Snmpsvc].logLevel

Config HostAgent level[Staissvc]. logLevel

Value

30000
95
50

400
32768

false

true

false

The time and date of this login have been sent to the system logs.
0

(@Fier =
Summary
A welcome message in the initial screen of the Direct Console U.
Flush at this interval (milliseconds)
Block writers if this many buffers are dirty (percent)
Block writers if this many buffers of a given file are dirfied (percent)
Flush immediately if this many buffers are dirty (percenf)
Memory consumed by CBRC Data Cache (in MB)
Size of CBRC Data Cache in MB. This cannot be changed if CB.
Interval (in minutes) for which Digest Journal is temporarily disab.
Enable Content Based Read Cache
Regquire SSL to be used when communicating with the host over
Assignment policy to place shared passthru graphics VMs on sa...
Contents of fetclissue
Contents of ietc/motd
Reference count to enable guest operations
Logging level for the loggers related to HBR services.
Logging level for the loggers related fo Host services.
Logging level for the loggers related to proxy services.
Logging level for the loggers related to SNMP services.

Logging level for the loggers related fo Stats services.

3. Click Edit in the upper right corner of the Advanced System Settings pane, then use the Filter box to search for VMker-
nel.Boot.hyperthreadingMitigation. Check the Enabled checkbox for the VMkernel.Boot.hyperthreadingMitigation
system setting and click OK.
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[J esxi-1.hvcs.cisco.com - Edit Advanced System Settings 2]

ﬁ Modifying configuration parameters is unsupported and can cause instability. Continue only if you know what you are

doing.
Q hreadingMitigation -
Mame Value Summary
VMkernel Boot.hyperthreadingMitigation [+] Enabled Restrict the simultaneous use of logica...

[ ok || cancel |

4. Reboot the host and exit Maintenance Mode. The warning message for CVE-2018-3646 should no longer appear in the
host Summary tab.

Enablement of the ESXi Side-Channel-Aware Scheduler (PowerShell HTAware Mitigation Tool Method)

Additional benefits of the HTAware Mitigation Tool are its capabilities to analyze and mitigate hosts in a batch fashionon a
per-cluster or per-host basis. This is particularly convenient if you have just deployed multiple hosts that have not been put
into production and are not yet servicing workloads.

To use the HTAware Mitigation Tool to remediate an idle cluster of hosts, follow these steps:

1. Place all hosts in the cluster into maintenance mode.

2. Ifyou have not already installed the HTAware Mitigation Tool PowerShell cmdlets, follow the instructions within
VMware KB 56931 to setup and import them.

3. Open a Windows PowerShell command window as Administrator and connect to your vCenter server managing the
cluster to be remediated with the “"Connect-VIServer” cmdlet.
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EN Administrator: Windows PowerShell - O X

132

2= Connec wer wC.uCp.ClsCco. com

Port User

443 UCP. LOCAL\Administrator

4. Query the remediation status of the hosts in a specific cluster by using the “Get-HTAwareMitigationConfig -
ClusterName <name of cluster>" cmdlet. ConfiguredHTAMSetting and RuntimeHTAMSetting should both be false
on non-remediated hosts.

EN fdministrator: Windows PowerShell - O X

9

figuredHTAMSetting
HT A tting
setting

uredHTAMSetting
i etting
Setting

: 10302608

System32>

# If ConfiguredHTAMSetting and RuntimeHTAMSetting values are “N/A”, then the host is not running a patched version
of ESXi that supports remediation. Ensure the host is running a version of ESXi which contains the patches necessary to
remediate the LITF-VMM vulnerability.
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5. Enable the ESXi Side-Channel-Aware Scheduler by using the “Set-HTAwareMitigationConfig -ClusterName <name
of cluster> -Enable” cmdlet.

EN Administrator: Windows PowerShell - O x

S\Windows stem32> Set-HTAwareMi 7 A

< >

6. Reboot the hosts and exit Maintenance Mode on them. The warning message for CVE-2018-3646 should no longer ap-
pear in the host Summary tabs.

Configuration of VMware Round Robin Path Selection Policy IOPS Limit

Hitachi best practices show that performance and total IOPS throughput can be increased by 3-5% on Hitachi Virtual
Storage Platform by setting the IOPS limit for the VMware Round Robin Path Selection Policy (RR PSP) from the default
value of 1,000 to 20. This causes ESXi to switch to the next available path for a LUN after 20 10 instead of after 1,000 |O.
This setting is configurable via ESXCLI on a host-by-host basis, or PowerCLI may be used to apply this setting across
multiple hosts in a cluster.

Change the Round Robin Path Selection Policy through PowerCLI for Multiple Hosts in a Cluster

This method will allow you to configure the RR PSP IOPS limit via PowerCLI on a per-cluster basis within your environment.
Perform the following steps to change the IOPS limit value from 1,000 to 20 on all Hitachi-presented LUNs.

To change the round robin path selection policy through PowerCLI for multiple hosts in a cluster, follow these steps:

1. Open a Windows PowerShell command window as Administrator and connect to your vCenter server managing the
cluster to be modified with the "Connect-VIServer” cmdlet.
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EN Administrator: Windows PowerShell - O X

PS C:\Windo stem32> Connect-VIServer vC.ucp.cl1ScCo.Ccom

Name Port User

V. UCP. C15C0. com 443 UCP. LOCAL\Administrator

PS5 C:\Windo

£ >

2. Create a variable which will contain all of the ESXi hosts within the cluster you are targeting. In the example shown be-
low, we are creating a variable named “"UCSHosts” which contains the host objects within the cluster G1500-6.7 by run-
ning the PowerShell command "$UCSHosts = Get-Cluster *G1500-6.7" | Get-VMHost". Replace G1500-6.7 with the
name of the cluster you are targeting.

EX Administrator: Windows PowerShell - O X

3. To verify that the UCSHosts variable contains the host objects within your cluster, you may issue the command “echo
$UCSHosts”. You should see your individual hosts listed in the PowerShell output similar to what is shown below.
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EX Administrator: Windows PowerShell - O X

erState NumCpu C Memory

eredln
eredOn

4. Tolist all Hitachi LUNSs presented to the cluster hosts and show the current RR PSP IOPS limit, you may issue the com-
mand “foreach (sUCS in $UCSHosts) {Get-VMHost $UCS | Get-ScsiLun -LunType Disk | Where-Object
{$_.CanonicalName -like ‘naa.60060e80*" -and $_.MultiPathPolicy -like ‘RoundRobin’} | Select-Object VMHost, Canon-
icalName, MultipathPolicy, CommandsToSwitchPath}”. Note that we are filtering on the wildcarded NAA ID
“naa.60060e80*" so that only Hitachi-presented LUNs are listed in the output, which should look similar to what is
shown below.

EN Administrator: Windows PowerShell - O x
5 C:ryWindos System32: ich Get-VMHost Get ~
1 elect-Object
itchPath}
nicalName MultipathPolicy mmands tchPath
0060e800 24 5 00000024 i 1000
00&80e800 305 00000025 d i 1000
00602800 305 0000002b i 1000
600602800 305 0000002d i 1000
600602800 305 00000032 i 1000
60060800 305 00000024 i 1000
600602800 305 00000026 i 1000
600602800 305 0000002b Round i 1000
600602800 305 0000002d RoundRobi 1000
60060800 305 00000031 RoundRobi 1000
600602800 24 305 00000032 RoundRobin 1000
W

5. Tosetthe RR PSP IOPS limit to 20 on all Hitachi LUNs presented to the cluster hosts, you may issue the command “fo-
reach ($UCS in $UCSHosts) {Get-VMHost $UCS | Get-ScsiLun -LunType Disk | Where-Object {$_.CanonicalName -like
‘naa.6oo6oe8o* -and $_.MultipathPolicy -like ‘RoundRobin’t | Set-ScsiLun -CommandsToSwitchPath 20 | Select-
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Object VMHost, CanonicalName, CommandsToSwitchPath}”. You should see the CommandsToSwitchPath item
change to 20 for each Hitachi-presented LUN, similar to the output shown below.

EN Administrator: Windows PowerShell - O x
PS C

[il: rstem32: oreach S UK = = = ) Where-0b anon i
MultipathPolicy S
ct VMHost, CanonicalName, CommandsToSwitchPath}

240000305 00000024
0000305
0000305
0000305
0000305
0000305 Qoo00024
0000305 00000026
0000305 0000002b
0000305 0000002d
; 0000305 Q0000031
. 60060e80075 6240000305 62400000032

6.

Repeat steps 1-5 for each cluster that you would like to change the VMware Round Robin Path Selection Policy IOPS
limit.

Change the Round Robin Path Selection Policy through ESXCLI for a Single Host

This method will allow you to configure the RR PSP IOPS limit via ESXCLI on a per-host basis within your environment.
Perform the following steps to change the IOPS limit value from 1,000 to 20 on all Hitachi-presented LUNs.

To change the round robin path selection policy through ESXCLI for a single host, follow these steps:

1.

Enable ESXi shell and/or SSH for the host to be configured. Follow the instructions in VMware KB 2004746 if not al-
ready enabled in your environment and login to the ESXi shell either locally on the host or through SSH.

To list all Hitachi LUNs presented to the cluster hosts and show the current RR PSP IOPS limit, you may issue the com-
mand “esxcli storage nmp device list | grep HITACHI -A4 -B1". This will show all Hitachi-presented LUNs and the cur-
rent Path Selection Policy Device Config which includes the IOPS limit, as shown in the example below.
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2P 10.1.168.25 - PuTTY — O X

3. Tosetthe RR PSP IOPS limit to 20 on all Hitachi LUNs presented to the host, you may issue the command “foriin
‘esxcfg-scsidevs -c | awk ‘{print $1}' | grep naa.60060e80°; do esxcli storage nmp psp roundrobin deviceconfig set --
type=iops --iops=20 --device=$i; done” as shown in the example shown below.
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10.1,168.25 - PuTTY — O X

4. Runthe command “esxcli storage nmp device list | grep HITACHI -A4 -B1” and ensure the IOPS limit has changed to
20 for Hitachi-presented LUNSs as shown in the example below.
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2P 10.1.168.25 - PuTTY

M M M

e
e
e

5. Repeat steps 1-4 on each host that you would like to change the VMware Round Robin Path Selection Policy IOPS limit.
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Cisco Intersight Registration

Cisco Intersight gives manageability and visibility to multiple UCS domains through a common interface, regardless of
location. The Base addition is available for UCSM starting at release 3.2(1) at no additional cost.

To add the Cisco UCS Fabric Interconnects into Intersight, follow these steps:

1. Connect to https://www.intersight.com.

)
Cisco

INTERSIGHT

Cisco ID Single Sign-On (SSO)

o not have a Cisco ID,
Enter email

Daon't have an Intersight Account?

PIUIE ATy
{ 7

sco Intersight at

Prerequisites
The following prerequisites are necessary to setup access to Cisco Intersight:

1. Anaccount on cisco.com.

2. Avalid Cisco Intersight account. This can be created by navigating to https://intersight.com and following the instruc-
tions for creating an account. The account creation requires at least one device to be registered in Intersight and re-
quires Device ID and Claim ID information from the device. See Collecting Information From Cisco UCS Domain for an
example of how to get Device ID and Claim ID from Cisco UCS Fabric Interconnect devices.

3. Valid License on Cisco Intersight — see Cisco Intersight Licensing section below for more information.
4. Cisco UCS Fabric Interconnects must be able to do a DNS lookup to access Cisco Intersight.
5. Device Connectors on Fabric Interconnects must be able to resolve svc.ucs-connect.com.

6. Allow outbound HTTPS connections (port 443) initiated from the Device Connectors on Fabric Interconnects to Cisco
Intersight. HTTP Proxy is supported.
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Setup Information

To setup access to Cisco Intersight, the following information must be collected from the Cisco UCS Domain. The
deployment steps provided below will show how to collect this information.

e DevicelD

e (Claim Code

Cisco Intersight Licensing

Cisco Intersight is offered in two editions:
e Base license which is free to use, and offers a large variety of monitoring, inventory and reporting features.

e Essentials license, at an added cost but provides advanced monitoring, server policy and profile configuration,
firmware management, virtual KVM features, and more. A 9o-day trial of the Essentials license is available for use as
an evaluation period.

New features and capabilities will be added to the different licensing tiers in future release.

Deployment Steps

To setup access to Cisco Intersight from a Cisco UCS domain, complete the steps outlined in this section.

Connect to Cisco Intersight

To connect and access Cisco Intersight, follow these steps:

1. Use a web browser to navigate to Cisco Intersight at https://intersight.com/.
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® ® <> i intersight.com & t (]

afean]n
(o £ of o)

INTERSIGHT

Cisco ID Single Sign-On (SSO) ®

If you do not have a Cisco ID,
create one here.

Enter email

Learn more about Cisco Intersight at Help Ce

2. Login with a valid cisco.com account or single sign-on using your corporate authentication.

Collect Information from UCS Domain

To collect information from Cisco UCS Fabric Interconnects to setup access to Cisco Intersight, follow these steps:

1. Use a web browser to navigate to the UCS Manager GUI. Login using the admin account.
2. From the left navigation menu, select the Admin icon.
3. From the left navigation pane, select All > Device Connector.

4. Intheright window pane, for Intersight Management, click Enabled to enable Intersight management.
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26 2000G6

Davicn Conrmctor

&
g The Desioas Connectar i3 an embecded mansgement contraler thet snsbles the cepsbiftes of Clico Intersigl, & cloud-besed management pletfor. For detled informetion about configuring the device connector, plesss visit Help Centes
- Intersight Management Connection
5 Enuoled a ek Clsimed Dics

FDO21520JEDAFDO2152000P |

Al r

’

OF92746DBY4F
] © —
= -

5. From the Connection section, copy the Device ID and Claim ID information. This information will be required to add
this device to Cisco Intersight.

6. (Optional) Click Settings to change Access Mode and to configure HTTPS Proxy.

Add Cisco UCS Domain to Cisco Intersight

To add Cisco UCS Fabric Interconnects to Cisco Intersight to manage the UCS domain, follow these steps:

1. From Cisco Intersight, in the left navigation menu, select Devices.
2. Click the Claim a New Device button in the top right-hand corner.

3. Inthe Claim a New Device pop-up window, paste the Device ID and Claim Code collected in the previous section.
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Intersight

4. Click Claim.
5. On Cisco Intersight, the newly added UCS domain should now have a Status of Connected.
6. On Cisco UCS Manager, the Device Connector should now have a Status of Claimed.

7. Dashboard will present an overview of the managed UCS domains:
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& Intersight Dashbcard:

New features have recently ben addoct

¢ Hoalth Summary HyparFiax Clustor Hoath Summary Fabric Intorconnact Hoslh Summary

Seremt Investory ypecfiex Clustes Inventory Fabric Interconnect inventory

Hyperflex Version Summary Fabric Interconnect Version Summary

del Summary Top § HyperFlex Clusters by Storage Utlization Tasks Summary for Last 24 Hours
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Bill of Materials

For each design tested in this solution, a bill of materials (BOM) was generated. Please note that the following are not
included in the BOMs below and will need to be identified separately depending on your specific configuration:

e Racks for both Cisco and Hitachi components

e  Power distribution units (PDUs)

e  Multi-mode Fibre (MMF) cabling between Cisco Fabric Interconnects and Cisco MDS switches

e  Multi-mode Fibre (MMF) cabling between Cisco MDS switches and Hitachi VSP storage systems
e Power cables and rail kits for Hitachi VSP storage systems

e Services, Maintenance, and Support plans for each component

r.

The BOMs below are representative of the equipment used in Cisco Systems lab environments to certify each design.
Components, interconnect cabling, and quantities may differ depending on your specific configuration needs. It is im-
portant to note that any component changes must be referenced against both Cisco and Hitachi compatibility matrices
to ensure proper support is available.

Table 34 lists the BOM for Cisco UCS 6454 Fabric Interconnect with Hitachi VSP G370 design.

Table 34 Bill of Materials for UCS 6454 and Hitachi VSP G370 Design

Vendor Part Number/Order Code Description Quantity
Cisco NgK-Cg9336C-FX2 Nexus 9300 Series, 36p 40/100G QSFP28 2
Cisco NX0S-9.2.2 Nexus 9500, 9300, 3000 Base NX-OS Software Rel g.2.2 2
Cisco N3K-C3064-ACC-KIT Nexus 3K/9K Fixed Accessory Kit 2
Cisco NXA-PAC-11200W-PE2 Nexus AC 11200W PSU - Port Side Exhaust 4
Cisco NXA-FAN-65CFM-PE Nexus Fan, 65CFM, port side exhaust airflow 6
Cisco CAB-gK12A-NA Power Cord, 125VAC 13A NEMA 5-15 Plug, North 4
America
Cisco QSFP-100G-AOCaiM 100GBASE QSFP Active Optical Cable, 1m 4
Cisco QSFP-40G-SR-BD QSFP40G BiDi Short-reach Transceiver 4
Cisco QSFP-H40G-CU1M 40GBASE-CR4 Passive Copper Cable, 1m 2
Cisco UCS-FI-6454-U UCS Fabric Interconnect 6454 2
Cisco N10-MGTo16 UCS Manager v4.0 2
Cisco UCS-ACC-6332 UCS 6332/ 6454 Chassis Accessory Kit 2
Cisco UCS-FAN-6332 UCS 6332/ 6454 Fan Module 8

233




Appendix: Bill of Materials

Vendor Part Number/Order Code Description Quantity
Cisco UCS-PSU-6332-AC UCS 6332 Power Supply/100-240VAC 4
Cisco CAB-gK12A-NA Power Cord, 125VAC 13A NEMA 5-15 Plug, North 4
America
Cisco SFP-H10GB-CU2-5M 10GBASE-CU SFP+ Cable 2.5 Meter 8
Cisco UCSB-5108-AC2-UPG UCS 5108 Blade Server AC2 Chassis/o PSU/8 fans/o FEX 1
Cisco N20-FWo16 UCS 5108 Blade Chassis FW Package 4.0 1
Cisco N20-FAN5 Fan module for UCS 5108 8
Cisco Noi1-UACa1 Single phase AC power module for UCS 5108 1
Cisco N20-CBLKB1 Blade slot blanking panel for UCS 5108/single slot 4
Cisco N20-CAK Accessory kit for UCS 5108 Blade Server Chassis 1
Cisco UCSB-B200-Mg UCS B20o M5 Blade w/o CPU, mem, HDD, mezz 4
Cisco UCS-CPU-6140 2.3 GHz 6140/140W 18C/24.75MB Cache/DDR4 2666MHz | 8
Cisco UCSB-MLOM-40G-04 Cisco UCS VIC 1440 modular LOM for Blade Servers 4
Cisco UCS-SID-INFR-OI Other Infrastructure 4
Cisco UCSB-HS-M5-R CPU Heat Sink for UCS B-Series M5 CPU socket (Rear) 4
Cisco UCSB-LSTOR-BK FlexStorage blanking panels w/o controller, w/o drive 8
bays
Cisco UCSB-HS-Ms5-F CPU Heat Sink for UCS B-Series M5 CPU socket (Front) 4
Cisco UCS-SID-WKL-OW Other Workload 4
Cisco UCS-IOM-2208XP UCS 2208XP I/O Module (8 External, 32 Internal 20Gb 2
Ports)
Cisco UCSB-PSU-2500ACDV 2500W Platinum AC Hot Plug Power Supply - DV 4
Cisco UCSB-5108-PKG-HW UCS 5108 Packaging for chassis with half width blades. 1
Cisco CAB-US515P-C19-US NEMA 5-15 to IEC-Cag 13ft US 4
Cisco UCS-MR-X32G2RS-H 32GB DDR4-2666-MHz RDIMM/PC4-21300/dual 48
rank/xs4/1.2v
Cisco UCS-DIMM-BLK UCS DIMM Blanks 48
Cisco DS-Cg706 MDS 9706 Chassis No Power Supplies, Fans Included 2
Cisco DS-Xg706-FAB1 MDS g706 Crossbar Switching Fabric-1 Module 12
Cisco DS-9706-KIT-CCO MDS 9706 Accessory Kit for Cisco 2
Cisco DS-Cg700-LC-BL Blank Filler Card for Line Card slot in MDSg700 Chassis 6
Cisco DS-Xg7-SF1-Kg MDS gyoo0 Series Supervisor-1 4
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Vendor Part Number/Order Code Description Quantity
Cisco DS-X9648-1536K9g MDS g700 48-Port 32-Gbps Fibre Channel Switching 2
Module
Cisco DS-CACg7-3KW MDS 9700 3000W AC power supply 8
Cisco Mg753K9-8.2.1 MDS g700 Supervisor/Fabric-3, NX-OS Software Release | 2
8.2(1)
Cisco CAB-9K16A-US2 Power Cord 250VAC 16A, US/Japan, Src Plug NEMAL6- | 8
20
Cisco DS-SFP-FC32G-SW 32 Gbps Fibre Channel SW SFP+, LC 12
Hitachi VSP-G-SOLUTION.S VSP G Unified Platform 1
Hitachi VSP-G370-A0008.5 VSP G370 Covered Product Unified (FC/iSCSI) 1
Hitachi G370-F-BASE-S.P VSP G370 Foundation Base Package 1
Hitachi GXXo-4X1RgTB.P VSP GXXo Flash Pack 4 x 1.9TB SSD Package 12
Hitachi VSP-G370-A0001.5 VSP G370 Product Unified (FC/iSCSI) 1
Hitachi FD221577-001.P SVP Bezel ASM (including brackets) 1
Hitachi HDW2-F850-1PS32.P VSP G SFP for 32Gbps Shortwave 16
Hitachi HDW2-F850-DBSC.P VSP G/F XXo Drive Box (SFF) 1
Hitachi HDW-F850-SCQ1.P VSP G SAS Cable 1m 2
Hitachi HDW2-F850-SVP.P VSP G/FXXo SVP - Service Processor 1
Hitachi HDW2-F850-4HF32R.P VSP G/FXXo Host I/0 Module FC 16/32G 4port 4
Table 35 lists the BOM for the Cisco UCS 6332-16UP Fabric Interconnect with Hitachi VSP Gigoo design.
Table 35 Bill of Materials for UCS 6332-16UP and Hitachi VSP G1500 Design
Vendor Part Number/Order Code Description Quantity
Cisco NgK-C9336C-FX2 Nexus 9300 Series, 36p 40/100G QSFP28 2
Cisco NXOS-9.2.2 Nexus 9500, 9300, 3000 Base NX-OS Software Rel 9.2.2 2
Cisco N3K-C3064-ACC-KIT Nexus 3K/gK Fixed Accessory Kit 2
Cisco NXA-PAC-1100W-PE2 Nexus AC 1100W PSU - Port Side Exhaust 4
Cisco NXA-FAN-65CFM-PE Nexus Fan, 65CFM, port side exhaust airflow 6
Cisco CAB-9K12A-NA Power Cord, 125VAC 13A NEMA 5-15 Plug, North 4
America
Cisco QSFP-40G-SR-BD QSFP40G BiDi Short-reach Transceiver 4
Cisco QSFP-40G-CSR4 QSFP 4x10GBASE-SR Transceiver Module, MPO, 300M 4
Cisco QSFP-H40G-ACU7M 40GBASE-CR4 Active Copper Cable, 7m 4
Cisco QSFP-H40G-CU1M 40GBASE-CR4 Passive Copper Cable, 1m 2
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Vendor Part Number/Order Code Description Quantity
Cisco UCS-FI-6332-16UP-U UCS 6332-16UP 1RU FI/No PSU/24 QSFP+ 16UP/4x40G 2
Lic/8xUP Lic
Cisco N10-MGTo16 UCS Manager v4.0 2
Cisco QSFP-H40G-CU3M 40GBASE-CR4 Passive Copper Cable, 3m 4
Cisco UCS-ACC-6332 UCS 6332/ 6454 Chassis Accessory Kit 2
Cisco UCS-FAN-6332 UCS 6332/ 6454 Fan Module 8
Cisco DS-SFP-FC16G-SW 16 Gbps Fibre Channel SW SFP+, LC 8
Cisco UCS-PSU-6332-AC UCS 6332 Power Supply/100-240VAC 4
Cisco CAB-9K12A-NA Power Cord, 125VAC 13A NEMA 5-15 Plug, North 4
America
Cisco UCSB-5108-AC2-UPG UCS 5108 Blade Server AC2 Chassis/o PSU/8 fans/o FEX 1
Cisco N20-FWo16 UCS 5108 Blade Chassis FW Package 4.0 1
Cisco N20-FAN5 Fan module for UCS 5108 8
Cisco Noi1-UACa1 Single phase AC power module for UCS 5108 1
Cisco N20-CBLKB1 Blade slot blanking panel for UCS 5108/single slot 4
Cisco N20-CAK Accessory kit for UCS 5108 Blade Server Chassis 1
Cisco UCSB-B200-Mg UCS B20o M5 Blade w/o CPU, mem, HDD, mezz 4
Cisco UCS-CPU-6140 2.3 GHz 6140/140W 18C/24.75MB Cache/DDR4 2666MHz | 8
Cisco UCS-MR-X16GaRS-H 16GB DDR4-2666-MHz RDIMM/PC4-21300/single 96
rank/xs4/1.2v
Cisco UCSB-MLOM-40G-04 Cisco UCS VIC 1440 modular LOM for Blade Servers 4
Cisco UCSB-MLOM-PT-01 Cisco UCS Port Expander Card (mezz) for VIC 4
Cisco UCS-SID-INFR-OI Other Infrastructure 4
Cisco UCSB-HS-M5-R CPU Heat Sink for UCS B-Series M5 CPU socket (Rear) 4
Cisco UCSB-LSTOR-BK FlexStorage blanking panels w/o controller, w/o drive 8
bays
Cisco UCSB-HS-Ms-F CPU Heat Sink for UCS B-Series Mg CPU socket (Front) 4
Cisco UCS-SID-WKL-OW Other Workload 4
Cisco UCS-IOM-2304 UCS 2304XP 1/O Module (4 External, 8 Internal 40Gb 2
Ports)
Cisco UCSB-PSU-2500ACDV 2500W Platinum AC Hot Plug Power Supply - DV 4
Cisco CAB-C19-CBN Cabinet Jumper Power Cord, 250 VAC 16A, C20-Cag 4
Connectors
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Vendor Part Number/Order Code Description Quantity
Cisco UCSB-5108-PKG-HW UCS 5108 Packaging for chassis with half width blades. 1
Cisco DS-Cg706 MDS 9706 Chassis No Power Supplies, Fans Included 2
Cisco CON-SNT-Cg706 SNTC-8X5XNBD MDS 9706 Chassis No Power Supplies, 2
Fans
Cisco CON-SNT-g7FA0 SNTC-8X5XNBD MDS 9706 Crossbar Sw 6
Cisco DS-9706-KIT-CCO MDS g706 Accessory Kit for Cisco 2
Cisco DS-Cg700-LC-BL Blank Filler Card for Line Card slot in MDSg700 Chassis 6
Cisco DS-Xg7-SF1-Kg MDS g700 Series Supervisor-1 4
Cisco DS-X9648-1536Kg MDS 9700 48-Port 32-Gbps Fibre Channel Switching 2
Module
Cisco DS-SFP-FC16G-SW 16 Gbps Fibre Channel SW SFP+, LC 24
Cisco DS-CACg7-3KW MDS 9700 3000W AC power supply 8
Cisco CAB-9K16A-US2 Power Cord 250VAC 16A, US/Japan, Src Plug NEMAL6- | 8
20
Cisco Mg753Kg9-8.2.1 MDS g700 Supervisor/Fabric-3, NX-OS Software Release | 2
8.2(1)
Hitachi VSPG1500-SOLUTION.S Virtual Storage Platform Giso0 1
Hitachi VSPG1500-A0001.5 VSP G500 Hardware Product 1
Hitachi DTI4GL.P 4GB USB memory stick with lanyard 1
Hitachi IP0662-14.P LAN Cable 14ft 1
Hitachi IP0665-45.P RJ-45 Modular In-Line Coupler 6 Conductor 1
Hitachi 041-100108-01.P Virtual Storage Platform Gixoo Microcode Kit 1
Hitachi DK(C810l-CBXE.P Primary Controller Chassis 1
Hitachi DKC-F810l-BKML.P Cache Backup Module Kit for Large Memory 4
Hitachi DKC-F810l-BMM256.P Cache Flash Memory (256GB) 8
Hitachi DKC-F810l-CC2.P DKU Interface Copper Cable 2m (DKC/DKU to DKU) 4
Hitachi DKC-F810l-CM32G.P Cache Memory Module (32GB) 36
Hitachi DKC-F810l-CPEX.P Cache Path Control Adapter 2
Hitachi DKC-F810l-FBX.P Flash Module Drive Chassis 1
Hitachi DKC-F810l-HUB.P Hub 2
Hitachi DKC-F810l-MFCs.P Inter-controller connecting cable sm 1
Hitachi DKC-F810l-MODs.P Inter-controller connecting kit sm 1
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Vendor Part Number/Order Code Description Quantity
Hitachi DKC-F810l-PFUC.P Flash Module Chassis Power Cord Kit(Americas/APAC) 1
Hitachi DKC-F810l-PHUC.P LFF/SFF Drive Chassis Power Cord Kit(Americas/APAC) 1
Hitachi DKC-F810l-PLUC.P Controller Chassis Power Cord Kit (Americas/APAC) 2
Hitachi DKC-F810l-SBX.P SFF Drive Chassis 1
Hitachi DKC-F810l-SCA.P Standard Back-end Director 4
Hitachi DKC-F810l-CBXF.P Secondary Controller Chassis 1
Hitachi 3287294-001.P Name Plate (HTC-R8) 2
Hitachi DKC-F810l-16FC16.P 16 port, 16Gbps Fibre Channel Front-end Director 4
Hitachi DKC-F810l-MP2.P Virtual Storage Director Pair 6
Hitachi 3292099-001.P Name Plate (G1500) 2
Hitachi DKC-F810l-7RoFP.P 7TB High Density Flash Module 12
Hitachi DKC-F810l-1RgMGM.P 1.9TB SFF Solid State Drive 24
Hitachi DKC-F810l-2R8JGM.P 1800GB, 10K rpm SFF Disk Drive 24
Hitachi 044-235001-01.P VSP Gixoo SVOS Media 1
Hitachi 044-235001-01B.P VSP Gi1xoo SVOS Base (Incl 1 VSD Pair) 1
Hitachi 044-235001-01BU.P VSP Gixoo SVOS Add'l VSD Pair 7
Hitachi 044-232355-01.P Hitachi Command Suite Media 1
Hitachi 044-235037-01.P VSP Gi1500 VSD Activation Media Kit 1
Hitachi 044-235037-03.P VSP Gig00 VSD Activation License 8
Hitachi 044-235001-080l.P VSP Gixoo SVOS 80TB Initial Purchase Block 1
Hitachi 044-235001-020.P VSP Gi1xoo SVOS 20TB Block 1
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Appendix: MDS Device Alias and Zoning through CLI

Create Device Aliases

Using the WWPN target and initiator table created earlierin Table 28 and Table 29 collect the information for the device
aliases to be created on each fabric into the following tables:

Table 36 Fabric A Targets and Initiators

Name pWWN/WWPN Example pWWN/WWPN Customer Environment
Environment (Port Name)
Target G370-CL1-A 50:06:0e:80:12:€9:9a:00
Target G370-CL2-B 50:06:0e:80:12:c9:9a:11
Initiator VSI-G370-01 20:00:00:25:B5:54:0A:00
Initiat
nitiator VSI-G370-02 20:00:00:25:B5:54:0A:01

Table 37 Fabric B Targets and Initiators

pWWN/WWPN Example pWWN/WWPN Customer
Environment (Port Name) Environment

Target

G370-CL3-B 50:06:0€:80:12:C9:9a:21

Target G370-CL4-A 50:06:0e:80:12:€9:9a:30

Initiator VSI-G370-01 20:00:00:25:B5:54:0B:00

Initiat

nitiator VSI-G370-02 20:00:00:25:B5:54:0B:01

With the appropriate information collected, proceed to create the device aliases on the MDS fabrics using the following as
an example:

Fabric A Device Aliases

aal9-9706-1 (confiqg) # device-alias database

aal9-9706-1 (config-device-alias-db) # device-alias name VSI-G370-1 pwwn 20:00:00:25:B5:54:0A:00
aal9-9706-1 (config-device-alias-db) # device-alias name VSI-G370-2 pwwn 20:00:00:25:B5:54:0A:01
aal9-9706-1 (config-device-alias-db) # device-alias name G370-CL1-A pwwn 50:06:0E:80:12:C9:9A:00
aal9-9706-1 (config-device-alias-db) # device-alias name G370-CL2-B pwwn 50:06:0E:80:12:C9:9A:11
aal9-9706-1 (config-device-alias-db) # exit
aal9-9706-1 (config) # device-alias commit

Fabric B Device Aliases

aal9-9706-2 (config) # device-alias database
aal9-9706-2 (config-device-alias-db) # device-alias name VSI-G370-1 pwwn 20:00:00:25:B5:54:0B:00
aal9-9706-2 (config-device-alias-db) # device-alias name VSI-G370-2 pwwn 20:00:00:25:B5:54:0B:01
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aal9-9706-2 (config-device-alias-db) # device-alias name G370-CL3-B pwwn 50:06:0E:80:12:C9:9A:21
aal9-9706-2 (config-device-alias-db) # device-alias name G370-CL4-A pwwn 50:06:0E:80:12:C9:9A:30
aal9-9706-2 (config-device-alias-db) # exit
aal9-9706-2 (config) # device-alias commit

Create Zoning

With the device alias created, the following will occur on each fabric in this example:
e  Smart-zoning will be set for the fabric
e  Zones for each host initiator to storage targets will be created
e Azoneset will be created
e Created zones will be added to the zone
e The zoneset will be activated

e The configuration will be saved to allow the device aliases and the zoning to persist on each fabric

Fabric A Zoning

aal9-9706-1 (config) # zone name VSI-G370-1 vsan 101

aal9-9706-1 (config-zone) # member device-alias VSI-G370-1 init
aal9-9706-1 (config-zone) # member device-alias G370-CL1-A target
aal9-9706-1 (config-zone) # member device-alias G370-CL2-B target
aal9-9706-1 (config-zone)# zone name VSI-G370-2 vsan 101
aal9-9706-1 (config-zone) # member device-alias VSI-G370-2 init
aal9-9706-1 (config-zone) # member device-alias G370-CL1-A target
aal9-9706-1 (config-zone) # member device-alias G370-CL2-B target
aal9-9706-1 (config-zone)# zoneset name vsi-zoneset vsan 101
aal9-9706-1 (config-zoneset) # member VSI-G370-1

aal9-9706-1 (config-zoneset) # member VSI-G370-2

aal9-9706-1 (config-zoneset)# zoneset activate name vsi-zoneset vsan 101
Zoneset activation initiated. check zone status

aal9-9706-1 (config) # copy run start
[H#HHHHHHFHHAHHH AR H A H A FE RS HHSFHHHHES] 100

Copy complete.

Fabric B Zoning

aal9-9706-2 (config) # zone name VSI-G370-1 vsan 102

aal9-9706-2 (config-zone) # member device-alias VSI-G370-1 init
2al9-9706-2 (config-zone) # member device-alias G370-CL3-B target
aal9-9706-2 (config-zone) # member device-alias G370-CL4-A target
aal9-9706-2 (config-zone) # zone name VSI-G370-2 vsan 102
2aal9-9706-2 (config-zone) # member device-alias G370-CL3-B target
2al9-9706-2 (config-zone) # member device-alias G370-CL4-A target
aal9-9706-2 (config-zone) # zoneset name vsi-zoneset vsan 102
aal9-9706-2 (config-zoneset) # member VSI-G370-1

2aal9-9706-2 (config-zoneset) # member VSI-G370-2

aal9-9706-2 (config-zoneset)# zoneset activate name vsi-zoneset vsan 102
Zoneset activation initiated. check zone status

aal9-9706-2 (config) # copy run start
[H#HHHHHHFHHAHHH AR H A HERFH RS H RS HEHHES] 100

Copy complete.
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Appendix: MDS Example startup-configuration File

MDS A Configuration

'ﬁ MDS B is identical except for the VSAN used and the example wwn/pwwn.

version 8.3(1)

power redundancy-mode ps-redundant

power redundancy-mode ps-redundant

feature npiv

feature fport-channel-trunk

role name default-role
description This is a system defined role and applies to all users.
rule 5 permit show feature environment

rule 4 permit show feature hardware

rule 3 permit show feature module

rule 2 permit show feature snmp

rule 1 permit show feature system

username admin password 5 $5$ZUTJjKo32$/.kdz66FvCWIctfVTO0cQwlBgHzKkIhWrIc86gXv6aX8 role network-admin

ip domain-lookup

ip host AA19-9706-1 192.168.168.18

aaa group server radius radius

class-map type gos match-all copp-s-selflp

snmp-server user admin network-admin auth md5 0x267983550d7062ba68d3e8acb8lbbl36 priv

0x267983550d7062ba68d3e8acb8lbbl36 localizedkey

snmp-server host 10.1.168.101 traps version 2c public udp-port 2162

rmon event 1 log trap public description FATAL(l) owner PMONQFATAL

rmon event 2 log trap public description CRITICAL(2) owner PMON@CRITICAL

rmon event 3 log trap public description ERROR(3) owner PMON@ERROR

rmon event 4 log trap public description WARNING (4) owner PMON@WARNING

rmon event 5 log trap public description INFORMATION (5) owner PMON@INEO

ntp server 192.168.168.254

vlian 1

vlan 1

vsan database
vsan 101 name "Fabric-A"

device-alias mode enhanced

device-alias database
device-alias name G370-CL1-A pwwn 50:06:0e:80:12:c9:9a:00
device-alias name G370-CL1-B pwwn 50:06:0e:80:12:c9:9a:01
device-alias name G370-CL2-A pwwn 50:06:0e:80:12:c9:9a:10
device-alias name G370-CL2-B pwwn 50:06:0e:80:12:c9:9a:11
device-alias name G1500-CL1-A pwwn 50:06:0e:80:07:56:24:00
device-alias name G1500-CL1-C pwwn 50:06:0e:80:07:56:24:02
device-alias name G1500-CL1-J pwwn 50:06:0e:80:07:56:24:08
device-alias name G1500-CL1-L pwwn 50:06:0e:80:07:56:24:0a
device-alias name G1500-CL2-A pwwn 50:06:0e:80:07:56:24:10
device-alias name G1500-CL2-C pwwn 50:06:0e:80:07:56:24:12
device-alias name G1500-CL2-J pwwn 50:06:0e:80:07:56:24:18
device-alias name G1500-CL2-L pwwn 50:06:0e:80:07:56:24:1a
device-alias name VSI-FC-G370-1 pwwn 20:00:00:25:b5:54:0a:00
device-alias name VSI-FC-G370-2 pwwn 20:00:00:25:05:54:0a:01
device-alias name VSI-FC-G370-3 pwwn 20:00:00:25:05:54:0a:02
device-alias name VSI-FC-G370-4 pwwn 20:00:00:25:05:54:0a:03
device-alias name VSI-FC-G1500-1 pwwn 20:00:00:25:05:32:0a:00
device-alias name VSI-FC-G1500-2 pwwn 20:00:00:25:b5:32:0a:01
device-alias name VSI-FC-G1500-3 pwwn 20:00:00:25:b5:32:0a:02
device-alias name VSI-FC-G1500-4 pwwn 20:00:00:25:05:32:0a:03

device-alias commit
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fcdomain fcid database

vsan
!
vsan
!
vsan
!
vsan
!
vsan
!
vsan
!
vsan
!
vsan
!
vsan
!
vsan
!
vsan
!
vsan
!
vsan
vsan
!
vsan
!
vsan
!
vsan
!
vsan
vsan
!
vsan
!
vsan
!
vsan
1

101

101

101

101

101

101

101

101

101

101

101

101

101
101

101

101

101

101
101

101

101

101

WwI

WwIn

WWwI

WwIn

WwI

WwIn

WwI

WwIn

WwI

WwIn

WwI

WwIn

WwI
WWwI

WwIn

WwI

WwIn

WwI
WwIn

WwI

WwIn

wwn 20:00:00:25:b5:54:0a:

50:06:0e:80:07:
[G1500-CL2-J]
50:06:0e:80:07:
[G1500-CL1-C]
50:06:0e:80:07:
[G1500-CL2-A]
50:06:0e:80:07:
[G1500-CL2-C]
50:06:0e:80:12
[G370-CL1-B]
50:06:0e:80:07:
[G1500-CL1-L]
50:06:0e:80:12
[G370-CL2-B]
50:06:0e:80:12
[G370-CL2-A]
50:06:0e:80:07:
[G1500-CL1-A]
50:06:0e:80:07:
[G1500-CL1-J]
50:06:0e:80:07:
[G1500-CL2-L]
50:06:0e:80:12
[G370-CL1-A]
24:01:00:de:fb:
20:00:00:25:b5:
[VSI-FC-G1500-2]

20:00:00:25:b5:32:

[VSI-FC-G1500-1]

20:00:00:25:05:32:

[VSI-FC-G1500-3]

20:00:00:25:p5:32:

[VSI-FC-G1500-4]
24:01:00:de:fb:ff
20:00:00:25:b5:54

[VSI-FC-G370-1]

20:00:00:25:p5:54:

[VSI-FC-G370-2]

20:00:00:25:b5:54:

[VSI-FC-G370-4]

[VSI-FC-G370-3]

vsan 101

56:

56:

56:

56:

HeI°H

56:

HeI°H

:c9:

56:

56:

56:

:c9:

dé:
32:

:fe:
:0a:

zone smart-zoning enable vsan 101
!Active Zone Database Section for vsan
zone name VSI-FC-G370-1

24:

24:

24:

24:

9a:

24:

9a:

9a:

24:

24:

24:

9a:

3b:
Oa:

Oa:

Oa:

Oa:

Oa:

Oa:

18

02

10

12

01

Oa

11

10

00

08

la

00

40
01

00

02

03

00
00

01

03

02

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid
fcid

fcid

fcid

fcid

fcid
fcid

fcid

fcid

fcid

101

member
member
member
member
member

member
member
member
member
member

member
member
member
member
member

member

device-alias
device-alias
device-alias
device-alias
device-alias

zone name VSI-FC-G370-2

device-alias
device-alias
device-alias
device-alias
device-alias

zone name VSI-FC-G370-3

device-alias
device-alias
device-alias
device-alias
device-alias

zone name VSI-FC-G370-4

device-alias

VSI-FC-G370-1 init
G370-CL1-A target
G370-CL1-B target
G370-CL2-A target
G370-CL2-B target

vsan 101

VSI-FC-G370-2 init
G370-CL1-A target
G370-CL1-B target
G370-CL2-A target
G370-CL2-B target

vsan 101

VSI-FC-G370-3 init
G370-CL1-A target
G370-CL1-B target
G370-CL2-A target
G370-CL2-B target

vsan 101
VSI-FC-G370-4 init

0xbc0000

0xbc0020

0xbc0040

0xbc0060

0xbc0080

Oxbc00a0l

0xbc00c0

Oxbc00e0

0xbc0100

0xbc0120

0xbc0140

0xbc0160

0xbc0180
0xbc0181

0xbc0182

0xbc0183

0xbc0184

0xbc01a0
Oxbc0lal

Oxbc0la2

Oxbc0la3

Oxbc0la4d

dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic

dynamic
dynamic

dynamic
dynamic
dynamic

dynamic
dynamic

dynamic
dynamic

dynamic
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member
member
member
member

member
member
member
member
member
member
member
member
member

member
member
member
member
member
member
member
member
member

member
member
member
member
member
member
member
member
member

member
member
member
member
member
member
member
member
member

member
member
member
member
member
member
member
member

device-alias
device-alias
device-alias
device-alias

device-alias
device-alias
device-alias
device-alias
device-alias
device-alias
device-alias
device-alias
device-alias

device-alias
device-alias
device-alias
device-alias
device-alias
device-alias
device-alias
device-alias
device-alias

device-alias
device-alias
device-alias
device-alias
device-alias
device-alias
device-alias
device-alias
device-alias

device-alias
device-alias
device-alias
device-alias
device-alias
device-alias
device-alias
device-alias
device-alias

interface mgmtO
ip address 192.168.168.18 255.255.255.0

interface port-channelll
channel mode active
switchport description UCS-6332-portchannel

G370-CL1-A target
G370-CL1-B target
G370-CL2-A target
G370-CL2-B target

zone name VSI-FC-G1500-1 vsan 101

G1500-CL1-A target
G1500-CL1-C target
G1500-CL1-J target
G1500-CL1-L target
G1500-CL2-A target
G1500-CL2-C target
G1500-CL2-J target
G1500-CL2-L target
VSI-FC-G1500-1 init

zone name VSI-FC-G1500-2 vsan 101

G1500-CL1-A target
G1500-CL1-C target
G1500-CL1-J target
G1500-CL1-L target
G1500-CL2-A target
G1500-CL2-C target
G1500-CL2-J target
G1500-CL2-L target
VSI-FC-G1500-2 init

zone name VSI-FC-G1500-3 wvsan 101

G1500-CL1-A target
G1500-CL1-C target
G1500-CL1-J target
G1500-CL1-L target
G1500-CL2-A target
G1500-CL2-C target
G1500-CL2-J target
G1500-CL2-L target
VSI-FC-G1500-3 init

zone name VSI-FC-G1500-4 vsan 101

G1500-CL1-A target
G1500-CL1-C target
G1500-CL1-J target
G1500-CL1-L target
G1500-CL2-A target
G1500-CL2-C target
G1500-CL2-J target
G1500-CL2-L target
VSI-FC-G1500-4 init

zoneset name hvcs-vsi-zoneset vsan 101
VSI-FC-G370-1
VSI-FC-G370-2
VSI-FC-G370-3
VSI-FC-G370-4
VSI-FC-G1500-
VSI-FC-G1500-
VSI-FC-G1500-
VSI-FC-G1500-

1
2
3
4

zoneset activate name hvcs-vsi-zoneset vsan 101
do clear zone database vsan 101

'Full Zone Database Section for vsan 101
zoneset name hvcs-vsi-zoneset vsan 101
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switchport speed auto max 32000
switchport rate-mode dedicated

interface port-channellb
channel mode active
switchport description UCS-6454-portchannel
switchport speed auto max 32000
switchport rate-mode dedicated
vsan database
vsan 101 interface port-channelll
vsan 101 interface port-channell5
vsan 101 interface fcl/7
vsan 101 interface fcl/8
vsan 101 interface fcl/9
vsan 101 interface fcl/10
vsan 101 interface fcl/11
vsan 101 interface fcl/12
vsan 101 interface fcl/13
vsan 101 interface fcl/14
vsan 101 interface fcl/15
vsan 101 interface fcl/16
vsan 101 interface fcl/17
vsan 101 interface fcl/18

interface fcl/1
switchport description UCS-6332-A:1/1
channel-group 11 force
no shutdown

interface fcl/2
switchport description UCS-6332-A:1/2
channel-group 11 force
no shutdown

interface fcl/3
switchport description UCS-6332-A:1/3
channel-group 11 force
no shutdown

interface fcl/4
switchport description UCS-6332-A:1/4
channel-group 11 force
no shutdown

interface fcl/5
switchport description UCS-6454-A:1/1
channel-group 15 force
no shutdown

interface fcl/6
switchport description UCS-6454-A:1/2
channel-group 15 force
no shutdown

interface fcl/7
switchport description G1500-A:CL 1-A
no shutdown

interface fcl/8
switchport description G1500-A:CL 2-A
no shutdown

interface fcl/9
switchport description G1500-A:CL 1-J
no shutdown

interface fcl/10
switchport description G1500-A:CL 2-J

no shutdown

interface fcl/11
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switchport description G370-A:CL 1-A
no shutdown

interface fcl/12
switchport description G370-A:CL 2-B

no shutdown

interface fcl/13
no shutdown

interface fcl/14
no shutdown

interface fcl/15
no shutdown

interface fcl/16
no shutdown

interface fcl/17
no shutdown

interface fcl/18
no shutdown

interface fcl/19
interface fcl/20
interface fcl/21
interface fcl/22
interface fcl/23
interface fcl/24
interface fcl/25
interface fcl/26
interface fcl/27
interface fcl/28
interface fcl/29
interface fcl/30
interface fcl/31
interface fcl/32
interface fcl/33
interface fcl/34
interface fcl/35
interface fcl/36
interface fcl/37
interface fcl/38
interface fcl/39
interface fcl/40

interface fcl/41
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interface

interface

interface

interface

interface

interface

interface

clock timezone EST 0 O
switchname AA19-9706-1

fcl/42
fcl/43
fcl/44
fcl/45
fcl/46
fcl/47

fcl/48

line console

line vty
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface

fcl/2

fcl/3

fcl/4

fcl/6

fcl/1

fcl/5

fcl/7

fcl/8

fcl/9

fcl/10
fcl/11
fcl/12
fcl/13
fcl/14
fcl/15
fcl/1l6
fcl/17
fcl/18
fcl/19
fcl/20
fcl/21
fcl/22
fcl/23
fcl/24
fcl/25
fcl/26
fcl/27
fcl/28
fcl/29
fcl/30
fcl/31
fcl/32
fcl/33
fcl/34
fcl/35
fcl/36
fcl/37
fcl/38
fcl/39
fcl/40
fcl/41
fcl/42
fcl/43
fcl/44
fcl/45
fcl/46
fcl/47
fcl/48
fcl/1

fcl/2

fcl/3

fcl/4

fcl/5

fcl/6
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ip default-gateway 192.168.168.254
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Appendix: Nexus A Configuration Example
I —————————————————————

version 7.0(3)I7(5a) Bios:version 05.31

switchname AA19-9336-1

vdc AA19-9336-1 id 1
limit-resource vlan minimum 16 maximum 4094
limit-resource vrf minimum 2 maximum 4096
limit-resource port-channel minimum 0 maximum 511
limit-resource udroute-mem minimum 248 maximum 248
limit-resource u6route-mem minimum 96 maximum 96
limit-resource m4route-mem minimum 58 maximum 58
limit-resource mé6route-mem minimum 8 maximum 8

cfs eth distribute
feature interface-vlan
feature hsrp

feature lacp

feature vpc

username admin password 5 $5Swsy2Bp4VS$stK.pozTENuOUwnW8Y0/TMGz/CauQYUfwlxBR2EugI7 role network-admin
ip domain-lookup

system default switchport

copp profile strict

snmp-server user admin network-admin auth md5 0xba69923b15£f9f03d162b30bb91e7785b priv
0xba69923b15f9£03d162b30bb91e7785b localizedkey

rmon event 1 description FATAL(1l) owner PMON@FATAL

rmon event 2 description CRITICAL(2) owner PMONQ@CRITICAL

rmon event 3 description ERROR(3) owner PMON@ERROR

rmon event 4 description WARNING(4) owner PMON@WARNING

rmon event 5 description INFORMATION(5) owner PMON@INFO

ntp server 192.168.168.254 use-vrf management

ntp source 10.1.168.1

ntp master 3

ip route 0.0.0.0/0 10.1.168.254
vlan 1-2,119,201-203,1000
vlan 2
name Native
vlan 119
name IB-MGMT
vlan 201
name Web
vlan 202
name App
vlan 203
name DB
vlan 1000
name vMotion

spanning-tree port type edge bpduguard default
spanning-tree port type edge bpdufilter default
spanning-tree port type network default
vrf context management

ip route 0.0.0.0/0 192.168.168.254
port-channel load-balance src-dst l4port
vpc domain 10

peer-switch

role priority 10

peer-keepalive destination 192.168.168.14 source 192.168.168.13

delay restore 150

peer-gateway

auto-recovery

ip arp synchronize

interface Vlanl
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interface Vlanll9
no shutdown
no ip redirects
ip address 10.1.168.2/24
no ipv6 redirects
hsrp 19
preempt
ip 10.1.168.1

interface Vlan201
no shutdown
no ip redirects
ip address 172.18.101.252/24
no ipvé redirects
hsrp 101
preempt
priority 105
ip 172.18.101.254

interface Vl1an202
no shutdown
no ip redirects
ip address 172.18.102.252/24
no ipv6 redirects
hsrp 102
preempt
ip 172.18.102.254

interface V1an203
no shutdown
no ip redirects
ip address 172.18.103.252/24
no ipv6 redirects
hsrp 103
preempt
priority 105
ip 172.18.103.254

interface port-channelll
description vPC peer-link
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
spanning-tree port type network
vpc peer-link

interface port-channell3
description vPC UCS 6332-16UP-1 FI
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
spanning-tree port type edge trunk
mtu 9216
load-interval counter 3 60
vpc 13

interface port-channell4
description vPC UCS 6332-16UP-2 FI
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
spanning-tree port type edge trunk
mtu 9216
load-interval counter 3 60
vpc 14

interface port-channell5
description vPC UCS 6454-1 FI
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
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spanning-tree port type edge trunk
mtu 9216

load-interval counter 3 60

vpc 15

interface port-channell6
description vPC UCS 6454-2 FI
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
spanning-tree port type edge trunk
mtu 9216
load-interval counter 3 60
vpc 16

interface port-channell35
description vPC Upstream Network Switch A

interface port-channell36
description vPC Upstream Network Switch B
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119
vpc 136

interface Ethernetl/1
description vPC peer-link connection to AA19-9336-2 Ethernetl/1
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
channel-group 11 mode active

interface Ethernetl/2
description vPC peer-link connection to AA19-9336-2 Ethernetl/2
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
channel-group 11 mode active

interface Ethernetl/3
description vPC 13 connection to UCS 6332-16UP-1 FI Ethernetl/39
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
mtu 9216
load-interval counter 3 60
channel-group 13 mode active

interface Ethernetl/4
description vPC 14 connection to UCS 6332-16UP-2 FI Ethernetl/39
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
mtu 9216
load-interval counter 3 60
channel-group 14 mode active

interface Ethernetl/5
description vPC 15 connection to UCS 6454-1 FI Ethernetl/53
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
mtu 9216
load-interval counter 3 60
channel-group 15 mode active

interface Ethernetl/6
description vPC 16 connection to UCS 6454-2 FI Ethernetl/53
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
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mtu 9216
load-interval counter 3 60
channel-group 16 mode active

interface Ethernetl/7

interface Ethernetl/8

interface Ethernetl/9

interface Ethernetl/10

interface Ethernetl/11

interface Ethernetl/12

interface Ethernetl/13

interface Ethernetl/14

interface Ethernetl/15

interface Ethernetl/16

interface Ethernetl/17

interface Ethernetl/18

interface Ethernetl/19

interface Ethernetl/20

interface Ethernetl/21

interface Ethernetl/22

interface Ethernetl/23

interface Ethernetl/24

interface Ethernetl/25

interface Ethernetl/26

interface Ethernetl/27

interface Ethernetl/28

interface Ethernetl/29

interface Ethernetl/30

interface Ethernetl/31

interface Ethernetl/32

interface Ethernetl/33

interface Ethernetl/34

interface Ethernetl/35
description vPC 135 connection to Upstream Network Switch A
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119
channel-group 135 mode active

interface Ethernetl/36
description vPC 136 connection to Upstream Network Switch B

switchport mode trunk
switchport trunk native vlan 2

251



Appendix: Nexus A Configuration Example

switchport trunk allowed vlan 119
channel-group 136 mode active

interface mgmtO
vrf member management
ip address 192.168.168.13/24
line console
line vty
boot nxos bootflash:/nxos.7.0.3.I7.5a.bin
no system default switchport shutdown
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I —————————————————————

version 7.0(3)I7(5a) Bios:version 05.31

switchname AA19-9336-2

vdc AA19-9336-2 id 1
limit-resource vlan minimum 16 maximum 4094
limit-resource vrf minimum 2 maximum 4096
limit-resource port-channel minimum 0 maximum 511
limit-resource udroute-mem minimum 248 maximum 248
limit-resource u6route-mem minimum 96 maximum 96
limit-resource m4route-mem minimum 58 maximum 58
limit-resource mé6route-mem minimum 8 maximum 8

cfs eth distribute
feature interface-vlan
feature hsrp

feature lacp

feature vpc

username admin password 5 $55c0gohGBwS09At8vxbCEsSH8R6NXJhJe0AAE83XfK1rQHZ9/Stg6x]l role network-admin
ip domain-lookup

system default switchport

copp profile strict

snmp-server user admin network-admin auth md5 0x3aca90a8ed874105ac3e972e2b7d68fe priv
0x3aca90a8ed874105ac3e972e2b7d68fe localizedkey

rmon event 1 description FATAL(1l) owner PMON@FATAL

rmon event 2 description CRITICAL(2) owner PMONQ@CRITICAL

rmon event 3 description ERROR(3) owner PMON@ERROR

rmon event 4 description WARNING(4) owner PMON@WARNING

rmon event 5 description INFORMATION(5) owner PMON@INFO

ntp server 192.168.168.254 use-vrf management

ntp source 10.1.168.1

ntp master 3

ip route 0.0.0.0/0 10.1.168.254
vlan 1-2,119,201-203,1000
vlan 2
name Native
vlan 119
name IB-MGMT
vlan 201
name Web
vlan 202
name App
vlan 203
name DB
vlan 1000
name vMotion

spanning-tree port type edge bpduguard default
spanning-tree port type edge bpdufilter default
spanning-tree port type network default
vrf context management

ip route 0.0.0.0/0 192.168.168.254
port-channel load-balance src-dst l4port
vpc domain 10

peer-switch

role priority 20

peer-keepalive destination 192.168.168.13 source 192.168.168.14

delay restore 150

peer-gateway

auto-recovery

ip arp synchronize

interface Vlanl
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interface Vlanll9
no shutdown
no ip redirects
ip address 10.1.168.3/24
no ipv6 redirects
hsrp 19
preempt
priority 105
ip 10.1.168.1

interface Vlan201
no shutdown
no ip redirects
ip address 172.18.101.253/24
no ipv6 redirects
hsrp 101
preempt
ip 172.18.101.254

interface Vl1an202
no shutdown
no ip redirects
ip address 172.18.102.253/24
no ipv6 redirects
hsrp 102
preempt
priority 105
ip 172.18.102.254

interface V1an203
no shutdown
no ip redirects
ip address 172.18.103.253/24
no ipvé redirects
hsrp 103
preempt
ip 172.18.103.254

interface port-channelll
description vPC peer-link
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
spanning-tree port type network
vpc peer-link

interface port-channell3
description vPC UCS 6332-16UP-1 FI
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
spanning-tree port type edge trunk
mtu 9216
load-interval counter 3 60
vpc 13

interface port-channell4
description vPC UCS 6332-16UP-2 FI
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
spanning-tree port type edge trunk
mtu 9216
load-interval counter 3 60
vpc 14

interface port-channell5
description vPC UCS 6454-1 FI
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
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spanning-tree port type edge trunk
mtu 9216

load-interval counter 3 60

vpc 15

interface port-channell6
description vPC UCS 6454-2 FI
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
spanning-tree port type edge trunk
mtu 9216
load-interval counter 3 60
vpc 16

interface port-channell35
description vPC Upstream Network Switch A

interface port-channell36
description vPC Upstream Network Switch B
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119
vpc 136

interface Ethernetl/1
description vPC peer-link connection to AA19-9336-1 Ethernetl/1
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
channel-group 11 mode active

interface Ethernetl/2
description vPC peer-link connection to AA19-9336-1 Ethernetl/2
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
channel-group 11 mode active

interface Ethernetl/3
description vPC 13 connection to UCS 6332-16UP-1 FI Ethernetl/40

interface Ethernetl/4
description vPC 14 connection to UCS 6332-16UP-2 FI Ethernetl/40
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
mtu 9216
load-interval counter 3 60
channel-group 14 mode active

interface Ethernetl/5
description vPC 15 connection to UCS 6454-1 FI Ethernetl/54
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
mtu 9216
load-interval counter 3 60
channel-group 15 mode active

interface Ethernetl/6
description vPC 16 connection to UCS 6454-2 FI Ethernetl/54
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 119,201-203,1000
mtu 9216
load-interval counter 3 60
channel-group 16 mode active

interface Ethernetl/7
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interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

description vPC 135 connection to
switchport mode trunk

switchport trunk native vlan 2
switchport trunk allowed vlan 119
channel-group 135 mode active

interface

description vPC 136 connection to
switchport mode trunk

switchport trunk native vlan 2
switchport trunk allowed vlan 119
channel-group 136 mode active

interface

vrf member management
ip address 192.168.168.14/24

Ethernetl/8

Ethernetl/9

Ethernetl/10
Ethernetl/11
Ethernetl/12
Ethernetl1/13
Ethernetl/14
Ethernetl/15
Ethernetl/16
Ethernetl/17
Ethernetl1/18
Ethernetl/19
Ethernetl/20
Ethernetl/21
Ethernetl/22
Ethernetl/23
Ethernetl/24
Ethernetl/25
Ethernetl/26
Ethernetl/27
Ethernetl/28
Ethernetl/29
Ethernetl/30
Ethernetl/31
Ethernetl/32
Ethernetl/33
Ethernetl/34

Ethernetl/35

Ethernetl/36

mgmt0

Upstream Network Switch A

Upstream Network Switch B
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line console

line vty

boot nxos bootflash:/nxos.7.0.3.I7.5a.bin
no system default switchport shutdown
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