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Objectives

Audience

Preface

This preface describes the objectives and organization of this document and explains how to find
additional information on related products and services. This preface contains the following sections:

Objectives, page xxxiii

Audience, page xxxiii

Document Revision History, page xxxiv
Organization, page xlii

Document Conventions, page xliv
Related Documentation, page xlv

Obtaining Documentation and Submitting a Service Request, page xIvi

This document describes the configuration and troubleshooting of shared port adapters (SPAs) and SPA
interface processors (SIPs) that are supported on a Catalyst 6500 Series switch.

This publication is for experienced network administrators who configure and maintain VPN systems
and the Catalyst 6500 Series switch.
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Document Revision History

Table 1 records technical changes to this document. The table shows the Cisco IOS software release
number and document revision number for the change, the date of the change, and a brief summary of

the change.

Table 1 Document Revision History

Release No. Revision Date Change Summary

12.2(33)SX12 |OL-8655-05 |July 9, 2009 e Support was added for the following SPAs

on the Cisco 7600 SIP-400:

— 1-Port 10 Gigabit Ethernet SPA,
Version 2 (SPA-1X10GE-L-V2)

12.2(33)SXI OL-8655-04 |October 31, 2008 The following modifications were made:

¢ Support was restored for the Cisco 7600
SIP-600.

e Support was restored for the ATM SPAs.

¢ Support was introduced for the following
feature on the Cisco 7600 SIP-200:

— Asymmetric Carrier Delay

e Support was added for the following SPAs
on the Cisco 7600 SIP-400:

— 2-Port and 4-Port Clear Channel T3/E3
SPA

— 2-Port and 4-Port Channelized T3 SPA
— 8-Port Channelized T1/E1 SPA
— 5-Port Gigabit Ethernet SPA (V2)

¢ Support was introduced for the following
features on the Cisco 7600 SIP-400:

— Asymmetric Carrier Delay

- Any Transport over MPLS over GRE
(AToMoGRE)

¢ Support was added for the following SPAs
on the Cisco 7600 SIP-600:

- 2-Port OC-48c/STM-16 POS SPA

e New features were introduced for the IPsec
VPN SPA

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Table 1 Document Revision History (continued)

12.2(33)SXH |OL-8655-03 |August 20, 2007 The following modifications were made:

¢ Support was removed for the Cisco 7600
SIP-600.

¢ Support was removed for the ATM SPAs.

¢ Support was added for the following SPAs
on the Cisco 7600 SIP-200:

— 1-Port Channelized OC-3/STM-1 SPA
— 4-Port and 8-Port Fast Ethernet SPA

e Support for the following features were
introduced on the Cisco 7600 SIP-200:

- BCP over dMLPPP (Trunk
Mode)—Channelized SPAs

— MPLS over RBE—ATM SPAs
— Multi-VC to VLAN scalability
— QoS Support on Bridging Features

e Support was added for the following SPA
on the Cisco 7600 SIP-400:

— 2-Port Channelized T3 SPA

e Support for the following features were
introduced on the Cisco 7600 SIP-400:

— Ethernet over MPLS (EoMPLS) VC
Scaling—Increase from 4K to 10K VCs

— Ingress/Egress COS Classification with
Ingress Policing per VLAN or
EoMPLS VC

— Hierarchical VPLS (H-VPLS) with
MPLS Edge

— VPLS Multiple VCs per Spoke

— Hierarchical QoS Support for EOMPLS
VCs

= QoS Support on Bridging Features

— Lawful Intercept

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Table 1

Document Revision History (continued)

12.2(33)SXH

OL-8655-03

August 20, 2007

e The following features were introduced for
the IPsec VPN SPA:

— IPsec Anti-replay Window size
— IPsec Preferred Peer
— Persistent Self-signed Certificates

— Easy VPN Remote RSA Signature
Storage

¢ The following feature was removed for the
IPsec VPN SPA:

— IPsec stateful failover using HSRP and
SSP

e The single configuration chapter for the
IPsec VPN SPA has been restructured into
several smaller chapters.

12.2(18)SXF1
0

OL-5070-05
OL-8655-02

July 13, 2007

Support was introduced for the
1-Port OC-48c/STM-16 POS SPA on the
Cisco 7600 SIP-400.

12.2(18)SXF2

OL-5070-04
OL-8655-01

April 25, 2006

Modified references to cRTP to include support
for the 2-Port and 4-Port Clear Channel T3/E3
SPA.
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Table 1 Document Revision History (continued)

12.2(18)SXF2 |OL-5070-04 |February 28,2006 |The following updates were made to the
OL-8655-01 documentation:

e Removed the restriction of “Mapping DSCP
values to MPLS EXP bits is not supported”
from the Cisco 7600 SIP-600 list of
restrictions.

e Added the following VPLS scalability
support information for the Cisco 7600
SIP-600:

— Up to 4000 VPLS domains
— Up to 60 VPLS peers per domain

— Upto 30,000 Pseudo Wires, used in any
combination of domains and peers up to
the 4000-domain or 60-peer
maximums. For example, support of up
to 4000 domains with 7 peers or up to
60 peers in 500 domains.

e Added H-VPLS with QinQ edge feature
support on Cisco 7600 SIP-600—Requires
Cisco 7600 SIP-600 in the uplink, and any
LAN port or Cisco 7600 SIP-600 on the
downlink.

¢ Removed VPLS pseudo-wire redundancy
feature support for the Cisco 7600 SIP-600.

¢ Removed the “Cisco 7600 SIP-600 MPLS
Marking” section and bullet.

¢ Modified the encapsulations supported in
the ATM chapters to “aal5snap” only.

e Corrected the note in the “Configuring
Compressed Real-Time Protocol” section
of Chapter 4, “Configuring the SIPs and
SSC” to state:

“cRTP is supported only on the Cisco 7600
SIP-200 with the 8-Port Channelized T1/E1
SPA and 2-Port and 4-Port Channelized T3
SPA.”

12.2(18)SXF2 |OL-5070-04 |January 27, 2006 The following update to the hardware-based
OL-8655-01 MLPEP LEI guidelines was made.in Chapter 15,
“Configuring the 8-Port Channelized T1/E1
SPA,” and Chapter 17, “Configuring the 2-Port
and 4-Port Channelized T3 SPAs™:

e  When hardware-based LFI is enabled,
fragmentation counters are not displayed.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Table 1

Document Revision History (continued)

12.2(18)SXF2

OL-5070-04
OL-8655-01

January 20, 2006

Fourth release. The following modifications
were made:

The 1-Port OC-192¢/STM-64 POS/RPR
VSR Optics SPA was introduced on the
Cisco 7600 SIP-600.

Support was introduced for the
configuration of IP multicast over a GRE
tunnel on the IPsec VPN SPA.

Support for the “Enhancements to RFC
1483 Spanning Tree Interoperability”
feature was added for ATM SPAs on the
Cisco 7600 SIP-200.

Documentation of a workaround for ATM
SPA configuration on the Cisco 7600
SIP-200 has been added in Chapter 7,
“Configuring the ATM SPAs” to address a
Routed Bridge Encapsulation (RBE)
limitation where only one remote MAC
address is supported.
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Table 1

Document Revision History (continued)

12.2(18)SXF

OL-5070-03

January 12, 2006

The following modifications were made:

Adjusted ATM SPA PVC restriction
(correctly noted elsewhere in the
documentation) from “A maximum number
of 400 PVCs or SVCs. . .” to “A maximum
number of 1000 PVCs or 400 SVCs
configured with MQC policy maps.”

Added cross-references throughout the
“Overview of the SIPs and SSC” chapter to
the Cisco IOS Release SX Supervisor
Engine release notes.

Updated the Cisco 7600 SIP-400
restrictions to clarify that the SIP does not
work with the Supervisor Engine PFC3A or
in PFC3A mode.

Updated the Cisco 7600 SIP-600
restrictions to clarify lack of support for the
Supervisor Engine 720 PFC3A or PFC3A
mode:

“The Cisco 7600 SIP-600 is not supported
by the Supervisor Engine 32. The

Cisco 7600 SIP-600 is supported by the
Supervisor Engine 720 PFC3B and
Supervisor Engine 720 PFC3BXL. It is not
supported with a Supervisor Engine 720
PFC3A or in PFC3A mode.”

Added a cross-reference to the “Overview

of the SIPs and SSC” chapter in each of the
SPA overview chapters to ease location of

additional features/restrictions that are SIP-
or SSC-specific.

Removed the list of supported modules
from the “Overview of the [IPsec VPN SPA”
chapter. Any unsupported modules will be
documented in the restrictions section.

| oL-8655-04
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Table 1 Document Revision History (continued)
Release No. Revision Date Change Summary
12.2(18)SXF  |OL-5070-03 |January 12, 2006 ¢ Further qualified Cisco 7600 SIP-200 Any

Transport over MPLS (AToM) support for
ATM in the “Overview of the SIPs and
SSC” chapter to state:

“Any Transport over MPLS (AToM)
support, including:

— ATM over MPLS
(ATMoMPLS)—AALS5 VC mode

— Ethernet over MPLS
(EoMPLS)—(Single cell relay) VC
mode”

Removed references to “I-Port 10-Gigabit
Ethernet SPA and 10-Port Gigabit Ethernet
SPA on a SIP-400” in the “Enabling
Autonegotiation” and “Disabling
Autonegotiation” sections of the
“Configuring Gigabit Ethernet SPAs”
chapter.

Qualified AToM core-facing restriction for
the Cisco 7600 SIP-200 as follows:

- AToM (ATMoMPLS, FRoMPLS,
HDLCoMPLS, and PPPoMPLs) on a
SPA requires a Cisco 7600 SIP-200,
FlexWAN, Enhanced FlexWAN, or
OSM PXF interface as the core-facing
interface.

- AToM (ATMoMPLS, FRoMPLS) on
SIP-200 also are supported with a
Cisco 7600 SIP-400 as the core-facing
interface.

Documentation of the Fast Software
Upgrade (FSU) procedure supported by
Route Processor Redundancy (RPR) for
supervisor engines was added to
Chapter 31, “Upgrading
Field-Programmable Devices.”
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Table 1 Document Revision History (continued)

Release No. Revision Date Change Summary

12.2(18)SXF  |OL-5070-03 |September 19, 2005 |Third release. The following hardware was
introduced:

e 1-Port OC-48¢c/STM-16 ATM SPA

e 2-Port Gigabit Ethernet SPA

e 5-Port Gigabit Ethernet SPA

e 10-Port Gigabit Ethernet SPA

e 1-Port 10-Gigabit Ethernet SPA

e 1-Port OC-192¢/STM-64 POS/RPR SPA

e 1-Port OC-192¢/STM-64 POS/RPR XFP
SPA

For specific feature changes, see the Feature
History tables in the “Overview” chapters of this
book.

12.2(18)SXE2 |OL-5070-02 |August 17, 2005 e The “Configuring the 8-Port Channelized
T1/E1 SPA” and “Configuring the 2-Port
and 4-Port Channelized T3 SPAs” were
modified to clarify support of MLPPP and
MLEFR for both E1 and T1 links.

e Added cRTP to the supported features list
for the serial SPAs in the “Overview of the
Serial SPAs” chapter.

e Document was modified with the following
updates in the “Configuring the SIPs and
SSC” chapter:

— Removed references to support of
software-based MLFR.

— In the “Assigning an Interface to an
MLPPP bundle,” moved step order of
the ppp multilink command and
qualified it as optional.

— Under “MLPPP Configuration
Guidelines,” added guidelines for
distributed links on the Cisco 7600
SIP-200 and restrictions.

— Under “MLPPP Configuration Tasks”
and “MLFR Configuration Tasks,
added task to emphasize that
distributed CEF is required for these
features; however, dCEF is
automatically enabled on the Catalyst
6500 Series switch.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Table 1 Document Revision History (continued)

12.2(18)SXE2 |OL-5070-02 |July 25, 2005 Second release. The Cisco 7600 SSC-400 and
IPsec VPN SPA are introduced.

12.2(18)SXE OL-5070-01 |March 28, 2005 First release.

Organization

This document contains the following chapters:

Chapter

Title

Description

Chapter 1

Using Cisco IOS Software

Provides an introduction to accessing the
command-line interface (CLI) and using the Cisco
10S software and related tools.

Chapter 2

SIP, SSC, and SPA Product
Overview

Provides a brief introduction to the SIP and SPA
products on the Catalyst 6500 Series switch, and
information about SIP, SSC, SPA, and optics
compatibility.

Chapter 3

Overview of the SIPs and SSC

Describes release history, and feature and
Management Information Base (MIB) support for
the SIPs and SSCs on the Catalyst 6500 Series
switch.

Chapter 4

Configuring the SIPs and SSC

Describes related configuration and verification in-
formation for the SIPs and SSCs on the Catalyst
6500 Series switch.

Chapter 5

Troubleshooting the SIPs and SSC

Describes techniques that you can use to
troubleshoot the operation of the SIPs and SSCs on
the Catalyst 6500 Series switch.

Chapter 6

Overview of the ATM SPAs

Describes release history, feature and Management
Information Base (MIB) support, and an
introduction to the ATM SPA architecture on the
Catalyst 6500 Series switch.

Chapter 7

Configuring the ATM SPAs

Describes the configuration and verification infor-
mation for the ATM SPAs on the Catalyst 6500
Series switch.

Chapter 8

Troubleshooting the ATM SPAs

Describes techniques that you can use to
troubleshoot the operation of the ATM SPAs on the
Catalyst 6500 Series switch.

Chapter 9

Overview of the Fast Ethernet and
Gigabit Ethernet SPAs

Describes release history, feature and Management
Information Base (MIB) support, and an
introduction to the Gigabit Ethernet SPA
architecture on the Catalyst 6500 Series switch.

Chapter 10

Configuring the Fast Ethernet and
Gigabit Ethernet SPAs

Describes the configuration and verification
information for the Gigabit Ethernet SPAs on the
Catalyst 6500 Series switch.
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Chapter Title Description
Chapter 11 | Troubleshooting the Fast Ethernet |Describes techniques that you can use to
and Gigabit Ethernet SPAs troubleshoot the operation of the Gigabit Ethernet
SPAs on the Catalyst 6500 Series switch.

Chapter 12 |Overview of the POS SPAs Describes release history, feature and Management
Information Base (MIB) support, and an
introduction to the POS SPA architecture on the
Catalyst 6500 Series switch.

Chapter 13 |Configuring the POS SPAs Describes the configuration and verification infor-
mation for the POS SPAs on the Catalyst 6500
Series switch.

Chapter 14 |Overview of the Serial SPAs Describes release history, feature and Management
Information Base (MIB) support, and an
introduction to the serial SPA architecture on the
Catalyst 6500 Series switch.

Chapter 15 |Configuring the 8-Port Channelized |Describes the configuration and verification infor-

T1/E1 SPA mation for the 8-Port Channelized T1/E1 SPAs on
the Catalyst 6500 Series switch.

Chapter 16 |Configuring the 2-Port and 4-Port |Describes the configuration and verification infor-

Clear Channel T3/E3 SPAs mation for the 2-Port and 4-Port Clear Channel
T3/E3 SPAs on the Catalyst 6500 Series switch.
Chapter 17 |Configuring the 2-Port and 4-Port |Describes the configuration and verification infor-
Channelized T3 SPAs mation for the 2-Port and 4-Port Channelized T3
SPAs on the Catalyst 6500 Series switch.
Chapter 18 |Configuring the 1-Port Channelized |Describes the configuration and verification infor-
OC-3/STM-1 SPA mation for the 1-Port Channelized OC-3/STM-1
SPA on the Catalyst 6500 Series switch.

Chapter 19 | Troubleshooting the Serial SPAs Describes techniques that you can use to trouble-
shoot the operation of the serial SPAs on the
Catalyst 6500 Series switch.

Chapter 20 |Overview of the IPsec VPN SPA Describes release history, feature and Management
Information Base (MIB) support, and an
introduction to the IPsec VPN SPA architecture on
the Catalyst 6500 Series switch.

Chapter 21 |Configuring VPNs in Crypto-Con- |Describes the configuration and verification infor-

nect Mode mation for IPsec VPNs using Crypto-Connect
Mode on the Catalyst 6500 Series switch.

Chapter 22 |Configuring VPNs in VRF Mode  |Describes the configuration and verification infor-
mation for IPsec VPNs using VRF Mode on the
Catalyst 6500 Series switch.

Chapter 23 |Configuring IPsec VPN Fragmen- |Describes the configuration and verification infor-

tation and MTU mation for IPsec Fragmentation and MTU on the
Catalyst 6500 Series switch.
Chapter 24 | Configuring IKE Features Using Describes the configuration and verification infor-

the IPsec VPN SPA

mation for Internet Key Exchange (IKE) features
using the IPsec VPN SPA on the Catalyst 6500
Series switch.

| oL-8655-04

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide g



Preface |

Chapter Title Description
Chapter 25 |Configuring Enhanced IPsec Describes the configuration and verification infor-
Features Using the IPsec VPN SPA |mation for enhanced IPsec features using the IPsec
VPN SPA on the Catalyst 6500 Series switch.
Chapter 26 |Configuring PKI Using the IPsec | Describes the configuration and verification infor-
VPN SPA mation for Public Key Infrastructure (PKI) features
using the IPsec VPN SPA on the Catalyst 6500
Series switch.
Chapter 27 |Configuring Advanced VPNs Describes the configuration and verification infor-
Using the IPsec VPN SPA mation for advanced [Psec VPNs using the IPsec
VPN SPA on the Catalyst 6500 Series switch.
Chapter 28 |Configuring Duplicate Hardware Describes the configuration and verification infor-
and IPsec Failover Using the IPsec |mation for duplicate hardware configurations and
VPN SPA IPsec failover using the IPsec VPN SPA on the
Catalyst 6500 Series switch.
Chapter 29 |Configuring Monitoring and Ac- Describes the configuration and verification infor-
counting for the IPsec VPN SPA mation for the IPsec VPN SPA on the Catalyst 6500
Series switch.
Chapter 30 |Troubleshooting the IPsec VPN Describes techniques that you can use to trouble-
SPA shoot the operation of the IPsec VPN SPA on the
Catalyst 6500 Series switch.
Chapter 31 |Upgrading Field-Programmable Provides information about upgrading the
Devices field-programmable devices on the Catalyst 6500
Series switch.

Document Conventions

~

Note

A

This document uses the following conventions:

Means reader take note. Notes contain helpful suggestions or references to material not covered in the

manual.

Caution

Je

Tip.

Means reader be careful. In this situation, you might do something that could result in equipment

damage or loss of data.

Means the following information will help you solve a problem.
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Command descriptions use these conventions:

Convention Description

boldface font Commands and keywords are in boldface.

italic font Arguments for which you supply values are in italics.

[ ] Elements in square brackets are optional.

[xlylz] Optional alternative keywords are grouped in brackets and separated by vertical

bars.
string A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

Screen examples use these conventions:

screen font Terminal sessions and information that the switch displays are
in screen font.

boldface screen font Information that you must enter is in boldface screen font.

italic screen font Arguments for which you supply values are in italic screen
font.

<> Non-printing characters, such as passwords, are in angle
brackets.

[] Default responses to system prompts are in square brackets.

I, # An exclamation point (!) or number sign (#) at the beginning
of a line of code indicates a comment line.

Related Documentation

This section refers you to other documentation that also might be useful as you configure your Catalyst
6500 Series switch. The documentation listed in this section is available online.

Catalyst 6500 Series Switch Documentation

As you configure SIPs and SPAs on your Catalyst 6500 Series switch, you should also refer to the
following companion publication for important hardware installation information:

e Catalyst 6500 Series Switch SIP and SPA Hardware Installation Guide

Some of the following other Catalyst 6500 Series switch publications might be useful to you as you
configure your Catalyst 6500 Series switch:

e Cisco 10S Software Configuration Guide, Release 12.2(33)SXH and Later Releases

http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/guide/book
.html

e Cisco I0S Master Command List, Release 12.25X
http://www.cisco.com/en/US/docs/ios/mcl/122sxmcl/12_2sx_mcl_book.html
e C(Cisco 10S Release 12.25X System Message Guide

http://www.cisco.com/en/US/docs/ios/12_2sx/system/messages/122sxsms.html

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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e Cisco 7600 Series Internet Router MIB Specifications Guide

http://www.cisco.com/en/US/docs/routers/7600/technical_references/7600_mib_guides/MIB_Guid
e_ver_6/mibgde6.html

Several other publications are also related to the Catalyst 6500 Series switch. For a complete reference
of related documentation, refer to the Cisco Catalyst 6500 Series Switch Support Documentation located
at the following URL:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html

Other Cisco 10S Software Publications

Your switch and the Cisco IOS software running on it contain extensive features. You can find
documentation for Cisco IOS software features at the following URL:

http://www.cisco.com/en/US/products/sw/iosswrel/tsd_products_support_category_home.html

Other Cisco 10S Release 12.2SX Software Publications

Documentation for Cisco IOS Release 12.2SX, including command reference and system error
messages, can be found at the following URL:

http://www.cisco.com/en/US/products/ps6017/tsd_products_support_series_home.html

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS Version 2.0.
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CHAPTER 1

Using Cisco 10S Software

This chapter provides information to prepare you to configure a SPA interface processor (SIP) or shared
port adapter (SPA) using the Cisco [0S software. It includes the following sections:

e Accessing the CLI Using a Switch Console, page 1-1

e Using Keyboard Shortcuts, page 1-6

e Using the History Buffer to Recall Commands, page 1-6

e Understanding Command Modes, page 1-6

e Getting Help, page 1-8

e Using the no and default Forms of Commands, page 1-11

e Saving Configuration Changes, page 1-12

e Filtering Output from the show and more Commands, page 1-12

¢ Finding Support Information for Platforms and Cisco Software Images, page 1-13

Accessing the CLI Using a Switch Console

The following sections describe how to access the command-line interface (CLI) using a
directly-connected console or by using Telnet or a modem to obtain a remote console:

e Accessing the CLI Using a Directly-Connected Console, page 1-1
e Accessing the CLI from a Remote Console Using Telnet, page 1-3
e Accessing the CLI from a Remote Console Using a Modem, page 1-5

For more detailed information about configuring and accessing a switch through various services, refer
to the Cisco 10S Terminal Services Configuration Guide and Cisco 10S Terminal Services Command
Reference publications.

For more information about making the console cable connections, refer to the Catalyst 6500 Series
Switch Module Installation Guide.

Accessing the CLI Using a Directly-Connected Console

This section describes how to connect to the console port on the switch and use the console interface to
access the CLI.

| oL-8655-04

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide g


http://www.cisco.com/en/US/docs/ios/12_2/termserv/configuration/guide/ftersv_c.html
http://www.cisco.com/en/US/docs/ios/12_2/termserv/command/reference/ftersv_r.html

Chapter 1 Using Cisco 10S Software |

B Accessing the CLI Using a Switch Console

The console port on a Catalyst 6500 Series switch is an EIA/TIA-232 asynchronous, serial connection
with hardware flow control and an RJ-45 connector. The console port is located on the front panel of the
supervisor engine, as shown in Figure 1-1 and Figure 1-2.

Figure 1-1 Supervisor Engine 720 Console Port Connector
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Connecting to the Console Port

Step 1

Note

Step 2

Before you can use the console interface on the switch using a terminal or PC, you must perform the
following steps:

Configure your terminal emulation software with the following settings:
¢ 9600 bits per second (bps)
e 8 data bits
e No parity
e 2 stop bits

These are the default serial communication parameters on the switch. For information about how to
change the default settings to meet the requirements of your terminal or host, refer to the Cisco I10S
Terminal Services Configuration Guide.

Connect a terminal or PC to the console port using one of the following methods:

a. To connect to the console port using the cable and adapters provided in the accessory kit that shipped
with your Catalyst 6500 Series switch:

— Place the console port mode switch in the in position (factory default).
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— Connect to the port using the RJ-45-to-RJ-45 cable and RJ-45-to-DB-25 DTE adapter or using
the RJ-45-to-DB-9 DTE adapter (labeled “Terminal”).

b. To connect to the console port using a Catalyst 5000 family Supervisor Engine III console cable:
— Place the console port mode switch in the out position.

— Connect to the port using the Supervisor Engine III cable and the appropriate adapter for the
terminal connection.

Using the Console Interface

To access the CLI using the console interface, complete the following steps:

Step1  After you attach the terminal hardware to the console port on the switch and you configure your terminal
emulation software with the proper settings, the following prompt appears:

Press Return for Console prompt

Step2  Press Return to enter user EXEC configuration mode. The following prompt appears:

Router>

Step3  From user EXEC configuration mode, enter the enable command as shown in the following example:

Router> enable

Step4 At the password prompt, enter your system’s password. (The following example shows entry of the
password called “enablepass”):

Password: enablepass

Step5  When your enable password is accepted, the privileged EXEC configuration mode prompt appears:

Router#

Step6  You now have access to the CLI in privileged EXEC configuration mode and you can enter the necessary
commands to complete your desired tasks.

Step7  To exit the console session, enter the quit command as shown in the following example:

Router# quit

Accessing the CLI from a Remote Console Using Telnet

This section describes how to connect to the console interface on a switch using Telnet to access the CLI.

Preparing to Connect to the Switch Console Using Telnet

Before you can access the switch remotely using Telnet from a TCP/IP network, you need to configure
the switch to support virtual terminal lines (vtys) using the line vty global configuration command. You
also should configure the vty lines to require login and specify a password.
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~

Note

To prevent disabling login on the line, be careful that you specify a password with the password
command when you configure the login line configuration command. If you are using authentication,
authorization, and accounting (AAA), you should configure the login authentication line configuration
command. To prevent disabling login on the line for AAA authentication when you configure a list with
the login authentication command, you must also configure that list using the aaa authentication login
global configuration command. For more information about AAA services, refer to the Cisco 10S
Security Configuration Guide and Cisco 10S Security Command Reference publications.

In addition, before you can make a Telnet connection to the switch, you must have a valid host name for
the switch or have an IP address configured on the switch. For more information about requirements for
connecting to the switch using Telnet, information about customizing your Telnet services, and using
Telnet key sequences, refer to the Cisco I0S Terminal Services Configuration Guide.

Using Telnet to Access a Console Interface

Step 1

Note

Step 2

Note

Step 3

To access a console interface using Telnet, complete the following steps:

From your terminal or PC, enter one of the following commands:
e connect host [port] [keyword]
e telnet host [port] [keyword]

In this syntax, host is the switch host name or an IP address, port is a decimal port number (23 is the
default), and keyword is a supported keyword. For more information, refer to the Cisco 10S Terminal
Services Command Reference.

If you are using an access server, then you will need to specify a valid port number such as telnet
172.20.52.40 2004, in addition to the host name or IP address.

The following example shows the telnet command to connect to the switch named router:

unix_host% telnet router
Trying 172.20.52.40...
Connected to 172.20.52.40.
Escape character is '~]'.
unix_host% connect

At the password prompt, enter your login password. The following example shows entry of the password
called “mypass™:

User Access Verification

Password: mypass

If no password has been configured, press Return.

From user EXEC configuration mode, enter the enable command as shown in the following example:

Router> enable
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Step 4

Step 5

Step 6

Step 7

Accessing the CLI Using a Switch Console

At the password prompt, enter your system’s password. (The following example shows entry of the
password called “enablepass”):

Password: enablepass

When the enable password is accepted, the privileged EXEC configuration mode prompt appears:
Router#

You now have access to the CLI in privileged EXEC configuration mode and you can enter the necessary
commands to complete your desired tasks.

To exit the Telnet session, use the exit or logout command as shown in the following example:

Router# logout

Accessing the CLI from a Remote Console Using a Modem

To access the switch remotely using a modem through an asynchronous connection, connect the modem
to the console port.

The console port on a Catalyst 6500 Series switch is an EIA/TIA-232 asynchronous, serial connection
with hardware flow control and an RJ-45 connector. The console port is located on the front panel of the
supervisor engine, as shown in Figure 1-3 and Figure 1-4.

Figure 1-3 Supervisor Engine 720 Console Port Connector
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To connect a modem to the console port, place the console port mode switch in the in position. Connect
to the port using the RJ-45-to-RJ-45 cable and the RJ-45-to-DB-25 DCE adapter (labeled “Modem”).
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Using Keyboard Shortcuts

Commands are not case sensitive. You can abbreviate commands and parameters if the abbreviations
contain enough letters to be different from any other currently available commands or parameters.

Table 1-1 lists the keyboard shortcuts for entering and editing commands.

Table 1-1 Keyboard Shortcuts

Keystrokes Purpose

Ctrl-B or Move the cursor back one character

the Left Arrow key'

Ctrl-F or Move the cursor forward one character

the Right Arrow key'

Ctrl-A Move the cursor to the beginning of the command line
Ctrl-E Move the cursor to the end of the command line

Esc B Move the cursor back one word

Esc F Move the cursor forward one word

1. The arrow keys function only on ANSI-compatible terminals such as VT100s.

Using the History Buffer to Recall Commands

The history buffer stores the last 20 commands you entered. History substitution allows you to access
these commands without retyping them, by using special abbreviated commands.

Table 1-2 lists the history substitution commands.

Table 1-2  History Substitution Commands

Command Purpose

Ctrl-P or the Up Arrow key!' Recall commands in the history buffer, beginning
with the most recent command. Repeat the key
sequence to recall successively older commands.

Ctrl-N or the Down Arrow key' Return to more recent commands in the history
buffer after recalling commands with Ctrl-P or the
Up Arrow key.

Router# show history While in EXEC mode, list the last several

commands you have just entered.

1. The arrow keys function only on ANSI-compatible terminals such as VT100s.

Understanding Command Modes

You use the CLI to access Cisco IOS software. Because the CLI is divided into many different modes,
the commands available to you at any given time depend on the mode that you are currently in. Entering

a question mark (?) at the CLI prompt allows you to obtain a list of commands available for each
command mode.
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When you log in to the CLI, you are in user EXEC mode. User EXEC mode contains only a limited
subset of commands. To have access to all commands, you must enter privileged EXEC mode, normally
by using a password. From privileged EXEC mode you can issue any EXEC command—user or
privileged mode—or you can enter global configuration mode. Most EXEC commands are one-time
commands. For example, show commands show important status information, and clear commands
clear counters or interfaces. The EXEC commands are not saved when the software reboots.

Configuration modes allow you to make changes to the running configuration. If you later save the
running configuration to the startup configuration, these changed commands are stored when the
software is rebooted. To enter specific configuration modes, you must start at global configuration mode.
From global configuration mode, you can enter interface configuration mode and a variety of other
modes, such as protocol-specific modes.

ROM monitor mode is a separate mode used when the Cisco IOS software cannot load properly. If a valid
software image is not found when the software boots or if the configuration file is corrupted at startup,
the software might enter ROM monitor mode.

Table 1-3 describes how to access and exit various common command modes of the Cisco IOS software.

It also shows examples of the prompts displayed for each mode.

Table 1-3 Accessing and Exiting Command Modes

Command

Mode Access Method Prompt Exit Method

User EXEC Log in. Router> Use the logout command.

Privileged From user EXEC mode, |Router# To return to user EXEC mode, use the disable
EXEC use the enable EXEC command.

command.

Global config-
uration

From privileged EXEC
mode, use the configure
terminal privileged
EXEC command.

Router (config) #

To return to privileged EXEC mode from global
configuration mode, use the exit or end command.

Interface con-
figuration

From global configura-
tion mode, specify an
interface using an
interface command.

Router (config-if)#

To return to global configuration mode, use the exit
command.

To return to privileged EXEC mode, use the end
command.

ROM monitor

From privileged EXEC
mode, use the reload
EXEC command. Press
the Break key during the
first 60 seconds while the
system is booting.

To exit ROM monitor mode, use the continue
command.

For more information on command modes, refer to the “Using the Command-Line Interface” chapter in
the Cisco 10S Configuration Fundamentals Configuration Guide, Release 12.2.
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Getting Help

Entering a question mark (?) at the CLI prompt displays a list of commands available for each command
mode. You can also get a list of keywords and arguments associated with any command by using the
context-sensitive help feature.

To get help specific to a command mode, a command, a keyword, or an argument, use one of the
following commands:

Table 1-4 Help Commands and Purpose

Command Purpose

help Provides a brief description of the help system in any command mode.
abbreviated-command-entry? Provides a list of commands that begin with a particular character string. (No space

between command and question mark.)

abbreviated-command-entry<Tab> Completes a partial command name.

? Lists all commands available for a particular command mode.

command ? Lists the keywords or arguments that you must enter next on the command line.
(Space between command and question mark.)

Finding Command Options Example

This section provides an example of how to display syntax for a command. The syntax can consist of
optional or required keywords and arguments. To display keywords and arguments for a command, enter
a question mark (?) at the configuration prompt or after entering part of a command followed by a space.
The Cisco I0S software displays a list and brief description of available keywords and arguments. For
example, if you were in global configuration mode and wanted to see all the keywords or arguments for
the arap command, you would type arap ?.

The <cr> symbol in command help output stands for “carriage return.” On older keyboards, the carriage
return key is the Return key. On most modern keyboards, the carriage return key is the Enter key. The
<cr> symbol at the end of command help output indicates that you have the option to press Enter to
complete the command and that the arguments and keywords in the list preceding the <cr> symbol are
optional. The <cr> symbol by itself indicates that no more arguments or keywords are available and that
you must press Enter to complete the command.

Table 1-5 shows examples of how you can use the question mark (?) to assist you in entering commands.
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Table 1-5 Finding Command Options

Getting Help

Command

Comment

Router> enable
Password: <password>
Router#

Enter the enable command and
password to access privileged EXEC
commands. You are in privileged EXEC
mode when the prompt changes to a “#”

from the *“>”; for example, Router> to
Routert.

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #

Enter the configure terminal privileged
EXEC command to enter global config-
uration mode. You are in global config-
uration mode when the prompt changes
L0 Router (config) #.

Router (config)# interface serial ?
<0-6> Serial interface number
Router (config)# interface serial 4 ?

/
Router (config)# interface serial 4/ ?

<0-3> Serial interface number
Router (config)# interface serial 4/0 ?
<cr>

Router (config)# interface serial 4/0
Router (config-if)#

Enter interface configuration mode by
specifying the serial interface that you
want to configure using the interface

serial global configuration command.

Enter ? to display what you must enter
next on the command line. In this
example, you must enter the serial
interface slot number and port number,
separated by a forward slash.

When the <cr> symbol is displayed, you
can press Enter to complete the
command.

You are in interface configuration mode
when the prompt changes to
Router (config-if #.
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Table 1-5 Finding Command Options (continued)
Command Comment
Router (config-if)# ? Enter ? to display a list of all the
Interface configuration commands: hneﬂhceConﬁguraﬁonconnnands
available for the serial interface. This
) example shows only some of the
ip Interface Internet Protocol config commands aVaﬂabk3hﬁeﬂhCGCOHﬁguraﬁOH
keepalive Enable keepalive commands.
lan-name LAN Name command
11c2 LLC2 Interface Subcommands
load-interval Specify interval for load calculation for an
interface
locaddr-priority Assign a priority group
logging Configure logging for interface
loopback Configure internal loopback on an interface
mac-address Manually set interface MAC address
mls mls router sub/interface commands
mpoa MPOA interface configuration commands
mtu Set the interface Maximum Transmission Unit (MTU)
netbios Use a defined NETBIOS access list or enable
name-caching
no Negate a command or set its defaults
nrzi-encoding Enable use of NRZI encoding
ntp Configure NTP

Router (config-if) #

Router (config-if)# ip ? Enter the command that you want to
Interface IP configuration subcommands : conﬁgurefortheinteﬂhce.This
access-group Specify access control for packets exanqﬂe usestheip command.
accounting Enable IP accounting on this interface
address Set the IP address of an interface Enter ? to display what you must enter
authe?tlcatlon authentication éubcom@a?ds nextontheconunand]jne.Thisexanqﬂe
bandwidth-percent Set EIGRP bandwidth limit
broadcast-address Set the broadcast address of an interface shows Only some of the available
comp Enable/disable CGMP interface IP configuration commands.
directed-broadcast Enable forwarding of directed broadcasts
dvmrp DVMRP interface commands
hello-interval Configures IP-EIGRP hello interval
helper-address Specify a destination address for UDP broadcasts
hold-time Configures IP-EIGRP hold time

Router (config-if)# ip
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Table 1-5 Finding Command Options (continued)

Command Comment

Router (config-if)# ip address *? Enter the command that you want to
A.B.C.D 1P address configure for the interface. This
negotiated IP Address negotiated over PPP

Router (config-if)# ip address

example uses the ip address command.

Enter ? to display what you must enter
next on the command line. In this
example, you must enter an IP address
or the negotiated keyword.

A carriage return (<cr>) is not dis-
played; therefore, you must enter addi-
tional keywords or arguments to
complete the command.

Router (config-if)# ip address 172.16.0.1 ?
A.B.C.D IP subnet mask
Router (config-if)# ip address 172.16.0.1

Enter the keyword or argument that you
want to use. This example uses the
172.16.0.1 1P address.

Enter ? to display what you must enter
next on the command line. In this
example, you must enter an IP subnet
mask.

A <cr> is not displayed; therefore, you
must enter additional keywords or
arguments to complete the command.

Router (config-if)# ip address 172.16.0.1 255.255.255.0 ?
secondary Make this IP address a secondary address

<Ccr>

Router (config-if)# ip address 172.16.0.1 255.255.255.0

Enter the IP subnet mask. This example
uses the 255.255.255.0 IP subnet mask.

Enter ? to display what you must enter
next on the command line. In this
example, you can enter the secondary
keyword, or you can press Enter.

A <cr> is displayed; you can press
Enter to complete the command, or you
can enter another keyword.

Router (config-if)# ip address 172.16.0.1 255.255.255.0

Router (config-if)#

In this example, Enter is pressed to
complete the command.

Using the no and default Forms of Commands

Almost every configuration command has a no form. In general, use the no form to disable a function.
Use the command without the no keyword to re-enable a disabled function or to enable a function that
is disabled by default. For example, IP routing is enabled by default. To disable IP routing, use the no ip
routing command; to re-enable IP routing, use the ip routing command. The Cisco IOS software
command reference publications provide the complete syntax for the configuration commands and

describe what the no form of a command does.
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Many CLI commands also have a default form. By issuing the command default command-name, you
can configure the command to its default setting. The Cisco IOS software command reference
publications describe the function of the default form of the command when the default form performs
a different function than the plain and no forms of the command. To see what default commands are
available on your system, enter default ? in the appropriate command mode.

Saving Configuration Changes

Use the copy running-config startup-config command to save your configuration changes to the startup
configuration so that the changes will not be lost if the software reloads or a power outage occurs. For
example:

Router# copy running-config startup-config
Building configuration...

It might take a minute or two to save the configuration. After the configuration has been saved, the
following output appears:

[OK]
Router#

On most platforms, this task saves the configuration to NVRAM. On the Class A Flash file system
platforms, this task saves the configuration to the location specified by the CONFIG_FILE environment
variable. The CONFIG_FILE variable defaults to NVRAM.

Filtering Output from the show and more Commands

You can search and filter the output of show and more commands. This functionality is useful if you
need to sort through large amounts of output or if you want to exclude output that you need not see.

To use this functionality, enter a show or more command followed by the “pipe” character (I); one of the
keywords begin, include, or exclude; and a regular expression on which you want to search or filter (the
expression is case sensitive):

show command | {begin | include | exclude} regular-expression

The output matches certain lines of information in the configuration file. The following example
illustrates how to use output modifiers with the show interface command when you want the output to
include only lines in which the expression “protocol” appears:

Router# show interface | include protocol

FastEthernet0/0 is up, line protocol is up

Seriald/0 is up, line protocol is up

Serial4/1 is up, line protocol is up

Serial4d/2 is administratively down, line protocol is down
Serial4d/3 is administratively down, line protocol is down

For more information on the search and filter functionality, refer to the “Using the Command-Line
Interface” chapter in the Cisco 10S Configuration Fundamentals and Network Management
Configuration Guide.
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Finding Support Information for Platforms and Cisco Software

Images

Cisco IOS software is packaged in feature sets consisting of software images that support specific
platforms. The feature sets available for a specific platform depend on which Cisco I10S software images
are included in a release. To identify the set of software images available in a specific release or to find
out if a feature is available in a given Cisco IOS software image, you can use Cisco Feature Navigator
or the software release notes.

Using Cisco Feature Navigator

Use Cisco Feature Navigator to find information about platform support and Cisco IOS software image
support. Access Cisco Feature Navigator at http://tools.cisco.com/ITDIT/CFN/jsp/index.jsp. You must
have an account on Cisco.com. If you do not have an account or have forgotten your username or
password, click Cancel at the login dialog box and follow the instructions that appear.

Using Software Advisor

To see if a feature is supported by a Cisco IOS release, to locate the software document for that feature,
or to check the minimum software requirements of Cisco IOS software with the hardware installed on
your switch, Cisco maintains the Software Advisor tool on Cisco.com at
http://www.cisco.com/cgi-bin/Support/CompNav/Index.pl.

You must be a registered user on Cisco.com to access this tool.

Using Software Release Notes

Cisco IOS software releases include release notes that provide the following information:
¢ Platform support information
e Memory recommendations
e New feature information
¢ Open and resolved severity 1 and 2 caveats for all platforms

Release notes are intended to be release-specific for the most current release, and the information
provided in these documents may not be cumulative in providing information about features that first
appeared in previous releases. Refer to Cisco Feature Navigator for cumulative feature information.
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SIP, SSC, and SPA Product Overview

This chapter provides an introduction to SPA interface processors (SIPs), SPA services cards (SSCs),
and shared port adapters (SPAs). It includes the following sections:

e Introduction to SIPs, SSCs, and SPAs, page 2-1
e SIP, SSC, and SPA Compatibility, page 2-3
e Modular Optics Compatibility, page 2-6

For more hardware details for the specific SIPs, SSCs, and SPAs that are supported on the Catalyst 6500
Series switch, refer to the companion publication, Cisco 7600 Series Router SIP, SSC, and SPA
Hardware Installation Guide.

Introduction to SIPs, SSCs, and SPAs

SIPs, SSCs, and SPAs are a new carrier card and port adapter architecture to increase modularity,
flexibility, and density across Cisco Systems switches for network connectivity. This section describes
the SIPs, SSCs, and SPAs and provides some guidelines for their use.

SPA Interface Processors

The following list describes some of the general characteristics of a SIP:

e A SIP is a carrier card that inserts into a switch slot like a line card. It provides no network
connectivity on its own.

e A SIP contains one or more subslots, which are used to house one or more SPAs. The SPA provides
interface ports for network connectivity.

e During normal operation the SIP should reside in the switch fully populated either with functional
SPAs in all subslots, or with a blank filler plate (SPA-BLANK=) inserted in all empty subslots.

e SIPs support online insertion and removal (OIR) with SPAs inserted in their subslots. SPAs also
support OIR and can be inserted or removed independently from the SIP.

| oL-8655-04
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SPA Services Cards

The following list describes some of the general charateristics of an SSC:

e An SSCis a carrier card that inserts into a switch slot like a line card. It provides no network
connectivity.

e An SSC provides one or more subslots, which are used to house one or more SPAs. The supported
SPAs do not provide interface ports for network connectivity, but provide certain services.

¢ During normal operation the SSC should reside in the switch fully populated either with functional
SPAs in all subslots, or with a blank filler plate (SPA-BLANK=) inserted in all empty subslots.

e SSCs support online insertion and removal (OIR) with SPAs inserted in their subslots. SPAs also
support OIR and can be inserted or removed independently from the SSC.

Shared Port Adapters

The following list describes some of the general characteristics of a SPA:

e A SPA is a modular type of port adapter that inserts into a subslot of a compatible SIP carrier card
to provide network connectivity and increased interface port density. A SIP can hold one or more
SPAs, depending on the SIP type.

¢ Some SPAs provide services rather than network connectivity, and insert into subslots of compatible
SSCs. For example, the IPsec VPN SPA provides services such as IP security (IPsec)
encryption/decryption, generic routing encapsulation (GRE ), and Internet Key Exchange (IKE) key
generation.

¢ SPAs are available in the following sizes, as shown in Figure 2-1 and Figure 2-2:
- Single-height SPA—Inserts into one SIP subslot.
- Double-height SPA—Inserts into two single, vertically aligned SIP subslots.

Figure 2-1 Single-Height and Double-Height SPA Sizes

Front of SIP

| Single-height SPA |

| |

Double-height SPA

116886
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Figure 2-2 Horizontal and Vertical Chassis Slot Orientation for SPAs
Front of SIP, horizontal chassis slots Vertical slot orientation

| SPA O | | SPA 1 | ]

| SPA 2 | | SPA 3 | 2118
N o

SPA 0 | SPA 1 | L
Double-height SPA | | SPA 3 | mniEn
ARE:

| SPA 0 | SPA 1 ol =

| SPA 2 | | Double-height SPA NI

e Each SPA provides a certain number of connectors, or ports, that are the interfaces to one or more
networks. These interfaces can be individually configured using the Cisco IOS command-line
interface (CLI).

e Either a blank filler plate or a functional SPA should reside in every subslot of an SIP during normal
operation to maintain cooling integrity. Blank filler plates are available in single-height form only.

e SPAs support online insertion and removal (OIR). They can be inserted or removed independently
from the SIP. SIPs also support online insertion and removal (OIR) with SPAs inserted in their
subslots.

SIP, SSC, and SPA Compatibility

The following tables show SIP and SPA compatibility by SPA technology area on the Catalyst 6500
Series switch.

Note  For more information about the introduction of support for different SIPs and SPAs, refer to the “Release
History” sections in the overview chapters of this guide.

Note Do not install the IPsec VPN SPA in the same chassis as a Cisco 7600 SIP-600.

Table 2-1 SIP and SPA Compatibility Table for ATM SPAs
SPA Product ID SIP Type

SIP-200 SIP-400 SIP-600 SSC-400
2-Port and 4-Port OC-3¢/STM-1 ATM |SPA-2XOC3-ATM (Notel) (Notel) No No
SPA SPA-4X0OC3-ATM

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Table 2-1 SIP and SPA Compatibility Table for ATM SPAs (continued)
SPA Product ID SIP Type
1-Port OC-12¢/STM-4 ATM SPA SPA-1XOC12-ATM No (Notel) No No
1-Port OC-48c/STM-16 ATM SPA SPA-1X0C48-ATM No (Notel) No No
Table 2-2 SIP and SPA Compatibility Table for Ethernet SPAs
SPA Product ID SIP Type
SIP-200 SIP-400 SIP-600 S$SC-400
1-Port 10-Gigabit Ethernet SPA SPA-1XTENGE-XENPK No No (Note3) No
SPA-1XTENGE-XFP
SPA-1X10GE-L-V2 No (Note6) (Note6) No
2-Port Gigabit Ethernet SPA SPA-2X1GE No Yes No No
5-Port Gigabit Ethernet SPA SPA-5X1GE No Yes (Note3) No
SPA-5X1GE-V2 No (Note5) No No
10-Port Gigabit Ethernet SPA SPA-10X1G No No (Note3) No
4-Port and 8-Port Fast Ethernet SPA-4X1FE-V2 (Note2) No No No
SPA SPA-8X1FE-V2
Table 2-3 SIP and SPA Compatibility Table for the IPsec VPN SPA
SPA Product ID SIP Type
SIP-200 SIP-400 SIP-600 SSC-400
IPsec VPN SPA SPA-IPSEC-2G No No No Yes
Table 2-4 SIP and SPA Compatibility Table for POS SPAs
SPA Product ID SIP Type
SIP-200 SIP-400 SIP-600 SSC-400
2-Port and 4-Port OC-3¢c/STM-1 SPA-2XOC3-POS Yes Yes No No
POS SPA SPA-4XO0C3-POS
1-Port OC-12¢/STM-4 POS SPA SPA-1XOC12-POS No Yes No No
1-Port OC-48¢c/STM-16 POS SPA SPA-1X0OC48POS/RPR No (Note4) No No
2-Port OC-48c¢/STM-16 POS SPA SPA-2X0OC48POS/RPR No No (Note5) No
1-Port OC-192¢/STM-64 POS/RPR  [SPA-OC192POS-LR No No (Note3) No
SPA SPA-OCI192POS-VSR
SPA-OC192POS-XFP
Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Table 2-5 SIP and SPA Compatibility Table for Serial SPAs
SPA Product ID SIP Type

SIP-200 SIP-400 SIP-600 S$SC-400
1-Port Channelized OC-3/STM-1 SPA |SPA-1XCHSTM1/0C3 (Note2) No No No
2-Port and 4-Port Channelized T3 SPA |SPA-2XCT3/DS0 Yes (Note5) No No

SPA-4XCT3/DS0

2-Port and 4-Port Clear Channel T3/E3 |SPA-2XT3/E3 Yes (Note5) No No
SPA SPA-4XT3/E3
8-Port Channelized T1/E1 SPA SPA-8XCHT1/E1 Yes (Note5) No No
Table 2-6 SIP and SPA Compatibility Table for CEoP SPAs
SPA Product ID SIP Type

SIP-200 SIP-400 SIP-600 $SC-400
24-Port Channelized T1/E1/J1 CEoP  |SPA-24CHTI1-CE-ATM No Yes No No
SPA

The following notes apply to the SIP, SSC, and SPA compatibility tables:

e Notel—Supported in 12.2SXE and SXF. Support removed in 12.2(33)SXH. Support restored in
12.2(33)SXI.

e Note2—Support added in 12.2(33)SXH.

e Note3—Supported in 12.2SXF. Support removed in 12.2(33)SXH.
e Noted—Support added in 12.2(18)SXF10.

e Note5—Support added in 12.2(33)SXI.

¢ Note6—Support added in 12.2(33)SXI2.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Modular Optics Compatibility

Some SPAs implement small form-factor pluggable (SFP) optical transceivers to provide network
connectivity. An SFP module is a transceiver device that mounts into the front panel to provide network

connectivity.

Cisco Systems qualifies the SFP modules that can be used with SPAs.

Note  The SPAs will accept only the SFP modules listed as supported in this document. An SFP check is run
every time an SFP module is inserted into a SPA and only SFP modules that pass this check will be usable.

Table 2-7 shows the types of optics modules that have been qualified for use with a SPA:

Table 2-7 SPA Optics Compatibility

SPA

Qualified Optics Modules (Cisco Part Numbers)

2-Port and 4-Port OC-3¢/STM-1 ATM SPA

e SFP-OC3-MM
e SFP-OC3-SR
¢ SFP-OC3-IR1
¢ SFP-OC3-LRI1
e SFP-OC3-LR2

1-Port OC-12¢/STM-4 ATM SPA

e SFP-OC12-MM
e SFP-OC12-SR
e SFP-OC12-IR1
e SFP-OCI2-LR1
e SFP-OCI12-LR2

1-Port OC-48¢c/STM-16 ATM SPA

e SFP-OC48-IR1
e SFP-OC48-SR

1-Port 10-Gigabit Ethernet SPA

e XFP-10GLR-OC192SR
e XFP-10GER-OCI192IR
e SFP-GE-T

2-Port Gigabit Ethernet SPA

¢ SFP-GE-S
e SFP-GE-L
e SFP-GE-Z
e SFP-GE-T

5-Port Gigabit Ethernet SPA

e SFP-GE-S
e SFP-GE-L
e SFP-GE-Z
e SFP-GE-T

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Table 2-7 SPA Optics Compatibility (continued)
SPA Qualified Optics Modules (Cisco Part Numbers)
10-Port Gigabit Ethernet SPA e SFP-GE-S
¢ SFP-GE-L
e SFP-GE-Z
e SFP-GE-T
2-Port and 4-Port OC-3¢/STM-1 POS SPA e SFP-OC3-MM
¢ SFP-OC3-SR

e SFP-OC3-1R1

e SFP-OC3-LRI
e SFP-OC3-LR2
I-Port OC-12¢/STM-4 POS SPA e SFP-OCI12-MM
¢ SFP-OC12-SR
e SFP-OC12-IR1
e SFP-OCI2-LR1
e SFP-OC12-LR2
1-Port OC-48c/STM-16 POS SPA e SFP-OC48-SR
¢ SFP-OC48-IR1
e SFP-OC48-LR2

1-Port OC-192¢/STM-64 POS/RPR XFP SPA e XFP-10GLR-OC192SR
e XFP-10GER-OC192IR
1-Port Channelized OC-3/STM-1 SPA e SFP-OC3-SR

e SFP-OC3-IR1
e SFP-OC3-LRI1
¢ SFP-OC3-LR2
1-Port Channelized OC-3 ATM CEoP SPA e SFP-OC3-MM
¢ SFP-OC3-SR
¢ SFP-OC3-IR1
e SFP-OC3-LRI1
e SFP-OC3-LR2

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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CHAPTER

Overview of the SIPs and SSC

This chapter provides an overview of the release history, and feature and Management Information Base
(MIB) support for the Cisco 7600 SIP-200, Cisco 7600 SIP-400, Cisco 7600 SIP-600, and Cisco 7600
SSC-400.

This chapter includes the following sections:
e Release History, page 3-1
e Supported SIP Features, page 3-3
e Supported SSC Features, page 3-15
e Restrictions, page 3-15
¢ Supported MIBs, page 3-20
e Displaying the SIP and SSC Hardware Type, page 3-21

Release History
~

Note  For release history information about the introduction of SPA support on the SIPs, refer to the

corresponding “Overview” chapters in the SPA technology sections of this document. In addition,
features specific to certain SPA technologies are documented in the corresponding SPA sections of this

document.
Release Modification
12.2(33)SXI Support for the Cisco 7600 SIP-600 was restored.

Support for Asymmetric Carrier Delay was introduced on the Cisco 7600
SIP-200 and Cisco 7600 SIP-400.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Il Release History

12.2(33)SXH Support for the Cisco 7600 SIP-600 was removed.

Support for the following features was introduced on the Cisco 7600 SIP-200:
e BCP over dMLPPP
e MPLS over RBE
e Multi-VC to VLAN scalability
® QoS Support on Bridging Features
¢ Software-based dIMLPPP
¢ Software-based dMLFR

Support for the following features was introduced on the Cisco 7600 SIP-400:
e Ethernet Over MPLS (EoMPLS) VC Scaling

e Ingress/Egress COS Classification with Ingress Policing per VLAN or
EoMPLS VC

e Hierarchical VPLS (H-VPLS) with MPLS Edge

e VPLS Multiple VCs per Spoke

e Hierarchical QoS Support for Ethernet Over MPLS (EoMPLS) VCs
¢ QoS Support on Bridging Features

e Lawful Intercept

12.2(18)SXF Support for the following SIP hardware was introduced on the Cisco 7600
series router and Catalyst 6500 series switch:

e Cisco 7600 SIP-600

Support for the following features were introduced on the Cisco 7600 SIP-200:
¢ Software-based MLPPP
e Software-based MLFR

Support for the following features were introduced on the Cisco 7600 SIP-400:
¢ Policing by committed information rate (CIR) percentage

¢ QoS matching on class of service (CoS)—2-Port Gigabit Ethernet SPA
only.

12.2(18)SXE2 Support for the SPA services card (SSC) was introduced on the Cisco 7600
series router and Catalyst 6500 series switch:

¢ Cisco 7600 SSC-400

12.2(18)SXE Support for the following SPA interface processor (SIP) hardware was
introduced on the Cisco 7600 series router and Catalyst 6500 series switch:

e Cisco 7600 SIP-200
¢ Cisco 7600 SIP-400

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Supported SIP Features

The Cisco 7600 SIP-200, Cisco 7600 SIP-400, and Cisco 7600 SIP-600 are high-performance,
feature-rich SPA interface processors that function as carrier cards for shared port adapters (SPAs) on
the Catalyst 6500 Series switch. These SIPs are supported on the Cisco 7600 series router and
Catalyst 6500 series switch, and are compatible with one or more platform-independent SPAs. For more
information on SPA compatibility, see the “SIP, SSC, and SPA Compatibility” section on page 2-3.

The Catalyst 6500 series switch can provide edge aggregation services, and the SIPs provide a
cost-effective solution for customers seeking moderate- to high-port density and line rate services:

e The Cisco 7600 SIP-200 provides WAN edge aggregation through lower-speed and low-density
SPAs for network environments requiring regional office connectivity to headquarters, or collapsed
LAN/WAN deployment.

e The Cisco 7600 SIP-400 provides higher-speed, high-density link aggregation for network
environments requiring leased line and metro aggregation.

e The Cisco 7600 SIP-600 provides a high-speed interface for WANs and metro aggregation.

Note  Support for the Cisco 7600 SIP-600 was removed in Cisco IOS Release 12.2(33)SXH and
restored in Cisco IOS Release 12.2(33)SXI and later releases.

Note The Cisco 7600 SIP-600 should not be used in the same chassis with an IPsec VPN SPA.

This section provides a list of some of the primary features supported by the SIP hardware and software.
For feature compatibility information by SIP and SPA combination, and information about configuring
these features, see Chapter 4, “Configuring the SIPs and SSC.”

Cisco 7600 SIP-200 Features

¢ Field-programmable device (FPD) upgrade support

The Cisco 7600 SIP-200 supports the standard FPD upgrade methods for the Catalyst 6500 Series
switch. For more information about FPD support, see Chapter 31, “Upgrading Field-Programmable

Devices.”

Cisco 7600 SIP-200 High Availability Features

e Automatic protection switching (APS)—ATM and POS SPAs
e Online insertion and removal (OIR) of the SIP and SPAs

e Nonstop Forwarding (NSF)

e Stateful switchover (SSO)

Cisco 7600 SIP-200 ATM Features

e Aggregate Weighted Random Early Detection (WRED)
e ATM Adaptation Layer S (AALS) Subnetwork Access Protocol (SNAP)

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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e AALS over Multiprotocol Label Switching (MPLS)
e ATM virtual circuit (VC) bundles

e RFC 1483, Multiprotocol Encapsulation over ATM Adaptation Layer 5, Multipoint Bridging (MPB)
on the 2-Port and 4-Port OC-3¢/STM-1 ATM SPA

e VC bundle Class of Service (CoS) precedence mapping

For a comprehensive list of supported and unsupported ATM features, SIP-dependent features, and
restrictions see Chapter 6, “Overview of the ATM SPAs.”

Cisco 7600 SIP-200 Frame Relay Features

For additional Frame Relay features, see also the MPLS and Quality of Service (QoS) feature sections.

~

Note Based on your link configuration, Multilink PPP (MLPPP) and Multilink Frame Relay (MLFR) are
either software-based on the Cisco 7600 SIP-200, or hardware-based on the 8-Port Channelized T1/E1
SPA and 2-Port and 4-Port Channelized T3 SPAs. For more information, see the corresponding
configuration chapters for the SIPs and the serial SPAs.

e Distributed Multilink Frame Relay (AIMLFR) (FRF.16)

e Distributed Link Fragmentation and Interleaving (dLFI) over Multilink PPP (MLPPP)
e dLFI with FRF.12

¢ Frame Relay over MPLS (FRoMPLS)

e Frame Relay VC bundles

¢ Frame Relay switching

e RFC 1490, Multiprotocol Interconnect over Frame Relay, Multipoint Bridging (MPB) on the 2-Port
and 4-Port Clear Channel T3/E3 SPA, 2-Port and 4-Port Channelized T3 SPA, and the 8-Port
Channelized T1/E1 SPA

e VC bundle Class of Service (CoS) precedence mapping

Cisco 7600 SIP-200 MPLS Features

e Explicit null
e Label disposition
e Label imposition
e Label swapping
¢ QoS tunneling
e Virtual private network (VPN) routing/forwarding (VRF) instance description
e MLPPP with MPLS on VPN
e Any Transport over MPLS (AToM) support, including:
- ATM over MPLS (ATMoMPLS)—AALS VC mode
— Ethernet over MPLS (EoMPLS)—(Single cell relay) VC mode
— Frame Relay over MPLS (FRoMPLS)
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— High-Level Data Link Control (HDLC) over MPLS (HDLCoMPLS)
— PPP over MPLS (PPPoMPLYS)
Hierarchical QoS for EOMPLS VCs

Beginning in Cisco IOS Release 12.2(33)SXH, the Cisco 7600 SIP-200 adds the following MPLS
feature support:

MPLS over RBE—ATM SPAs only

Cisco 7600 SIP-200 MPLS Classification

Default copy of IP precedence to MPLS experimental (EXP) bit
Match on MPLS EXP bit using Modular QoS CLI (MQC)

Cisco 7600 SIP-200 MPLS Congestion Management

Low latency queueing (LLQ)
Class-based weighted fair queueing (CBWFQ)

Cisco 7600 SIP-200 MPLS Encapsulations

ATM AALS SNAP
Frame Relay
HDLC

MLPPP

PPP

Cisco 7600 SIP-200 MPLS Marking

Set MPLS EXP bit using MQC

Cisco 7600 SIP-200 MPLS Traffic Shaping

Traffic shaping using MQC

Cisco 7600 SIP-200 Multiservice Features

Compressed Real-Time Protocol (cRTP)—Supported on the Cisco 7600 SIP-200 with the 8-Port
Channelized T1/E1 SPA, 2-Port and 4-Port Channelized T3 SPA, and 2-Port and 4-Port Clear
Channel T3/E3 SPA

FRFE.11

| oL-8655-04
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Cisco 7600 SIP-200 QoS Features

This section provides a list of the Quality of Service (QoS) features that are supported by the Cisco 7600
SIP-200.

Cisco 7600 SIP-200 ATM SPA QoS Implementation

For the 2-Port and 4-Port OC-3¢c/STM-1 ATM SPA, the following applies:

¢ In the ingress direction, all Quality of Service (QoS) features are supported by the Cisco 7600
SIP-200.

e In the egress direction:

— All queueing based features (such as class-based weighted fair queueing [CBWFQ], and ATM
per-VC WFQ) are implemented on the Segmentation and Reassembly (SAR) processor on the
SPA.

— Policing is implemented on the SIP.

— Class queue shaping is not supported.

Cisco 7600 SIP-200 Packet Marking

e [P precedence

¢ Differentiated Services Code Point (DSCP)

¢ C(lass-based marking

e ATM cell loss priority (CLP) to EXP marking/Type of Service (ToS)/DSCP
e Frame relay discard eligibility (DE) to EXP marking/ToS/DSCP

Cisco 7600 SIP-200 Policing and Dropping

e Aggregate

* Dual rate

e Hierarchical

e DSCP Markdown

e Policing—Precedence, DSCP marking
¢ Policing—EXP marking

e Explicit Drop in Class

e Matching packet length

Cisco 7600 SIP-200 Classification Into a Queue

e MPLS EXP
¢ ACL number
e Configurable queue size

e Network-based application recognition (NBAR)/dSTILE
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Cisco 7600 SIP-200 Congestion Management

e Weighted fair queueing (WFQ)

e C(lass-based weighted fair queueing (CBWFQ)

e Per-VC CBWFQ

e Allocation, DSCP, EXP and precedence matching
e LLQ or priority queueing (strict priority only)

e Configurable LLQ burst size

Cisco 7600 SIP-200 Congestion Avoidance

e Random early detection (RED)

¢ Weighted random early detection (WRED)
e Diffserv-compliant WRED

o Aggregate WRED—ATM SPAs only

Cisco 7600 SIP-200 Shaping

e Generic traffic shaping (GTS)/Distributed traffic shaping (DTS)

e Hierarchical service policy with GTS

e Hierarchical traffic shaping FR

e Hierarchical traffic shaping FR adaptive to FECN, BECN (Cisco 7600 SIP-200 only)
e Hierarchical traffic shaping for PPP and HDLC

e Ingress shaping

e Egress shaping

Note Egress shaping is not supported on the Cisco 7600 SIP-200 for the 2-Port and 4-Port
OC-3¢/STM-1 ATM SPA.

e Shaping by percentage

Cisco 7600 SIP-200 Other QoS Features

e Hierarchical QoS for EOMPLS VCs
e QoS with MLPPP

Beginning in Cisco IOS Release 12.2(33)SXH, the Cisco 7600 SIP-200 adds the following QoS feature
support:

¢ QoS Support on Bridging Features

Cisco 7600 SIP-200 Fragmentation Features

e dLFI with ATM
e dLFI over MLPPP
e FRF.12
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Cisco 7600 SIP-200 Layer 2 Protocols and Encapsulation

AALS Network Layer protocol ID (NLPID)
AALS SNAP

Cisco Frame Relay

IETF Frame Relay

Frame Relay two-octet header
Frame Relay BECN/FECN
Frame Relay PVC

Frame Relay UNI

HDLC

MLPPP

PPP

Cisco 7600 SIP-200 Layer 2 Interworking

a~

Note

ATM VC trunk emulation

Bridged and routed RFC 1483, Multiprotocol Encapsulation over ATM Adaptation Layer 5

RFC 1483, Multiprotocol Encapsulation over ATM Adaptation Layer 5, Multipoint Bridging (MPB)

on the 2-Port and 4-Port OC-3¢/STM-1 ATM SPA

RFC 1490, Multiprotocol Interconnect over Frame Relay, Multipoint Bridging (MPB) on the 2-Port
and 4-Port Clear Channel T3/E3 SPA, 2-Port and 4-Port Channelized T3 SPA, and the 8-Port

Channelized T1/E1 SPA
Bridging of Routed Encapsulations (BRE)
Routed bridged encapsulation (RBE)

routing protocol.

RBE is not supported when using the Intermediate System-to-Intermediate System (IS-IS)

RFC 3518, Point-to-Point Protocol (PPP) Bridging Control Protocol (BCP) on the 2-Port and 4-Port
Clear Channel T3/E3 SPA, 2-Port and 4-Port Channelized T3 SPA, and the 8-Port Channelized

T1/E1 SPA

Beginning in Cisco IOS Release 12.2(33)SXH, the Cisco 7600 SIP-200 adds the following Layer 2
interworking feature support:

BCP Support Over MLPPP
Multi-VC to VLAN scalability
QoS Support on Bridging

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Cisco 7600 SIP-400 Features

e FPD upgrade support

The Cisco 7600 SIP-400 supports the standard FPD upgrade methods for the Catalyst 6500 Series
switch. For more information about FPD support, see Chapter 31, “Upgrading Field-Programmable
Devices.”

Cisco 7600 SIP-400 High Availability Features

e Automatic protection switching (APS)—ATM and POS SPAs
e Online insertion and removal (OIR) of the SIP and SPAs
e Stateful switchover (SSO)

Cisco 7600 SIP-400 MPLS Features
~

Note  For the Cisco 7600 SIP-400, the following MPLS features are implemented on the Supervisor
Engine 720 PFC3B and Supervisor Engine 720 PFC3BXL: Label imposition, label swapping, label
disposition, explicit null, default copy of IP precedence to EXP bit classification, and QoS tunneling.
For more information about the requirements for Policy Feature Cards (PFCs) on the Catalyst 6500
Series switch, refer to the For more information about the requirements for Policy Feature Cards (PFCs)
on the Catalyst 6500 Series switch, refer to the Release Notes for Cisco 10S Release 12.2(33)SXH and
Later Releases at the following URL:
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/release/notes/ol_14271.html#
wp2561312

e VREF description

¢ Any Transport over MPLS (AToM) support, including:
- ATMoMPLS—AALO mode (single cell relay only)
- ATMoMPLS—AALS mode
- EoMPLS—Port mode
- EoMPLS—VLAN mode
- FRoMPLS—DLCI mode

Beginning in Cisco IOS Release 12.2(33)SXH, the Cisco 7600 SIP-400 adds the following MPLS
feature support:

e Ingress/Egress COS Classification with Ingress Policing per VLAN or EOMPLS VC
e Hierarchical VPLS (H-VPLS) with MPLS Edge

e VPLS Multiple VCs per Spoke

e Hierarchical QoS Support for Ethernet Over MPLS (EoMPLS) VCs

Cisco 7600 SIP-400 MPLS Congestion Management

e LLQ
e CBWFQ

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Cisco 7600 SIP-400 MPLS Encapsulations

ATM AALS SNAP

Ethernet/802.1q

Frame Relay

HDLC

Generic Routing Encapsulation (GRE)—2-Port Gigabit Ethernet SPA only
PPP

Cisco 7600 SIP-400 MPLS Marking

Set MPLS EXP bits at tag imposition using MQC (set mpls-experiment command)—Input IP
interface

Set MPLS EXP bits on topmost label (set EXP topmost) using MQC (set mpls-experiment topmost
command)—Input and output MPLS interface

Mapping Ethernet 802.1q priority bits to MPLS EXP bits for EOMPLS

Cisco 7600 SIP-400 QoS Features

This section provides a list of the Quality of Service (QoS) features that are supported by the Cisco 7600
SIP-400.

Cisco 7600 SIP-400 Packet Marking

IP precedence (set ip precedence command)—Input and output
DSCP (set dscp command)—Input and output

Class-based marking

DE to EXP marking/ToS/DSCP

CLP to EXP marking/ToS/DSCP

Ethernet 802.1q priority bits to EXP marking (EoMPLS)

Cisco 7600 SIP-400 Policing and Dropping

Dual rate

Hierarchical

Dual-rate policer with three-color marker

Policing—Percent

Policing—Precedence, DSCP marking

Policing—EXP marking

Policing—Set ATM CLP, FR DE

Policing—Set MPLS EXP bits on topmost label (set EXP topmost)
Explicit Drop in Class
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Supported SIP Features

Cisco 7600 SIP-400 Classification Into a Queue

e Access control lists (IPv4 and IPv6)
- Access group (match access-group command)—Input and output
— Address (IPv6 compress mode only)
- Name
— Number
— Source and destination port
— TCP flag (IPv4 only)
e ATM CLP (match atm clp command)—Input ATM interface
¢ Configurable queue size

e CoS (match cos command)—Input and output dotlq tagged frames for 2-Port Gigabit Ethernet SPA
only

e Frame Relay DE (match fr-de command)—Input Frame Relay interface

e [P DSCP (match dscp command)—Input and output

e [P precedence (match ip precedence command)—Input and output

e MPLS EXP (match mpls experimental command)—Input and output MPLS interface
e Multiple matches per class map (up to 8)

Beginning in Cisco IOS Release 12.2(33)SXH, the Cisco 7600 SIP-400 adds the following QoS
classification feature support:

e Ingress/Egress COS Classification with Ingress Policing per VLAN or EOMPLS VC

Cisco 7600 SIP-400 Congestion Management

e CBWFQ

e Per-VC CBWFQ

e DSCP, EXP and Precedence matching

e LLQ or priority queueing (strict priority only)

Cisco 7600 SIP-400 Congestion Avoidance

e RED

e WRED

e Diffserv-compliant WRED

e Aggregate WRED—ATM SPAs only

Cisco 7600 SIP-400 Shaping

e Hierarchical traffic shaping using class-default (not supported for user-defined class)
e Hierarchical traffic shaping FR

e Hierarchical traffic shaping for PPP and HDLC

e FEgress shaping

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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B Supported SIP Features

Cisco 7600 SIP-400 Fragmentation Features

e dLFI with ATM

Cisco 7600 SIP-400 Layer 2 Protocols and Encapsulation

e PPP

e AALS5 SNAP

e HDLC

¢ Cisco Frame Relay

e [ETF Frame Relay

¢ Frame Relay two-octet header
e Frame Relay BECN/FECN

e Frame Relay PVC

e Frame Relay UNI

Cisco 7600 SIP-400 Layer 2 Interworking

e Bridged and routed RFC 1483, Multiprotocol Encapsulation over ATM Adaptation Layer 5

e RFC 3518, Point-to-Point Protocol (PPP) Bridging Control Protocol (BCP) on the 2-Port and 4-Port
Clear Channel T3/E3 SPA, 2-Port and 4-Port Channelized T3 SPA, and the 8-Port Channelized
T1/E1 SPA

Beginning in Cisco IOS Release 12.2(33)SXH, the Cisco 7600 SIP-400 adds the following Layer 2
interworking feature support:

¢ QoS Support on Bridging Feature

Cisco 7600 SIP-600 Features

Note  Support for the Cisco 7600 SIP-600 was removed in Cisco IOS Release 12.2(33)SXH and restored in
Cisco IOS Release 12.2(33)SXI and later releases.

Fte The Cisco 7600 SIP-600 should not be used in the same chassis with an IPsec VPN SPA.

e FPD upgrade support

The Cisco 7600 SIP-600 supports the standard FPD upgrade methods for the Catalyst 6500 Series
switch. For more information about FPD support, see Chapter 31, “Upgrading Field-Programmable
Devices.”

e Layer 2 switch port
e FEtherChannel and Link Aggregate Control Protocol (IEEE 802.3ad)
e Control Plane Policing (CPP)

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Supported SIP Features

Cisco 7600 SIP-600 High Availability Features

e Automatic protection switching (APS)

¢ Online insertion and removal (OIR) of the SIP and SPAs
¢ Nonstop Forwarding (NSF)

e Stateful switchover (SSO)

Cisco 7600 SIP-600 MPLS Features

e Unicast switching, with specific support for up to six label push operations, one label pop operation
(2 label pop operation in case of Explicit Null), or one label swap with up to five label push
operations, at each MPLS switch node.

¢ Support for Explicit Null label to preserve CoS information when forwarding packets from provider
(P) to provider edge (PE) switches.

¢ Support for Implicit Null label to request that penultimate hop switch forward IP packets without
labels to the switch at the end of the label switch path (LSP).

e VRF

e Traffic engineering

¢ Any Transport over MPLS (AToM) support—EoMPLS only
- PFC-based (No MAC address learning)
— SIP-based (MAC address learning, requires SIP as uplink)
— Up to 4000 EoMPLS VCs per system

e Virtual Private LAN Service (VPLS) support, including:

— H-VPLS on MPLS edge—H-VPLS with MPLS edge requires either an OSM module or
Cisco 7600 SIP-600 in both the downlink (facing UPE) and uplink (MPLS core). For more
information about configuring H-VPLS, see Chapter 10, “Configuring the Fast Ethernet and
Gigabit Ethernet SPAs.”

— H-VPLS with QinQ edge—Requires Cisco 7600 SIP-600 in the uplink, and any LAN port or
Cisco 7600 SIP-600 on the downlink.

- Up to 4000 VPLS domains
— Up to 60 VPLS peers per domain

— Up to 30,000 pseudo-wires, used in any combination of domains and peers up to the
4000-domain or 60-peer maximums. For example, support of up to 4000 domains with 7 peers
or up to 60 peers in 500 domains.

e MPLS Operations and Maintenance (OAM) support, including:
— LSP ping and traceroute
— Virtual Circuit Connection Verification (VCCV)

Cisco 7600 SIP-600 Layer 2 Protocols and Encapsulation

e HDLC (Cisco Systems)
e PPP
e PPP over SONET/SDH

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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B Supported SIP Features

e Layer 2 Gigabit Ethernet support, including:
- IEEE 802.3z 1000 Mbps Gigabit Ethernet
- IEEE 802.3ab 1000BaseT Gigabit Ethernet
— IEEE 802.3ae 10 Gbps Ethernet (1-Port 10-Gigabit Ethernet SPA only)
— Jumbo frame (up to 9216 bytes)
- ARPA, IEEE 802.3 SAP, IEEE 802.3 SNAP, QinQ
- IEEE 802.1q VLANS
— Autonegotiation support including IEEE 802.3 flow control and pause frames
— Gigabit Ethernet Channel (GEC)
— IEEE 802.3ad link aggregation
— Address Resolution Protocol (ARP)/Reverse ARP (RARP
— Hot Standby Router Protocol (HSRP)
— Virtual Router Redundancy Protocol (VRRP)

Cisco 7600 SIP-600 QoS Features

This section provides a list of the Quality of Service (QoS) features that are supported by the Cisco 7600
SIP-600.

« MQC

Cisco 7600 SIP-600 Marking

e [P precedence (set ip precedence command)
¢ DSCP (set dscp command)
e MPLS EXP (match mpls experimental command)

~

Note = Mapping 802.1p CoS values to MPLS EXP bits is supported using EOMPLS only.

Cisco 7600 SIP-600 Policing and Dropping

e Input policing on a per-port and per-VLAN basis

Cisco 7600 SIP-600 Classification Into a Queue

¢ Input and output ACLs on a per-port and per-VLAN basis

Input VLAN (match input vlan command)

e [P DSCP (match dscp command)

e [P precedence (match ip precedence command)

e MPLS EXP (match mpls experimental command)
¢ QoS group (match qos-group command)

e VLAN (match vlan command)
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Supported SSC Features W

Cisco 7600 SIP-600 Congestion Management

e CBWFQ
e LLQ

Cisco 7600 SIP-600 Congestion Avoidance

e WRED

Cisco 7600 SIP-600 Shaping

e Output shaping on a per-port and per-VLAN basis

e Output hierarchical traffic shaping—Two levels of shaping on an interface, subinterface, or group
of subinterfaces

Supported SSC Features

The Cisco 7600 SSC-400 is a streamlined services card that provides a very high bandwidth data path
between the Catalyst 6500 Series switch platform backplane and the high-speed interconnects on the
IPsec VPN SPA.

For more information about the features and configuration supported by the IPsec VPN SPA with the
Cisco 7600 SSC-400, see the related chapters in the IPsec VPN Shared Port Adapter section of this book.

Cisco 7600 SSC-400 Features

e Support of up to two IPsec VPN SPAs per slot
e Online insertion and removal (OIR) of the SSC and SPAs

Restrictions

This section documents unsupported features and feature restrictions for the SIPs and SSC on the
Catalyst 6500 Series switch.

Cisco 7600 SIP-200 Restrictions

As of Cisco IOS Release 12.2(18)SXE, the Cisco 7600 SIP-200 has the following restrictions:

e The Cisco 7600 SIP-200 is not supported with a Supervisor Engine 1, Supervisor Engine 1A,
Supervisor Engine 2, or Supervisor Engine 720A.

¢ A maximum number of 200 PVCs or SVCs using Link Fragmentation and Interleaving (LFI) is
supported for all ATM SPAs (or other ATM modules) in a Catalyst 6500 Series switch.

e The following features are not supported:
— Reliable PPP (RFC 1663, PPP Reliable Transmission)
— Layer 2 Tunneling Protocol (L2TP) version 2

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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— L2TP version 3

- X.25, Link Access Procedure, Balanced (LAPB)
— ATM LAN Emulation (LANE)

— PPP over Ethernet (PPPoE)

— STAC Compression

— Legacy Priority Queueing and Custom Queueing
— dLFI over Frame Relay (dLFIoFR)

- dLFI with MPLS

e AToM (ATMoMPLS, FRoMPLS, HDLCoMPLS, and PPPoMPLs) on a SPA requires a Cisco 7600
SIP-200, FlexWAN, Enhanced FlexWAN, or OSM PXF interface as the core-facing interface.

e AToM (ATMoMPLS, FRoMPLS) on SIP-200 also are supported with a Cisco 7600 SIP-400 as the
core-facing interface.

Cisco 7600 SIP-400 Restrictions

As of Cisco I0S Release 12.2(18)SXE, the Cisco 7600 SIP-400 has the following restrictions:

e The Cisco 7600 SIP-400 is not supported with a Supervisor Engine 1, Supervisor Engine 1A, or
Supervisor Engine 2. It is also not supported with a Supervisor Engine 720 PFC3A, or in PFC3A
mode.

For more information about the requirements for Policy Feature Cards (PFCs) on the Catalyst 6500
Series switch, refer to the Release Notes for Cisco I0OS Release 12.2(33)SXH and Later Releases at
the following URL:
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/release/notes/ol_14271.ht
ml#wp2561312

e The Cisco 7600 SIP-400 is not supported with PFC-2 based systems.

¢ A maximum number of 200 PVCs or SVCs using Link Fragmentation and Interleaving (LFI) is
supported for all ATM SPAs (or other ATM modules) in a Catalyst 6500 Series switch.

e For AToM in releases prior to Cisco IOS Release 12.2(33)SXH, the Cisco 7600 SIP-400 does not
support the following features when it is located in the data path. This means you should not
configure the following features if the SIP is facing the customer edge (CE) or the MPLS core:

- HDLCoMPLS
- PPPoMPLS
— Virtual Private LAN Service (VPLS)

e For AToM beginning in Cisco IOS Release 12.2(33)SXH, the Cisco 7600 SIP-400 supports the
following features on CE-facing interfaces:

- HDLCoMPLS
- PPPoMPLS
— Virtual Private LAN Service (VPLS)

e The Cisco 7600 SIP-400 supports EOMPLS with directly connected provider edge (PE) devices
when the Cisco 7600 SIP-400 is on the MPLS core side of the network.
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The Cisco 7600 SIP-400 does not support the ability to enable or disable tunneling of Layer 2
packets, such as for the VLAN Trunking Protocol (VTP), Cisco Discovery Protocol (CDP), and
bridge protocol data unit (BPDU). The Cisco 7600 SIP-400 tunnels BPDUs, and always blocks VTP
and CDP packets from the tunnel.

In ATMoMPLS AALS and cell mode, the Cisco 7600 SIP-400 supports non-matching VPIs/VCls
between PEs if the Cisco 7600 SIP-400 is on both sides of the network.

The Cisco 7600 SIP-400 supports matching on FR-DE to set MPLS-EXP for FRoMPLS.

The Cisco 7600 SIP-400 supports use of the xconnect command to configure AToM circuits for all
AToM connection types except ATMoMPLS. For ATMoMPLS, you must use the mpls 12 transport
route command.

The Cisco 7600 SIP-400 supports local switching for Frame Relay and ATM interfaces.

The Cisco 7600 SIP-400 does not support the following QoS classification features with AToM:
— Matching on data-link connection identifier (DLCI) is unsupported.
— Matching on virtual LAN (VLAN) is unsupported.

— Matching on class of service (CoS) is unsupported is unsupported in Cisco IOS Release
12.2(18)SXE and Cisco IOS Release 12.2(18)SXE2 only. Beginning in Cisco IOS Release
12.2(18)SXEF, it is supported with the 2-Port Gigabit Ethernet SPA.

— Matching on input interface is unsupported.
— Matching on packet length is unsupported.
— Matching on media access control (MAC) address is unsupported.
— Matching on protocol type, including Border Gateway Protocol (BGP), is unsupported.
The Cisco 7600 SIP-400 does not support the following QoS classification features using MQC:
— ACL IPv6 full address
— ACL IPv6 TCP flags
— Class map (match class-map command)

— COS inner (match cos inner command)—Supported beginning in Cisco I0S
Release 12.2(33)SXH on 2-Port Gigabit Ethernet SPA input and output interfaces and with
bridging features.

— Destination sensitive services (DSS)

— Discard class (match discard-class command)

— Frame Relay DLCI (match fr-dlci command)

— Input interface (match input-interface command)

— Input VLAN (match input vlan command)—Supported beginning in Cisco I0S
Release 12.2(33)SXH on output interfaces only.

— IP RTP (match ip rtp command)

— IPv4 and IPv6 ToS

— MAC address (match mac command)

- Match protocol (match protocol command)—Support IP only
— Packet length (match packet length command)

= QoS group (match gos-group command)

— Source and destination autonomous system (AS) (match as command)
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Restrictions

— Source and destination Border Gateway Protocol (BGP) community (match bgp-community
command)

— VLAN (match vlan command)

— VLAN inner (match vlan inner command)—Supported beginning in Cisco 10S
Release 12.2(33)SXH on input and output interfaces and with bridging features.

The Cisco 7600 SIP-400 does not support the following QoS marking features:
— CoS (set cos command)
— CoS inner (set cos inner command)
The Cisco 7600 SIP-400 does not support the following QoS marking features using MQC:
- QoS group (set qos-group command)
— Next-hop (set next-hop command)
— Discard class (set discard-class command)
— Table (set table command)
The Cisco 7600 SIP-400 does not support the following QoS queueing actions using MQC:
— Flow-based queueing
— Adaptive shaping
The Cisco 7600 SIP-400 does not support the following QoS policing feature:

— Policing by Committed Information Rate (CIR) percentage (police cir percent
command)—Supported as of Cisco IOS Release 12.2(18)SXF

The Cisco 7600 SIP-400 does not support the following Frame Relay features:
— Matching on DLCI is unsupported
— Bridging encapsulation is unsupported
— Multicast on multipoint interfaces is unsupported
- FRF.5 is unsupported
— FRF.8 is unsupported
— FRF.12 fragmentation is unsupported
— FRF.16 multilink support of four-octet extended addressing on an SVC is unsupported
— NNI is unsupported
— PVC bundling is unsupported
— PPP over Frame Relay is unsupported

The Cisco 7600 SIP-400 does not support RFC 1483, Multiprotocol Encapsulation over ATM
Adaptation Layer 5, Multipoint Bridging (MPB). However, point-to-point bridging is supported.

As of Cisco IOS Release 12.2(18)SXF, when using the Cisco 7600 SIP-400 with the 2-Port Gigabit
Ethernet SPA or the 1-Port OC-48c/STM-16 ATM SPA, consider the following oversubscription
guidelines:

— The Cisco 7600 SIP-400 only supports installation of one 1-Port OC-48¢c/STM-16 ATM SPA
without any other SPAs installed in the SIP.

— The Cisco 7600 SIP-400 supports installation of up to two 2-Port Gigabit Ethernet SPAs without
any other SPAs installed in the SIP.
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— The Cisco 7600 SIP-400 supports installation of any combination of OC-3 or OC-12 POS or
ATM SPAs, up to a combined ingress bandwidth of OC-48 rates.

— The Cisco 7600 SIP-400 supports installation of any combination of OC-3 or OC-12 POS or
ATM SPAs up to a combined ingress bandwidth of OC-24 rates, when installed with a single
2-Port Gigabit Ethernet SPA.

QinQ (the ability to map a single 802.1Q tag or a random double tag combination into a VPLS
instance, a Layer 3 MPLS VPN, or an EOMPLS VC) is not supported.

Cisco Discovery Protocol (CDP) is disabled by default on the 2-Port Gigabit Ethernet SPA interfaces
and subinterfaces on the Cisco 7600 SIP-400.

Cisco 7600 SIP-600 Restrictions

~

Note  Support for the Cisco 7600 SIP-600 was removed in Cisco IOS Release 12.2(33)SXH and restored in
Cisco IOS Release 12.2(33)SXI and later releases.

As of Cisco I0S Release 12.2(18)SXF, the Cisco 7600 SIP-600 has the following restrictions:

~

Note

The Cisco 7600 SIP-600 is not supported by the Supervisor Engine 32. The Cisco 7600 SIP-600 is
supported by the Supervisor Engine 720 PFC3B and Supervisor Engine 720 PFC3BXL. It is not
supported with a Supervisor Engine 720 PFC3A or in PFC3A mode.

For more information about the requirements for Policy Feature Cards (PFCs) on the Catalyst 6500
Series switch, refer to the Release Notes for Cisco IOS Release 12.2(33)SXH and Later Releases at
the following URL:
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/release/notes/ol_14271.ht
ml#wp2561312

The Cisco 7600 SIP-600 supports installation of only a single SPA in the first subslot.

Removal of one type of SPA and reinsertion of a different type of SPA during OIR causes a reload
of the Cisco 7600 SIP-600.

QinQ (the ability to map a single 802.1Q tag or a random double tag combination into a VPLS
instance, a Layer 3 MPLS VPN, or an EOMPLS VC) is not supported.

H-VPLS with MPLS edge requires either an OSM module or Cisco 7600 SIP-600 in both the
downlink (facing UPE) and uplink (MPLS core).

Output policing is not supported.

On any Cisco 7600 SIP-600 Ethernet port subinterface using VLANSs, a unique VLAN ID must be
assigned. This VLAN ID cannot be in use by any other interface on the Catalyst 6500 Series switch.

The Cisco 7600 SIP-600 should not be used in the same chassis with an IPsec VPN SPA.

Cisco 7600 SSC-400 Restrictions

As of Cisco IO0S Release 12.2(18)SXE?2, the Cisco 7600 SSC-400 has the following restrictions:

The Cisco 7600 SSC-400 is only supported by the Supervisor Engine 720 (MSFC3 and PFC3).
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For more information about the requirements for Policy Feature Cards (PFCs) on the Catalyst 6500
Series switch, refer to the For more information about the requirements for Policy Feature Cards
(PFCs) on the Catalyst 6500 Series switch, refer to the Release Notes for Cisco 10S Release
12.2(33)SXH and Later Releases at the following URL:
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/i0s/12.2SX/release/notes/ol_14271.ht
ml#wp2561312

e The Cisco 7600 SSC-400 only supports two IPsec VPN SPAs.
As of Cisco I0S Release 12.2(18)SXF, the Cisco 7600 SSC-400 has the following restrictions:

e The Cisco 7600 SSC-400 is not supported by the Supervisor Engine 32. The Cisco 7600 SSC-400
is only supported by the Supervisor Engine 720 (MSFC3 and PFC3).

For more information about the requirements for Policy Feature Cards (PFCs) on the Catalyst 6500
Series switch, refer to the For more information about the requirements for Policy Feature Cards
(PFCs) on the Catalyst 6500 Series switch, refer to the Release Notes for Cisco IOS Release
12.2(33)SXH and Later Releases at the following URL:
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/i0s/12.2SX/release/notes/ol_14271.ht
ml#wp2561312

e The Cisco 7600 SSC-400 only supports two IPsec VPN SPAs.
Supported MIBs

The following MIBs are supported in Cisco IOS Release 12.2(18)SXE and later for the Cisco 7600
SIP-200 on a Catalyst 6500 Series switch:

e CISCO-ENTITY-ASSET-MIB

¢ CISCO-ENTITY-EXT-MIB

e CISCO-ENTITY-FRU-CONTROL-MIB
e ENTITY-MIB

e OLD-CISCO-CHASSIS-MIB

The following MIBs are supported in Cisco IOS Release 12.2(18)SXE and later for the Cisco 7600
SIP-400 on a Catalyst 6500 Series switch:

e ATM-ACCOUNTING-INFORMATION-MIB (RFC 2512)
e ATM-MIB (RFC 2515)

e ATM-SOFT-PVC-MIB

e ATM-TC-MIB

e ATM-TRACE-MIB

e CISCO-AAL5-MIB

e CISCO-ATM-CONN-MIB

¢ CISCO-ATM-RM-MIB

e CISCO-ATM TRAFFIC-MIB

e CISCO-CLASS-BASED-QOS-MIB
e CISCO-ENTITY-ASSET-MIB
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e CISCO-ENTITY-EXT-MIB

e CISCO-ENTITY-FRU-CONTROL-MIB
e ENTITY-MIB

e [F-MIB

e OLD-CISCO-CHASSIS-MIB

e SONET MIB (RFC 2558)

The following MIBs are supported in Cisco IOS Release 12.2(18)SXF and later for the Cisco 7600
SIP-600 on a Catalyst 6500 Series switch:

e CISCO-ENTITY-ASSET-MIB

e CISCO-ENTITY-EXT-MIB

e CISCO-ENTITY-FRU-CONTROL-MIB
e ENTITY-MIB

e OLD-CISCO-CHASSIS-MIB

The following MIBs are supported in Cisco IOS Release 12.2(18)SXE2 and later for the Cisco 7600
SSC-400 on a Catalyst 6500 Series switch:

e CISCO-ENTITY-ASSET-MIB

e CISCO-ENTITY-EXT-MIB

e CISCO-ENTITY-FRU-CONTROL-MIB
e ENTITY-MIB

e OLD-CISCO-CHASSIS-MIB

To locate and download MIBs for selected platforms, Cisco IOS releases, and feature sets, use
Cisco MIB Locator found at the following URL:

http://tools.cisco.com/ITDIT/MIBS/servlet/index

If Cisco MIB Locator does not support the MIB information that you need, you can also obtain a list of
supported MIBs and download MIBs from the Cisco MIBs page at the following URL.:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

To access Cisco MIB Locator, you must have an account on Cisco.com. If you have forgotten or lost your
account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check will verify
that your e-mail address is registered with Cisco.com. If the check is successful, account details with a
new random password will be e-mailed to you. Qualified users can establish an account on Cisco.com
by following the directions found at this URL:

http://www.cisco.com/register

Displaying the SIP and SSC Hardware Type

To verify the SIP or SSC hardware type that is installed in your Catalyst 6500 Series switch, you can use
the show module command. There are other commands on the Catalyst 6500 Series switch that also
provide SIP hardware information, such as the show idprom command and show diagbus command.

| oL-8655-04
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Table 3-1 shows the hardware description that appears in the show module and show idprom command
output for each type of SIP that is supported on the Catalyst 6500 Series switch.

Table 3-1 SIP Hardware Descriptions in show Commands

SIP Description in show module and show idprom Commands
Cisco 7600 SIP-200 4-subslot SPA Interface Processor-200 / 7600-SIP-200
Cisco 7600 SIP-400 4-subslot SPA Interface Processor-400 / 7600-SIP-400
Cisco 7600 SIP-600 1-subslot SPA Interface Processor-600 / 7600-SIP-600
Cisco 7600 SSC-400 2-subslot Services SPA Carrier-400 / 7600-SSC-400

Example of the show module Command

The following example shows output from the show module command on the Catalyst 6500 Series
switch with a Cisco 7600 SIP-400 installed in slot 13:

Router# show module 13

Mod Ports Card Type Model Serial No.
13 0 4-subslot SPA Interface Processor-400 7600-SIP-400 JAB0851042X
Mod MAC addresses Hw Fw Sw Status

13 00e0.aabb.cc00 to 00e0.aabb.cc3f 0.525 12.2(PP_SPL_ 12.2(PP_SPL_ Ok

Mod Online Diag Status

Example of the show idprom Command

The following example shows sample output for a Cisco 7600 SIP-200 installed in slot 4 of the switch:

Router# show idprom module 4
IDPROM for module #4
(FRU is '4-subslot SPA Interface Processor-200"')
OEM String = 'Cisco Systems'
Product Number = '7600-SIP-200"'
Serial Number = 'SAD0738006Y'
Manufacturing Assembly Number = '73-8272-03"'
Manufacturing Assembly Revision = '03'
Hardware Revision = 0.333
Current supplied (+) or consumed (-) = -4.77A

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Configuring the SIPs and SSC

This chapter provides information about configuring SIPs and SSCs on the Catalyst 6500 Series switch.
It includes the following sections:

e Configuration Tasks, page 4-1
e Configuration Examples, page 4-61

For information about managing your system images and configuration files, refer to the Cisco I10S
Configuration Fundamentals Configuration Guide, Release 12.2 and Cisco 10S Configuration
Fundamentals Command Reference, Release 12.2 publications.

For more information about the commands used in this chapter, see the Catalyst 6500 Series Cisco 10S
Command Reference, 12.25X publication. Also refer to the related Cisco IOS Release 12.2 software
command reference and master index publications. For more information about accessing these
publications, see the “Related Documentation” section on page -xlv.

Configuration Tasks

This section describes how to configure the SIPs and SSCs and includes information about verifying the
configuration.

It includes the following topics:
e Required Configuration Tasks, page 4-2
e Identifying Slots and Subslots for SIPs, SSCs, and SPAs, page 4-2
e Configuring Compressed Real-Time Protocol, page 4-4
e Configuring Frame Relay Features, page 4-5
e Configuring Layer 2 Interworking Features on a SIP, page 4-17
e Configuring MPLS Features on a SIP, page 4-30
e Configuring QoS Features on a SIP, page 4-33
e Resetting a SIP, page 4-60

This section identifies those features that have SIP-specific configuration guidelines for you to consider
and refers you to the supporting platform documentation.

Many of the Cisco I0S software features on the Catalyst 6500 Series switch that the FlexWAN and
Enhanced FlexWAN modules support, the SIPs also support. Use this chapter while also referencing the
list of supported features on the SIPs, in Chapter 3, “Overview of the SIPs and SSC.”

| oL-8655-04
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~

Note  When referring to the other platform documentation, be sure to note any SIP-specific configuration
guidelines described in this document.

For information about configuring other features supported on the Catalyst 6500 Series switch but not
discussed in this document, refer to the Catalyst 6500 Series Cisco 10S Software Configuration Guide,
12.28X at the following URL:

http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/guide/book.html

Required Configuration Tasks

As of Cisco IOS Release 12.2(18)SXE, there are no features that require direct configuration on the SIP
or SSC. This means that you do not need to attach to the SIP or SSC itself to perform any configuration.

However, the Cisco 7600 SIP-200 and Cisco 7600 SIP-400 do implement and support certain features
that are configurable at the system level on the Route Processor (RP).

Identifying Slots and Subslots for SIPs, SSCs, and SPAs

This section describes how to specify the physical locations of a SIP and SPA on the Catalyst 6500 Series
switchs within the command-line interface (CLI) to configure or monitor those devices.

~

Note  For simplicity, any reference to SIP in this section also applies to the SSC.

Specifying the Slot Location for a SIP or SSC

The Catalyst 6500 Series switch supports different chassis models, each of which supports a certain
number of chassis slots.

~

Note  The Catalyst 6500 Series switch SIPs are not supported with a Supervisor Engine 1, Supervisor
Engine 1A, Supervisor Engine 2, or Supervisor Engine 720-3A.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Specifying the SIP or SSC Subslot Location for a SPA

SIP subslots begin their numbering with 0 and have a horizontal or vertical orientation depending on the
orientation of the SIP in the router chassis slot.

Figure 4-1 shows an example of a Cisco 7600 SIP-200 installed with a vertical orientation on a
Cisco 7609 router. The Cisco 7600 SIP-200 supports four subslots for the installation of SPAs. In this
example, the subslot locations are vertically oriented as follows:

e SIP subslot 0—Top-right subslot
e SIP subslot 1—Bottom-right subslot
e SIP subslot 2—Top-left subslot
e SIP subslot 3—Bottom-left subslot
Figure 4-2 shows the faceplate for the Cisco 7600 SIP-200 in a horizontal orientation.

Figure 4-2 Cisco 7600 SIP-200 Faceplate

116849

In this view, the subslot locations in a horizontal orientation are as follows:
e SIP subslot 0—Top-left subslot
e SIP subslot 1—Top-right subslot
e SIP subslot 2—Bottom-left subslot
e SIP subslot 3—Bottom-right subslot
The SIP subslot numbering is indicated by a small numeric label beside the subslot on the faceplate.

As with the SIPs, some commands allow you to display information about the SPA itself, such as
show idprom module and show hw-module subslot. These commands require you to specify both the
physical location of the SIP and SPA in the format, slot/subslot, where:

e slot+—Specifies the chassis slot number in the Catalyst 6500 Series switch where the SIP is installed.
e subslot—Specifies the secondary slot of the SIP where the SPA is installed.

For example, to display the operational status for the SPA installed in the first subslot of the SIP in
chassis slot 6 shown in Figure 4-1, enter the following command:

Router# show hw-module subslot 6/0 oir

For more information about SPA commands, see the Catalyst 6500 Series Cisco IOS Command
Reference, 12.25X.

Configuring Compressed Real-Time Protocol

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide

Compressed Real-Time Protocol (cRTP), from RFC 1889 (RTP: A Transport Protocol for Real-Time
Applications), provides bandwidth efficiencies over low-speed links by compressing the UDP/RTP/IP
header when transporting voice. With cRTP, the header for Voice over IP traffic can be reduced from 40
bytes to approximately 2 to 5 bytes offering substantial bandwidth efficiencies for low-speed links. cRTP
is supported over Frame Relay, ATM, PPP, MLPPP, and HDLC encapsulated interfaces.
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cRTP is supported only the Cisco 7600 SIP-200 with the 8-Port Channelized T1/E1 SPA, 2-Port and
4-Port Channelized T3 SPA, 2-Port and 4-Port Clear Channel T3/E3 SPA, and 1-Port Channelized
OC-3/STM-1 SPA.

For information on configuring cRTP, see Configuring Distributed Compressed Real-Time Protocol at
the following URL:

http://www.cisco.com/en/US/docs/ios/12_2/qos/configuration/guide/qcfdcrtp.html

Configuring Frame Relay Features

Many of the Frame Relay features supported on the FlexWAN and Enhanced FlexWAN modules on the
Catalyst 6500 Series switch are also supported by the SIPs. For a list of the supported Frame Relay
features on the SIPs, see Chapter 3, “Overview of the SIPs and SSC.”

This section describes those Frame Relay features that have SIP-specific configuration guidelines. After
you review the SIP-specific guidelines described in this document, then refer to the referenced URLs for
more information about configuring Frame Relay features.

The Frame Relay features for SIPs and SPAs are qualified as distributed features because the processing
for the feature is handled by the SIP or SPA, or a combination of both.

Configuring Distributed Multilink Frame Relay (FRF.16) on the Cisco 7600 SIP-200

Note

The Distributed Multilink Frame Relay ({IMLFR) feature provides a cost-effective way to increase
bandwidth for particular applications by enabling multiple serial links to be aggregated into a single
bundle of bandwidth. Multilink Frame Relay is supported on the User-Network Interface (UNI) and the
Network-to-Network Interface (NNI) in Frame Relay networks.

Based on your link configuration, JMLFR can be either software-based on the Cisco 7600 SIP-200, or
hardware-based on the 8-Port Channelized T1/E1 SPA, 2-Port and 4-Port Channelized T3 SPAs, and
1-Port Channelized OC-3/STM-1 SPA. For more information about the hardware-based configuration,
see also refer to Chapter 15, “Configuring the 8-Port Channelized T1/E1 SPA,” Chapter 17,
“Configuring the 2-Port and 4-Port Channelized T3 SPAs,” and Chapter 18, “Configuring the 1-Port
Channelized OC-3/STM-1 SPA.”

| oL-8655-04
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Table 4-1 provides information about where the dMLFR feature for SPA interfaces is supported.

Table 4-1 dMLFR Feature Compatibility by SIP and SPA Combination

Feature Cisco 7600 SIP-200 Cisco 7600 SIP-400 Cisco 7600 SIP-600

Hardware-based dMLFR In Cisco IOS Release 12.2(18)SXE and Not supported. Not supported.
later:

e 8-Port Channelized T1/E1 SPA
e 2-Port and 4-Port Channelized T3 SPA

Hardware- and

software-based dMLFR later:

In Cisco I0S Release 12.2(33)SXH and Not supported. Not supported.

e 8-Port Channelized T1/E1 SPA
e 2-Port and 4-Port Channelized T3 SPA
e [-Port Channelized OC-3/STM-1 SPA

Overview of dMLFR

This section includes the following topics:
e Overview of dMLFR, page 4-6
e dMLFR Configuration Guidelines, page 4-7
e dMLFR Configuration Tasks, page 4-8
e Verifying IMLFR, page 4-10

The Distributed Multilink Frame Relay ({AMLFR) feature enables you to create a virtual interface called
a bundle or bundle interface. The bundle interface emulates a physical interface for the transport of
frames. The Frame Relay data link runs on the bundle interface, and Frame Relay virtual circuits are built
upon it.

The bundle is made up of multiple serial links, called bundle links. Each bundle link within a bundle
corresponds to a physical interface. Bundle links are invisible to the Frame Relay data-link layer, so
Frame Relay functionality cannot be configured on these interfaces. Regular Frame Relay functionality
that you want to apply to these links must be configured on the bundle interface. Bundle links are visible
to peer devices. The local switch and peer devices exchange link integrity protocol control messages to
determine which bundle links are operational and to synchronize which bundle links should be
associated with which bundles.

For link management, each end of a bundle link follows the dMLFR link integrity protocol and
exchanges link control messages with its peer (the other end of the bundle link). To bring up a bundle
link, both ends of the link must complete an exchange of ADD_LINK and ADD_LINK_ACK messages.
To maintain the link, both ends periodically exchange HELLO and HELLO_ACK messages. This
exchange of hello messages and acknowledgments serve as a keepalive mechanism for the link. If a
switch is sending hello messages but not receiving acknowledgments, it will resend the hello message
up to a configured maximum number of times. If the switch exhausts the maximum number of retries,
the bundle link line protocol is considered down (unoperational).

The bundle link interface’s line protocol status is considered up (operational) when the peer device
acknowledges that it will use the same link for the bundle. The line protocol remains up when the peer
device acknowledges the hello messages from the local switch.

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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The bundle interface’s line status becomes up when at least one bundle link has its line protocol status
up. The bundle interface's line status goes down when the last bundle link is no longer in the up state.
This behavior complies with the Class A bandwidth requirement defined in FRF.16.

The bundle interface’s line protocol status is considered up when the Frame Relay data-link layer at the
local switch and peer device synchronize using the Local Management Interface (LMI), when LMI is
enabled. The bundle line protocol remains up as long as the LMI keepalives are successful.

dMLFR Configuration Guidelines

To support dAMLFR on the Cisco 7600 SIP-200, consider the following guidelines:

¢ dMLFR must be configured on the peer device.

e The dMLFR peer device must not send frames that require assembly.

e The Cisco 7600 SIP-200 supports distributed links under the following conditions:
— All links are on the same Cisco 7600 SIP-200.
— T1 and E1 links cannot be mixed in a bundle.
— TI1 or E1 links in a bundle are recommended to have the same bandwidth.

¢ QoS is implemented on the Cisco 7600 SIP-200 for dMLFR.

e dMLFR is supported in software by the Cisco 7600 SIP-200, or in hardware on the 2-Port and 4-Port
Channelized T3 SPA, the 8-Port Channelized T1/E1 SPA, and the 1-Port Channelized OC-3/STM-1
SPA. This support is determined by your link configuration.

Software-Based Guidelines
dMLFR will be implemented in the software if any of the following conditions are met:

e Any one bundle link member is a fractional T1 or E1 link.
e There are more than 12 T1 or EI links in a bundle.

¢ Bundle links are configured across SPAs, but all links are on the same #ype of SPA. For example,
links on a 8-Port Channelized T1/E1 SPA cannot be distributed with links on a 2-Port and 4-Port
Channelized T3 SPA.

Hardware-Based Guidelines

dMLFR will be implemented in the hardware when all of the following conditions are met:
e All bundle link members are T1 or E1 only.
e All bundle links are on the same SPA.

e There are no more than 12 links in a bundle.

dMLFR Restrictions
When configuring dMLFR on the Cisco 7600 SIP-200, consider the following restrictions:

e FRF.9 hardware compression is not supported.
e Software compression is not supported.
e Encryption is not supported.

¢ The maximum differential delay supported is 50 ms when supported in hardware, and 100 ms when
supported in software.

e Fragmentation is not supported on the transmit side.

| oL-8655-04
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e Frame Relay fragmentation (FRF.12) is not supported.

dMLFR Configuration Tasks

The following sections describe how to configure dMLFR:
e Enabling Distributed CEF Switching, page 4-8 (required)
e (Creating a Multilink Frame Relay Bundle, page 4-8 (required)
e Assigning an Interface to a dJMLFR Bundle, page 4-9 (required)

Enabling Distributed CEF Switching

To enable dMLFR, you must first enable distributed CEF (dCEF) switching. Distributed CEF switching
is enabled by default on the Catalyst 6500 Series switch.

To enable dCEF, use the following command in global configuration mode:

Command Purpose

Router (config)# ip cef distributed Enables dCEF switching.

Creating a Multilink Frame Relay Bundle

To configure the bundle interface for AIMLFR, perform this task beginning in global configuration mode:

Command Purpose

Step1  Router(config)# interface mfr number |Configures a multilink Frame Relay bundle interface and
enters interface configuration mode, where:

e number—Specifies the number for the Frame Relay
bundle.

Step2  Router(config-if)# frame-relay (Optional) Assigns a bundle identification name to a
multilink bid name multilink Frame Relay bundle, where:

e name—Specifies the name for the Frame Relay
bundle.

Note  The bundle identification (BID) will not go into
effect until the interface has gone from the down
state to the up state. One way to bring the interface
down and back up again is by using the shutdown
and no shutdown commands in interface
configuration mode.

Step3  Router(config-if)# frame-relay Configures the switch to function as a digital
intf-type dce communications equipment (DCE) device, or as a switch.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Note  If you use this task to assign more than 12 T1 or E1 interface links as part of the same bundle, or if any
of the T1/E1 interface links are fractional T1/E1, or any links reside on multiple SPAs as part of the same
bundle, then software-based MLFR is implemented automatically by the Cisco 7600 SIP-200.

To configure an interface link and associate it as a member of a dMLFR bundle, perform this task
beginning in global configuration mode. Repeat these steps to assign multiple links to the IMLFR

bundle.

Command

Purpose

Step1  2-Portand 4-Port Channelized T3 SPA

Router (config)# interface serial
slot/subslot/port/tl-number:channel-g
roup

8-Port Channelized T1/E1 SPA

Router (config)# interface serial
slot/subslot/port:channel-group

Specifies a serial interface and enters interface
configuration mode, where:

e slor—Specifies the chassis slot number where the SIP
is installed.

e subslot—Specifies the secondary slot number on a
SIP where a SPA is installed.

e port—Specifies the number of the interface port on
the SPA.

e tl-number—Specifies the logical T1 number in
channelized mode.

® channel-group—Specifies the logical channel group
assigned to the time slots within the T1/E1 group.

Note If you configure a fractional T1/EI interface on
the SPA using a channel group and specify that
fractional T1/E1 channel group as part of this
task, then software-based dMLFR is implemented
automatically by the Cisco 7600 SIP-200 when
you assign the interface to the dAMLFR bundle.

Step 2 Router (config-if)# encapsulation
frame-relay mfr number [name]

Creates a multilink Frame Relay bundle link and
associates the link with a bundle, where:

e number—Specifies the number for the Frame Relay
bundle. This number should match the dMLFR
interface number specified in the interface mfr
command.

e name—(Optional) Specifies the name for the Frame
Relay bundle.

| oL-8655-04
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Step 3

Step 4

Step 5

Step 6

Verifying dMLFR

Command

Purpose

Router (config-if)# frame-relay
multilink 1id name

(Optional) Assigns a bundle link identification name with
a multilink Frame Relay bundle link, where:

e name—Specifies the name for the Frame Relay
bundle.

The bundle link identification (LID) will not go
into effect until the interface has gone from the
down state to the up state. One way to bring the
interface down and back up again is by using the
shutdown and no shutdown commands in
interface configuration mode.

Note

Router (config-if)# frame-relay
multilink hello seconds

(Optional) Configures the interval at which a bundle link
will send out hello messages, where:

e seconds—Specifies the number of seconds between
hello messages sent out over the multilink bundle.
The default is 10 seconds.

Router (config-if)# frame-relay
multilink ack seconds

(Optional) Configures the number of seconds that a
bundle link will wait for a hello message acknowledgment
before resending the hello message, where:

e seconds—Specifies the number of seconds a bundle
link will wait for a hello message acknowledgment
before resending the hello message. The default is 4
seconds.

Router (config-if)# frame-relay
multilink retry number

(Optional) Configures the maximum number of times a
bundle link will resend a hello message while waiting for
an acknowledgment, where:

e number—Specifies the maximum number of times a
bundle link will resend a hello message while waiting
for an acknowledgment. The default is 2 tries.

To verify dMLFR configuration, use the show frame-relay multilink command. If you use the show
frame-relay multilink command without any options, information for all bundles and bundle links is

displayed.

The following examples show output for the show frame-relay multilink command with the serial
number and detailed options. Detailed information about the specified bundle links is displayed.

Router# show frame-relay multilink serial6é detailed

Bundle: MFR49,
BID = MFR49
No. of bundle links = 1,
Bundle links:

State = down,

class = A,

fragmentation disabled

Peer's bundle-id =

Serial6/0/0:0, HW state = up, link state = Add_sent, LID = test
Cause code = none, Ack timer = 4, Hello timer = 10,
Max retry count = 2, Current count = 0,
Peer LID = , RTT = 0 ms
Statistics:

Add_link sent = 21,

Add_link rcv'd = O,

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Add_link ack sent Add_link ack rcv'd =
Add_link rej sent Add_link rej rcv'd =
Remove_link sent = 0, Remove_link rcv'd = 0,
Remove_link_ack sent = 0, Remove_link_ack rcv'd = 0,
Hello sent = 0, Hello rcv'd = 0,

Hello_ack sent = 0, Hello_ack rcv'd = 0,

outgoing pak dropped = 0, incoming pak dropped = 0

=0,
=0,

Configuring Distributed Multilink PPP on the Cisco 7600 SIP-200

Note

The Distributed Multilink Point-to-Point Protocol (AMLPPP) feature allows you to combine T1/E1 lines
into a bundle that has the combined bandwidth of multiple T1/E1 lines. This is done by using a dIMLPPP
link. You choose the number of bundles and the number of T1/E1 lines in each bundle. This allows you
to increase the bandwidth of your network links beyond that of a single T1/E1 line without having to
purchase a T3 line.

Based on your link configuration, AIMLPPP can be either software-based on the Cisco 7600 SIP-200, or
hardware-based on the 8-Port Channelized T1/E1 SPA and 2-Port and 4-Port Channelized T3 SPAs. For
more information about the hardware-based configuration, see also refer to Chapter 15, “Configuring the
8-Port Channelized T1/E1 SPA,” Chapter 17, “Configuring the 2-Port and 4-Port Channelized T3 SPAs,”
and Chapter 18, “Configuring the 1-Port Channelized OC-3/STM-1 SPA.”

This section includes the following topics:
e dMLPPP Configuration Guidelines, page 4-11
e dMLPPP Configuration Tasks, page 4-12
e Verifying MLPPP, page 4-15

dMLPPP Configuration Guidelines

dMLPPP is supported in software by the Cisco 7600 SIP-200, or in hardware on the 2-Port and 4-Port
Channelized T3 SPA, the 8-Port Channelized T1/E1 SPA, and the 1-Port Channelized OC-3/STM-1 SPA.
This support is determined by your link configuration.

The Cisco 7600 SIP-200 supports distributed links under the following conditions:
e All links are on the same Cisco 7600 SIP-200.
e TI1 and E1 links cannot be mixed in a bundle.
e TI1 or El links in a bundle are recommended to have the same bandwidth.

* QoS is implemented on the Cisco 7600 SIP-200 for dMLPPP.

Software-Based Guidelines

dMLPPP will be implemented in the software if any of the following conditions are met:
¢ Any one bundle link member is a fractional T1 or E1 link.
e There are more than 12 T1 or El links in a bundle.
¢ Bundle links are configured across SPAs.

¢ To enable fragmentation for software-based dMLPPP, you must configure the ppp multilink
interleave command. This command is not required to enable fragmentation for hardware-based
dMLPPP.
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Hardware-Based Guidelines

dMLPPP will be implemented in the hardware when all of the following conditions are met:
¢ All bundle link members are T1 or E1 only.
¢ All bundle links are on the same SPA.

e There are no more than 12 links in a bundle.

dMLPPP Restrictions
When configuring dMLPPP on the Cisco 7600 SIP-200, consider the following restrictions:

e dMLPPP across SPAs is not supported.
e Hardware and software compression is not supported.
e Encryption is not supported.

e The maximum differential delay supported is 50 ms when supported in hardware, and 100 ms when
supported in software.

dMLPPP Configuration Tasks

The following sections describe how to configure MLPPP:
e Enabling Distributed CEF Switching, page 4-12 (required)
e C(Creating a dMLPPP Bundle, page 4-13 (required)
e Assigning an Interface to a dMLPPP Bundle, page 4-13 (required)
e Configuring Link Fragmentation and Interleaving over dMLPPP, page 4-14 (optional)

Enabling Distributed CEF Switching

To enable dMLPPP, you must first enable distributed CEF switching. Distributed CEF switching is
enabled by default on the Cisco 7600 series router.

To enable dCEF, use the following command in global configuration mode:

Command Purpose

Router (config)# ip cef distributed Enables distributed CEF switching.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
m. 0L-8655-04 |



| Chapter4

Configuring the SIPs and SSC

Step 1

Step 2

Step 3

Step 4

Note

Creating a dMLPPP Bundle

Configuration Tasks

To configure a dMLPPP bundle, perform this task beginning in global configuration mode:

Command

Purpose

Router (config)# interface multilink
group-number

Creates a multilink interface and enters interface
configuration mode, where:

e group-number—Specifies the group number for
the multilink bundle.

Router (config-if)# ip address
ip-address mask

Sets the IP address for the multilink group, where:

e ip-address—Specifies the IP address for the
interface.

e mask—Specifies the mask for the associated IP
subnet.

Router (config-if)# ppp multilink
interleave

(Optional—Software-based LFI) Enables
fragmentation for the interfaces assigned to the
multilink bundle. Fragmentation is disabled by default
in software-based LFI.

Router (config-if)# ppp multilink
fragment-delay delay

(Optional) Sets the fragmentation size satisfying the
configured delay on the multilink bundle, where:

e delay—Specifies the delay in milliseconds.

Assigning an Interface to a dMLPPP Bundle

If you use this task to assign more than 12 T1 or E1 interface links as part of the same bundle, or if any
of the T1/E1 interface links are fractional T1/E1, or any links reside on multiple SPAs as part of the same
bundle, then software-based dMLPPP is implemented automatically by the Cisco 7600 SIP-200.
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Step 1

Step 2
Step 3
Step 4

Step 5

To configure an interface PPP link and associate it as a member of a multilink bundle, perform this task
beginning in global configuration mode. Repeat these steps to assign multiple links to the IMLPPP

bundle.

Command

Purpose

2-Port and 4-Port Channelized T3 SPA

Router (config)# interface serial
slot/subslot/port/tl-number:channel-g
roup

8-Port Channelized T1/E1 SPA

Router (config)# interface serial
slot/subslot/port:channel-group

Specifies a serial interface and enters interface
configuration mode, where:

e slot—Specifies the chassis slot number where the STP
is installed.

e subslot—Specifies the secondary slot number on a
SIP where a SPA is installed.

e port—Specifies the number of the interface port on
the SPA.

e tl-number—Specifies the logical T1 number in
channelized mode.

e channel-group—Specifies the logical channel group
assigned to the time slots within the T1 or E1 group.

Note If you configure a fractional T1/EI interface on
the SPA using a channel group and specify that
fractional T1/E1 channel group as part of this
task, then software-based MLPPP is implemented
automatically by the Cisco 7600 SIP-200 when

you assign the interface to the MLPPP bundle.

Router (config-if)# encapsulation ppp

Enables PPP encapsulation.

Router (config-if)# ppp multilink

(Optional) Enables MLPPP on the interface.

Router (config-if)# multilink-group
group-number

Assigns the interface to a multilink bundle, where:

e group-number—Specifies the group number for the
multilink bundle. This number should match the
MLPPP interface number specified in the interface
multilink command.

Router (config-if)# ppp authentication
chap

(Optional) Enables Challenge Handshake Authentication
Protocol (CHAP) authentication.

Configuring Link Fragmentation and Interleaving over dMLPPP

Link fragmentation and interleaving (LFI) over dMLPPP is supported in software on the Cisco 7600
SIP-200, or in hardware on the 2-Port and 4-Port Channelized T3 SPA and the 8-Port Channelized T1/E1
SPA. This support is determined by your link configuration.

Software-Based Guidelines

When configuring LFI over dMLPPP, consider the following guidelines for software-based LFI:

e LFI over dMLPPP will be configured in software if there is more than one link assigned to the

dMLPPP bundle.

e LFIis disabled by default in software-based LFI. To enable LFI on the multilink interface, use the

ppp multilink interleave command.

¢ Fragmentation size is calculated from the delay configured and the member link bandwidth.
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¢ You must configure a policy map with a priority class under the multilink interface.

Hardware-Based Guidelines

When configuring LFI over dMLPPP, consider the following guidelines for hardware-based LFI:

e LFI over dMLPPP will configured in hardware if you only assign one link (either T1/E1 or fractional
T1/E1) to the MLPPP bundle.

e LFlis enabled by default in hardware-based LFI with a default size of 512 bytes. To enable LFI on
the serial interface, use the ppp multilink interleave command.

¢ A policy-map having a priority class needs to be applied to the multilink interface.

To verify dMLPPP configuration, use the show ppp multilink command, as shown in the following
example:

Router# show ppp multilink

Multilink2, bundle name is group2

Bundle up for 00:01:21

Bundle is Distributed

0 lost fragments, 0 reordered, 0 unassigned

0 discarded, 0 lost received, 1/255 load

0x0 received sequence, 0x0 sent sequence

Member links: 2 active, 0 inactive (max not set, min not set)
Sed/3/0/1:0, since 00:01:21, no frags rcvd
Se4/3/0/1:1, since 00:01:19, no frags rcvd

If hardware-based MLPPP is configured on the SPA, the show ppp multilink command displays
“Multilink in Hardware” as shown in the following example:

Router# show ppp multilink

Multilinkl, bundle name is groupl

Bundle up for 00:00:13

Bundle is Distributed

0 lost fragments, 0 reordered, 0 unassigned

0 discarded, 0 lost received, 206/255 load

0x0 received sequence, 0x0 sent sequence

Member links: 2 active, 0 inactive (max not set, min not set)
Sed/2/0/1:0, since 00:00:13, no frags rcvd
Sed/2/0/2:0, since 00:00:10, no frags rcvd

Distributed fragmentation on. Fragment size 512. Multilink in Hardware.

Configuring Distributed Link Fragmentation and Interleaving for Frame Relay and ATM Interfaces

The Distributed Link Fragmentation and Interleaving (dLFI) feature supports the transport of real-time
traffic, such as voice, and non-real-time traffic, such as data, on lower-speed Frame Relay and ATM
virtual circuits (VCs) and on leased lines without causing excessive delay to the real-time traffic.

This feature is implemented using dMLPPP over Frame Relay, ATM, and leased lines. The feature
enables delay-sensitive real-time packets and non-real-time packets to share the same link by
fragmenting the large data packets into a sequence of smaller data packets (fragments). The fragments
are then interleaved with the real-time packets. On the receiving side of the link, the fragments are
reassembled and the packets reconstructed.
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The dLFI feature is often useful in networks that send real-time traffic using Distributed Low Latency
Queueing, such as voice, but have bandwidth problems that delay this real-time traffic due to the
transport of large, less time-sensitive data packets. The dLFI feature can be used in these networks to
disassemble the large data packets into multiple segments. The real-time traffic packets then can be sent
between these segments of the data packets. In this scenario, the real-time traffic does not experience a
lengthy delay waiting for the low-priority data packets to traverse the network. The data packets are
reassembled at the receiving side of the link, so the data is delivered intact.

The ability to configure quality of service (QoS) using the modular QoS CLI while also using dIMLPPP
is also introduced as part of the dLFI feature.

For specific information about configuring dLFI, refer to the FlexWAN and Enhanced FlexWAN Module
Installation and Configuration Note located at the following URL:

http://www.cisco.com/en/US/docs/routers/7600/install_config/flexwan_config/flexwan-config-guide.ht
ml

For information about configuring dLFI on ATM SPAs, see the “Configuring Link Fragmentation and
Interleaving with Virtual Templates” section on page 7-45 in Chapter 7, “Configuring the ATM SPAs.”

Table 4-2 provides information about where the dLFI feature for SPA interfaces is supported.

Table 4-2 dLFl Feature Compatibility by SIP and SPA Combination

Feature Cisco 7600 SIP-200 Cisco 7600 SIP-400 Cisco 7600 SIP-600

Hardware-based dLFI In Cisco IOS Release 12.2(18)SXE and Not supported. Not supported.
later:

e &-Port Channelized T1/E1 SPA
e 2-Port and 4-Port Channelized T3 SPA

Hardware- and
software-based dLFI

In Cisco IOS Release 12.2(33)SXH and Not supported. Not supported.
later:

e 8-Port Channelized T1/E1 SPA
e 2-Port and 4-Port Channelized T3 SPA
e ]-Port Channelized OC-3/STM-1 SPA

dLFI with MPLS

Not supported. Not supported. Not supported.

Catalyst 6500 Series Switch LFl Restrictions

When configuring LFI on the Catalyst 6500 Series switch, consider the following restrictions:

e A maximum number of 200 PVCs or SVCs using Link Fragmentation and Interleaving (LFI) is
supported for all ATM SPAs (or other ATM modules) in a Catalyst 6500 Series switch.

e LFI using FRF.12 is supported in hardware only for the 2-Port and 4-Port Channelized T3 SPA and
8-Port Channelized T1/E1 SPA.

e LFI over dMLPPP is supported in software or hardware depending on your link configuration. For
more information about software-based LFI over MLPPP, see the “Configuring Link Fragmentation
and Interleaving over dIMLPPP” section on page 4-14. For more information about hardware-based
LFI over dMLPPP, refer to Chapter 15, “Configuring the 8-Port Channelized T1/E1 SPA,”
Chapter 17, “Configuring the 2-Port and 4-Port Channelized T3 SPAs,” and Chapter 18,
“Configuring the 1-Port Channelized OC-3/STM-1 SPA.”

¢ QoS is implemented on the Cisco 7600 SIP-200 for dLFI.
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Configuring Voice over Frame Relay FRF.11 and FRF.12

Note

Voice over Frame Relay (VoFR) enables a switch to carry voice traffic (for example, telephone calls and
faxes) over a Frame Relay network using the FRF.11 protocol. This specification defines multiplexed
data, voice, fax, dual-tone multi-frequency (DTMF) digit-relay, and channel-associated signaling
(CAS)/robbed-bit signaling frame formats. The Frame Relay backbone must be configured to include
the map class and Local Management Interface (LMI).

The Cisco VoFR implementation enables dynamic- and tandem-switched calls and Cisco trunk calls.
Dynamic-switched calls have dial-plan information included that processes and routes calls based on the
telephone numbers. The dial-plan information is contained within dial-peer entries.

Because the Catalyst 6500 Series switch does not support voice modules, the Catalyst 6500 Series switch
can act only as a VoFR tandem switch when FRF.11 or FRF.12 is configured on the SIPs.

Tandem-switched calls are switched from incoming VoFR to an outgoing VoFR-enabled data-link
connection identifier (DLCI) and tandem nodes enable the process. The nodes also switch Cisco trunk
calls.

Permanent calls are processed over Cisco private-line trunks and static FRF.11 trunks that specify the
frame format and coder types for voice traffic over a Frame Relay network.

VoFR connections depend on the hardware platform and type of call. The types of calls are:
e Switched (user dialed or auto-ringdown and tandem)
e Permanent (Cisco trunk or static FRFE.11 trunk)

For specific information about configuring voice over Frame Relay FRF.11 and FRF.12, refer to the
Cisco 10S Voice, Video, and Fax Configuration Guide located at the following URL.:

http://www.cisco.com/en/US/docs/ios/12_2/voice/configuration/guide/vvtvofr.html

Configuring Layer 2 Interworking Features on a SIP

This section provides SIP-specific information about configuring the Layer 2 interworking features on
the Catalyst 6500 Series switch. It includes the following topics:

e Configuring Multipoint Bridging, page 4-17

e Configuring PPP Bridging Control Protocol Support, page 4-18
e Configuring Virtual Private LAN Service (VPLS), page 4-23

e Configuring Asymmetric Carrier Delay, page 4-28

Configuring Multipoint Bridging

~

Note

As of Cisco I0S Release 12.2(18)SXE, MPB is supported on the Catalyst 6500 Series switch with the
2-Port and 4-Port OC-3¢/STM-1 ATM SPA and the Cisco 7600 SIP-200, and the serial SPAs with the
Cisco 7600 SIP-200, including the 2-Port and 4-Port Clear Channel T3/E3 SPA, 2-Port and 4-Port
Channelized T3 SPA, the 8-Port Channelized T1/E1 SPA, and the 1-Port Channelized OC-3/STM-1 SPA.
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Multipoint bridging (MPB) enables point-to-multipoint bridging for ATM permanent virtual circuits
(PVCs) and Frame Relay data-link connection identifiers (DLCIs). This feature allows the use of
multiple VCs or DLCIs per VLAN for bridging on the supported WAN line cards. Multipoint bridging
allows service providers to add support for Ethernet-based Layer 2 services to the proven technology of
their existing ATM and Frame Relay legacy networks. Customers can then use their current VLAN-based
networks over the ATM or Frame Relay cloud. This also allows service providers to gradually update
their core networks to the latest Gigabit Ethernet optical technologies, while still supporting their
existing customer base.

ATM interfaces use RFC 1483 bridging, and Frame Relay interfaces use RFC 1490 bridging, both of
which provide an encapsulation method to allow the transport of Ethernet frames over each type of Layer
2 network.

Note  RFC 1483 has been obsoleted and superseded by RFC 2684, Multiprotocol Encapsulation over ATM
Adaptation Layer 5. RFC 1490 has been obsoleted and superseded by RFC 2427, Multiprotocol
Interconnect over Frame Relay. To avoid confusion, this document continues to use the original RFC
numbers.

For specific information about configuring MPB, refer to the FlexWAN and Enhanced FlexWAN Module
Installation and Configuration Note located at the following URL:

http://www.cisco.com/en/US/docs/routers/7600/install_config/flexwan_config/flexwan-config-guide.ht
ml

Configuring PPP Bridging Control Protocol Support

The Bridging Control Protocol (BCP) feature on the SIPs and SPAs enables forwarding of Ethernet
frames over serial and SONET networks, and provides a high-speed extension of enterprise LAN
backbone traffic through a metropolitan area. The implementation of BCP on the SPAs includes support
for IEEE 802.1D Spanning Tree Protocol, IEEE 802.1Q Virtual LAN (VLAN), and high-speed switched
LANS.

The Bridging Control Protocol (BCP) feature provides support for BCP to Cisco devices, as described
in RFC 3518, Point-to-Point Protocol (PPP) Bridging Control Protocol (BCP). The Cisco
implementation of BCP is a VLAN infrastructure that does not require the use of subinterfaces to group
Ethernet 802.1Q trunks and the corresponding PPP links. This approach enables users to process VLAN
encapsulated packets without having to configure subinterfaces for every possible VLAN configuration.

In Cisco IOS Release 12.2(33)SXH and later releases, BCP is supported over dAMLPPP links on the
Cisco 7600 SIP-200 with the 2-Port and 4-Port Channelized T3 SPA and the 8-Port Channelized T1/E1
SPA. BCP over dMLPPP is supported in trunk mode (switchport) only, in which a single BCP link can
carry multiple VLANS.

BCP Configuration Guidelines

When configuring BCP support for SPAs on the Cisco 7600 SIP-200, consider the following guidelines:

e In Cisco IOS Release 12.2(33)SXH and later releases, QoS is supported on bridged interfaces. In
earlier releases, QoS is not supported on bridged interfaces.
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Configuring BCP in Trunk Mode

When BCP is configured in trunk mode, a single BCP link can carry multiple VLANs. BCP trunk mode
operation is consistent with that of normal Ethernet trunk ports.

Trunk Mode BCP Configuration Guidelines

When configuring BCP support in trunk mode for SPAs on the Cisco 7600 SIP-200, consider the
following guidelines:

~

Note

There are some differences between the Ethernet trunk ports and BCP trunk ports.

— Ethernet trunk ports support ISL and 802.1Q encapsulation, but BCP trunk ports support only
802.1Q.

— Ethernet trunk ports support Dynamic Trunk Protocol (DTP), which is used to automatically
determine the trunking status of the link. BCP trunk ports are always in trunk state and no DTP
negotiation is performed.

— The default behavior of Ethernet trunk ports is to allow all VLANSs on the trunk. The default
behavior of BCP trunks is to disallow all VLANSs. This means that VLANSs that need to be
allowed have to be explicitly configured on the BCP trunk port.

Use the switchport command under the WAN interface when configuring trunk mode BCP.
The SIPs support the following maximum number of BCP ports on any given VLAN:
— In Cisco IOS Release 12.2(18)SXE and later—Maximum of 60 BCP ports

— In Cisco IOS Release 12.2(33)SXH and later—Maximum of 112 BCP ports on Cisco 7600
SIP-200.

To use VLANS in trunk mode BCP, you must use the vlan command to manually add the VLANSs to
the VLAN database. The default behavior for trunk mode BCP allows no VLANS.

Trunk mode BCP is not supported on VLAN IDs 0, 1006-1023, and 1025.
The native VLAN (1) has the following restrictions for trunk mode BCP:
— In Cisco IOS 12.25X software releases—The native VLAN is not supported.
— In Cisco IOS Release 12.2(33)SXH and later releases—The native VLAN is supported.

For trunk mode BCP (switch port), STP interoperability is the same as that of Ethernet switch ports.
The STP path cost of WAN links can be changed and other STP functionality such as BPDU Guard
and PortFast will work on the WAN links. However, we recommend that you do not change the
default values.

VLAN Trunking Protocol (VTP) is supported.

The management VLAN, VLAN 1, must be explicitly enabled on the trunk to send VTP
advertisements.
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Step 1

Step 2

Step 3

Step 4

To configure BCP in trunk mode, perform the following steps beginning in global configuration mode:

Command

Purpose

Router (config)# vlan dotlg tag native

(Optional) Enables dotlq tagging for all VLANs in a
trunk. By default, packets on the native VLAN are sent
untagged. When you enable dotlq tagging, packets are
tagged with the native VLAN ID.

2-Port and 4-Port Channelized T3 SPA

Router (config)# interface serial
slot/subslot/port/tl-number:channel-g
roup

8-Port Channelized T1/E1 SPA

Router (config)# interface serial
slot/subslot/port:channel-group

Specifies an interface and enters interface configuration
mode, where:

¢ slor—Specifies the chassis slot number where the SIP
is installed.

e subslot—Specifies the secondary slot number on a
SIP where a SPA is installed.

e port—Specifies the number of the interface port on
the SPA.

e tl-number—Specifies the logical T1 number in
channelized mode.

e channel-group—Specifies the logical channel group
assigned to the time slots within the T1 or E1 group.

Router (config-if)# switchport

Puts an interface that is in Layer 3 mode into Layer 2
mode for Layer 2 configuration. PPP encapsulation is
automatically configured, and the interface is
automatically configured for trunk mode and nonegotiate
status.

Router (config-if)# shutdown

Disables the interface.
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Command Purpose
Step5 Router (config-if)# no shutdown Restarts the disabled interface.
Step6  Router(config-if)# switchport trunk (Optional) Controls which VLANSs can receive and
allowed vlan {all | {add | remove | transmit traffic on the trunk, where:
except} vlan-list [,vlan-list...] |
vlan-list [,vlan-list...]} e all—Enables all applicable VLANSs.

e add vian-list [,vian-list...]| —Appends the specified
list of VLANS to those currently set instead of
replacing the list.

e remove vian-list [,vlan-list...]| —Removes the
specified list of VLANs from those currently set
instead of replacing the list.

e except vian-list [,vlan-list...]|—Excludes the
specified list of VLANSs from those currently set
instead of replacing the list.

e vlan-list [,vlan-list...]|—Specifies a single VLAN
number from 1 to 4094, or a continuous range of
VLANS that are described by two VLAN numbers
from 1 to 4094. You can specify multiple VLAN
numbers or ranges using a comma-separated list.

To specify a range of VLANS, enter the smaller
VLAN number first, separated by a hyphen and the
larger VLAN number at the end of the range.

Note Do not enable the reserved VLAN range (1006 to
1024) on trunks when connecting a Cisco 7600
series router running the Cisco I0S software on
both the supervisor engine and the MSFC to a
Cisco 7600 series router running the Catalyst
operating system. These VLANSs are reserved in
Cisco 7600 series routers running the Catalyst
operating system. If enabled, Cisco 7600 series
routers running the Catalyst operating system
may error-disable the ports if there is a trunking
channel between these systems.
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Verifying BCP in Trunk Mode

Because the PPP link has to flap (be brought down and renegotiated), it is important that you run the
following show commands after you configure BCP in trunk mode to confirm the configuration:

Command

Purpose

2-Port and 4-Port Channelized T3 SPA

Router# show interfaces [serial
slot/subslot/port/tl-number:channel-groupl
trunk [module number]

8-Port Channelized T1/E1 SPA

Router# show interfaces [serial
slot/subslot/port:channel-group] trunk
[module number]

Displays the interface trunk information, where:

e slot+—Specifies the chassis slot number where
the SIP is installed.

e subslot—Specifies the secondary slot number
on a SIP where a SPA is installed.

e port—Specifies the number of the interface
port on the SPA.

e tl-number—Specifies the logical T1 number
in channelized mode.

e channel-group—Specifies the logical channel
group assigned to the time slots within the T1
or E1 group.

¢ module number—(Optional) Specifies the
chassis slot number of the SIP and displays
information for all interfaces of the SPAs in
that SIP.

Command

Purpose

2-Port and 4-Port Channelized T3 SPA

Router# show interfaces [serial
slot/subslot/port/tl-number:channel-group]
switchport [module number]

8-Port Channelized T1/E1 SPA

Router# show interfaces [serial
slot/subslot/port:channel-group] switchport
[module number]

Displays the administrative and operational status
of a switching (nonrouting) port, where:

¢ slot—Specifies the chassis slot number where
the SIP is installed.

e subslot—Specifies the secondary slot number
on a SIP where a SPA is installed.

e port—Specifies the number of the interface
port on the SPA.

e tl-number—Specifies the logical T1 number
in channelized mode.

® channel-group—Specifies the logical channel
group assigned to the time slots within the T1
or E1 group.

¢ module number—(Optional) Specifies the
chassis slot number of the SIP and displays
information for all interfaces of the SPAs in
that SIP.
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The following output of the show interfaces commands provide an example of the information that is
displayed when BCP is configured in trunk mode:

Note = When switch port is configured, the encapsulation is automatically changed to PPP.

Router# show interfaces trunk

Port Mode Encapsulation Status Native vlan
PO4/1/0 on 802.1qg trunking 1
Port Vlans allowed on trunk

PO4/1/0 1-1005,1025-1026,1028-4094

Port Vlans allowed and active in management domain
PO4/1/0 1,100,200

Port Vlans in spanning tree forwarding state and not pruned
PO4/1/0 1,100,200

Router# show interfaces switchport

Name: P0O4/1/0

Switchport: Enabled

Administrative Mode: trunk

Operational Mode: down

Administrative Trunking Encapsulation: dotlg
Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANS: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan: none

Trunking VLANs Enabled: 100

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Unknown unicast blocked: disabled
Unknown multicast blocked: disabled

Configuring Virtual Private LAN Service (VPLS)

Virtual Private LAN Service (VPLS) uses the provider core to simulate a virtual bridge that joins
geographically separate LAN segments together. From a customer point of view, there is no topology for
VPLS. All of the CE devices appear to connect to a logical bridge emulated by the provider core.

VPLS enables geographically separate LAN segments to be interconnected as a single bridged domain
over a packet-switched network, such as IP, MPLS, or a hybrid of both.

For information about configuring VPLS on the SIPs, refer to the “Virtual Private LAN Services on the
Optical Services Modules” section of the OSM Configuration Note for the Cisco 7600 series router at
the following URL:

http://www.cisco.com/en/US/docs/routers/7600/install_config/12.2SR_OSM_config/mpls.html#wp142
3607

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Full-mesh, hub and spoke, and Hierarchical VPLS (H-VPLS) with MPLS edge configurations are
available.

Full-Mesh Configuration

The full-mesh configuration requires a full mesh of tunnel label switched paths (LSPs) between all the
PEs that participate in the VPLS. With full-mesh, signaling overhead and packet replication
requirements for each provisioned VC on a PE can be high.

You set up a VPLS by first creating a virtual forwarding instance (VFI) on each participating PE router.
The VFI specifies the VPN ID of a VPLS domain, the addresses of other PE routers in the domain, and
the type of tunnel signaling and encapsulation mechanism for each peer PE router.

The set of VFIs formed by the interconnection of the emulated VCs is called a VPLS instance; it is the
VPLS instance that forms the logic bridge over a packet-switched network. The VPLS instance is
assigned a unique VPN ID.

The PE routers use the VFI to establish a full-mesh LSP of emulated VCs to all the other PE routers in
the VPLS instance. PE routers obtain the membership of a VPLS instance through static configuration
using the Cisco IOS CLI.

Hub and Spoke

In a hub-and-spoke model, the PE router that acts as the hub establishes a point-to-multipoint forwarding
relationship with all PE routers at the spoke sites. An Ethernet or VLAN packet received from the
customer network on the hub PE can be forwarded to one or more emulated VCs.

The PE routers that act as the spoke establish a point-to-point connection to the PE at the hub site.
Ethernet or VLAN packets received from the customer network on the spoke PE are forwarded to the
VFI or VPLS instance at the hub.

In Cisco IOS Release 12.2(33)SXH and later releases, if there are a number of customer sites connecting
to the spoke, you can terminate multiple VCs per spoke into the same VFI or VPLS instance at the hub.

Hierarchical Virtual Private LAN Service (H-VPLS) with MPLS to the Edge

In a flat or non-hierarchical VPLS configuration, a full mesh of pseudowires (PWs) is needed between
all PE nodes. A pseudowire defines a VLAN and its corresponding pseudoport.

H-VPLS reduces both signaling and replication overhead by using a combination of full-mesh and
hub-and-spoke configurations. Hub-and-spoke configurations operate with split horizon to allow packets
to be switched between PWs, which effectively reduce the number of PWs between PEs.
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Figure 4-3 H-VPLS with MPLS to the Edge Network
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In the H-VPLS with MPLS to the edge architecture, Ethernet Access Islands (EAIs) work in combination
with a VPLS core network with MPLS as the underlying transport mechanism. EAIs operate like
standard Ethernet networks. In Figure 4-3, devices CE1, CE2a, and CE2b reside in an EAI. Traffic from
any CE devices within the EAI are switched locally within the EAI by the user-facing provider edge
(UPE) device along the computed spanning-tree path. Each user-facing provider edge (UPE) device is
connected to one or more network-facing provider edge (NPE) devices using PWs. The traffic local to
the UPE is not forward to any network-facing provider edge (NPE) devices.

VPLS Configuration Guidelines

When configuring VPLS on a SIP, consider the following guidelines:
e For support of specific VPLS features by SIP, see Table 4-3.
e The SIPs support up to 4000 VPLS domains per Catalyst 6500 Series switch.
e The SIPs support up to 60 VPLS peers per domain per Catalyst 6500 Series switch.

e The SIPs support up to 30,000 pseudowires, used in any combination of domains and peers up to the
4000-domain or 60-peer maximums. For example, support of up to 4000 domains with 7 peers, or
up to 60 peers in 500 domains.

¢ When configuring VPLS on a Cisco 7600 SIP-600, consider the following guidelines:

- Q-in-Q (the ability to map a single 802.1Q tag or a random double tag combination into a VPLS
instance, a Layer 3 MPLS VPN, or an EOMPLS VC) is not supported.

- H-VPLS with Q-in-Q edge—Requires a Cisco 7600 SIP-600 in the uplink, and any LAN port
or Cisco 7600 SIP-600 on the downlink.

e H-VPLS with MPLS edge requires either an OSM module, Cisco 7600 SIP-600, or Cisco 7600
SIP-400 in both the downlink (facing UPE) and uplink (MPLS core).

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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e The Cisco 7600 SIP-400 and Cisco 7600 SIP-600 provide Transparent LAN Services (TLS) and
Ethernet Virtual Connection Services (EVCS).

e The Cisco 7600 SIP-400 does not support redundant PW links from a UPE to multiple NPE:s.

e For information about configuring VPLS on the SIPs, consider the guidelines in this document and
then refer to the “Virtual Private LAN Services on the Optical Services Modules” section of the OSM
Configuration Note for the Cisco 7600 series router at the following URL.:

http://www.cisco.com/en/US/docs/routers/7600/install_config/12.2SR_OSM_config/mpls.html#w
p1423607
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Table 4-3 provides information about where the VPLS features are supported.

Table 4-3

VPLS Feature Compatibility by SIP and SPA Combination

Feature

Cisco 7600 SIP-200

Cisco 7600 SIP-400

Cisco 7600 SIP-600'

H-VPLS with MPLS edge

Not supported.

In Cisco IOS Release
12.2(33)SXH and later:

e 2-Port Gigabit Ethernet SPA

e 2-Port and 4-Port
OC-3c¢/STM-1 POS SPA

e 1-Port OC-12¢/STM-4 POS
SPA

e 1-Port OC-48c/STM-16 POS
SPA

In Cisco IOS Release
12.2(18)SXF! and later:

e [-Port 10-Gigabit Ethernet
SPA

e 5-Port Gigabit Ethernet SPA

e 10-Port Gigabit Ethernet
SPA

e 1-Port OC-192¢/STM-64
POS/RPR SPA

e 2-Port and
4-Port OC-48¢c/STM-16
POS SPA

Support for the Cisco 7600
SIP-600 was removed in Cisco
10S Release 12.2(33)SXH and
restored in Cisco IOS Release
12.2(33)SXI and later releases.

H-VPLS with Q-in-Q edge

Not supported.

Not supported.

In Cisco IOS Release
12.2(18)SXF! and later:

e 1-Port 10-Gigabit Ethernet
SPA

e 5-Port Gigabit Ethernet SPA

e 10-Port Gigabit Ethernet
SPA

e 1-Port OC-192¢/STM-64
POS/RPR SPA

e 2-Port and
4-Port OC-48¢c/STM-16
POS SPA

Support for the Cisco 7600
SIP-600 was removed in Cisco
10S Release 12.2(33)SXH and
restored in Cisco IOS Release
12.2(33)SXI and later releases.
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Table 4-3

VPLS Feature Compatibility by SIP and SPA Combination (continued)

Feature

Cisco 7600 SIP-200

Cisco 7600 SIP-400

Cisco 7600 SIP-600'

VPLS multiple VCs per spoke

Added in Cisco IOS Release
12.2(33)SXH.

Added in Cisco IOS Release
12.2(33)SXI.

VPLS with
point-to-multipoint EOMPLS

Not supported.

In Cisco IOS Release
12.2(33)SXH and later:

In Cisco IOS Release
12.2(18)SXF! and later:

and fully-meshed PE

. . e 2-Port Gigabit Ethernet SPA e 1-Port 10-Gigabit Ethernet
configuration

e 2-Port and 4-Port SPA

OC-3¢/STM-1 POS SPA e 5-Port Gigabit Ethernet SPA
e 1-Port OC-12¢/STM-4 POS e 10-Port Gigabit Ethernet
SPA SPA
e 1-Port OC-48c/STM-16 POS e 1-Port OC-192¢/STM-64
SPA POS/RPR SPA
e 2-Port and
4-Port OC-48c/STM-16
POS SPA

Support for the Cisco 7600
SIP-600 was removed in Cisco
10S Release 12.2(33)SXH and
restored in Cisco IOS Release
12.2(33)SXI and later releases.

1. Support for the Cisco 7600 SIP-600 was removed in Cisco IOS Release 12.2(33)SXH and restored in Cisco IOS Release 12.2(33)SXI and later releases.

Configuring Asymmetric Carrier Delay

After a switchover of redundant links, a local link or port may be declared as link-up before the port is
ready to forward data. This condition can result in erroneous routing table convergence and traffic loss.
In Cisco IOS Release 12.2(33)SXI and later releases, asymmetric carrier delay (ACD) allows you to
configure separate delay values for link-up and link-down event notification for SIP-200 or SIP-400
physical interfaces. With this feature, link-down events can be notified quickly while link-up events can
be notified after a delay of sufficient time to ensure that a rebooted port is ready.

ACD Restrictions and Guidelines

When configuring ACD, consider the following restrictions and guidelines:

e ACD cannot be configured on an interface if conventional carrier delay (the carrier-delay command
without an up or down keyword) is configured on the interface.

e Link-up carrier delay times are configured in seconds. Link-down carrier delay times are configured
in either milliseconds, using the msec keyword, or seconds.

e The line card (LC) implements a 4-second debounce timer for link-up events. A configured link-up
carrier delay will execute concurrently with the LC debounce timer, and must be 4 seconds or more.

e The route processor (RP) implements a 2-second delay for link-up and link-down events.
Configuring a link-down carrier delay time cancels the 2-second RP delay for link-up and link-down
events.

e The Fast Link and carrier delay features are mutually exclusive. If you configure either feature on
an interface, the other is disabled.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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¢ Administrative shutdown of an interface will force an immediate link-down event regardless of any

carrier delay configuration.

e Table 4-4 describes the resulting carrier delay for each configuration and interface event.

Table 4-4 ACD Behavior

ACD Configuration

Interface Event

Total Carrier Delay

carrier-delay down 7_down

(Because a link-down delay is
configured, the RP delay is
cancelled.)

Transition to down state

t_down

Transition to up state

4 seconds (LC debounce timer)

Administrative shutdown

0 (immediate shutdown)

Administrative bring up

4 seconds (LC debounce timer)

carrier-delay up ¢_up

(Because a link-down delay is
not configured, the RP delay is
applied.)

Transition to down state

2 seconds (RP delay)

Transition to up state

t_up + 2 seconds (RP delay)

Administrative shutdown

0 (immediate shutdown)

Administrative bring up

t_up + 2 seconds (RP delay),
minimum 4 seconds

carrier-delay down 7_down
carrier-delay up ¢_up

(Because a link-down delay is
configured, the RP delay is
cancelled.)

Transition to down state

t_down

Transition to up state

t_up, minimum 4 seconds

Administrative shutdown

0 (immediate shutdown)

Administrative bring up

t_up, minimum 4 seconds

ACD Configuration Procedure

To configure separate carrier delay values for link-up and link-down events on a SIP-200 or SIP-400
physical interface, perform this task:

Command or Action

Purpose

Step 1 Router (config)# interface type
slot/subslot/port

Selects the interface to configure.

Step2 Router(config-if)# carrier-delay {up
seconds | down {seconds | msec
milliseconds}}

down state.

Configures the ACD up or down notification delay.
e up —Specifies the link-up notification delay.
¢ down—Specifies the link-down notification delay.

e seconds—Time, in seconds, to wait for the system to change
states. The range is from 0 to 60. The default is 4 seconds for
transitions to the up state and 2 seconds for transitions to the

e msec milliseconds—Specifies the link-down notification
delay time in milliseconds.

Step3 Router(config-if)# end

Exits the configuration mode.

The following example shows how to configure a carrier delay of 8 seconds for link-up transitions and
50 milliseconds for link-down transitions:

Router (config)# interface Fa2/0/0
Router (config-if)# carrier-delay up 8
Router (config-if)# carrier-delay down msec 50
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Verifying ACD Configuration

To display the carrier delay configuration on a SIP-200 or SIP-400 physical interface, enter the show
running-config command:

Router# show running-config interface Fa2/0/0
Building configuration...

Current configuration: 219 bytes
|

interface FastEthernet2/0/0

ip address 32.0.0.1 255.255.255.0
logging event link-status
carrier-delay up 8

carrier-delay down msec 50

end

Configuring MPLS Features on a SIP

Many of the MPLS features supported on the FlexWAN and Enhanced FlexWAN modules on the
Catalyst 6500 Series switch, are also supported by the SIPs. For a list of the supported MPLS features
on the SIPs, see Chapter 3, “Overview of the SIPs and SSC.”

This section describes those MPLS features that have SIP-specific configuration guidelines. After you
review the SIP-specific guidelines described in this document, then refer to the following URL for more
information about configuring MPLS features:

http://www.cisco.com/en/US/docs/routers/7600/install_config/flexwan_config/flexmpls.html

Configuring Any Transport over MPLS on a SIP

~

Note

Any Transport over MPLS (AToM) transports Layer 2 packets over a Multiprotocol Label Switching
(MPLS) backbone. AToM uses a directed Label Distribution Protocol (LDP) session between edge
switches for setting up and maintaining connections. Forwarding occurs through the use of two levels of
labels, switching between the edge switches. The external label (tunnel label) routes the packet over the
MPLS backbone to the egress Provider Edge (PE) at the ingress PE. The VC label is a demuxing label
that determines the connection at the tunnel endpoint (the particular egress interface on the egress PE as
well as the virtual path identifier [VPI]/virtual channel identifier [VCI] value for an ATM Adaptation
Layer 5 [AALS] protocol data unit [PDU], the data-link connection identifier [DLCI] value for a Frame
Relay PDU, or the virtual LAN [VLAN] identifier for an Ethernet frame).

For specific information about configuring AToM features, refer to the FlexWAN and Enhanced
FlexWAN Module Installation and Configuration Note located at the following URL:

http://www.cisco.com/en/US/docs/routers/7600/install_config/flexwan_config/flexmpls.html

When referring to the FlexWAN documentation, be sure to note any SIP-specific configuration
guidelines described in this document.

Cisco 7600 SIP-200 AToM Features

The Cisco 7600 SIP-200 supports the following AToM features:
e ATM over MPLS (ATMoMPLS)—AALS5 mode

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Ethernet over MPLS (EoMPLS)—Port mode
EoMPLS-VLAN mode

Frame Relay over MPLS (FRoMPLS)
Hierarchical QoS for EOMPLS VCs

Cisco 7600 SIP-400 AToM Features

The Cisco 7600 SIP-400 supports the following AToM features:

ATMoMPLS—AALO mode (single cell relay only)

ATMoMPLS—AALS mode

EoMPLS—Port mode

EoMPLS—VLAN mode

FRoMPLS—DLCI mode

In Cisco IOS Release 12.2(33)SXH and later releases:
— Hierarchical QoS for EOMPLS VCs
- HDLCoMPLS
- PPPoMPLS

In Cisco IOS Release 12.2(33)SXI and later releases:
- AToM over GRE

Cisco 7600 SIP-400 AToM Configuration Guidelines

When configuring AToM with a Cisco 7600 SIP-400, consider the following guidelines:

The Cisco 7600 SIP-400 is not supported with a Supervisor Engine 1, Supervisor Engine 1A,
Supervisor Engine 2, or Supervisor Engine 720 PFC3A.

The Cisco 7600 SIP-400 is not supported with PFC-2 based systems.

For AToM in releases prior to Cisco I0OS Release 12.2(33)SXH, the Cisco 7600 SIP-400 does not
support the following features when it is located in the data path. You should not configure the
following features if the SIP is facing the customer edge (CE) or the MPLS core:

- HDLCoMPLS
- PPPoMPLS
- VPLS

For AToM in Cisco IOS Release 12.2(33)SXH and later releases, the Cisco 7600 SIP-400 supports
the following features on CE-facing interfaces:

- HDLCoMPLS
- PPPoMPLS
- VPLS

The Cisco 7600 SIP-400 supports EOMPLS with directly connected provider edge (PE) devices
when the Cisco 7600 SIP-400 is on the MPLS core side of the network.

In Cisco IOS Release 12.2(33)SXH and later releases, the Cisco 7600 SIP-400 supports AToM over
GRE.
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Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide g



Chapter4  Configuring the SIPs and SSC |

Configuration Tasks

e The Cisco 7600 SIP-400 does not support the ability to enable or disable tunneling of Layer 2
packets, such as for the VLAN Trunking Protocol (VTP), Cisco Discovery Protocol (CDP), and
bridge protocol data unit (BPDU). The Cisco 7600 SIP-400 tunnels BPDUs, and always blocks VTP
and CDP packets from the tunnel.

e In ATMoMPLS AALS and cell mode, the Cisco 7600 SIP-400 supports non-matching VPIs/VCIs
between PEs if the Cisco 7600 SIP-400 is on both sides of the network.

e The Cisco 7600 SIP-400 supports matching on FR-DE to set MPLS-EXP for FRoMPLS.

e The Cisco 7600 SIP-400 supports use of the xconnect command to configure AToM circuits for all
AToM connection types except ATMoMPLS. For ATMoMPLS, you must use the mpls 12 transport
route command.

For information about configuring the xconnect command for AToM circuits, refer to the MPLS
examples using the xconnect command at the following URL:

http://www.cisco.com/en/US/docs/routers/7600/install_config/flexwan_config/flexmpls.html

e The Cisco 7600 SIP-400 does not support local switching for ATM interfaces, but does support local
switching for Frame Relay interfaces.

e The Cisco 7600 SIP-400 does not support the following QoS classification features with AToM:
— Matching on data-link connection identifier (DLCI) is unsupported
— Matching on virtual LAN (VLAN) is unsupported

— Matching on class of service (CoS) is unsupported in Cisco IOS Release 12.2(18)SXE and
Cisco IOS Release 12.2(18)SXE2 only. Beginning in Cisco IOS Release 12.2(18)SXEF, it is
supported with the 2-Port Gigabit Ethernet SPA.

— Matching on input interface is unsupported
— Matching on packet length is unsupported
— Matching on media access control (MAC) address is unsupported

- Matching on protocol type, including Border Gateway Protocol (BGP), is unsupported

Understanding MPLS Imposition on the Cisco 7600 SIP-400 to Set MPLS Experimental Bits

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide

The MPLS imposition function encapsulates non-MPLS frames (such as Ethernet, VLAN, Frame Relay,
ATM or IP) into MPLS frames. MPLS disposition performs the reverse function.

An input QoS policy map is applied to ingress packets before MPLS imposition takes place. This means
that the packets are treated as non-MPLS frames, so any MPLS-related matches have no effect. In the
case of marking experimental (EXP) bits using the set mpls experimental command, the information is
passed to the AToM or MPLS component to set the EXP bits. After imposition takes place, the frame
becomes an MPLS frame and an output QoS policy map (if it exists) can apply MPLS-related criteria.

On the egress side, an output QoS policy map is applied to the egress packets after MPLS disposition
takes place. This means that packets are treated as non-MPLS frames, so any MPLS-related criteria has
no effect. Before disposition, the frame is an MPLS frame and the input QoS policy map (if it exists) can
apply MPLS-related criteria.

The Encoded Address Recognition Logic (EARL) is a centralized processing engine for learning and
forwarding packets based upon MAC address on the Catalyst 6500 Series switch supervisor engines. The
EARL stores the VLAN, MAC address, and port relationships. These relationships are used to make
switching decisions in hardware. The EARL engine also performs MPLS imposition, and the MPLS EXP
bits are copied either from the IP TOS field (using trust dscp or trust precedence mode), or from the
DBUS header QoS field (using trust cos mode).
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When using the 2-Port Gigabit Ethernet SPA with the Cisco 7600 SIP-400 as the customer-side interface
configured for 802.1Q encapsulation for IP imposition with MPLS, the Layer 2 CoS value is not
automatically copied into the corresponding MPLS packet’s EXP bits. Instead, the value in the IP
precedence bits is copied.

To maintain the 802.1Q CoS values, classify the imposition traffic on the customer-facing Gigabit
Ethernet interface in the input direction to match on CoS value, and then set the MPLS experimental
action for that class as shown in the following example:

Router (config)# class-map cos0

Router (config-cmap) # match cos 0

Router (config-cmap) # exit

|

Router (config)# class-map cosl

Router (config-cmap)# match cos 1

Router (config-cmap)# exit

|

Router (config) # policy-map policyl

Router (config-pmap)# class cos0

Router (config-pmap-c)# set mpls experimental imposition 0
Router (config-pmap-c)# exit

Router (config-pmap) # class cosl

Router (config-pmap-c)# set mpls experimental imposition 1

Cisco 7600 SIP-600 AToM Features

The Cisco 7600 SIP-600 supports the following AToM features:

e Any Transport over MPLS (AToM) support—EoMPLS only (Encoded Address Recognition Logic
[EARL]-based and SIP-based EOMPLS)

Configuring Hierarchical Virtual Private LAN Service (H-VPLS) with MPLS to the Edge

The Cisco 7600 SIP-400 and Cisco 7600 SIP-600 support the H-VPLS with MPLS to the Edge feature.
For more information about VPLS support on the SIPs, see the “Configuring Virtual Private LAN
Service (VPLS)” section on page 4-23.

Configuring QoS Features on a SIP

This section describes configuration of the SIP-specific QoS features. Many of the QoS features
supported on the FlexWAN and Enhanced FlexWAN modules on the Catalyst 6500 Series switch are also
supported by the SIPs. For a list of the supported QoS features on the SIPs, see Chapter 3, “Overview of
the SIPs and SSC.”

This section describes those QoS features that have SIP-specific configuration guidelines. After you
review the SIP-specific guidelines described in this document, then refer to the FlexWAN and Enhanced
FlexWAN Module Installation and Configuration Note located at the following URL:

http://www.cisco.com/en/US/docs/routers/7600/install_config/flexwan_config/flexwan-config-guide.ht
ml

This section includes the following topics:
¢ General QoS Feature Configuration Guidelines, page 4-34
e Configuring QoS Features Using MQC, page 4-35
e Configuring QoS Traffic Classes on a SIP, page 4-35
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¢ Configuring QoS Class-Based Marking Policies on a SIP, page 4-41

e Configuring QoS Congestion Management and Avoidance Policies on a SIP, page 4-44
¢ Configuring Dual Priority Queuing on a Cisco 7600 SIP-400, page 4-47

e Configuring QoS Traffic Shaping Policies on a SIP, page 4-49

e Configuring QoS Traffic Policing Policies on a SIP, page 4-50

e Attaching a QoS Traffic Policy to an Interface, page 4-55

e Configuring Network-Based Application Recognition and Distributed Network-Based Application
Recognition, page 4-56

e Configuring Hierarchical QoS on a SIP, page 4-58
e Configuring PFC QoS on a Cisco 7600 SIP-600, page 4-60

General QoS Feature Configuration Guidelines

This section identifies some general QoS feature guidelines for certain types of SPAs. You can find other
feature-specific SIP and SPA configuration guidelines and restrictions in the other QoS sections of this
chapter.

ATM SPA QoS Configuration Guidelines

For the 2-Port and 4-Port OC-3c/STM-1 ATM SPA, the following applies:

¢ In the ingress direction, all Quality of Service (QoS) features are supported by the Cisco 7600
SIP-200.

¢ In the egress direction:

— All queueing based features (such as class-based weighted fair queueing [CBWFQ], and ATM
per-VC WFQ, and WRED) are implemented on the Segmentation and Reassembly (SAR)
processor on the SPA.

— Policing is implemented on the SIP.

— Class queue shaping is not supported.

Gigabit Ethernet SPA QoS Configuration Guidelines

For the 2-Port Gigabit Ethernet SPA, the following QoS behavior applies:

¢ In both the ingress and egress directions, all QoS features calculate packet size similarly to how
packet size calculation is performed by the FlexWAN and Enhanced FlexWAN modules on the
Catalyst 6500 Series switch.

e Specifically, all features consider the IEEE 802.3 Layer-2 headers and the Layer-3 protocol payload.
The CRC, interframe gap, and preamble are not included in the packet size calculations.

~

Note  For Fast Ethernet SPAs, QoS cannot change the speed of an interface (for example, Fast Ethernet SPAs
cannot change QoS settings whenever an interface speed is changed between 100 Mbps to 10 Mbps).
When the speed is changed, the user must also adjust the QoS setting accordingly.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Configuring QoS Features Using MQC

Step 1
Step 2

Step 3

The Modular QoS CLI (MQC) is a CLI structure that allows users to create traffic policies and attach
these policies to interfaces. A traffic policy contains a traffic class and one or more QoS features. A
traffic class is used to select traffic, while the QoS features in the traffic policy determine how to treat
the classified traffic.

If you apply a traffic policy at a main interface that also contains subinterfaces, then all of the traffic that
goes through the subinterfaces is processed according to the policy at the main interface. For example,
if you configure a traffic shaping policy at the main interface, all of the traffic going through the
subinterfaces is aggregated and shaped to the rate defined in the traffic shaping policy at the main
interface.

To configure QoS features using the Modular QoS CLI on the SIPs, complete the following basic steps:

Define a traffic class using the class-map command.

Create a traffic policy by associating the traffic class with one or more QoS features (using the
policy-map command).

Attach the traffic policy to the interface using the service-policy command.

For a complete discussion about MQC, refer to the “Modular Quality of Service Command-Line
Interface Overview” chapter of the Cisco I0S Quality of Service Solutions Configuration Guide,
Release 12.2 publication at:

http://www.cisco.com/en/US/docs/ios/12_2/qos/configuration/guide/qcfmdcli.html

Configuring QoS Traffic Classes on a SIP

Use the QoS classification features to select your network traffic and categorize it into classes for further
QoS processing based on matching certain criteria. The default class, named class-default, is the class
to which traffic is directed for any traffic that does not match any of the selection criteria in the
configured class maps.

QoS Traffic Class Configuration Guidelines

When configuring traffic classes on a SIP, consider the following guidelines:
* You can define up to 256 unique class maps.
¢ A single class map can contain up to 8 different match command statements.

e For ATM bridging, Frame Relay bridging, MPB, and BCP features, the following matching features
are supported on bridged frames in Cisco IOS Release 12.2(33)SXH and later releases:

— Matching on ATM CLP bit (input interface only)

— Matching on COS

— Matching on Frame Relay DE bit (input interface only)
— Matching on Frame Relay DLCI

— Matching on inner COS

- Matching on inner VLAN

- Matching on IP DSCP
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— Matching on IP precedence

- Matching on VLAN

e The Cisco 7600 SIP-600 does not support combining matches on QoS group or input VLAN with
other types of matching criteria (for example, access control lists [ACLs]) in the same class or policy

map.

e The Cisco 7600 SIP-400 supports matching on ACLs for routed traffic only. Matching on ACLs is

not supported for bridged traffic.

¢  When configuring hierarchical QoS on the Cisco 7600 SIP-600, if you configure matching on an
input VLAN in a parent policy, then only matching on a QoS group is supported in the child policy.

e For support of specific matching criteria by SIP, see Table 4-5.

To create a user-defined QoS traffic class, perform this task beginning in global configuration mode:

Command

Purpose

StepI Router (config)# class-map [match-all

| match-any] class-name

Creates a traffic class, where:

¢ match-all—(Optional) Specifies that all match
criteria in the class map must be matched, using a
logical AND of all matching statements defined
under the class. This is the default.

e match-any—(Optional) Specifies that one or more
match criteria must match, using a logical OR of all
matching statements defined under the class.

* class-name—Specifies the user-defined name of the
class.

Note  You can define up to 256 unique class maps.

StepZ Router (config-cmap) # match type

Specifies the matching criterion to be applied to the
traffic, where type represents one of the forms of the
match command supported by the SIP as shown in
Table 4-5.

Note A single class-map can contain up to 8 different
match command statements.
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Table 4-5 provides information about which QoS classification features are supported for SIPs on the
Catalyst 6500 Series switch. For more information about most of the commands documented in this
table, refer to the Cisco 10S Quality of Service Solutions Command Reference.

Table 4-5

QoS Classification Feature Compatibility by SIP

Feature (match command)

Cisco 7600 SIP-200

Cisco 7600 SIP-400

Cisco 7600 SIP-600'

Matching on access list
(ACL) number

(match access-group
command)

Supported for all SPAs with the
following types of ACLs:

e Protocols—ICMP, IGMP,
EIGRP, OSPF, PIM, and
GRE

e Source and destination port
e TCP flags

e ToS (DSCP and
precedence)

Supported for all SPAs with the
following types of ACLs:

e Source and destination port
e TCP flag (IPv4 only)

e [P address (IPv6 compress
mode only)

Supported for all SPAs! with
the following types of ACLs:

e JPv4 and IPv6

e Protocols—ICMP,IGMP,
UDP, and MAC

¢ Source and destination
ports

e TCP flags
e ToS

Note: Support for the

Cisco 7600 SIP-600 was
removed in Cisco I0S
Release 12.2(33)SXH and
restored in Cisco IOS Release
12.2(33)SXI and later
releases.

Matching on ACL name
(match access-group
name command)

Supported for all SPAs.

Supported for all SPAs.

Supported for all SPAs.!

Note: Support for the

Cisco 7600 SIP-600 was
removed in Cisco I0S
Release 12.2(33)SXH and
restored in Cisco IOS Release
12.2(33)SXI and later
releases.

Match on any packet
(match any command)

Note  Not supported for
user-defined class

maps.

Supported for all SPAs.

Supported for all SPAs.

Supported for all SPAs.!

Note: Support for the

Cisco 7600 SIP-600 was
removed in Cisco I0S
Release 12.2(33)SXH and
restored in Cisco IOS Release
12.2(33)SXI and later
releases.

Matching on ATM cell
loss (CLP) (match atm
clp command)

e Supported for all ATM
SPAs.

e Cisco IOS Release
12.2(33)SXH—Support
added for ATM CLP
matching with RFC 1483
bridging features.

e Supported for all ATM
SPAs on ATM input
interface only.

e Cisco IOS Release
12.2(33)SXH—Support
added for ATM CLP
matching with RFC 1483
bridging features on ATM
input interface only.

Not supported.
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Table 4-5

QoS Classification Feature Compatibility by SIP (continued)

Feature (match command)

Cisco 7600 SIP-200

Cisco 7600 SIP-400

Cisco 7600 SIP-600'

Matching on class map

(match class-map
command)

Supported for all SPAs.

Not supported.

Not supported.

Matching on Class of
Service (COS) (match
cos command)

Supported in Cisco IOS Release
12.2(33)SXH on the 4-Port and
8-Port Fast Ethernet SPA using
dotlq encapsulation.

e 2-Port Gigabit Ethernet
SPA only—Input and
output 802.1Q tagged
frames.

e (Cisco IOS Release
12.2(33)SXH—Support
added for inner COS
matching with bridging
features.

Not supported.

Matching on Inner COS
(match cos inner
command)

e Supported for all SPAs.

e Cisco IOS Release
12.2(33)SXH—Support
added for inner COS
matching with bridging
features.

Supported in Cisco IOS Release
12.2(33)SXH on the 2-Port
Gigabit Ethernet SPA:

e Input and output interfaces.

e Inner COS matching with
bridging features.

Not supported.

Match on Frame Relay
discard eligibility (DE)
bit (match fr-de
command)

e Supported for Frame Relay
input and output interfaces.

e Cisco IOS Release
12.2(33)SXH—Support
added for Frame Relay DE
matching with Frame Relay
bridging features.

e Supported for a Frame
Relay input interface only.

e Cisco IOS Release
12.2(33)SXH—Support
added for Frame Relay DE
matching with Frame Relay
bridging features on input
Frame Relay interface only.

Since the Cisco 7600
SIP-400 acts as a Frame
Relay data terminal
equipment (DTE)
device only, and not a
data communications
equipment (DCE)
device, the Cisco 7600
SIP-400 does not
support dropping of
frames that match on FR
DE bits; however, other
QoS actions are
supported.

Note

Not supported.
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Feature (match command)

Cisco 7600 SIP-200

Cisco 7600 SIP-400

Cisco 7600 SIP-600'

Match on Frame Relay
data-link connection
identifier (DLCI) (match
fr-dlci command)

e Supported for Frame Relay
input and output interfaces.

e Cisco IOS Release
12.2(33)SXH—Support
added for Frame Relay
DLCI matching with Frame
Relay bridging features.

Supported in Cisco IOS Release
12.2(33)SXH on Frame Relay
input and output interfaces, and
with Frame Relay bridging
features.

Not supported.

Match on input VLAN

(match input vlan
command—Matches the
VLAN from an input
interface.)

Supported for EOMPLS
interfaces.

Supported in Cisco IOS Release
12.2(33)SXH—Output
interface only, and with
bridging features.

Note Service policyisapplied
on the output interface
of the Cisco 7600
SIP-400 to match the
VLAN from the input

interface.

Not supported.

Match on IP DSCP
(match ip dscp
command)

e Supported for all SPAs.

e Cisco IOS Release
12.2(33)SXH—Support
added for IP DSCP
matching with bridging
features on an input
interface only.

e Supported for all SPAs.

e (Cisco IOS Release
12.2(33)SXH—Support
added for IP DSCP
matching with bridging
features.

Supported for all SPAs.!

Note: Support for the

Cisco 7600 SIP-600 was
removed in Cisco I0S
Release 12.2(33)SXH and
restored in Cisco IOS Release
12.2(33)SXI and later
releases.

Match on IP precedence
(match ip precedence
command)

Supported for all SPAs.

e Supported for all SPAs.

e Cisco IOS Release
12.2(33)SXH—Support
added for IP precedence
matching with bridging
features.

Supported for all SPAs.!

Note: Support for the

Cisco 7600 SIP-600 was
removed in Cisco I0S
Release 12.2(33)SXH and
restored in Cisco IOS Release
12.2(33)SXI and later
releases.

Match on IP Real-Time
Protocol (RTP)

(match ip rtp command)

Supported for all SPAs.

Not supported.

Not supported.

Match on MAC address
for an ACL name

(match mac address
command)

Not supported.

Not supported.

Not supported.
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Table 4-5

QoS Classification Feature Compatibility by SIP (continued)

Feature (match command)

Cisco 7600 SIP-200

Cisco 7600 SIP-400

Cisco 7600 SIP-600'

Match on destination
MAC address

(match
destination-address
mac command)

Not supported.

Not supported.

Not supported.

Match on source MAC
address

(match source-address
mac command)

Not supported.

Not supported.

Not supported.

Match on MPLS
experimental (EXP) bit
(match mpls
experimental command)

Supported for all SPAs.

Supported for all SPAs.

Supported for all SPAs.

Match on Layer 3 packet
length in IP header
(match packet length
command)

Supported for all SPAs.

Not supported.

Not supported.

Match on QoS group
(match qos-group
command)

Not supported.

Supported in Cisco IOS Release

12.2(33)SXH—Output
interface only.

Supported in software-based
EoMPLS configurations only
using hierarchical QoS,
where the parent policy
configures matching on input
VLAN and the child policy
configures matching on QoS
group.!

Note: Support for the

Cisco 7600 SIP-600 was
removed in Cisco I0S
Release 12.2(33)SXH and
restored in Cisco IOS Release
12.2(33)SXI and later
releases.

Match on protocol

(match protocol
command

Supported for NBAR.

Not supported.

Supports matching on IP and
IPv6.!

Note: Support for the

Cisco 7600 SIP-600 was
removed in Cisco I0S
Release 12.2(33)SXH and
restored in Cisco IOS Release
12.2(33)SXI and later
releases.
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Table 4-5 QoS Classification Feature Compatibility by SIP (continued)
Feature (match command) |Cisco 7600 SIP-200 Cisco 7600 SIP-400 Cisco 7600 SIP-600'
Match on VLAN Not supported. Supported in Cisco IOS Release |Not supported.

(match vlan 12.2(33)SXH:

command—Matches the e Input and output interfaces.

ggtzerl VIEAN of a Layer 2 e Outer VLAN ID matching
1Q frame) for 802.1Q tagged frames.

Match on VLAN Inner e Supported for all SPAs. Supported in Cisco IOS Release |Not supported.
(match vlan inner e Cisco I0S Release 12.2(33)SXH:

command—Matches the 12.2(33)SXH—Support e Input and output interface.

innermost VLAN of the added for inner VLAN ID

e Inner VLAN ID matching

802.1Q tag in the Layer 2 matching with bridging with bridging features.

frame) features.

No match on specified Supported for all SPAs. Supported for all SPAs. Not supported.
criteria

(match not command)

1. Support for the Cisco 7600 SIP-600 was removed in Cisco IOS Release 12.2(33)SXH and restored in Cisco IOS Release 12.2(33)SXI and later releases.

Configuring QoS Class-Based Marking Policies on a SIP

After you have created your traffic classes, you can configure traffic policies to configure marking
features to apply certain actions to the selected traffic in those classes.

In most cases, the purpose of a packet mark is identification. After a packet is marked, downstream
devices identify traffic based on the marking and categorize the traffic according to network needs. This
categorization occurs when the match commands in the traffic class are configured to identify the
packets by the mark (for example, match ip precedence, match ip dscp, match cos, and so on). The
traffic policy using this traffic class can then set the appropriate QoS features for the marked traffic.

In some cases, the markings can be used for purposes besides identification. Distributed WRED, for
instance, can use the IP precedence, IP DSCP, or MPLS EXP values to detect and drop packets. In ATM
networks, the CLP bit of the packet is used to determine the priority of packet in a congested
environment. If congestion occurs in the ATM network, packets with the CLP bit set to 1 are dropped
before packets with the CLP bit set to 0. Similarly, the DE bit of a Frame Relay frame is used to
determine the priority of a frame in a congested Frame Relay network. In Frame Relay networks, frames
with the DE bit set to 1 are dropped before frames with the DE bit set to 0.

QoS Class-Based Marking Policy Configuration Guidelines

When configuring class-based marking on a SIP, consider the following guidelines:

e Packet marking is supported on interfaces, subinterfaces, and ATM virtual circuits (VCs). In an
ATM PVC, you can configure packet marking in the same traffic policy where you configure the
queueing actions, on a per-VC basis. However, only PVC configuration of service policies is
supported for classes using multipoint bridging (MPB) match criteria.

e For ATM bridging, Frame Relay bridging, MPB, and BCP features, the following marking features
are supported on bridged frames in Cisco IOS Release 12.2(33)SXH and later releases:

— Set ATM CLP bit (output interface only)
— Set Frame Relay DE bit (output interface only)

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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— Set inner COS

e Ifaservice policy configures both class-based marking and marking as part of a policing action, then
the marking using policing takes precedence over any class-based marking.

e The Cisco 7600 SIP-600 supports marking on input interfaces only.
e For support of specific marking criteria by SIP, see Table 4-6.

To configure a QoS traffic policy with class-based marking, perform this task beginning in global
configuration mode:

Command Purpose
Step1  Router(config)# policy-map Creates or modifies a traffic policy and enters policy map
policy-map-name configuration mode, where:

® policy-map-name—Specifies the name of the traffic
policy to configure. Names can be a maximum of 40
alphanumeric characters.

Step2  Router (config-pmap)# class Specifies the name of the traffic class to which this policy
{class-name | class-default) applies and enters policy-map class configuration mode,
where:

e class-name—Specifies that the policy applies to a
user-defined class name previously configured.

¢ class-default—Specifies that the policy applies to
the default traffic class.

Step3  Router(config-pmap-c)# set type Specifies the marking action to be applied to the traffic,
where fype represents one of the forms of the set
command supported by the SIP as shown in Table 4-6.

Table 4-6 provides information about which QoS class-based marking features are supported for SIPs on
the Catalyst 6500 Series switch.

Table 4-6 QoS Class-Based Marking Feature Compatibility by SIP

Marking Feature (set

command) Cisco 7600 SIP-200 Cisco 7600 SIP-400 Cisco 7600 SIP-600'
Set ATM CLP bit e Supported for ATM output Supported for ATM SPA Not supported.

(set atm-clp interfaces only. output interfaces only.

command—Mark the ATM e Cisco IOS Release

cell loss bit with value of 1) 12.2(33)SXH—Support
added for ATM CLP marking
on output interfaces only with
RFC 1483 bridging features.

Set discard class Not supported. Not supported. Not supported.

(set discard-class
command—Marks the packet
with a discard class value for
per-hop behavior)

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
m. 0L-8655-04 |



| Chapter4

Configuring the SIPs and SSC

Table 4-6

QoS Class-Based Marking Feature Compatibility by SIP (continued)

Configuration Tasks W

Marking Feature (set
command)

Cisco 7600 SIP-200

Cisco 7600 SIP-400

Cisco 7600 SIP-600'

Set Frame Relay DE bit

(set fr-de command—Mark
the Frame Relay discard
eligibility bit with value of 1)

e Supported for Frame Relay
output interfaces only.

e Cisco IOS Release
12.2(33)SXH—Support
added for Frame Relay DE
marking on output interfaces
only with Frame Relay
bridging features.

Supported for Frame Relay
output interfaces only.

Not supported.

Set IP DSCP

(set ip dscp
command—Marks the IP
differentiated services code
point (DSCP) in the type of
service (ToS) byte with a
value from 0-63.)

Supported for all SPAs.

Supported for all SPAs.

Supported for all SPAs on
an input interface.

Note: Support for the
Cisco 7600 SIP-600 was
removed in Cisco I0S
Release 12.2(33)SXH and
restored in Cisco I0S
Release 12.2(33)SXI and
later releases.

Set IP precedence

(set ip precedence
command—Marks the
precedence value in the IP
header with a value from
0-7.)

Supported for all SPAs.

Supported for all SPAs.

Supported for all SPAs on
an input interface.

Note: Support for the
Cisco 7600 SIP-600 was
removed in Cisco I0S
Release 12.2(33)SXH and
restored in Cisco I0S
Release 12.2(33)SXI and
later releases.

Set Layer 2 802.1Q COS

(set cos command—Marks
the COS value from 0-7 in an
802.1Q tagged frame.)

¢ Supported for all SPAs.

e In Cisco IOS Release
12.2(33)SXH—Not
supported with set cos-inner
command on the same
interface.

Supported in Cisco I0S
Release 12.2(33)SXH.

Not supported.

Set Layer 2 802.1Q COS

(set cos-inner
command—Marks the inner
COS field from 0-7 in a
bridged frame.)

Supported in Cisco IOS Release
12.2(33)SXH with bridging
features on the 4-Port and 8-Port
Fast Ethernet SPA.

Supported in Cisco I0OS
Release 12.2(33)SXH with
bridging features.

Not supported.
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Table 4-6

QoS Class-Based Marking Feature Compatibility by SIP (continued)

Marking Feature (set
command)

Cisco 7600 SIP-200

Cisco 7600 SIP-400

Cisco 7600 SIP-600'

Set MPLS experimental
(EXP) bit on label imposition

(set mpls experimental
imposition command)

Supported for all SPAs.

Supported for any SPA TP
input interface.

Note The table keyword is
not supported.

Supported for all SPAs on
an input interface.!

Note: Support for the
Cisco 7600 SIP-600 was
removed in Cisco I0S
Release 12.2(33)SXH and
restored in Cisco I0S
Release 12.2(33)SXI and
later releases.

Set MPLS EXP topmost

(set mpls experimental
topmost command)

Supported for all SPAs.

Supported for any SPA MPLS
interface.

Not supported.

Set QoS group

(set qos-group
command—Marks the packet
with a QoS group
association.)

Not supported.

Not supported.

Supported only for
software-based EoOMPLS
on an input SPA
switchport interface. !

Note: Support for the
Cisco 7600 SIP-600 was
removed in Cisco I0S
Release 12.2(33)SXH.

1. Support for the Cisco 7600 SIP-600 was removed in Cisco IOS Release 12.2(33)SXH and restored in Cisco IOS Release 12.2(33)SXI and later releases.

For more detailed information about configuring class-based marking features, refer to the Class-Based
Marking document located at the following URL:

http://www.cisco.com/en/US/docs/ios/12_1t/12_1t5/feature/guide/cbpmark2.html

Note  When referring to the class-based marking documentation, be sure to note any SIP-specific configuration

guidelines described in this document.

Configuring QoS Congestion Management and Avoidance Policies on a SIP

This section describes SIP- and SPA-specific information for configuring QoS traffic policies for
congestion management and avoidance features. These features are generally referred to as queueing

features.

QoS Congestion Management and Avoidance Policy Configuration Guidelines

When configuring queueing features on a SIP, consider the following guidelines:

e The Catalyst 6500 Series switch supports different forms of queueing features. See Table 4-7 to
determine which queueing features are supported by SIP type.

e The Cisco 7600 SIP-200 and Cisco 7600 SIP-400 do not support ingress queueing features.

e When configuring queueing on the Cisco 7600 SIP-400, consider the following guidelines:
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— A queue on the Cisco 7600 SIP-400 is not assured any minimum bandwidth.

- You cannot configure bandwidth or shaping with queueing under the same class in a service
policy on the Cisco 7600 SIP-400.

— If you want to define bandwidth parameters under different classes in the same service policy
on the Cisco 7600 SIP-400, then you only can use the bandwidth remaining percent
command. The Cisco 7600 SIP-400 does not support other forms of the bandwidth command
with queueing in the same service policy.

You can use policing with queueing to limit the traffic rate.

On the Cisco 7600 SIP-400, WRED is supported on bridged VCs with classification on precedence
and DSCP values. On other SIPs, WRED does not work on bridged VCs (for example, VCs that
implement MPB).

When configuring WRED on the Cisco 7600 SIP-400, consider the following guidelines:
- WRED is supported on bridged VCs with classification on precedence and DSCP values.
- WRED explicit congestion notification (ECN) is not supported for output traffic on ATM SPAs.
- ECN is supported for IP traffic on output POS interfaces only.

— You can use the low-order TOS bits in the IP header for explicit congestion notification (ECN)
for WRED. If you configure random-detect ecn in a service policy and apply it to either a POS
interface or a VC on a POS interface, then if at least one of the ECN bits is set and the packet
is a candidate for dropping, the Cisco 7600 SIP-400 marks both ECN bits. If either one of the
ECN bits is set, the Cisco 7600 SIP-400 will not drop the packet.

— WRED ECN is not support for MPLS packets.

On the Cisco 7600 SIP-400, the default queue limit is calculated based on the number of 250-byte
packets that the SIP can transmit in one half of a second. For example, for an OC-3 SPA with a rate
of 155 Mbps, the default queue limit is 38,750 packets (155000000 x 0.5 / 250 x 8).

For more detailed information about configuring congestion management features, refer to the Cisco
10S Quality of Service Solutions Configuration Guide document corresponding to your Cisco 10S
software release.

Table 4-7 provides information about which QoS queueing features are supported for SIPs on the
Catalyst 6500 Series switch:

Table 4-7

QoS Congestion Management and Avoidance Features by SIP and SPA Combination

Congestion Management and
Avoidance Feature

Cisco 7600 SIP-200

Cisco 7600 SIP-400

Cisco 7600 SIP-600'

Aggregate Weighted Random
Early Detection

(random-detect aggregate,
random-detect dscp (aggregate),
and random-detect precedence
(aggregate) commands)

Supported for ATM SPA
PVCs only—Cisco I0S
Release 12.2(18)SXE and
later.

Supported for ATM SPA
PVCs only—Cisco 10S
Release 12.2(18)SXE and
later.

Supported for all SPAs.!

For more information on
configuring aggregate
WRED, see the
“Configuring Aggregate
WRED for PVCs” section
on page 7-26.

Class-based Weighted Fair
Queueing (CBWFQ)

(bandwidth, queue-limit
commands)

Supported for all SPAs.

Supported for all SPAs.

Supported for all SPAs.!
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Table 4-7

QoS Congestion Management and Avoidance Features by SIP and SPA Combination (continued)

Congestion Management and
Avoidance Feature

Cisco 7600 SIP-200

Cisco 7600 SIP-400

Cisco 7600 SIP-600'

Dual-Queue Support

(priority and priority level
commands)

Not supported.

Supported for all SPAs except

ATM SPAs—Cisco I0S
Release 12.2(33)SXI and
later.

Not supported.

Flow-based Queueing (fair
queueing/WFQ)

(fair-queue command)

Supported for all SPAs.

Not supported.

Not supported.

Low Latency Queueing (LLQ)/
Queueing

(bandwidth command)

Strict priority
only—Supported for all
SPAs.

Strict priority
only—Supported for all
SPAs.

Supported for all SPAs.!

Random Early Detection (RED)

(random-detect commands)

Supported for all SPAs.

Supported for all SPAs.
e ATM SPAs—Up to 106

unique WRED minimum

threshold (min-th),

maximum threshold
(max-th), and mark
probability profiles
supported.

e Other SPAs—Up to 128
unique WRED min-th,
max-th, and mark
probability profiles
supported.

Not supported.

Weighted RED (WRED)

Supported for all SPAs, with
the following exception:

e WRED is not supported
on bridged VCs.

Supported for all SPAs, with
the following restriction:

e WRED is supported on
bridged VCs with
classification on
precedence and DSCP
values.

Not supported.

1. Support for the Cisco 7600 SIP-600 was removed in Cisco IOS Release 12.2(33)SXH and restored in Cisco IOS Release 12.2(33)SXI and later releases.
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To configure a QoS CBWFQ policy, perform the following task beginning in global configuration mode:

Command

Purpose

Step 1 Router (config) # policy-map
policy-map-name

Creates or modifies a traffic policy and enters policy map
configuration mode, where:

e policy-map-name—Specifies the name of the traffic
policy to configure. Names can be a maximum of 40
alphanumeric characters.

Step 2 Router (config-pmap)# class
{class-name | class-default}

Specifies the name of the traffic class to which this policy
applies and enters policy-map class configuration mode,
where:

* class-name—Specifies that the policy applies to a
user-defined class name previously configured.

e class-default—Specifies that the policy applies to
the default traffic class.

Step 3 Router (config-pmap-c)# bandwidth
{bandwidth-kbps | percent percent}

Specifies the bandwidth allocated to a class belonging to
a policy map.

Note The amount of bandwidth configured should be
large enough to also accommodate Layer 2
overhead.

* bandwidth-kbps—Specifies the amount of
bandwidth, in number of kbps, to be assigned to a
class.

e percent—Specifies the amount of guaranteed
bandwidth, based on the absolute percent of available
bandwidth.

e percentage—Used in conjunction with the percent
keyword, the percentage of the total available
bandwidth to be set aside for the priority classes.

Step q Router (config-pmap-c)# queue-limit
number-of-packets

Specifies the maximum number of packets the queue can
hold for a class policy configured in a policy map.

e number-of-packets—A number in the range 1 to 64
specifying the maximum number of packets that the
queue for this class can accumulate.

Configuring Dual Priority Queuing on a Cisco 7600 SIP-400

When configuring Dual Priority Queuing, consider the following guidelines:

e Only two priority levels are supported.
e Level 1 is higher than level 2.

e Propagation is supported on both levels.

e A priority without a level is mapped to level 1.

¢ The sum of bandwidth percentage and another queues' bandwidth reservation must not exceed 100%

bandwidth.
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e The police rate includes a Layer 2 header but not cyclic redundancy check (CRC), preamble, or
interframe gap.

e Dual priority queuing is not supported on ATM SPAs.

To configure dual priority queuing, perform the following task beginning in global configuration mode:

Command Purpose

Step1  Router(config)# policy-map Creates or modifies a traffic policy and enters policy map
policy-map-name configuration mode, where:

* policy-map-name—Specifies the name of the traffic
policy to configure. Names can be a maximum of 40
alphanumeric characters.

Step2  Router (config-pmap)# class Specifies the name of the traffic class to which this policy
{class-name | class-default) applies and enters policy-map class configuration mode,
where:

e class-name—Specifies that the policy applies to a
user-defined class name previously configured.

e class-default—Specifies that the policy applies to
the default traffic class.

Step3  Router (config-pmap-c)# priority level |Gives priority to a class of traffic belonging to a policy

|2 map. Two priority levels are supported—1 (higher
priority) and 2 (lower priority). If no level is specified, the
default priority of 1 is assigned.

Router (config-pmap-c) # priority Enables conditional policing rate as a data rate to be given

[level 1 | 2] kbps [burst] to a class of traffic. Conditional policing is used if the

logical or physical link is congested.

e kbps—Specifies the rate in kbps, from 1 to 2480000
kbps.

e burst—(Optional) Specifies the burst size in bytes,
from 18 to 2000000 bytes. The burst size configures
the network to accommodate temporary bursts of
traffic.

Router (config-pmap-c)# priority Enables conditional policing rate as a percentage of total
[level 1 | 2] percent percentage bandwidth to be given to a class of traffic. Conditional
[burst] policing is used if the logical or physical link is
congested.

e percentage—Specifies the percentage of total
bandwidth, from 1 to 100 percent.

e burst—(Optional) Specifies the burst size in bytes,
from 18 to 2000000 bytes. The burst size configures
the network to accommodate temporary bursts of
traffic.

The level keyword can be combined with the policing configuration, as in the following examples:

Router (config-pmap-c)# priority level 2 1024 10000
Router (config-pmap-c)# priority level 2 percent 20 2000

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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This section describes SIP- and SPA-specific information for configuring QoS traffic policies for
shaping traffic.

QoS Traffic Shaping Policy Configuration Guidelines

When configuring queueing features on a SIP, consider the following guidelines:

e The Catalyst 6500 Series switch supports different forms of queueing features. See Table 4-8 to
determine which traffic shaping features are supported by SIP type.

e Use a hierarchical policy if you want to achieve minimum bandwidth guarantees using CBWFQ with
a Frame Relay map class. First, configure a parent policy to shape to the total bandwidth required
(on the Cisco 7600 SIP-400, use the class-default in Cisco IOS Release 12.2(18)SXF, or a
user-defined class in Cisco IOS Release 12.2(33)SXH and later releases). Then, define a child policy
using CBWFQ for the minimum bandwidth percentages.

e ATM SPAs do not support MQC-based traffic shaping. You need to configure traffic shaping for
ATM interfaces using ATM Layer 2 VC shaping.

e For more detailed information about configuring congestion management features, refer to the Cisco
10S Quality of Service Solutions Configuration Guide document corresponding to your Cisco IOS
software release.

Table 4-8 provides information about which QoS traffic shaping features are supported for SIPs on the
Catalyst 6500 Series switch.

Table 4-8 QoS Traffic Shaping Feature Compatibility by SIP and SPA Combination

Traffic Shaping Feature (shape
command)

Cisco 7600 SIP-200

Cisco 7600 SIP-400

Cisco 7600 SIP-600"

Adaptive shaping for Frame Relay

(shape adaptive command)

Supported for all SPAs.

Not supported.

Not supported.

Class-based shaping

(shape average, shape peak
commands)

Supported for all SPAs.

Supported for all SPAs, with
the following exceptions:

e Committed burst
(bc)—Not supported.

e Excess burst (be)—Not
supported.

Supports shape average
only for all SPAs.!

Policy-map class shaping of
average-rate of traffic by
percentage of bandwidth

(shape average percent
command)

Not supported.

Supported for all SPAs.

Not supported.

Policy-map class shaping with
adaptation to backward explicit
congestion notification (BECN)

(shape adaptive command)

Supported for all SPAs.

Not supported.

Not supported.
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Table 4-8 QoS Traffic Shaping Feature Compatibility by SIP and SPA Combination (continued)

Traffic Shaping Feature (shape
command)

Cisco 7600 SIP-200

Cisco 7600 SIP-400

Cisco 7600 SIP-600'

Policy-map class shaping with
reflection of forward explicit
congestion notification (FECN) as
BECN

(shape fecn-adapt command)

Supported for all SPAs.

Not supported.

Not supported.

Policy-map class shaping of
peak-rate of traffic by percentage
of bandwidth

(shape peak percent command)

Not supported.

Not supported.

Not supported.

1. Support for the Cisco 7600 SIP-600 was removed in Cisco IOS Release 12.2(33)SXH and restored in Cisco I0S Release 12.2(33)SXI and later releases.

Configuring QoS Traffic Policing Policies on a SIP

This section describes SIP- and SPA-specific information for configuring QoS traffic policing policies.

QoS Traffic Policing Policy Configuration Guidelines

When configuring traffic policing on a SIP, consider the following guidelines:

e The Catalyst 6500 Series switch supports different forms of policing using the police command. See
Table 4-9 to determine which policing features are supported by SIP type.

¢ When configuring policing on the Cisco 7600 SIP-600, consider the following guidelines:

— The Cisco 7600 SIP-600 supports conform-action policing on input interfaces only, unless it is
being implemented with queueing.

— The Cisco 7600 SIP-600 does not support any policing actions (shown in Table 4-10) using the
exceed-action or violate-action keywords on an input interface.

— The Cisco 7600 SIP-600 supports exceed-action policing on an output interface with a drop
action only, when the policing is being implemented with queueing.

— The Cisco 7600 SIP-600 supports marking for exceed-action policing only using the
set-dscp-transmit command.

When configuring a policing service policy and specifying the CIR in bits per second without
specifying the optional conform (bc) or peak (be) burst in bytes, the Cisco 7600 SIP-400 calculates
the burst size based on the number of bytes that it can transmit in 250 ms using the CIR value. For
example, a CIR of 1 Mbps (or 1,000,000 bps) is equivalent to 125,000 bytes per second, which is
125 bytes per millisecond. The calculated burst is 250 x 125 = 31250 bytes. If the calculated burst
is less than the interface maximum transmission unit (MTU), then the interface MTU is used as the
burst size.

You can use policing with queueing to limit the traffic rate.

If a service policy configures both class-based marking and marking as part of a policing action, then
the marking using policing takes precedence over any class-based marking.

When configuring policing with MPB features on the Cisco 7600 SIP-200 and Cisco 7600 SIP-400,
the set-cos-inner-transmit command is supported in Cisco IOS Release 12.2(33)SXH and later
releases.
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Table 4-9 provides information about which policing features are supported for SIPs on the Catalyst
6500 Series switch.

Table 4-9

QoS Policing Feature Compatibility by SIP and SPA Combination

Policing Feature (police command)

Cisco 7600 SIP-200

Cisco 7600 SIP-400

Cisco 7600 SIP-600"

Policing by aggregate policer

Not supported.

Not supported.

Supported for all

1
(police aggregate command) SPAs.

Policing by bandwidth using token Supported for all SPAs. Supported for all SPAs. Supported for all
bucket algorithm SPAS.!

(police command)

Policing by committed information
rate (CIR) percentage

(police (percent) command—police
cir percent form)

Supported for all SPAs.

Supported for all SPAs.

Not supported.

Policing with 2-color marker (CIR
and peak information rate [PIR])

(police (two rates) command—police
cir pir form)

Supported for all SPAs.

Supported for all SPAs.

Supported for all
SPAs.!

Policing by flow mask

(police flow mask command)

Not supported.

Not supported.

Supported for all
SPAs.!

Policing by microflow

(police flow command)

Not supported.

Not supported.

Supported for all
SPAs.!

1. Support for the Cisco 7600 SIP-600 was removed in Cisco IOS Release 12.2(33)SXH and restored in Cisco IOS Release 12.2(33)SXI and later releases.

To create QoS traffic policies with policing, perform this task beginning in global configuration mode:

Command

Purpose

Step 1

Router (config)# policy-map

policy-map-name

Creates or modifies a traffic policy and enters policy map

configuration mode, where:

policy-map-name—Specifies the name of the traffic
policy to configure. Names can be a maximum of 40

alphanumeric characters.

Step 2

Router (config-pmap)# class

{class-name | class-default}

Specifies the name of the traffic class to which this policy
applies and enters policy-map class configuration mode,
where:

class-name—Specifies that the policy applies to a
user-defined class name previously configured.

class-default—Specifies that the policy applies to

the default traffic class.

Use one of the following forms of police commands to evaluate traffic for the specified class. See

Table 4-9 to determine which SIPs support the different policing features.
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Step 3

Step 4

Command

Purpose

Router (config-pmap-c)# police bps
[burst-normal]l [burst-max]
conform-action action exceed-action
action violate-action action

Specifies a maximum bandwidth usage by a traffic class
through the use of a token bucket algorithm, where:

bps—Specifies the average rate in bits per second.
Valid values are 8000 to 200000000.

burst-normal—(Optional) Specifies the normal burst
size in bytes. Valid values are 1000 to 51200000. The
default normal burst size is 1500 bytes.

burst-max—(Optional) Specifies the excess burst size
in bytes. Valid values are 1000 to 51200000.

action—Specifies the policing command (as shown in
Table 4-10) for the action to be applied to the
corresponding conforming, exceeding, or violating
traffic.

Router (config-pmap-c)# police cir
percent percentage [burst-in-msec]
[be conform-burst-in-msec] [pir
percent percentage] [be
peak-burst-in-msec] [conform-action
action [exceed-action action
[violate-action action]]]

Configures traffic policing on the basis of a percentage of
bandwidth available on an interface, where:

cir percent percentage—Specifies the committed
information rate (CIR) bandwidth percentage. Valid
values are 1 to 100.

burst-in-msec—(Optional) Burst in milliseconds.
Valid values are 1 to 2000.

be conform-burst-in-msec—(Optional) Specifies the
conform burst (bc) size used by the first token bucket
for policing traffic in milliseconds. Valid values are
1 to 2000.

pir percent percentage—(Optional) Specifies the
peak information rate (PIR) bandwidth percentage.
Valid values are 1 to 100.

be peak-burst-in-msec—(Optional) Specifies the
peak burst (be) size used by the second token bucket
for policing traffic in milliseconds. Valid values are 1
to 2000.

action—Specifies the policing command (as shown in
Table 4-10) for the action to be applied to the
corresponding conforming, exceeding, or violating
traffic.
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Command Purpose

Step5  Router (config-pmap-c)# police {cir Configures traffic policing using two rates, the committed
cir} [be conform-burst] {pir pir} [be |information rate (CIR) and the peak information rate
peak-burst] ) [confmj:m—actfi.on action' (PIR), where:
[exceed-action action [violate-action
action]]] e cir cir—Specifies the CIR at which the first token

bucket is updated as a value in bits per second. Valid
values are 8000 to 200000000.

® bc conform-burst—(Optional) Specifies the conform
burst (bc) size in bytes used by the first token bucket
for policing. Valid values are 1000 to 51200000.

e pir pir—Specifies the PIR at which the second token
bucket is updated as a value in bits per second. Valid
values are 8000 to 200000000.

* be peak-burst—(Optional) Specifies the peak burst
(be) size in bytes used by the second token bucket for
policing. The size varies according to the interface
and platform in use.

¢ action—(Optional) Specifies the policing command
(as shown in Table 4-10) for the action to be applied
to the corresponding conforming, exceeding, or
violating traffic.

Step6  Router (config-pmap-c)# police flow Configures a microflow policer, where:
{bits-per-second [normal-burst-bytes] . . . .
[maximum-burst-bytes] [pir e bits-per-second—Specifies the CIR in bits per
peak-rate-bps]l} | [conform-action second. Valid values are from 32000 to 4000000000
action] [exceed-action action] bits per second.

[violate-action action]

e normal-burst-bytes—(Optional) Specifies the CIR
token bucket size. Valid values are from 1000 to
512000000 bytes.

e maximum-burst-bytes—(Optional) Specifies the PIR
token-bucket size. Valid values are from 1000 to
32000000 bytes.

e pir peak-rate-bps—(Optional) Specifies the PIR in
bits per second. Valid values are from 32000 to
4000000000 bits per second.

® action—Specifies the policing command (as shown in
Table 4-10) for the action to be applied to the
corresponding conforming, exceeding, or violating
traffic.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Step7  Router (config-pmap-c)# police flow Configures a flow mask to be used for policing, where:
mask {dest-only | full-flow | L o
src-only} {bits-per-second e dest-only—Specifies the destination-only flow
[normal-burst-bytes] mask.
[maximum-burst-bytes]} i
[conform-action action] ¢ full-flow—Specifies the full-flow mask.
[exceed-action action] ¢ src-only—Specifies the source-only flow mask.
e bits-per-second—Specifies the CIR in bits per
second. Valid values are from 32000 to 4000000000
bits per second.
e normal-burst-bytes—(Optional) Specifies the CIR
token bucket size. Valid values are from 1000 to
512000000 bytes.
e maximum-burst-bytes—(Optional) Specifies the PIR
token bucket size. Valid values are from 1000 to
32000000 bytes.
* action—Specifies the policing command (as shown in
Table 4-10) for the action to be applied to the
corresponding conforming or exceeding traffic.
Step8  Router (config-pmap-c)# police Specifies a previously defined aggregate policer name
aggregate name and configures the policy-map class to use the specified
name of the aggregate policer.
Table 4-10 provides information about which policing actions are supported for SIPs on the Catalyst
6500 Series switch.
>
Note  For restrictions on use of certain marking features with different types of policing actions (conform,
exceed, or violate actions), be sure to see the “QoS Traffic Policing Policy Configuration Guidelines”
section on page 4-50.
Table 4-10 QoS Policing Action Compatibility by SIP and SPA Combination
Policing Action (set command) Cisco 7600 SIP-200 Cisco 7600 SIP-400 Cisco 7600 SIP-600'
Drop the packet Supported for all SPAs. Supported for all SPAs. Supported for all
(drop command) SPAs—Input interface
only.
Set the ATM CLP bit to 1 and transmit |Supported for all SPAs. Supported for all SPAs. Not supported.
(set-clp-transmit command)
Set the inner CoS value and transmit |Supported in Cisco IOS Supported in Cisco [0S Not supported.

(set-cos-inner-transmit command)

bridging features.

Release 12.2(33)SXH with

Release 12.2(33)SXH with
bridging features.

Set the Frame Relay DE bit to 1 and |Supported for all SPAs.
transmit

(set-frde-transmit command)

Supported for all SPAs. Not supported.
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Policing Action (set command)

Cisco 7600 SIP-200

Cisco 7600 SIP-400

Cisco 7600 SIP-600'

Set the IP precedence and transmit Supported for all SPAs. Supported for all SPAs. Supported for all SPAs

(set-prec-transmit command) —In[;ut interface
only.

Set the IP DSCP and transmit Supported for all SPAs. Supported for all SPAs. Supported for all

(set-dscp-transmit command)

SPAs—Input interface
only.!

Set the MPLS EXP bit (0-7) on
imposition and transmit

(set-mpls-experimental-imposition-
transmit command

Supported for all SPAs.

Supported for all SPAs.

Supported for all
SPAs.!

Set the MPLS EXP bit in the topmost
label and transmit

(set-mpls-experimental-topmost-tr
ansmit command)

Supported for all SPAs.

Supported for all SPAs.

Supported for all
SPAs.!

Transmit all packets without
alteration

(transmit command)

Supported for all SPAs.

Supported for all SPAs

Supported for all
SPAs.!

1. Support for the Cisco 7600 SIP-600 was removed in Cisco IOS Release 12.2(33)SXH and restored in Cisco IOS Release 12.2(33)SXI and later releases.

Attaching a QoS Traffic Policy to an Interface

Before a traffic policy can be enabled for a class of traffic, it must be configured on an interface. A traffic
policy also can be attached to an ATM permanent virtual circuit (PVC) subinterface, Frame Relay
data-link connection identifier (DLCI), and Ethernet subinterfaces.

Traffic policies can be applied for traffic coming into an interface (input), and for traffic leaving that
interface (output).

Attaching a QoS Traffic Policy for an Input Interface

When you attach a traffic policy to an input interface, the policy is applied to traffic coming into that
interface. To attach a traffic policy for an input interface, use the following command beginning in
interface configuration mode:

Command

Purpose

Router (config-if)# service-policy
input policy-map-name

Attaches a traffic policy to the input direction of an
interface, where:

e policy-map-name—Specifies the name of the traffic
policy to configure.
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Attaching a QoS Traffic Policy to an Output Interface

When you attach a traffic policy to an output interface, the policy is applied to traffic leaving that
interface. To attach a traffic policy to an output interface, use the following command beginning in
interface configuration mode:

Command Purpose

Router (config-if)# service-policy Attaches a traffic policy to the output direction of an
output policy-map-name interface, where:

* policy-map-name—Specifies the name of the traffic
policy to configure.

Configuring Network-Based Application Recognition and Distributed Network-Based Application
Recognition

S,
Note  Network-Based Application Recognition (NBAR) and Distributed Network-Based Application
Recognition (ANBAR) are supported on the Cisco 7600 SIP-200 only.

The purpose of IP quality of service (QoS) is to provide appropriate network resources (bandwidth,
delay, jitter, and packet loss) to applications. QoS maximizes the return on investments on network
infrastructure by ensuring that mission critical applications get the required performance and noncritical
applications do not hamper the performance of critical applications.

IP QoS can be deployed by defining classes or categories of applications. These classes are defined by
using various classification techniques available in Cisco IOS software. After these classes are defined
and attached to an interface, the desired QoS features, such as marking, congestion management,
congestion avoidance, link efficiency mechanisms, or policing and shaping can then be applied to the
classified traffic to provide the appropriate network resources amongst the defined classes.

Classification, therefore, is an important first step in configuring QoS in a network infrastructure.

NBAR is a classification engine that recognizes a wide variety of applications, including web-based and
other difficult-to-classify protocols that utilize dynamic TCP/UDP port assignments. When an
application is recognized and classified by NBAR, a network can invoke services for that specific
application. NBAR ensures that network bandwidth is used efficiently by classifying packets and then
applying QoS to the classified traffic. Some examples of class-based QoS features that can be used on
traffic after the traffic is classified by NBAR include:

e (Class-based marking (the set command)

¢ C(Class-based weighted fair queueing (the bandwidth and queue-limit commands)
e Low latency queueing (the priority command)

e Traffic policing (the police command)

e Traffic shaping (the shape command)

Note  The NBAR feature is used for classifying traffic by protocol. The other class-based QoS features
determine how the classified traffic is forwarded and are documented separately from NBAR.

NBAR is not the only method of classifying network traffic so that QoS features can be applied to
classified traffic.
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For information on the class-based features that can be used to forward NBAR-classified traffic, see the
individual feature modules for the particular class-based feature as well as the Cisco I10S Quality of
Service Solutions Configuration Guide.

Many of the non-NBAR classification options for QoS are documented in the “Modular Quality of
Service Command-Line Interface” section of the Cisco I10S Quality of Service Solutions Configuration
Guide. These commands are configured using the match command in class map configuration mode.

NBAR introduces several new classification features that identify applications and protocols from Layer
4 through Layer 7:

e Statically assigned TCP and UDP port numbers
e Non-UDP and non-TCP IP protocols

¢ Dynamically assigned TCP and UDP port numbers. Classification of such applications requires
stateful inspection; that is, the ability to discover the data connections to be classified by parsing the
connections where the port assignments are made.

¢ Sub-port classification or classification based on deep packet inspection; that is, classification by
looking deeper into the packet.

NBAR can classify static port protocols. Although access control lists (ACLs) can also be used for this
purpose, NBAR is easier to configure and can provide classification statistics that are not available when
using ACLs.

NBAR includes a Protocol Discovery feature that provides an easy way to discover application protocols
that are transversing an interface. The Protocol Discovery feature discovers any protocol traffic
supported by NBAR. Protocol Discovery maintains the following per-protocol statistics for enabled
interfaces: total number of input and output packets and bytes, and input and output bit rates. The
Protocol Discovery feature captures key statistics associated with each protocol in a network that can be
used to define traffic classes and QoS policies for each traffic class.

For specific information about configuring NBAR and dNBAR, refer to the Network-Based Application
Recognition and Distributed Network-Based Application Recognition feature documentation located at
the following URL:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t8/dtnbarad.htm
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Configuring Hierarchical QoS on a SIP

Table 4-11 provides information about where the hierarchical QoS features for SPA interfaces are

supported.

Table 4-11

Hierarchical QoS Feature Compatibility by SIP and SPA Combination

Feature

Cisco 7600 SIP-200

Cisco 7600 SIP-400

Cisco 7600 SIP-600"

Hierarchical QoS for EOMPLS VCs

Supported for all SPAs in Cisco
I0S Release 12.2(18)SXE and
later, and in Cisco IOS Release
12.2(33)SXH.

Supported for all SPAs
beginning in Cisco I0OS
Release 12.2(33)SXH.

Supported for all SPAs
in Cisco IOS Release
12.2(18)SXF. !

Support for the

Cisco 7600 SIP-600 was
removed in Cisco I0S
Release 12.2(33)SXH
and restored in Cisco
I0S Release
12.2(33)SXI and later
releases.

Hierarchical QoS—Tiered policy
maps with parent policy using
class-default only on the main
interface.

Not applicable.

Supported for all SPAs
in Cisco IOS Release
12.2(18)SXF and later.

Supported in Cisco IOS
Release 12.2(18)SXF.!

Support for the

Cisco 7600 STP-600 was
removed in Cisco I0S
Release 12.2(33)SXH
and restored in Cisco
I0S Release
12.2(33)SXI and later
releases.

Hierarchical QoS—Tiered policy
maps with parent policy in
user-defined or class-default classes
on the main interface.

Supported for all SPAs in Cisco
I10S Release 12.2(18)SXF and
later, and in Cisco IOS Release
12.2(33)SXH.

Supported for all SPAs
in Cisco IOS Release
12.2(33)SXH.

Not supported.

1. Support for the Cisco 7600 SIP-600 was removed in Cisco IOS Release 12.2(33)SXH and restored in Cisco I0S Release 12.2(33)SXI and later releases.

Configuring Hierarchical QoS with Tiered Policy Maps

Hierarchical QoS with tiered policy maps is a configuration where the actions associated with a class
contain a queuing action (such as shaping) and a nested service policy, which in itself is a policy map
with classes and actions. This hierarchy of the QoS policy map is then translated into a corresponding
hierarchy of queues.

Hierarchical QoS with Tiered Policy Maps Configuration Guidelines

When configuring hierarchical QoS with tiered policy maps on a SIP, consider the following guidelines:

e For information about where hierarchical QoS with tiered policy maps is supported, see Table 4-11
on page 4-58.

* You can configure up to three levels of hierarchy within the policy maps.
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¢ The parent policy map has the following restrictions on a main interface:

— In Cisco IOS Release 12.2(18)SXF and later—Supports the shape queueing action in the default
class (class-default) only.

— In Cisco IOS Release 12.2(33)SXH and later—Supports VLAN or ACL matching, and shape or
bandwidth queueing actions in any class, user-defined and class-default.

¢  When configuring hierarchical QoS for software-based EoOMPLS on the Cisco 7600 SIP-600, if you
configure match input vlan in the parent policy, then you can only configure match qos-group in
the child policy.

¢ In hierarchical QoS, you cannot configure just a set command in the parent policy. The set command
works only if you configure other commands in the policy.

e The child policy map supports shape, bandwidth, and WRED QoS features.

e With hierarchical QoS on a subinterface, the parent policy map supports hierarchical QoS using the
shape average command as a queueing action in the default class (class-default) only.

e If you configure shaping at both the parent policy and the child policy, the traffic is shaped first
according to the parameters defined in the parent policy, followed by the parameters of the child
policy.

e If you configure service policies at the main interface, subinterface, and VC levels, then the policy
applied at the VC level takes precedence over a policy at the interface.

¢ In a Frame Relay configuration, if you need to define service policies at the interface, subinterface,
and PVC at the same time, then you can use a map class.

e For a POS subinterface with a Frame Relay PVC, a service policy can be applied either at the
subinterface or at the PVC, but not both.

e Use ahierarchical policy if you want to achieve minimum bandwidth guarantees using CBWFQ with
a map class. First, configure a parent policy to shape to the total bandwidth required (use the
class-default in Cisco IOS Release 12.2(18)SXF, or a user-defined class in Cisco IOS Release
12.2(33)SXH and later releases). Then, define a child policy using CBWFQ for the minimum
bandwidth percentages.

* You can configure hierarchical QoS up to the following limits, according to the current Cisco IOS
software limits:

— Up to 1024 class maps
- Up to 1024 policy maps
— Up to 256 classes within a policy map

Configuring Hierarchical QoS for EOMPLS VCs

The Hierarchical Quality of Service (HQoS) for EOMPLS VCs feature extends support for hierarchical,
parent and child relationships in QoS policy maps. This feature also provides EOMPLS per-VC QoS for
point-to-point VCs.

The new feature adds the ability to match the virtual LAN (VLAN) IDs that were present on a packet
when the packet was originally received by the switch. It also supports the ability to match on a QoS
group that is set to the same value of the IP precedence or 802.1P class of service (CoS) bits that are
received on the incoming interface. This allows service providers to classify traffic easily for all or part
of a particular EOMPLS network, as well as to preserve the customer’s original differentiated services
(DiffServ) QoS values.
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Note

In EoOMPLS applications, the parent policy map typically specifies the maximum or the minimum
bandwidth for a group of specific VCs in an EOMPLS network. Then child policy maps in the policy can
implement a different bandwidth or perform other QoS operations (such as traffic shaping) on a subset
of the selected VCs.

This feature enables service providers to provide more granular QoS services to their customers. It also
gives service providers the ability to preserve customer IP precedence or CoS values in the network.

For information about where hierarchical QoS for EOMPLS VCs is supported, see Table 4-11 on
page 4-58.

For more information about configuring hierarchical QoS for EOMPLS VCs, refer to the Optical
Services Module Configuration Note located at the following URL.:

http://www.cisco.com/en/US/docs/routers/7600/install_config/12.2SR_OSM_config/122srosm.html

Configuring PFC QoS on a Cisco 7600 SIP-600

~

Note

Support for the Cisco 7600 SIP-600 was removed in Cisco IOS Release 12.2(33)SXH and restored in
Cisco IOS Release 12.2(33)SXI and later releases.

The Cisco 7600 SIP-600 supports most of the same QoS features as those supported by the Policy
Feature Card on the Catalyst 6500 Series switch.

This section describes those QoS features that have SIP-specific configuration guidelines. After you
review the SIP-specific guidelines described in this document, then refer to the Cisco 7600 Series Cisco
10S Software Configuration Guide, 12.2SX located at the following URL.:

http://www.cisco.com/en/US/docs/routers/7600/ios/12.2SXF/configuration/guide/swcg.html

PFC QoS Configuration Guidelines for the Cisco 7600 SIP-600
For the Cisco 7600 SIP-600 the following applies:

¢ Output policing is not supported.

Resetting a SIP

To reset a SIP, use the following command in privileged EXEC configuration mode:

Command Purpose
Router# hw-module module slot reset Turns power off and on to the SIP in the specified slot,
where:

e slot—Specifies the chassis slot number where the
SIP is installed.
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Configuration Examples

This section includes the following examples for configuring SIPs installed in a Catalyst 6500 Series
switch:

e BCP in Trunk Mode Configuration Example, page 4-61
¢ QoS Configuration Examples, page 4-62

BCP in Trunk Mode Configuration Example

The following example shows how to configure BCP in trunk mode:

! Enter global configuration mode.

1

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
1

! Specify the interface address.

1

Router (config)# interface pos4/1/0

!

! Put the interface in Layer 2 mode for Layer 2 configuration.

Router (config-if)# switchport

%Please shut/no shut P0S4/1/0 to bring up BCP

|

! When the switchport command is configured, the interface is automatically configured for
! trunk mode and nonegotiate status.

! Restart the interface to enable BCP.

|

Router (config-if)# shutdown

Router (config-if)# no shutdown

|

! Enable all VLANs for receiving and transmitting traffic on the trunk.
|

Router (config-if)# switchport trunk allowed vlan all

%Internal vlans not available for bridging:1006-1018,1021

The following example shows sample output from the show running-config command for this
configuration. The switchport mode trunk and switchport nonegotiate commands are automatically
generated when the switchport command is configured:

Router# show running-config interface pos4/1/0
Building configuration...

Current configuration : 191 bytes
|

interface P0OS4/1/0

switchport

switchport trunk allowed vlan all
switchport mode trunk

switchport nonegotiate

no ip address

encapsulation ppp

clock source internal

end
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QoS Configuration Examples

This section includes the following QoS configuration examples:
* QoS with Multipoint Bridging Configuration Examples, page 4-62
e Hierarchical QoS with 2-Level Policy Map Configuration Examples, page 4-66

QoS with Multipoint Bridging Configuration Examples

The SIPs and SPAs support a subset of QoS features with MPB configurations.

e For ATM bridging, Frame Relay bridging, MPB, and BCP features on the Cisco 7600 SIP-200 and
Cisco 7600 SIP-400, the following matching features are supported on bridged frames in Cisco IOS
Release 12.2(33)SXH and later releases:

— Matching on ATM CLP bit

— Matching on Frame Relay DE bit

- Matching on Frame Relay DLCI

- Matching on inner VLAN

— Matching on inner COS

— Matching on IP DSCP (input interface only)

e For ATM bridging, Frame Relay bridging, MPB, and BCP features on the Cisco 7600 SIP-200 and
Cisco 7600 SIP-400, the following marking features are supported on bridged frames in Cisco I0OS
Release 12.2(33)SXH and later releases:

— Set ATM CLP bit (output interface only)
— Set Frame Relay DE bit (output interface only)
- Set inner COS

e For ATM bridging, Frame Relay bridging, MPB, and BCP features on the Cisco 7600 SIP-200 and
Cisco 7600 SIP-400, the following marking features with policing are supported on bridged frames
in Cisco IOS Release 12.2(33)SXH and later releases:

— Set inner COS

For more information about configuring QoS on SIPs and SPAs, see the “Configuring QoS Features on
a SIP” section on page 4-33.

This section includes the following QoS with MPB configuration examples:
e Matching All Traffic on an Inner VLAN Tag with MPB on SIPs and SPAs Example, page 4-62
e Marking the Inner COS Value with MPB on SIPs and SPAs Example, page 4-63
¢ Configuring QoS Matching, Shaping, and Marking with MPB on SIPs and SPAs Example, page 4-63
e Setting the Inner CoS Value as a Policing Action for SIPs and SPAs Example, page 4-65

Matching All Traffic on an Inner VLAN Tag with MPB on SIPs and SPAs Example

You can match traffic on an inner VLAN ID of a packet when you are using bridging features on a SPA.
The following example shows configuration of a QoS class that filters all bridged traffic for VLAN 100
into a class named vlan-inner-100. An output service policy is then applied to the SPA interface that
bridges all outgoing traffic for the vlan-inner-100 class into VLAN 100.

! Configure the class maps with your matching criteria.
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Router (config) # class-map match-all vlan-inner-100

Router (config-cmap) # match vlian inner 100

I

! Apply the service policy to an input or output bridged interface or VC.
!

Router (config)# interface atm3/0/0

Router (config-if)# pve 100/100

Router (config-if-atm-vc)# bridge-domain 100 dotlg

Router (config-if-atm-vc)# service-policy output vlan-inner-100

Router (config-if)# end

Marking the Inner COS Value with MPB on SIPs and SPAs Example

The following example shows configuration of a QoS class that filters all traffic matching on VLAN 100
into a class named vlan-inner-100. The configuration shows the definition of a policy-map (also named
vlan-inner-100) that marks the inner CoS with a value of 3 for traffic in the vlan-inner-100 class. Since
marking of the inner CoS value is only supported with bridging features, the configuration also shows
the service policy being applied as an output policy to a serial SPA interface that bridges traffic into
VLAN 100 using the bridge-domain command.

! Configure the class maps with your matching criteria.

|

Router (config)# class-map match-all vlan-inner-100

Router (config-cmap)# match vlan inner 100

Router (config-cmap)# exit

|

! Configure the policy map to mark all traffic in a class.
|

Router (config) # policy-map vlan-inner-100

Router (config-pmap)# class vlan-inner-100

Router (config-pmap-c)# set cos-inner 3

Router (config-pmap-c)# exit

Router (config-pmap) # exit

|

! Apply the service policy to an input or output bridged interface or VC.

Router (config)# interface serial3/0/0

config-if)# no ip address

config if)# encapsulation ppp

config-if)# bridge-domain 100 dotlg

config-if)# service-policy output vlan-inner-100
config-if)# shutdown

config-if)# no shutdown

config-if)# end

Router
Router
Router
Router
Router
Router
Router

Configuring QoS Matching, Shaping, and Marking with MPB on SIPs and SPAs Example

The following example shows a complete QoS configuration of matching, shaping, and marking with
MPB on SIPs and SPAs:

! Configure the class maps with your matching criteria.
! The following class maps configure matching on the inner VLAN ID.
|

Router (config) # class-map match-all vlanl00

Router (config-cmap) # match vlan inner 100

Router (config-cmap) # exit

Router (config) # class-map match-all vlan200

Router (config-cmap) # match vlan inner 200

Router (config-cmap) # exit

Router (config) # class-map match-all vlan300

Router (config-cmap) # match vlan inner 300
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Router (config-cmap) # exit
|
! The following class maps configure matching on the inner COS value.
|
Router (config)# class-map match-all cos0
Router (config-cmap) # match cos inner 0
Router (config-cmap) # exit
Router (config)# class-map match-all cosl
Router (config-cmap) # match cos inner 1
Router (config-cmap) # exit
Router (config)# class-map match-all cos2
Router (config-cmap) # match cos inner 2
Router (config-cmap) # exit
Router (config) # class-map match-all cos?7
Router (config-cmap) # match cos inner 7
Router (config-cmap)# exit
|
! Configure a policy map for the defined classes.
! The following policies define shaping characteristics for classes
! on different VLANs
|
Router (config) # policy-map vlanl00
Router (config-pmap) # class cosl
Router (config-pmap-c)# bandwidth percent 10
Router (config-pmap-c)# exit
Router (config-pmap)# class cos2
Router (config-pmap-c)# bandwidth percent 20
Router (config-pmap-c)# exit
Router (config-pmap)# class cos7
Router (config-pmap-c)# percent 30
Router (config-pmap-c)# exit
Router (config-pmap) # exit
Router (config) # policy-map vlan200
Router (config-pmap)# class cosl
Router (config-pmap-c)# bandwidth percent 10
Router (config-pmap-c) # exit
Router (config-pmap)# class cos2
Router (config-pmap-c)# bandwidth percent 20
Router (config-pmap-c) # exit
Router (config-pmap)# class cos7
Router (config-pmap-c)# percent 30
Router (config-pmap-c) # exit
Router (config-pmap) # exit
|
! The following policy map defines criteria for an output interface using MPB
|
Router (config) # policy-map egress_mpb
Router (config-pmap) # class vlanl00
Router (config-pmap-c)# bandwidth percent 30
Router (config-pmap-c)# service-policy vlanl00
Router (config-pmap-c) # exit
Router (config-pmap) # class vlan200
Router (config-pmap-c)# bandwidth percent 40
Router (config-pmap-c)# service-policy vlan200
|
! The following policy map defines criteria for an input interface using MPB
|
Router (config) # policy-map ingress_mpb
Router (config-pmap) # class vlanl00
Router (config-pmap-c)# set cos-inner 5
Router (config-pmap-c)# exit
Router (config-pmap) # class vlan200
(

Router (config-pmap-c)# set cos-inner 3
|
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! The following policy map defines criteria for an ATM output interface using MPB
! Note: You can only mark ATM CLP on an ATM output interface with MPB

|

Router (config) # policy-map atm_clp

Router (config-pmap)# class cosl

Router (config-pmap-c)# set atm-clp

Router (config-pmap-c)# exit

Router (config-pmap)# class cos2

Router (config-pmap-c)# set atm-clp

Router (config-pmap-c)# exit

Router (config-pmap) # exit

|

! Configure an interface for MPB and apply the service policies.

! The following example configures a POS interface in BCP trunk mode and applies two
! different service policies for the output and input traffic on the interface.
|

Router (config)# interface P0OS3/0/0

Router (config-if)# switchport

Router (config-if)# shutdown

Router (config-if)# no shutdown

Router (config-if)# switchport trunk allowed vlan 100,200,300

Router (config-if)# service-policy output egress_mpb

Router (config-if)# service-policy input ingress_mpb

|

! The following example configures an ATM interface with bridging on VLAN 100
! and applies a service policy for setting the ATM CLP for the output traffic.
|

Router (config)# interface ATM 4/1/0

Router (config-if)# pve 1/100

Router (config-if-atm-vc)# bridge-domain 100

Router (config-if-atm-vc)# service-policy output atm-clp

Setting the Inner CoS Value as a Policing Action for SIPs and SPAs Example

The following example shows configuration of a QoS class that filters all traffic for virtual LAN (VLAN)
100 into a class named vlan-inner-100, and establishes a traffic shaping policy for the vlan-inner-100
class. The service policy limits traffic to a CIR of 20 percent and a PIR of 40 percent, with an conform
burst (bc) of 300 ms, and peak burst (be) of 400 ms, and sets the inner CoS value to 3. Because the inner
CoS value is only supported with bridging features, the configuration also shows the service policy being
applied as an output policy for an ATM SPA interface permanent virtual circuit (PVC) that bridges traffic
into VLAN 100 using the bridge-domain command.

! Configure the class maps with your matching criteria

|

Router (config) # class-map match-all vlan-inner-100

Router (config-cmap)# match vlan inner 100

Router (config-cmap)# exit

|

! Configure the policy map to police all traffic in a class and mark conforming traffic
! (marking traffic whose rate is less than the conform burst)

|

Router (config)# policy-map vlan-inner-100

Router (config-pmap-c)# police cir percent 20 bc 300 ms be 400 ms pir percent 40
conform-action set-cos-inner-transmit 3

Router (config-pmap-c)# exit

Router (config-pmap) # exit

|

! Apply the service policy to an input or output bridged interface or VC.

|

Router (config)# interface atm3/0/0

Router (config-if)# pve 100/100

Router (config-if-atm-vc)# bridge-domain 100 dotlg
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Router (config-if-atm-vc)# service-policy output vlan-inner-100
Router (config-if)# end

Hierarchical QoS with 2-Level Policy Map Configuration Examples

The following example shows configuration of hierarchical QoS that maps to two levels of hierarchical
queues (you can configure up to three levels). The first-level policy (the parent policy) configures the
aggregated data rate to be shaped to 1 Mbps for the class-default class. The second-level policy (the child
policy) configures the traffic in User-A class for 40 percent of the bandwidth and traffic in User-B class
for 60 percent of the bandwidth.

Because this example shows the parent policy applying to the class-default class, it is supported in Cisco
I0S Release 12.2(33)SXF and later, as well as in Cisco IOS Release 12.2(33)SXH and later releases.

! Configure the class maps with your matching criteria

|

Router (config) # class-map match-any User-A

Router (config-cmap) # match access-group A

Router (config-cmap) # exit

Router (config) # class-map match-any User-B

Router (config-cmap) # match access-group B

Router (config-cmap) # exit

!

! Configure the parent policy for class-default to shape
! all traffic in that class and apply a second-level policy.
|

Router (config) # policy-map parent

Router (config-pmap)# class class-default

Router (config-pmap-c)# shape 1000000

Router (config-pmap-c)# service-policy child

Router (config-pmap-c)# exit

Router (config-pmap) # exit

|

! Configure the child policy to allocate different percentages of
! bandwidth by class.

|

Router (config) # policy-map Child

Router (config-pmap)# class User-A

Router (config-pmap-c)# bandwidth percent 40

Router (config-pmap-c)# exit

Router (config-pmap)# class User-B

Router (config-pmap-c)# bandwidth percent 60

Router (config-pmap-c)# exit

Router (config-pmap) # exit

|

! Apply the parent service policy to an input or output interface.
|

Router (config)# interface GigabitEthernet 2/0/0

Router (config-if)# service-policy output parent

The following example shows configuration of hierarchical QoS that maps to two levels of hierarchical
queues, where the parent policy configures average traffic shaping rates on both user-defined classes as
well as the class-default class, which is supported in Cisco IOS Release 12.2(33)SXH and later releases.
This configuration does not show the corresponding class-map configuration, which is also required to
support these policy maps.

! Configure the parent policy for user-defined and class-default classes to shape
! traffic in those classes and apply a second-level policy.

!

Router (config) # policy-map parent

Router (config-pmap)# class input-vlanl00
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Router (config-pmap-c)# shape average 100000

Router (config-pmap-c)# service-policy child-pm
Router (config-pmap-c) # exit

Router (config-pmap)# class input-vlian200

Router (config-pmap-c)# shape average 100000

Router (config-pmap-c)# service-policy child-pm
Router (config-pmap-c)# exit

Router (config-pmap)# class class-default

Router (config-pmap-c)# shape average 200000

Router (config-pmap-c)# service-policy child-pm
Router (config-pmap-c)# exit

Router (config-pmap) # exit

|

! Configure the child policy to allocate different percentages of
! bandwidth by class.

|

Router (config)# policy-map child-pm

Router (config-pmap) # class cos0

Router (config-pmap-c)# bandwidth percent 10

Router (config-pmap-c)# exit

Router (config-pmap) # class cosl

Router (config-pmap-c)# bandwidth percent 10

Router (config-pmap-c)# exit

Router (config-pmap) # exit

|

! Apply the parent service policy to an input or output interface.
|

Router (config)# interface gigabitethernet 2/0/0
Router (config-if)# service-policy output parent-pm
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CHAPTER 5

Troubleshooting the SIPs and SSC

This chapter describes techniques that you can use to troubleshoot the operation of your SIPs.
It includes the following sections:

e General Troubleshooting Information, page 5-1

e Using the Cisco IOS Event Tracer to Troubleshoot Problems, page 5-2

e Troubleshooting Oversubscription on the Cisco 7600 SIP-400, page 5-3

e Preparing for Online Insertion and Removal of SIPs, SSCs, and SPAs, page 5-3

The first section provides information about basic interface troubleshooting. If you are having a problem
with your SPA, use the steps in the “Using the Cisco IOS Event Tracer to Troubleshoot Problems”
section to begin your investigation of a possible interface configuration problem.

To perform more advanced troubleshooting, see the other sections in this chapter.

General Troubleshooting Information

This section describes general information for troubleshooting SIPs, SSCs, and SPAs. It includes the
following sections:

¢ Interpreting Console Error Messages, page 5-1
e Using debug Commands, page 5-2

e Using show Commands, page 5-2

Interpreting Console Error Messages

To view the explanations and recommended actions for Catalyst 6500 Series switch error messages,
including messages related to Catalyst 6500 Series switch SIPs and SSCs, see the Catalyst 6500 Series
Cisco 10S System Message Guide, 12.25X.

System error messages are organized in the documentation according to the particular system facility
that produces the messages. The SIP and SSC error messages use the following facility names:

¢ Cisco 7600 SIP-200—C7600_SIP200
¢ Cisco 7600 SIP-400—SIP400

¢ Cisco 7600 SIP-600—SIP600

e Cisco 7600 SSC-400—C7600_SSC400
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Using debug Commands

A

Along with the other debug commands supported on the Catalyst 6500 Series switch, you can obtain
specific debug information for SIPs and SSCs on the Catalyst 6500 Series switch using the debug
hw-module privileged exec command.

The debug hw-module command is intended for use by Cisco Systems technical support personnel. For
more information about the debug hw-module subslot command and other debug commands, see the
Cisco 10S Debug Command Reference, Release 12.2.

Caution

Because debugging output is assigned high priority in the CPU process, it can render the system
unusable. For this reason, use debug commands only to troubleshoot specific problems or during
troubleshooting sessions with Cisco technical support staff. Moreover, it is best to use debug commands
during periods of lower network traffic and fewer users. Debugging during these periods decreases the
likelihood that increased debug command processing overhead will affect system use.

For information about other debug commands supported on the Catalyst 6500 Series switch, the Cisco
10S Debug Command Reference, Release 12.2. For more information about other commands that can be
used on a Catalyst 6500 Series switch, see the Catalyst 6500 Series Cisco I0S Command Reference,
12.28X.

Using show Commands

There are several show commands that you can use to monitor and troubleshoot the SIPs and SSCs on
the Catalyst 6500 Series switch. This chapter describes using the show hw-module slot commands to
perform troubleshooting of your SPA.

For more information about show commands to verify and monitor SIPs and SSCs, see Chapter 4,
“Configuring the SIPs and SSC.”

Using the Cisco I0S Event Tracer to Troubleshoot Problems

~

Note

This feature is intended for use as a software diagnostic tool and should be configured only under the
direction of a Cisco Technical Assistance Center (TAC) representative.

The Event Tracer feature provides a binary trace facility for troubleshooting Cisco I0S software. This
feature gives Cisco service representatives additional insight into the operation of the Cisco 10S
software and can be useful in helping to diagnose problems in the unlikely event of an operating system
malfunction or, in the case of redundant systems, Route Processor switchover.

Event tracing works by reading informational messages from specific Cisco IOS software subsystem
components that have been preprogrammed to work with event tracing, and by logging messages from
those components into system memory. Trace messages stored in memory can be displayed on the screen
or saved to a file for later analysis.

The SPAs currently support the “spa” component to trace SPA OIR-related events.
For more information about using the Event Tracer feature, refer to the following URL:

http://www.cisco.com/en/US/docs/ios/12_0s/feature/guide/evnttrcr.html

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide

0L-8655-04 |


http://www.cisco.com/en/US/products/sw/iosswrel/ps1829/products_feature_guide09186a0080087164.html
http://www.cisco.com/en/US/docs/ios/12_2/debug/command/reference/122debug.html
http://www.cisco.com/en/US/docs/ios/12_2/debug/command/reference/122debug.html
http://www.cisco.com/en/US/docs/ios/mcl/122sxmcl/12_2sx_mcl_book.html
http://www.cisco.com/en/US/docs/ios/mcl/122sxmcl/12_2sx_mcl_book.html

| Chapter5 Troubleshooting the SIPs and SSC

Troubleshooting Oversubscription on the Cisco 7600 SIP-400

Troubleshooting Oversubscription on the Cisco 7600 SIP-400

As of Cisco IOS Release 12.2(18)SXF, when using the Cisco 7600 SIP-400 with the 2-Port Gigabit
Ethernet SPA or the 1-Port OC-48c/STM-16 ATM SPA, consider the following oversubscription
guidelines:

e The Cisco 7600 SIP-400 only supports installation of one 1-Port OC-48c/STM-16 ATM SPA
without any other SPAs installed in the SIP.

e The Cisco 7600 SIP-400 supports installation of up to two 2-Port Gigabit Ethernet SPAs without any
other SPAs installed in the SIP.

e The Cisco 7600 SIP-400 supports installation of any combination of OC-3 or OC-12 POS or ATM
SPAs, up to a combined ingress bandwidth of OC-48 rates.

e The Cisco 7600 SIP-400 supports installation of any combination of OC-3 or OC-12 POS or ATM
SPAs up to a combined ingress bandwidth of OC-24 rates, when installed with a single 2-Port
Gigabit Ethernet SPA.

Configurations on the Cisco 7600 SIP-400 with an unsupported aggregate SPA bandwidth greater than
OC-48 generates the following error message:

Error Message SLOT 3: 00:00:05: $SIPSPA-4-MAX_BANDWIDTH: Total SPA bandwidth exceeds
line card capacity of 2488 Mbps

Preparing for Online Insertion and Removal of SIPs, SSCs, and
SPAs

The Catalyst 6500 Series switch supports online insertion and removal (OIR) of the SPA interface
processor (SIP) or SPA services card (SSC), in addition to each of the shared port adapters (SPAs).
Therefore, you can remove a SIP or SSC with its SPAs still intact, or you can remove a SPA
independently from the SIP or SSC, leaving the SIP or SSC installed in the switch.

This section includes the following topics on OIR support:
e Preparing for Online Removal of a SIP or SSC, page 5-3
e Verifying Deactivation and Activation of a SIP or SSC, page 5-5
e Preparing for Online Removal of a SPA, page 5-5
e Verifying Deactivation and Activation of a SPA, page 5-7
e Deactivation and Activation Configuration Examples, page 5-7

~

Note  For simplicity, any reference to “SIP” in this section also applies to the SSC.

Preparing for Online Removal of a SIP or SSC

To perform OIR of a SIP or SSC, power down a SIP (which automatically deactivates any installed SPAs)
and remove the SIP with the SPAs still intact.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Although graceful deactivation of a SIP by using the no power enable module command is preferred,
the Catalyst 6500 Series switch does support removal of the SIP without deactivating it first. If you plan
to remove a SIP, you can deactivate the SIP first, using the no power enable module global
configuration command. When you deactivate a SIP using this command, it automatically deactivates
each of the SPAs that are installed in that SIP. Therefore, it is not necessary to deactivate each of the
SPAs prior to deactivating the SIP.

Either a blank filler plate or a functional SPA should reside in every subslot of a SIP during normal
operation.

For more information about the recommended procedures for physical removal of the SIP, refer to the
Cisco 7600 Series Router SIP, SSC, and SPA Hardware Installation Guide.

Deactivating a SIP or SSC

To deactivate a SIP or SSC and its installed SPAs prior to removal of the SIP, use the following command
in global configuration mode:

Command Purpose

Router (config) # no power emable module |Shuts down any installed interfaces, and deactivates the
slot SIP in the specified slot, where:

e slot—Specifies the chassis slot number where the
SIP is installed.

For more information about chassis slot numbering, refer to the “Identifying Slots and Subslots for SIPs,
SSCs, and SPAs” section in this guide.

Reactivating a SIP or SSC

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide

Once you deactivate a SIP or SSC, whether or not you have performed an OIR, you must use the power
enable module global configuration command to reactivate the SIP.

If you did not issue a command to deactivate the SPAs installed in a SIP, but you did deactivate the SIP
using the no power enable module command, then you do not need to reactivate the SPAs after an OIR
of the SIP. The installed SPAs automatically reactivate upon reactivation of the SIP in the switch.

For example, if you remove a SIP from the switch to replace it with another SIP, you will reinstall the
same SPAs into the new SIP. When you enter the power enable module command on the switch, the
SPAs will automatically reactivate with the new SIP.

To activate a SIP and its installed SPAs after the SIP has been deactivated, use the following command
in global configuration mode:

Command Purpose
Router (config)# power enable module Activates the SIP in the specified slot and its installed
slot SPAs, where:

e slot—Specifies the chassis slot number where the
SIP is installed.
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For more information about chassis slot numbering, refer to the “Identifying Slots and Subslots for SIPs,
SSCs, and SPAs” section in this guide.

Verifying Deactivation and Activation of a SIP or SSC

To verify the deactivation of a SIP or SSC, enter the show module command in privileged EXEC
configuration mode. Observe the Status field associated with the SIP that you want to verify.

The following example shows that the Cisco 7600 SIP-400 located in slot 13 is deactivated. This is
indicated by its “PwrDown” status.

Router# show module 13

Mod Ports Card Type Model Serial No.
13 0 4-subslot SPA Interface Processor-400 7600-SIP-400 JAB0851042X
Mod MAC addresses Hw Fw Sw Status

13 00e0.aabb.cc00 to 00e0.aabb.cc3f 0.525 12.2(PP_SPL_ 12.2(PP_SPL_ Ok

Mod Online Diag Status

13 PwrDown

To verify activation and proper operation of a SIP, enter the show module command and observe “Ok”
in the Status field as shown in the following example:

Router# show module 2

Mod Ports Card Type Model Serial No.
2 0 4-subslot SPA Interface Processor-200 7600-SIP-200 JAB07490581
Mod MAC addresses Hw Fw Sw Status

2 0000.0000.0000 to 0000.0000.003f 0.232 12.2(2004082 12.2(2004082 Ok

Mod Online Diag Status

Preparing for Online Removal of a SPA

The Catalyst 6500 Series switch supports OIR of a SPA independently of removing the SIP or SSC. This
means that a SIP can remain installed in the switch with one SPA remaining active, while you remove
another SPA from one of the SIP subslots. If you are not planning to immediately replace a SPA into the
SIP, then be sure to install a blank filler plate in the subslot. The SIP should always be fully installed
with either functional SPAs or blank filler plates.

The interface configuration is retained (recalled) if a SIP or SPA is removed and then replaced with one
of the same type. This is not the case if you replace a Cisco 7600 SIP-200 with a Cisco 7600 SIP-400 or
vice versa.

If you are planning to remove a SIP along with its SPAs, then you do not need to follow the instructions
in this section. To remove a SIP, see the “Preparing for Online Removal of a SIP or SSC” section on
page 5-3.

| oL-8655-04
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Deactivating a SPA

Although graceful deactivation of a SPA is preferred using the hw-module subslot shutdown command,
the Catalyst 6500 Series switch does support removal of the SPA without deactivating it first. Before
deactivating a SPA, ensure that the SIP is seated securely into the slot before removing the SPA itself.

Note  If you are preparing for an OIR of a SPA, it is not necessary to independently shut down each of the
interfaces prior to deactivation of the SPA. The hw-module subslot shutdown command automatically
stops traffic on the interfaces and deactivates them along with the SPA in preparation for OIR. You also
do not need to independently restart any interfaces on a SPA after OIR of a SPA or SIP.

To deactivate a SPA and all of its interfaces prior to removal of the SPA, use the following command in
global configuration mode:

Command Purpose

Router (config)# hw-module subslot Deactivates the SPA in the specified slot and subslot of
slot/subslot shutdown [powered | the SIP. where:

unpowered ] ’

e slot—Specifies the chassis slot number where the
SIP is installed.

e subslot—Specifies subslot number on a SIP where
a SPA is installed.

¢ powered—(Optional) Shuts down the SPA and all
of its interfaces, and leaves them in an
administratively down state with power enabled.
This is the default state.

e unpowered—(Optional) Shuts down the SPA and
all of its interfaces, and leaves them in an
administratively down state without power.

For more information about chassis slot and SIP subslot numbering, refer to the “Identifying Slots and
Subslots for SIPs, SSCs, and SPAs” section in this guide.

Reactivating a SPA
~

Note  You do not need to reactivate a SPA after an OIR of either the SIP or a SPA if you did not deactivate the
SPA prior to removal. If the switch is running, then the SPAs automatically start upon insertion into the
SIP or with insertion of a SIP into the switch.

If you deactivate a SPA using the hw-module subslot shutdown global configuration command and
need to reactivate it without performing an OIR, you need to use the no hw-module subslot shutdown
global configuration command to reactivate the SPA and its interfaces.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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To activate a SPA and its interfaces after the SPA has been deactivated, use the following command in
global configuration mode:

Command Purpose
Router (config) # no hw-module subslot Activates the SPA and its interfaces in the specified slot
slot/subslot shutdown and subslot of the SIP, where:

e slot—Specifies the chassis slot number where the
SIP is installed.

e subslot—Specifies subslot number on a SIP where
a SPA is installed.

Verifying Deactivation and Activation of a SPA

When you deactivate a SPA, the corresponding interfaces are also deactivated. This means that these
interfaces will no longer appear in the output of the show interface command.

To verify the deactivation of a SPA, enter the show hw-module subslot all oir command in privileged
EXEC configuration mode. Observe the Operational Status field associated with the SPA that you want
to verify.

In the following example, the SPA located in subslot 1 of the SIP in slot 2 of the switch is
administratively down from the hw-module subslot shutdown command:

Router# show hw-module subslot all oir

Module Model Operational Status
subslot 2/0 SPA-4X0C3-POS ok
subslot 2/1 SPA-4X0OC3-ATM admin down

To verify activation and proper operation of a SPA, enter the show hw-module subslot all oir command
and observe “ok” in the Operational Status field as shown in the following example:

Router# show hw-module subslot all oir

Module Model Operational Status
subslot 2/0 SPA-4X0C3-POS ok
subslot 2/1 SPA-4X0C3-ATM ok

Deactivation and Activation Configuration Examples

This section provides the following examples of deactivating and activating SIPs and SPAs:
e Deactivation of a SIP Configuration Example, page 5-8
e Activation of a SIP Configuration Example, page 5-8
e Deactivation of a SPA Configuration Example, page 5-8
e Activation of a SPA Configuration Example, page 5-8
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Deactivation of a SIP Configuration Example

Deactivate a SIP when you want to perform OIR of the SIP. The following example deactivates the SIP
that is installed in slot 5 of the switch, its SPAs, and all of the interfaces. The corresponding console
messages are shown:

Router# configure terminal

Router (config)# no power enable module 5

lwdd: %OIR-6-REMCARD: Card removed from slot 5, interfaces disabled
1lwdd: $C6KPWR-SP-4-DISABLED: power to module in slot 5 set off (admin request)

Activation of a SIP Configuration Example

Activate a SIP if you have previously deactivated it. If you did not deactivate the SPAs, the SPAs
automatically reactivate with reactivation of the SIP.

The following example activates the SIP that is installed in slot 5 of the switch, its SPA, and all of the
interfaces (as long as the hw-module subslot shutdown command was not issued to also deactivate
the SPA):

Router# configure terminal
Router (config) # power enable module 5

Notice that there are no corresponding console messages shown with the activation. If you reenter the
power enable module command, a message is displayed indicating that the module is already
enabled:

Router (config) # power enable module 5

[

% module is already enabled

Deactivation of a SPA Configuration Example

Deactivate a SPA when you want to perform OIR of that SPA. The following example deactivates the
SPA (and its interfaces) that is installed in subslot O of the SIP located in slot 2 of the switch and removes
power to the SPA. Notice that no corresponding console messages are shown.

Router# configure terminal
Router (config) # hw-module subslot 2/0 shutdown unpowered

Activation of a SPA Configuration Example

Activate a SPA if you have previously deactivated it. If you have not deactivated a SPA and its interfaces
during OIR of a SIP, then the SPA is automatically reactivated upon reactivation of the SIP.

The following example activates the SPA that is installed in slot 2 of the switch and all of its
interfaces:

Router# configure terminal
Router (config)# no hw-module subslot 2/0 shutdown
Router#

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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CHAPTER

Overview of the ATM SPAs

This chapter provides an overview of the release history, features, and MIB support for the 1-Port
OC-48c/STM-16 ATM SPA, 1-Port OC-12¢/STM-4 ATM SPA, and the 2-Port and 4-Port OC-3¢/STM-1
ATM SPA. This chapter includes the following sections:

e Release History, page 6-2

e Overview, page 6-2

e Supported Features, page 6-5

e Unsupported Features, page 6-13

e Prerequisites, page 6-14

e Restrictions, page 6-14

e Supported MIBs, page 6-15

e SPA Architecture, page 6-16

e Displaying the SPA Hardware Type, page 6-18
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Release History

Overview

Release Modification

12.2(33)SXI Support was restored for the ATM SPAs.

12.2(33)SXH Support was temporarily removed for the ATM SPAs.
12.2(18)SXF2 e Support for the “Enhancements to RFC 1483 Spanning Tree

Interoperability” feature was added for ATM SPAs on the Cisco 7600
series router and Catalyst 6500 series switch.

¢ Documentation of a workaround for ATM SPA configuration on the
Cisco 7600 SIP-200 has been added in Chapter 7, “Configuring the
ATM SPAs” to address a Routed Bridge Encapsulation (RBE)
limitation where only one remote MAC address is supported.

12.2(18)SXF Support was introduced for the 1-Port OC-48¢c/STM-16 ATM SPA on the

Cisco 7600 SIP-400 on the Cisco 7600 series router and Catalyst 6500
series switch.

12.2(18)SXE ¢ Support was introduced for the 2-Port and 4-Port OC-3¢/STM-1 ATM
SPAs on the Cisco 7600 SIP-200 and Cisco 7600 SIP-400 SPA
interface processors (SIPs) on the Cisco 7600 series router and
Catalyst 6500 series switch.

¢ Support was introduced for the 1-Port OC-12¢/STM-4 ATM SPA on
the Cisco 7600 SIP-400 carrier card on the Cisco 7600 series router
and Catalyst 6500 series switch.

The ATM SPAs are single-width, double-height, cross-platform Optical Carrier (OC) ATM adapter cards
that provide OC-3¢c/STM-1c (155.52 Mbps), OC-12¢/STM-4c (622.080 Mbps), or OC-48/STM-16
(2488 Mbps) connectivity and can be used in a Catalyst 6500 Series switch. The ATM SPAs come in the
following models:

e 2-Port and 4-Port OC-3¢/STM-1 ATM SPA (SPA-2XOC3-ATM=, SPA-4XOC3-ATM=)
e 1-Port OC-12¢/STM-4 ATM SPA (SPA-1XOC12-ATM=)
e 1-Port OC-48¢c/STM-16 ATM SPA (SPA-1XOC48-ATM=)

The OC-3¢c ATM SPAs must be installed in a Cisco 7600 SIP-200 or Cisco 7600 SIP-400 SPA interface
processor (SIP) before they can be used in the Catalyst 6500 Series switch. The 1-Port OC-12¢/STM-4
ATM SPA and 1-Port OC-48c/STM-16 ATM SPA card must be installed in a Cisco 7600 SIP-400 before
it can be used in the Catalyst 6500 Series switch.

You can install the SPA in the SIP carrier before or after you insert the SIP into the switch chassis. This
allows you to perform online insertion and removal (OIR) operations either by removing individual SPAs
from the SIP, or by removing the entire SIP (and its contained SPAs) from the switch chassis.

The ATM SPAs provide cost-effective wide area networking (WAN) connectivity for service providers
across their existing ATM networks. Using a highly modular approach, the SPA and SIP form factors
maximize the flexibility of an existing Catalyst 6500 Series switch, allowing service providers to mix
and match SPAs to more easily meet evolving port-density and networking media needs.

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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The ATM SPAs also use small form-factor pluggable (SFP) optical transceivers, giving service providers
port-level flexibility for different types of optical media (such as single mode and multimode). Changing
the type of optical network involves simply replacing the transceiver, not the SPAs or SIP.

A maximum of two ATM SPAs can be installed in each SIP, and these SPAs can be different models (such
as 2-Port OC-3¢c/STM-1 ATM SPA and 1-Port OC-12¢/STM-4 ATM SPA). You can also mix SPAs of
different types, such as ATM and POS, in a SIP, depending on the space requirements of the SIPs. An
exception is that only one 1-Port OC-48c/STM-16 ATM SPA can be installed in a SIP; the other bay
should be left empty.

See the following sections for more information about the ATM SPAs:
e ATM Overview, page 6-3
e PVC and SVC Encapsulations, page 6-3
e PVC and SVC Service Classes, page 6-4
e Advanced Quality of Service, page 6-5

ATM Overview

Asynchronous Transfer Mode (ATM) uses cell-switching and multiplexing technology that combines the
benefits of circuit switching (constant transmission delay and guaranteed capacity) with those of packet
switching (flexibility and efficiency for intermittent traffic). ATM transmits small cells (53 bytes) with
minimal overhead (5 bytes of header and checksum, with 48 bytes for data payload), allowing for very
quick switching times between the input and output interfaces on a switch.

ATM is a connection-oriented environment, in which each ATM endpoint (or node) must establish a
separate connection to the specific endpoints in the ATM network with which it wants to exchange
traffic. This connection (or channel) between the two endpoints is called a virtual circuit (VC).

Each VC is uniquely identified by the combination of a virtual path identifier (VPI) and virtual channel
identifier (VCI). The VC is treated as a point-to-point mechanism to another switch or host and is
capable of supporting bidirectional traffic.

In an ATM network, a VC can be either a permanent virtual circuit (PVC) or a switched virtual circuit
(SVC). A network operator must manually configure a PVC, which remains active until it is manually
torn down. An SVC is set up and torn down using an ATM signaling mechanism. On the ATM SPAs, this
signaling is based on the ATM Forum User-Network Interface (UNI) specification V3.x and V4.0.

PVC and SVC Encapsulations

PVCs and SVCs are configured with an ATM encapsulation type that is based upon the ATM Adaptation
Layer (AAL). The following types are supported:

e AALSCISCOPPP—AALS Cisco PPP encapsulation, which is Cisco’s proprietary PPP over ATM
encapsulation.

e AALSMUX—ATM Adaptation Layer 5 MUX encapsulation, also known as null encapsulation, that
supports a single protocol (IP or IPX).

| oL-8655-04
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e AALSNLPID—(Supported on ATM SPAs in a Cisco 7600 SIP-200 only) AALS Network Layer
Protocol Identification (NLPID) encapsulation, which allows ATM interfaces to interoperate with
High-Speed Serial Interfaces (HSSIs) that are using an ATM data service unit (ADSU) and running
ATM-Data Exchange Interface (DXI).

e AAL5SNAP—AALS Logical Link Control/Subnetwork Access Protocol (LLC/SNAP)
encapsulation, which supports Inverse ARP and incorporates the LLC/SNAP that precedes the
protocol datagram. This allows the use of multiple protocols over the same VC, and is particularly
well-suited for encapsulating IP packets.

~

Note  The 1-Port OC-48c/STM-16 ATM SPA supports only AALSMUX and AAL5SSNAP encapsulations.

PVC and SVC Service Classes

ATM was designed with built-in quality of service capabilities to allow it to efficiently multiplex
different types of traffic over the same links. To accomplish this, each PVC or SVC is configured with
a service class that defines the traffic parameters, such as maximum cell rate or burst rate, for the circuit.
The following service classes are available in ATM networks:

e Constant Bit Rate (CBR)—The ATM switch transmits ATM cells in a continuous bit-stream that is
suitable for real-time traffic, such as voice and video. CBR is typically used for VCs that need a
static amount of bandwidth (constant bit rate or average cell rate) that is continuously available for
the duration of the active connection. The ATM switch guarantees that a VC with a CBR service
class can send cells at the PCR at any time, but the VC is also free to use only part of the allocated
bandwidth, or none of the bandwidth, as well.

e Unspecified Bit Rate (UBR)—The ATM switch does not make any quality of service (QoS)
commitment at all to the PVC or SVC, but instead uses a best-effort attempt to send the traffic
transmitted by the PVC or SVC. UBR typically is the default configuration and is used for
non-critical Internet connectivity, including e-mail, file transfers, web browsing, and so forth. The
ATM switch enforces a maximum peak cell rate (PCR) for the VC, to prevent the VC from using all
bandwidth that is available on the line.

¢ Unspecified Bit Rate Plus (UBR+)—UBR+ is a special ATM service class developed by Cisco
Systems. UBR+ uses MCR (minimum cell rate) along with PCR (peak cell rate). In UBR+, the MCR
is a “soft guarantee” of minimum bandwidth. A switch signals the MCR value at call setup time
when a switched VC is created. The ATM switch is then responsible for the guarantee of the
bandwidth specified in the MCR parameter. A UBR+ VC is a UBR VC for which the MCR is
signaled by the switch and guaranteed by the ATM switch. Therefore, UBR+ affects connection
admission control and resource allocation on ATM switches. The UBR+ service class is supported
only on SVCs for an ATM SPA. It is not supported on PVCs for an ATM SPA.

~

Note  UBR+ is not supported on the 1-Port OC-48c/STM-16 ATM SPA.

e Variable Bit Rate-Non-Real Time (VBR-nrt)—The ATM switch attempts to guarantee a minimum
burst size (MBS) and sustained cell rate (SCR) for non-real-time traffic that is bursty in nature, such
as database queries or aggregating large volumes of traffic from many different sources. The ATM
switch also enforces a maximum peak cell rate (PCR) for the VC, to prevent the VC from using all
bandwidth that is available on the line.
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Variable Bit Rate—Real Time (VBR-rt)—The ATM switch guarantees a minimum burst size (MBS)
and sustainable cell rate (SCR) for real-time traffic that is bursty in nature, such as voice, video
conferencing, and multiplayer gaming. VBR-rt traffic has a higher priority than VBR-nrt traffic,
allowing the real-time traffic to preempt the non-real-time traffic, if necessary. The ATM switch also
enforces a maximum peak cell rate (PCR) for the VC, to prevent the VC from using all the
bandwidth that is available on the line.

Note  The ATM SPAs do not support the available bit rate (ABR) service class, which uses a minimum cell rate
(MCR).

Advanced Quality of Service

In addition to the integrated QoS capabilities that are provided by the standard ATM service classes, the
ATM SPA cards support a number of advanced QoS features. These features include the following:

~

Per-VC and Per-VP Traffic Shaping—Enables service providers to control the bandwidth provided
at the VC or VP level. (You cannot shape a VC that is part of a shaped VP. We can however enable
both VC and VP shaping simultaneously (as long as shaped VCs use a different VPI value than the
shaped VP.)

Layer 3 (IP) QoS at the Per-VC Level—Allows marking and classifying traffic at the IP layer, for
each VC, enabling service providers to control the individual traffic flows for a customer, so as to
meet the customer’s particular QoS needs. The IP QoS can use the IP type of service (ToS) bits, the
RFC 2475 Differentiated Services Code Point (DSCP) bits, and the MPLS EXP bits. WRED, LLQ,
CBWFQ, policing, classification, and marking are supported.

Multiprotocol Label Switching (MPLS)—Allows service providers to provide cost-effective virtual
private networks (VPNs) to their customers, while simplifying load balancing and QoS
management, without incurring the overhead of extensive Layer 3 routing.

IP to ATM Mapping—Creates a mapping between the Cell Loss Priority (CLP) bit in ATM cell
headers and the IP precedence or IP Differentiated Services Code Point (DSCP) bits.

VC Bundling—Selects the output VC on the basis of the IP class of service (CoS) bits. (Supported
only when using the Cisco 7600 SIP-200 and not the Cisco 7600 SIP-400.)

Note  Additional QoS features are expected to be added with each Cisco 10S software release. See the release
notes for each release for additional features that might be supported and for the restrictions that might
affect existing features.

Supported Features

This section provides a list of some of the primary features supported by the ATM hardware and
software:

SIP-Dependent Features, page 6-6

Basic Features, page 6-6

SONET/SDH Error, Alarm, and Performance Monitoring, page 6-7
Layer 2 Features, page 6-8
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e Layer 3 Features, page 6-9

e High Availability Features, page 6-10

e Enhancements to RFC 1483 Spanning Tree Interoperability, page 6-10
¢ Supported Supervisor Engines and Line Cards, page 6-11

¢ Interoperability Problems, page 6-11

e BPDU Packet Formats, page 6-12

SIP-Dependent Features

Most features for the ATM SPAs are supported on both the Cisco 7600 SIP-200 and Cisco 7600 SIP-400,
but some features are supported only on a particular model of SIP. Table 6-1 lists the features that are
supported on only one model of SIP. Any supported features for the ATM SPAs that are not listed in this
table are supported on both SIPs.

Table 6-1 SIP-Dependent Feature Support
Supported on  |Supported on
Cisco 7600 Cisco 7600
Feature SIP-200 SIP-400
AALSNLPID encapsulation and Routed-NLPID-PDUs Yes No
ATM VC Access Trunk Emulation (multi-VLAN to VC) Yes No
Bridging of Routed Encapsulations (BRE) Yes No
Frame Relay to ATM (FR-ATM) internetworking No No
Network-Based Application Recognition (NBAR) Yes No
RFC-1483 ATM Half-Bridging and Routed Bridged Encapsulation |Yes No
(RBE)
VC Bundling (Selects the output VC on the basis of the IP CoS bits) |Yes No
RFC 1483, Multiprotocol Encapsulation over ATM Adaptation Yes No
Layer 5, Multipoint Bridging (MPB) (also known as multi-VC to
VLAN)on the 2-Port and 4-Port OC-3¢/STM-1c ATM SPA
Aggregate WRED Yes Yes

Basic Features

¢ Bellcore GR-253-CORE SONET/SDH compliance (ITU-T G.707, G.783, G.957, G.958)

¢ Interface-compatible with other Cisco ATM adapters

S

Note The ATM SPA is functionally similar to other ATM port adapters on the Catalyst 6500 Series
switch, but because it is a different card type, the configuration for the slot is lost when you
replace an existing ATM port adapter with an ATM SPA in a SIP.

e Supports both permanent virtual circuits (PVCs) and switched virtual circuits (SVCs)

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
m. 0L-8655-04 |


http://www.ietf.org/rfc/rfc1483.txt

| Chapter6 Overview of the ATM SPAs

Supported Features Ml

e An absolute maximum of 16,384 (16 K) configured VCs per ATM SPA (4,096 [4 K] per interface)
with the following recommended limitations:

= On a Cisco 7600 SIP-400, 8000 PVCs are supported on multipoint subinterfaces. The limit of
16,384 PVCs only applies to the Cisco 7600 SIP-200.

- A recommended maximum number of 2,048 PVCs on all point-to-point subinterfaces for all
ATM SPAs in a SIP.

— A recommended maximum number of 16,380 PVCs on all multipoint subinterfaces for all ATM
SPAs in a SIP, and a recommended maximum number of 200 PVCs per each individual
multipoint subinterface.

— A recommended maximum number of 400 SVCs for all ATM SPAs in a SIP.

— A recommended maximum number of 1,024 PVCs or 400 SVCs using service policies for all
ATM SPAs in a SIP.

e Up to 4,096 simultaneous segmentations and reassemblies (SARs) per interface

e Supports a maximum number of 200 PVCs or SVCs using Link Fragmentation and Interleaving
(LFI) for all ATM SPAs (or other ATM modules) in a Catalyst 6500 Series switch.

¢ A maximum number of 1000 PVCs or 400 SVCs configured with MQC policy maps.
e Up to 1,000 maximum virtual templates per switch

e ATM adaptation layer 5 (AALS) for data traffic

e Hardware switching of multicast packets for point-to-point subinterfaces

e SONET/SDH (software selectable) optical fiber (2-Port and 4-Port OC-3¢/STM-1 ATM SPA, 1-Port
OC-48c/STM-16 ATM SPA, or 1-Port OC-12¢/STM-4 ATM SPA), depending on the model of ATM
SPA.

e Uses small form-factor pluggable (SFP) optical transceivers, allowing the same ATM SPA hardware
to support multimode (MM), single-mode intermediate (SMI), or single-mode long (SML) reach,
depending on the capabilities of the SPA.

e ATM section, line, and path alarm indication signal (AIS) cells, including support for F4 and F5
flows, loopback, and remote defect indication (RDI)

e Operation, Administration, and Maintenance (OAM) cells

¢ Online insertion and removal (OIR) of individual ATM SPAs from the SIP, as well as OIR of the
SIPs with ATM SPAs installed

SONET/SDH Error, Alarm, and Performance Monitoring

e Fiber removed and reinserted
e Signal failure bit error rate (SF-BER)
e Signal degrade bit error rate (SD-BER)
¢ Signal label payload construction (C2)
e Path trace byte (J1)
e Section Diagnostics:

— Loss of signal (SLOS)

— Loss of frame (SLOF)

— Error counts for B1

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Threshold crossing alarms (TCA) for B1 (B1-TCA)

e Line Diagnostics:

Line alarm indication signal (LAIS)
Line remote defect indication (LRDI)
Line remote error indication (LREI)
Error counts for B2

Threshold crossing alarms for B2 (B2-TCA)

e Path Diagnostics:

Path alarm indication signal (PAIS)

Path remote defect indication (PRDI)

Path remote error indication (PREI)

Error counts for B3

Threshold crossing alarms for B3 (B3-TCA)
Loss of pointer (PLOP)

New pointer events (NEWPTR)

Positive stuffing event (PSE)

Negative stuffing event (NSE)

¢ The following loopback tests are supported:

Network (line) loopback

Internal (diagnostic) loopback

e Supported SONET/SDH synchronization:

— Local (internal) timing (for inter-switch connections over dark fiber or WDM equipment)

Layer 2 Features

Loop (line) timing (for connecting to SONET/SDH equipment)

+/— 4.6 ppm clock accuracy over full operating temperature

e Supports the following encapsulation types:

AALS5SNAP (LLC/SNAP)
LLC encapsulated Bridged protocol
AALSMUX (VC multiplexing)

AALSNLPID and Routed-NLPID-PDUs (ATM SPAs in a Cisco 7600 SIP-200 only)

AALSCISCOPPP

e Supports the following ATM traffic classes and per-VC traffic shaping modes:

Constant bit rate (CBR) with peak rate
Unspecified bit rate (UBR) with peak cell rate (PCR)
Non-real-time variable bit rate (VBR-nrt)

Variable bit rate real-time (VBR-rt)
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— Unspecified bit rate plus (UBR+) on SVCs

~

Note ATM shaping is supported, but class queue-based shaping is not.

ATM point-to-point and multipoint connections
Explicit Forward Congestion Indication (EFCI) bit in the ATM cell header
Frame Relay to ATM (FR-ATM) internetworking (ATM SPAs in a Cisco 7600 SIP-200 only)

Integrated Local Management Interface (ILMI) operation, including keepalive, PVC discovery, and
address registration and deregistration

Link Fragmentation and Interleaving (LFI) performed in hardware
VC-to—VC local switching and cell relay

RFC 1755, ATM Signaling Support for IP over ATM

ATM User-Network Interface (UNI) signalling 3.0, 3.1, and 4.0 only
RFC 2225, Classical IP and ARP over ATM (obsoletes RFC 1577)
Unspecified bit rate plus (UBR+) traffic service class on SVCs

ATM VC Access Trunk Emulation (multi-VLAN to VC) (ATM SPAs in a Cisco 7600 SIP-200 only)
ATM over MPLS (AToM) in AALS mode (except for AToM cell packing)

ATM over MPLS (AToM) in AAL5/AALO VC mode

Bridging of Routed Encapsulations (BRE) (ATM SPAs in a Cisco 7600 SIP-200 only)

Distributed Link Fragmentation and Interleaving (dLFI) for ATM (dLFI packet counters are
supported, but dLFI byte counters are not supported)

LFI+DCRTP
Network-Based Application Recognition (NBAR) (ATM SPAs in a Cisco 7600 SIP-200 only)

No limitation on the maximum number of VCs per VPI, up to the maximum number of 4,096 total
VCs per interface (so there is no need to configure this limit using the atm ve-per-vp command,
which is required on other ATM port adapters)

OAM flow connectivity using OAM ping for segment or end-to-end loopback
PVC multicast (PIM dense and sparse modes)
Quality of service (QoS):

- Policing

— IP-to-ATM class of service (IP precedence and DSCP)

— Per-VC class-based weighted fair queueing (CBWFQ)

— Per-VC Layer 3 queuing

— VC Bundling (Cisco 7600 SIP-200 only)

— Weighted Random Early Detection (WRED)

- Aggregate WRED
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e RFC 1483, Multiprotocol Encapsulation over ATM Adaptation Layer 5:
- Routed Bridge Encapsulation (RBE) (ATM SPAs in a Cisco 7600 SIP-200 only)
— Half-bridging (ATM SPAs in a Cisco 7600 SIP-200 only)
— PVC bridging (full-bridging) is supported on Cisco 7600 SIP-200 and Cisco 7600 SIP-400
e Supports oversubscription by default
¢ Routing protocols:
— Border Gateway Protocol (BGP)
— Enhanced Interior Gateway Routing Protocol (EIGRP)
- Interior Gateway Routing Protocol (IGRP)
— Integrated Intermediate System-to-Intermediate System (IS-IS)
— Open Shortest Path First (OSPF)

— Routing Information Protocol version 1 and version 2 (RIPv1 and RIPv2)

High Availability Features

e 1+1 Automatic Protection Switching (APS) redundancy (PVC circuits only)
¢ Route Processor Redundancy (RPR)

¢ RPR Plus (RPR+)

¢ OSPF Nonstop Forwarding (NSF)

e Stateful Switchover (SSO)

Enhancements to RFC 1483 Spanning Tree Interoperability

This section describes an interoperability feature for the various spanning tree implementations across
1483 Bridge Mode ATM PVCs. Historically, vendors have not implemented spanning tree across RFC
1483 encapsulation consistently. Some Cisco IOS releases also may not support the full range of
spanning-tree options. This feature addresses some of the practical challenges of interworking common
variations of spanning tree over RFC 1483 Bridge Mode encapsulation.

Note  This feature set is only supported on RFC 1483 Bridge Mode ATM permanent virtual circuits (PVCs).

The following are basic spanning tree terms:

e [EEE 802.1D is a standard for interconnecting LANs through media access control (MAC) bridges.
IEEE 802.1D uses the Spanning-Tree Protocol to eliminate loops in the bridge topology, which
cause broadcast storms.

e Spanning Tree Protocol (STP) as defined in IEEE 802.1D is a link-management protocol that
provides path redundancy while preventing undesirable loops in the network. An IEEE 802.1D
spanning tree makes it possible to have one spanning tree instance for the whole switch, regardless
of the number of VLANSs configured on the switch.
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Bridge Protocol Data Unit (BPDU) is the generic name for the frame used by the various
spanning-tree implementations. The Spanning Tree Protocol uses the BPDU information to elect the
root switch and root port for the switched network, as well as the root port and designated port for
each switched segment.

Per VLAN Spanning Tree (PVST) is a Cisco proprietary protocol that allows a Cisco device to
support multiple spanning tree topologies on a per-VLAN basis. PVST uses the BPDUs defined in
IEEE 802.1D (see Figure 6-2 on page 6-12), but instead of one STP instance per switch, there is one
STP instance per VLAN.

PVST+ is a Cisco proprietary protocol that creates one STP instance per VLAN (as in PVST).
However, PVST+ enhances PVST and uses Cisco proprietary BPDUs with a special 802.2
Subnetwork Access Protocol (SNAP) Organizational Unique Identifier (OUID)! (see Figure 6-2 on
page 6-12) instead of the standard IEEE 802.1D frame format used by PVST. PVST+ BPDUs are
also known as Simple Symmetric Transmission Protocol (SSTP) BPDUs.

Note  RFC 1483 is referenced throughout this section, although it has been superseded by RFC 2684.

Supported Supervisor Engines and Line Cards

The Cisco 7600 series router supports PVST to PVST+ BPDU interoperability with the following line
card:

Cisco 7600 SIP-200

Interoperability Problems

The current interoperability problems can be summarized as follows:

When transmitting STP BPDUs, many vendors’ implementations of ATM-to-Ethernet bridging are
not fully compliant with the specifications of RFC 1483, Appendix B. The most common variation
of the standard is to use an ATM Common Part Convergence Sublayer (CPCS) SNAP protocol data
unit (PDU) with OUI: 00-80-C2 and PID: 00-07. Appendix B reserved this OUI/PID combination
for generic Ethernet frames without BPDUs. Appendix B specifies OUI: 00-80-C2 and protocol
identifier (PID): 00-0E for frames with BPDU contents.

There are several varieties of the Spanning-TreeProtocol used by Cisco products on ATM interfaces.
The Catalyst 5000 series supports only PVST on ATM interfaces. The Cisco 7600 router and
Catalyst 6500 series switches support only PVST+ on ATM interfaces. Most other Cisco routers
implement classic IEEE 802.1D on ATM interfaces.

When the Cisco 7600 series router and the Catalyst 6500 series switch first implemented 1483
Bridging (on Cisco IOS Release 12.1E) on the Cisco 7600 FlexWAN module, the platform used
OUI: 00-80-C2 and PID: 00-0E to maximize interoperability with all other Cisco IOS products.

However, there are so many implementations that do not send PVST or IEEE 802.1D BPDUs with
PID: 00-OE that the Cisco 7600 series and the Catalyst 6500 series reverted to the more common
implementation of RFC 1483 (with PID: 00-07) in Cisco IOS 12.2SX. This spanning tree
interoperability feature provides the option of encapsulating BPDUs across RFC 1483 with either
PID: 00-07 or PID: 00-OE.

1. The Organizational Unique Identifier (OUI) portion of the MAC address often identifies the vendor of the upper

layer protocol or the manufacturer of the Ethernet adapter. The OUI value of 00-00-0C identifies Cisco
Systems as the manufacturer of the Ethernet adapter.
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BPDU Packet Formats

This section describes the various BPDU packet formats. Figure 6-1 shows the generic IEEE 802.2/802.3
frame format, which is used by PVST+,—but is not used by PVST.

Figure 6-1 IEEE 802.2/802.3 SNAP Encapsulation Frame Format

802.3 MAC ., 8022LLC _  802.2 SNAP

< >

A
A
A
A

Destination| Source

DSAP|SSAP| Cntl T Dat CRC
Addr Addr |“e"9""An | TaA | 03 | OV ype aa 5
<
6 6 2 1 1 1 3 2 38-1492 4 "

In an Ethernet SNAP frame, the SSAP and DSAP fields are always set to AA. These codes identify it as
a SNAP frame. The Control field always has a value of 03, which specifies connectionless logical link
control (LLC) services.

The Type field identifies the upper layer protocol to which data should be passed. For example, a Type
field of hex 0800 represents IP, while a value of 8137 indicates that data is meant for IPX.

Catalyst 5000 PVST BPDU Packet Format

The Catalyst 5000 series switches send and receive BPDUs in PVST format on ATM interfaces (see
Figure 6-2).

Figure 6-2 BPDU PVST Frame Format Used by the Catalyst 5000 Switch

ATM Encapsulation P 802.3 Encapsulation R
LLC oul PID | PAD |<DST MAC ADDR> LEN LLC | BPDU |§
AA-AA-03| 00-00-0C | 00-07 | 00-00 | 01-80-G2-00-00-00|<SA MAC ADDR>|<Length>|42-42-03 | Payload| ¢

e BPDUs sent by the Catalyst 5000 switch use a PID of 0x00-07, which does not comply with RFC
1483. The Cisco 7600 series router also has the ability to send BPDUs in this data format.

e The PAD portion of the ATM encapsulation varies from 0 to 47 bytes in length to ensure complete
ATM cell payloads.

e By using the bridge-domain command’s ignore-bpdu-pid optional keyword, the Catalyst 5000
switch sends this frame by default.

e The Catalyst 5000 switch cannot accept the PVST+ BPDUs and blocks the ATM port, giving the
following error message:

%$SPANTREE-2-RX_1QNON1QTRUNK: Rcved 1Q-BPDU on non-1Q-trun port 6/1 vlan 10

$SPANTREE-2-RX_BLKPORTPVID: Block 6/1 on rcving vlan 10 for inc peer vlan 0
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Cisco 7200 and Cisco 7500 Routers IEEE 802.1D BPDU Frame Format

Figure 6-3 shows the Cisco 7200 and Cisco 7500 series routers IEEE 802.1D BPDU frame format:

Figure 6-3 Frame Format for the Cisco 7200 and Cisco 7500 Routers IEEE 802.1D BPDU

LLC oul PID BPDU
AA-AA-03| 00-00-0C [00-0OE | <Payload>

146221

Cisco 7600 Router PVST+ BPDU Frame Format

The Cisco 7600 series router PVST+ BPDU packet format is shown in Figure 6-4. These BPDUs are not
IEEE 802.1D BPDUs, but Cisco proprietary SSTP BPDUs.

Figure 6-4 Cisco 7600 Router PVST+ BPDU Frame Format (1483 Bridge Mode)

ATM Encapsulation

A

>

146222

LLC oul PID | PAD | DA (SSTP DA MAC) SA LEN LLC OUl  [Type (SSTP)| BPDU
AA-AA-03 | 00-80-C2 | 00-07 | 00-00 [01-00-0C-CC-CC-CD|<SA MAC>| <Length> | AA-AA-03 | 00-00-0C | = 01-0B  |<Payload>

Cisco L2PT BPDU Frame Format

Figure 6-5 shows the Cisco Layer 2 Protocol Tunneling (L2PT) BPDU SNAP frame format.

Figure 6-5 L2PT BPDU SNAP Frame Format
DA (L2PTDA MAC) SA LEN LLC OUl  |Type (SSTP)| BPDU |§
01-00-0C-CD-CD-DO0 [<SA MAC>| <Length> | AA-AA-03 | 00-00-0C 01-0B <Payload> §

Unsupported Features

e The following high availability features are not supported:
— APS N+1 redundancy is not supported
— APS redundancy is not supported on SVCs
— APS reflector mode (aps reflector interface configuration command) is not supported

e The atm bridge-enable command, which was used in previous releases on other ATM interfaces to
enable multipoint bridging on PVCs, is not supported on ATM SPA interfaces. Instead, use the
bridge option with the encapsulation command to enable RFC 1483 half-bridging on PVCs. See
the “Configuring ATM Routed Bridge Encapsulation” section on page 7-20.

e PVC autoprovisioning (create on-demand VC class configuration command) is not supported.

e Creating SVCs with UNI signalling 4.1 is not supported (UNI signalling 3.0, 3.1, and 4.0 are
supported).

e Enhanced Remote Defect Indication—Path (ERDI-P) is not supported.
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Fast Re-Route (FRR) over ATM is not supported.

LAN Emulation (LANE) is not supported.

Multicast SVCs are not supported.

Available Bit Rate (ABR) traffic service class is not supported.

Unspecified bit rate plus (UBR+) traffic service class is not supported on PVCs.

VP-to—VP local switching and cell relay are not supported.

The 2-Port and 4-Port OC-3¢/STM-1 ATM SPAs must use either the Cisco 7600 SIP-200 or
Cisco 7600 SIP-400.

The 1-Port OC-12¢/STM-4 ATM SPA must use the Cisco 7600 SIP-400.
The 1-Port OC-48¢/STM-16 ATM SPA must use the Cisco 7600 SIP-400.

The Cisco 7600 SIP-200 requires a Catalyst 6500 Series switch using a SUP-720 3B and above
processor that is running Cisco IOS Release 12.2(18)SXE or later release.

The Cisco 7600 SIP-400 requires a Catalyst 6500 Series switch using a SUP-720 processor that is
running Cisco IOS Release 12.2(18)SXE or later release.

Before beginning to configure the ATM SPA, have the following information available:
— Protocols you plan to route on the new interfaces.
— IP addresses for all ports on the new interfaces, including subinterfaces.

— Bridging encapsulations you plan to use.

Note  For other SIP-specific restrictions, see the “Restrictions” section on page 3-15.

The 1-Port OC-48c/STM-16 ATM SPA does not support the following features: AToM, BRE, LFI,
RBE, SVCs, UBR+, RFC 2225 (formerly RFC 1577), or bridging.

The ATM SPAs in the Catalyst 6500 Series switch do not support APS reflector and reflector
channel modes. (These modes require a facing PTE, which is typically a Cisco ATM switch.)

The ATM SPA is functionally similar to other ATM port adapters on the Catalyst 6500 Series switch,
such as the PA-A3, but it is a different card type, so the slot’s previous configuration is lost when
you replace an existing ATM port adapter with an ATM SPA.

The following restrictions apply to the operation of QoS on the ATM SPAs:

— The ATM SPAs do not support bandwidth-limited priority queueing, but support only strict
priority policy maps (that is, the priority command without any parameters).

— A maximum of one priority command is supported in a policy map.

— You cannot use the match input interface command in policy maps and class maps that are
being used for ATM SPAs.
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Hierarchical traffic shaping (traffic shaping on both the VC and VP for a circuit) is not
supported. Traffic shaping can be configured only on the VC or on the VP, but not both.

ATM (Layer 2) output shaping is supported, but IP (Layer 3) shaping on an output (egress)
interface is not supported. In particular, this means that you cannot use any shape class-map
configuration commands in policy maps that are being used in the output direction. This
includes the shape adaptive, shape average, shape fecn-adapt, and shape peak commands.

The ATM SPA interfaces support a maximum of six configured precedences (using the
random-detect aggregate command) in each class map in a policy map. The maximum number
of configurable subclass groups is 7.

For best performance, we recommend the following maximums:

~

Note

A maximum number of 2,048 PVCs on all point-to-point subinterfaces for all ATM SPAs in a
SIP.

A maximum number of 16,380 PVCs on all multipoint subinterfaces for all ATM SPAs in a SIP.
A maximum number of 400 SVCs for all ATM SPAs in a SIP carrier card.

A maximum number of 1024 PVCs or SVCs s using service policies for all ATM SPAs in a
switch.

A maximum number of 200 PVCs or SVCs using Link Fragmentation and Interleaving (LFI)
for all ATM SPAs in a switch.

A maximum number of 200 PVCs on each multipoint subinterface being used on an ATM SPA.

These limits are flexible and depend on all factors that affect performance in the switch, such
as processor card, type of traffic, and so on.

In the default configuration of the transmit path trace buffer, the ATM SPA does not support
automatic updates of remote host name and IP address (as displayed by the show controllers atm
command). This information is updated only when the interface is shut down and reactivated (using
the shutdown and no shutdown commands). Information for the received path trace buffer,
however, is automatically updated.

The show ppp multilink command displays only the packet counters, and not byte counters, for a
dLFI configuration on an ATM SPA interface.

Supported MIBs

The following MIBs are supported in Cisco IOS Release 12.2(18)SXE and later releases for the ATM
SPAs on the Catalyst 6500 Series switch.

Common MIBs
ENTITY-MIB

IF-MIB
MIB-II

Cisco-Specific Common MIBs
CISCO-ENTITY-EXT-MIB

OLD-CISCO-CHASSIS-MIB
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¢ CISCO-CLASS-BASED-QOS-MIB
e+ CISCO-ENTITY-FRU-CONTROL-MIB
+ CISCO-ENTITY-ASSET-MIB

+ CISCO-ENTITY-SENSOR-MIB

« CISCO-MQC-MIB

ATM Industry MIBs
e ATM-MIB (RFC 2515)

e ATM-ACCOUNTING-INFORMATION-MIB (RFC 2512)
¢ SONET-MIB

Cisco-Specific ATM MIBs
¢ CISCO-ATM-EXT-MIB

« CISCO-ATM-PVC-MIB
+ CISCO-AALS5-MIB

¢ CISCO-CLASS-BASED-QOS-MIB
e+ CISCO-IETF-ATM2-PVCTRAP-MIB
« CISCO-MQC-MIB

« CISCO-SONET-MIB

To locate and download MIBs for selected platforms, Cisco IOS releases, and feature sets, use
Cisco MIB Locator found at the following URL:

http://tools.cisco.com/ITDIT/MIBS/servlet/index

If Cisco MIB Locator does not support the MIB information that you need, you can also obtain a list of
supported MIBs and download MIBs from the Cisco MIBs page at the following URL.:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

To access Cisco MIB Locator, you must have an account on Cisco.com. If you have forgotten or lost your
account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check will verify
that your e-mail address is registered with Cisco.com. If the check is successful, account details with a
new random password will be e-mailed to you. Qualified users can establish an account on Cisco.com
by following the directions found at this URL:

http://www.cisco.com/register

SPA Architecture
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This section provides an overview of the data path for the ATM SPAs, for use in troubleshooting and
monitoring. Figure 6-6 shows the data path for ATM traffic as it travels between the ATM optical
connectors on the front panel of the ATM SPA to the backplane connector that connects the SPA to the
SIP.
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Figure 6-6 ATM SPA Data Architecture
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Path of Cells in the Ingress Direction

The following steps describe the path of an ingress cell as it is received from the ATM network and
converted to a data packet before transmission through the SIP to the switch’s processors for switching,
routing, or further processing:

1.

The SONET/SDH framer device receives incoming cells on a per-port basis from the SPA’s optical
circuitry. (The ATM SPA supports 1, 2, or 4 optical ports, depending on the model of SPA.)

The SONET/SDH framer removes the SONET overhead information, performs any necessary clock
and data recovery, and processes any SONET/SDH alarms that might be present. The framer then
extracts the 53-byte ATM cells from the data stream and forwards each cell to the ATM segmentation
and re-assembly (SAR) engine.

The SAR engine receives the cells from the framer and reassembles them into the original packets,
temporarily storing them in a per-port receive buffer until they can be forwarded to the LFI FPGA.
The SAR engine discards any packets that have been corrupted in transit.

The LFI FPGA receives the packets from the SAR engine and forwards them to the host processor
for further routing, switching, or additional processing. The FPGA also performs LFI reassembly as
needed, and collects the traffic statistics for the packets that it passes.

Path of Packets in the Egress Direction

The following steps describe the path of an egress packet as the SPA receives it from the switch through
the SIP and converts it to ATM cells for transmission on the ATM network:

1.

The LFI FPGA receives the packets from the host processor and stores them in its packet buffers
until the SAR engine is ready to receive them. The FPGA also performs any necessary LFI
processing on the packets before forwarding them to the SAR engine. The FPGA also collects the
traffic statistics for the packets that it passes.

The SAR engine receives the packets from the FPGA and supports multiple CBWFQ queues to store
the packets until they can be fully segmented. The SAR engine performs the necessary WRED queue
admission and CBWFQ QoS traffic scheduling on its queues before segmenting the packets into
ATM cells and shaping the cells into the SONET/SDH framer.

| oL-8655-04
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3. The SONET/SDH framer receives the packets from the SAR engine and inserts each cell into the
SONET data stream, adding the necessary clocking, SONET overhead, and alarm information. The
framer then outputs the data stream out the appropriate optical port.

4. The optical port conveys the optical data onto the physical layer of the ATM network.

Displaying the SPA Hardware Type

To verify the SPA hardware type that is installed in your Catalyst 6500 Series switch, use the show
interfaces or show diagbus commands. A number of other show commands also provide information
about the SPA hardware.

Table 6-2 shows the hardware description that appears in the show command output for each type of
ATM SPA that is supported on the Catalyst 6500 Series switch.

Table 6-2 ATM SPA Hardware Descriptions in show Commands

Description in show interfaces
SPA Command

Description in show diagbus
Command

SPA-2XOC3-ATM

Hardware is SPA-2X0OC3-ATM

SPA-2X0OC3-ATM (0x046E)

SPA-4X0OC3-ATM

Hardware is SPA-4XOC3-ATM

SPA-4XOC3-ATM (0x3E1)

SPA-1XO0C12-ATM

Hardware is SPA-1XOC12-ATM

SPA-1XOC12-ATM (0x03ES5)

SPA-1X0C48-ATM Hardware is SPA-1XO0C48-ATM

SPA-1X0C48-ATM (0x3E6)

Example of the show interfaces Command

The following example shows output from the show interfaces atm command on a Catalyst 6500 Series
switch with an ATM SPA installed in the first subslot of a SIP that is installed in slot 5:

Router# show interfaces atm 5/0/0

ATM5/0/0 is up, line protocol is up
Hardware is SPA-4XOC3-ATM, address is 000d4.2959.d780 (bia 000d.2959.d78a)
MTU 4470 bytes, sub MTU 4470, BW 149760 Kbit, DLY 80 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ATM, loopback not set
Encapsulation(s): AALS5
4095 maximum active VCs, 1 current VCCs
VC idle disconnect time: 300 seconds
0 carrier transitions
Last input 00:00:09, output 00:00:09, output hang never
Last clearing of "show interface" counters 00:01:26
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
5 packets input, 540 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicast)
runts, 0 giants, 0 throttles
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
packets output, 720 bytes, 0 underruns
output errors, 0 collisions, 0 interface resets
output buffer failures, 0 output buffers swapped out

o O Ul O o
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Note  The value for “packets output” in the default version of the show interfaces atm command includes the
bytes used for ATM AALS5 padding, trailer and ATM cell header. To see the packet count without the
padding, header, and trailer information, use the show interfaces atm statistics or show atm pve
commands.

Example of the show diagbus Command

The following example shows output from the show diagbus command on a Catalyst 6500 Series switch
with two ATM SPAs installed in a Cisco 7600 SIP-400 that is installed in slot 4:

Router# show diagbus 4

Slot 4: Logical_index 8
4-adapter SIP-400 controller
Board is analyzed ipc ready
HW rev 0.300, board revision 08
Serial Number: Part number: 73-8272-03

Slot database information:
Flags: 0x2004 Insertion time: 0x1961C (01:16:54 ago)

Controller Memory Size:
384 MBytes CPU Memory
128 MBytes Packet Memory
512 MBytes Total on Board SDRAM
I0S (tm) cwlc Software (sipl-DW-M), Released Version 12.2(17)SX [BLD-sipedon2 107]

SPA Information:

subslot 4/0: SPA-4XOC3-ATM (0x3El), status: ok
subslot 4/1: SPA-1X0OC1l2-ATM (0x3E5), status: ok

Example of the show controllers Command

The following example shows output from the show controllers atm command on a Catalyst 6500 Series
switch with an ATM SPAs installed in the second subslot of a SIP that is installed in slot 5:

Router# show controllers atm 5/1/0

Interface ATM5/1/0 (SPA-4XOC3-ATM[4/0]) is up
Framing mode: SONET OC3 STS-3c

SONET Subblock:

SECTION

LOF = 0 LOS =0 BIP(Bl1) = 603
LINE

AIS = 0 RDI =2 FEBE = 2332 BIP(B2) = 1018
PATH

AIS = 0 RDI =1 FEBE = 28 BIP(B3) = 228

LOP = 0 NEWPTR = 0 PSE =1 NSE =2

Active Defects: None
Active Alarms: None
Alarm reporting enabled for: SF SLOS SLOF B1-TCA B2-TCA PLOP B3-TCA

ATM framing errors:
HCS (correctable): 0
HCS (uncorrectable): 0

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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APS
not configured

PATH TRACE BUFFER : STABLE

BER thresholds: SF = 10e-3 SD = 10e-6
TCA thresholds: Bl = 10e-6 B2 = 10e-6 B3 = 10e-6

Clock source: line

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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CHAPTER 7

Configuring the ATM SPAs

This chapter provides information about configuring the ATM SPAs on the Catalyst 6500 Series switch.
It includes the following sections:

e Configuration Tasks, page 7-1
e Verifying the Interface Configuration, page 7-61
¢ Configuration Examples, page 7-63

For information about managing your system images and configuration files, refer to the Cisco 10S
Configuration Fundamentals Configuration Guide, Release 12.2 and Cisco 10S Configuration
Fundamentals Command Reference, Release 12.2 publications.

For more information about the commands used in this chapter, see the Catalyst 6500 Series Cisco 10S
Command Reference, 12.25X publication. Also refer to the related Cisco IOS Release 12.2 software
command reference and master index publications. For more information about accessing these
publications, see the “Related Documentation” section on page xlv.

Configuration Tasks

This section describes the most common configurations for the ATM SPAs on a Catalyst 6500 Series
switch. It contains procedures for the following configurations:

e Required Configuration Tasks, page 7-2

e Specifying the Interface Address on a SPA, page 7-3

¢ Modifying the Interface MTU Size, page 7-3

e Creating a Permanent Virtual Circuit, page 7-6

e Creating a PVC on a Point-to-Point Subinterface, page 7-8

e Configuring a PVC on a Multipoint Subinterface, page 7-10

e Configuring RFC 1483 Bridging for PVCs, page 7-12

e Configuring RFC 1483 Bridging for PVCs with IEEE 802.1Q Tunneling, page 7-15
e Configuring ATM RFC 1483 Half-Bridging, page 7-17

e Configuring ATM Routed Bridge Encapsulation, page 7-20

e Configuring RFC 1483 Bridging of Routed Encapsulations, page 7-22
e Configuring MPLS over RBE, page 7-25

e Configuring Aggregate WRED for PVCs, page 7-26

| oL-8655-04
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e Creating and Configuring Switched Virtual Circuits, page 7-33

¢ Configuring Traffic Parameters for PVCs or SVCs, page 7-37

e Configuring Virtual Circuit Classes, page 7-40

e Configuring Virtual Circuit Bundles, page 7-42
e Configuring Multi-VLAN to VC Support, page 7-45

e Configuring Link Fragmentation and Interleaving with Virtual Templates, page 7-45

e Configuring the Distributed Compressed Real-Time Protocol, page 7-48

e Configuring Automatic Protection Switching, page 7-50
e Configuring SONET and SDH Framing, page 7-56

e Configuring for Transmit-Only Mode,
e Saving the Configuration, page 7-58

page 7-57

e Shutting Down and Restarting an Interface on a SPA, page 7-58
e Shutting Down an ATM Shared Port Adapter, page 7-60

Required Configuration Tasks

Step 1

Step 2

Step 3

Step 4

Step 5

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide

The ATM SPA interface must be initially configured with an IP address to allow further configuration.
Some of the required configuration commands implement default values that might or might not be
appropriate for your network. If the default value is correct for your network, then you do not need to
configure the command. To perform the basic configuration of each interface, perform this task

beginning in global configuration mode:

Command

Purpose

Router (config)# interface atm slot/subslot/port

Enters interface configuration mode for the indicated port
on the specified ATM SPA.

Router (config-if)# ip address address mask
[secondary]

(Optional in some configurations) Assigns the specified IP
address and subnet mask to the interface. Repeat the
command with the optional secondary keyword to assign
additional, secondary IP addresses to the port.

Router (config-if)# description string

(Optional) Assigns an arbitrary string, up to 80 characters

long, to the interface. This string can identify the purpose or
owner of the interface, or any other information that might
be useful for monitoring and troubleshooting.

Router (config-if)# no shutdown

Enables the interface.

Repeat Step 1 through Step 4 for each port on the ATM

SPA to be configured.

Router (config-if)# end

Exits interface configuration mode and returns to privileged
EXEC mode.
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Specifying the Interface Address on a SPA

Two ATM SPAs can be installed in a SIP. SPA interface ports begin numbering with “0” from left to right.
Single-port SPAs use only the port number 0. To configure or monitor SPA interfaces, you need to
specify the physical location of the SIP, SPA, and interface in the CLI. The interface address format is
slotlsubslot/port, where:

e slot+—Specifies the chassis slot number in the Catalyst 6500 Series switch where the SIP is installed.
e subslot—Specifies the secondary slot of the SIP where the SPA is installed.
e port—Specifies the number of the individual interface port on a SPA.

The following example shows how to specify the first interface (0) on a SPA installed in the first subslot
of a SIP (0) installed in chassis slot 3:

Router (config)# interface serial 3/0/0

This command shows a serial SPA as a representative example, however the same slot/subslot/port
format is similarly used for other SPAs (such as ATM and POS) and other non-channelized SPAs.

For more information about identifying slots and subslots, see the “Identifying Slots and Subslots for
SIPs, SSCs, and SPAs” section on page 4-2.

Modifying the Interface MTU Size

The maximum transmission unit (MTU) values might need to be reconfigured from their defaults on the
ATM SPAs to match the values used in your network.

Interface MTU Configuration Guidelines

When configuring the interface MTU size on an ATM SPA, consider the following guidelines.

The Cisco I0S software supports several types of configurable MTU options at different levels of the
protocol stack. You should ensure that all MTU values are consistent to avoid unnecessary fragmentation
of packets. These MTU values are the following:

e Interface MTU—Configured on a per-interface basis and defines the maximum packet size (in bytes)
that is allowed for traffic received on the network. The ATM SPA checks traffic coming in from the
network and drops packets that are larger than this maximum value. Because different types of Layer
2 interfaces support different MTU values, choose a value that supports the maximum possible
packet size that is possible in your particular network topology.

e [P MTU—Configured on a per-interface or per-subinterface basis and determines the largest
maximum IP packet size (in bytes) that is allowed on the IP network without being fragmented. If
an IP packet is larger than the [P MTU value, the ATM SPA fragments it into smaller IP packets
before forwarding it on to the next hop.

e Multiprotocol Label Switching (MPLS) MTU—Configured on a per-interface or per-subinterface
basis and defines the MTU value for packets that are tagged with MPLS labels or tag headers. When
an IP packet that contains MPLS labels is larger than the MPLS MTU value, the ATM SPA
fragments it into smaller IP packets. When a non-IP packet that contains MPLS labels is larger than
the MPLS MTU value, the ATM SPA drops it.

| oL-8655-04
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Tip

Note

All devices on a particular physical medium must have the same MPLS MTU value to allow proper
MPLS operation. Because MPLS labels are added on to the existing packet and increase the packet’s
size, choose appropriate MTU values so as to avoid unnecessarily fragmenting MPLS-labeled
packets.

If the IP MTU or MPLS MTU values are currently the same size as the interface MTU, changing the
interface MTU size also automatically sets the IP MTU or MPLS MTU values to the new value.
Changing the interface MTU value does not affect the IP MTU or MPLS MTU values if they are not
currently set to the same size as the interface MTU.

Different encapsulation methods and the number of MPLS MTU labels add additional overhead to a
packet. For example, SNAP encapsulation adds an 8-byte header, IEEE 802.1Q encapsulation adds a
2-byte header, and each MPLS label adds a 4-byte header. Consider the maximum possible
encapsulations and labels that are to be used in your network when choosing the MTU values.

The MTU values on the local ATM SPA interfaces must match the values being used in the ATM network
and remote ATM interface. Changing the MTU values on an ATM SPA does not reset the local interface,
but be aware that other platforms and ATM SPAs do reset the link when the MTU value changes. This

could cause a momentary interruption in service, so we recommend changing the MTU value only when
the interface is not being used.

The interface MTU value on the ATM SPA also determines which packets are recorded as “giants” in the
show interfaces atm command. The interface considers a packet to be a giant packet when it is more
than 24 bytes larger than the interface MTU size. For example, if using an MTU size of 1500 bytes, the
interface increments the giants counter when it receives a packet larger than 1524 bytes.

Interface MTU Configuration Task

To change the MTU values on the ATM SPA interfaces, perform this task beginning in global
configuration mode:

Command

Purpose

Step1  Router(config)# interface atm slot/subslot/port |Enters interface configuration mode for the indicated port

on the specified ATM SPA.

Step2  Router(config-if)# mtu bytes (Optional) Configure the maximum transmission unit

(MTU) size for the interface. The valid range for bytes is
from 64 to 9216 bytes, with a default of 4470 bytes. As a
general rule, do not change the MTU value unless you have
a specific application need to do so.

Note If the IP MTU or MPLS MTU values are currently
the same size as the interface MTU, changing the
interface MTU size also automatically sets the IP
MTU or MPLS MTU values to the same value.

Step3  Router(config-if)# ip mtu bytes (Optional) Configures the MTU value, in bytes, for IP

packets on this interface. The valid range for an ATM SPA
is 64 to 9288, with a default value equal to the MTU value
configured in Step 2.

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Step4  Router(config-if)# mpls mtu bytes (Optional) Configures the MTU value, in bytes, for
MPLS-labeled packets on this interface. The valid range for
an ATM SPA is 64 to 9216 bytes, with a default value equal
to the MTU value configured in Step 2.
Note  Repeat Step 1 through Step 4 for each interface port on the ATM SPA to be configured.
Step5  Router(config-if)# end Exits interface configuration mode and returns to privileged

EXEC mode.

Verifying the MTU Size

To verify the MTU sizes for an interface, use the show interface, show ip interface, and show mpls
interface commands, as in the following example:

Router# show interface atm 4/1/0

ATM4/1/0 is up, line protocol is up
Hardware is SPA-4XOC3-ATM,
MTU 4470 bytes, sub MTU 4470,

reliability 255/255,
Encapsulation ATM, loopback not set
Encapsulation(s): AAL5
4095 maximum active VCs,
VC idle disconnect time:
0 carrier transitions
Last input never,
Last clearing of

output never,
"show interface"

Input queue: 0/75/0/0
Queueing strategy: fifo
Output queue: 0/0 (size/max)

30 second input rate 0 bits/sec,
30 second output rate 0 bits/sec,
0 packets input, 0 bytes,
Received 0 broadcasts, 0 runts,
0 input errors, 0 CRC, 0 frame,
packets output, 0 bytes,
output errors, 0 collisions,
output buffer failures,

0
0
0 0
0

Router# show ip interface atm 4/1/0

ATM4/1/0 is up, line protocol is up
Internet address is 200.1.0.2/24

0 giants,
0 overrun,
0 underruns

address is 000d.2959.d5ca (bia 000d.2959.d5ca)
BW 149760 Kbit,
txload 1/255,

DLY 80 usec,
rxload 1/255

0 current VCCs
300 seconds

output hang never
counters never
(size/max/drops/flushes) ;

Total output drops:

0 packets/sec

packets/sec

0 no buffer

0 throttles

0 ignored, 0 abort

interface resets

0 output buffers swapped out

Broadcast address is 255.255.255.255
Address determined by non-volatile memory

MTU is 4470 bytes
Helper address is not set

Directed broadcast forwarding is disabled

Multicast reserved groups joined:
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled

Security level is default

Split horizon is enabled

ICMP redirects are always sent
ICMP unreachables
ICMP mask replies
IP fast switching
IP fast switching

are always sent
are never sent
is enabled

224.0.0.9

on the same interface is disabled
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IP Flow switching is disabled

IP Feature Fast switching turbo vector

IP Null turbo vector

VPN Routing/Forwarding "vpn2600-2"

IP multicast fast switching is enabled

IP multicast distributed fast switching is disabled
IP route-cache flags are Fast, CEF

Router Discovery is disabled

IP output packet accounting is disabled

IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Probe proxy name replies are disabled
Policy routing is disabled

Network address translation is disabled
WCCP Redirect outbound is disabled

WCCP Redirect exclude is disabled

BGP Policy Mapping is disabled

Router# show mpls interface atm 4/1/0 detail

Interface ATM3/0:

IP labeling enabled (1ldp)

LSP Tunnel labeling not enabled

MPLS operational

MPLS turbo vector

MTU = 4470

ATM labels: Label VPI = 1
Label VCI range = 33 - 65535
Control VC = 0/32

To view the maximum possible size for datagrams passing out the interface using the configured MTU

value, use the show atm interface atm command:

Router# show atm interface atm 4/1/0
Interface ATM4/1/0:

AAL enabled: AAL5, Maximum VCs: 4096, Current VCCs:

Maximum Transmit Channels: 0

Max. Datagram Size: 4528

PLIM Type: SONET - 155000Kbps, TX clocking: LINE
Cell-payload scrambling: ON

sts-stream scrambling: ON

8359 input, 8495 output, 0 IN fast, 0 OUT fast, 0 out drop

Avail bw = 155000
Config. is ACTIVE

Creating a Permanent Virtual Circuit

To use a permanent virtual circuit (PVC), configure the PVC in both the switch and the ATM switch.
PVCs remain active until the circuit is removed from either configuration. To create a PVC on the ATM
interface and enter interface ATM VC configuration mode, perform this task beginning in global

configuration mode:
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Command

Purpose

Router (config)# interface atm slot/subslot/port
or

Router (config)# interface atm
slot/subslot/port.subinterface

Enters interface or subinterface configuration mode for the
indicated port on the specified ATM SPA.

Router (config-if)# ip address address mask

Assigns the specified IP address and subnet mask to the
interface or subinterface.

Router (config-if)# atm tx-latency milliseconds

(Optional) Configures the default transmit latency for VCs
on this ATM SPA interface. The valid range for milliseconds
is from 1 to 200, with a default of 100 milliseconds.

Router (config-if)# pve [name] vpi/vci [ilmi |
gsaal]

Configures a new ATM PVC by assigning its VPI/VCI
numbers and enters ATM VC configuration mode. The valid
values for vpi/vci are:

vpi—Specifies the VPI ID. The valid range is 0 to 255.

vci—Specifies the VCI ID. The valid range is 1 to 65535.
Values 1 to 31 are reserved and should not be used, except
for 5 for the QSAAL PVC and 16 for the ILMI PVC.

You can also configure the following options:

name—(Optional) An arbitrary string that identifies this
PVC.

ilmi—(Optional) Configures the VC to exclusively carry
ILMI protocol traffic (default).

gsaal—(Optional) Configures the VC to exclusively carry
gsaal protocol traffic.

Note  When using the pve command, remember that the vpi/vci combination forms a unique identifier for the
interface and all of its subinterfaces. If you specify a vpi/vci combination that has been used on another
subinterface, the Cisco IOS software assumes that you want to modify that PVC’s configuration and
automatically switches to its parent subinterface.

Router (config-if-atm-vc)# protocol protocol
{protocol-address | inarp} [[no] broadcast]

Configures the PVC for a particular protocol and maps it to
a specific protocol-address.

protocol—Typically set to either ip or ppp, but other values
are possible.

protocol-address—Destination address or virtual interface
template for this PVC (if appropriate for the protocol).

inarp—Specifies that the PVC uses Inverse ARP to
determine its address.

[no] broadcast—(Optional) Specifies that this mapping
should (or should not) be used for broadcast packets.

Router (config-if-atm-vc)# inarp minutes

(Optional) If using Inverse ARP, configures how often the
PVC transmits Inverse ARP requests to confirm its address
mapping. The valid range is 1 to 60 minutes, with a default
of 15 minutes.

Router (config-if-atm-vc)# encapsulation
aalS5snap

(Optional) Configures the ATM adaptation layer (AAL) and
encapsulation type. The default and only supported type is
aalSsnap.
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Command

Purpose

Step8 Router(config-if-atm-vc)# tx-limit buffers

(Optional) Specifies the number of transmit buffers for this
VC. The valid range is from 1 to 57343, with a default value
that is based on the current VC line rate and on the latency
value that is configured with the atm tx-latency command.

Note  Repeat Step 4 through Step 8 for each PVC to be configured on this interface.

Step 9 Router (config-if-atm-vc)# end

Exits ATM VC configuration mode and returns to privileged
EXEC mode.

Verifying a PVC Configuration

To verify the configuration of a particular PVC, use the show atm pve command:

Router# show atm pvc 1/100

ATM3/0/0: VvCD: 1, VPI: 1, VCI:
UBR, PeakRate: 149760

AAL5-LLC/SNAP, etype:0x0, Flags:

0xC20, VCmode: 0x0

OAM frequency: 0 second(s), OAM retry frequency: 1 second(s)
OAM up retry count: 3, OAM down retry count: 5

OAM Loopback status: OAM Disabled

OAM VC status: Not Managed
ILMI VC status: Not Managed
InARP frequency: 15 minutes(s)
Transmit priority 6

InPkts: 94964567, OutPkts: 95069747,
InPRoc: 1, OutPRoc: 1, Broadcasts:

InBytes: 833119350, OutBytes: 838799016

InFast: 0, OutFast: 0, InAS: 94964566, OutAS: 95069746

InPktDrops: 0, OutPktDrops: 0

CrcErrors: 0, SarTimeOuts: 0, OverSizedSDUs: 0, LengthViolation: 0, CPIErrors: O

Out CLP=1 Pkts: O

OAM cells received: 0

F5 InEndloop: 0, F5 InSegloop:
F4 InEndloop: 0, F4 InSegloop:
OAM cells sent: 0

F5 OutEndloop: 0, F5 OutSegloop:
F4 OutEndloop: 0, F4 OutSegloop:

OAM cell drops: 0
Status: UP

F5 InAIS: 0, F5 InRDI: O
F4 InAIS: 0, F4 InRDI: O

F5 OutRDI: O
F4 OutRDI: O

VC 1/100 doesn't exist on 7 of 8 ATM interface(s)

P
Tip

To verify the configuration and current status of all PVCs on a particular interface, you can also use the
show atm vc interface atm command.

Creating a PVC on a Point-to-Point Subinterface

Use point-to-point subinterfaces to provide each pair of switches with its own subnet. When you create
a PVC on a point-to-point subinterface, the switch assumes it is the only point-to-point PVC that is
configured on the subinterface, and it forwards all IP packets with a destination IP address in the same
subnet to this VC. To configure a point-to-point PVC, perform this task beginning in global

configuration mode:

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Configuration Tasks W

Command

Purpose

Router (config)# interface atm
slot/subslot/port.subinterface point-to-point

Creates the specified point-to-point subinterface on the
given port on the specified ATM SPA, and enters
subinterface configuration mode.

Router (config-subif)# ip address address mask

Assigns the specified IP address and subnet mask to this
subinterface.

Router (config-subif)# pve [name]l vpi/vci [ilmi
| gsaal]

Configures a new ATM PVC by assigning its VPI/VCI
numbers and enters ATM VC configuration mode. The valid
values for vpi/vci are:

vpi—Specifies the VPI ID. The valid range is 0 to 255.

vci—Specifies the VCI ID. The valid range is 1 to 65535.
Values 1 to 31 are reserved and should not be used, except
for 5 for the QSAAL PVC and 16 for the ILMI PVC.

You can also configure the following options:

name—(Optional) An arbitrary string that identifies this
PVC.

ilmi—(Optional) Configures the PVC to use ILMI
encapsulation (default).

gsaal—(Optional) Configures the PVC to use QSAAL
encapsulation.

Note  When using the pve command, remember that the vpi/vci combination forms a unique identifier for the
interface and all of its subinterfaces. If you specify a vpi/vci combination that has been used on another
subinterface, the Cisco IOS software assumes that you want to modify that PVC’s configuration and
automatically switches to its parent subinterface.

Router (config-if-atm-vc)# protocol protocol
protocol-address [[no] broadcast]

Configures the PVC for a particular protocol and maps it to
a specific protocol-address.

protocol—Typically set to ppp for point-to-point
subinterfaces, but other values are possible.

protocol-address—Destination address or virtual template
interface for this PVC (as appropriate for the specified
protocol).

[no] broadcast—(Optional) Specifies that this mapping
should (or should not) be used for broadcast packets.

The protocol command also has an inarp option, but this
option is not meaningful on point-to-point PVCs that use a
manually configured address.

Router (config-if-atm-vc)# encapsulation
aalS5snap

(Optional) Configures the ATM adaptation layer (AAL) and
encapsulation type. The default and only supported type is
aalSsnap.

Repeat Step 1 through Step 5 for each point-to-point su

binterface to be configured on this ATM SPA.

Router (config-if)# end

Exits interface configuration mode and returns to privileged
EXEC mode.
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Verifying a Point-to-Point PVC Configuration

Pe
Tip

To verify the configuration of a particular PVC, use the show atm pve command:

Router# show atm pvc 3/12

ATM3/1/0.12: VCD: 3, VPI: 3, VCI: 12

UBR, PeakRate: 149760

AAL5-LLC/SNAP, etype:0x0, Flags: 0xC20, VCmode: 0x0

OAM frequency: 0 second(s), OAM retry frequency: 1 second(s)
OAM up retry count: 3, OAM down retry count: 5

OAM Loopback status: OAM Disabled

OAM VC status: Not Managed

ILMI VC status: Not Managed

InARP frequency: 15 minutes(s)

Transmit priority 6

InPkts: 3949645, OutPkts: 3950697, InBytes: 28331193, OutBytes: 28387990
InPRoc: 1, OutPRoc: 1, Broadcasts: 0

InFast: 0, OutFast: 0, InAS: 3949645, OutAS: 3950697
InPktDrops: 0, OutPktDrops: 0

CrcErrors: 0, SarTimeOuts: 0, OverSizedSDUs: 0, LengthViolation: 0, CPIErrors: O
Out CLP=1 Pkts: O

OAM cells received: 0

F5 InEndloop: 0, F5 InSegloop: 0, F5 InAIS: 0, F5 InRDI: O
F4 InEndloop: 0, F4 InSegloop: 0, F4 InAIS: 0, F4 InRDI: O
OAM cells sent: 0

F5 OutEndloop: 0, F5 OutSegloop: 0, F5 OutRDI: 0

F4 OutEndloop: 0, F4 OutSegloop: 0, F4 OutRDI: O

OAM cell drops: 0

Status: UP

To verify the configuration and current status of all PVCs on a particular interface, you can also use the
show atm vc interface atm command.

Configuring a PVC on a Multipoint Subinterface

Creating a multipoint subinterface allows you to create a point-to-multipoint PVC that can be used as a
broadcast PVC for all multicast requests. To create a PVC on a multipoint subinterface, perform this task
beginning in global configuration mode:

Command Purpose
Step1 Router(config)# interface atm Creates the specified point-to-multipoint subinterface on
slot/subslot/port.subinterface multipoint the given port on the specified ATM SPA, and enters

subinterface configuration mode.

Step2  Router(config-subif)# ip address address mask  |Assigns the specified IP address and subnet mask to this

subinterface.

Step3  Router(config-subif)# no ip directed-broadcast |(Optional) Disables the forwarding of IP directed

broadcasts, which are sometimes used in denial of service
(DOS) attacks.
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Command

Purpose

Step4 Router (config-subif)# pve [name] vpi/vci [ilmi

| gsaal]

Configures a new ATM PVC by assigning its VPI/VCI
numbers and enters ATM VC configuration mode. The valid
values for vpi/vci are:

e vpi—Specifies the VPI ID. The valid range is 0 to 255.

e vci—Specifies the VCI ID. The valid range is 1 to
65535. Values 1 to 31 are reserved and should not be
used, except for 5 for the QSAAL PVC and 16 for the
ILMI PVC.

You can also configure the following options:

e name—(Optional) An arbitrary string that identifies
this PVC.

e ilmi—(Optional) Configures the PVC to use ILMI
encapsulation (default).

e gsaal—(Optional) Configures the PVC to use QSAAL
encapsulation.

Note  When using the pve command, remember that the vpi/vci combination forms a unique identifier for the
interface and all of its subinterfaces. If you specify a vpi/vci combination that has been used on another
subinterface, the Cisco I0S software assumes that you want to modify that PVC’s configuration and
automatically switches to its parent subinterface.

Slep 5 Router (config-if-atm-vc)# protocol protocol
{protocol-address | inarp} broadcast

Configures the PVC for a particular protocol and maps it to
a specific protocol-address.

e protocol—Typically set to ip for multipoint
subinterfaces, but other values are possible.

e protocol-address—Destination address or virtual
template interface for this PVC (if appropriate for the
protocol).

e inarp—Specifies that the PVC uses Inverse ARP to
determine its address.

e broadcast— Specifies that this mapping should be
used for multicast packets.

Slep 6 Router (config-if-atm-vc)# inarp minutes

(Optional) If using Inverse ARP, configures how often the
PVC transmits Inverse ARP requests to confirm its address
mapping. The valid range is 1 to 60 minutes, with a default
of 15 minutes.

Slep 7 Router (config-if-atm-vc)# encapsulation
aalS5snap

(Optional) Configures the ATM adaptation layer (AAL) and
encapsulation type. The default and only supported type is
aalSsnap.

Note Repeat Step 1 through Step 7 for each multipoint subinterface to be configured on this ATM SPA.

Step8 Router(config-if)# end

Exits interface configuration mode and returns to privileged
EXEC mode.
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Verifying a Multipoint PVC Configuration

To verify the configuration of a particular PVC, use the show atm pve command:

Router# show atm pvc 1/120

ATM3/1/0.120: VvCD: 1, VPI: 1, VCI: 120

UBR, PeakRate: 149760

AAL5-LLC/SNAP, etype:0x0, Flags: 0xC20, VCmode: 0x0

OAM frequency: 0 second(s), OAM retry frequency: 1 second(s)
OAM up retry count: 3, OAM down retry count: 5

OAM Loopback status: OAM Disabled

OAM VC status: Not Managed

ILMI VC status: Not Managed

InARP frequency: 15 minutes(s)

Transmit priority 6

InPkts: 1394964, OutPkts: 1395069, InBytes: 1833119, OutBytes: 1838799
InPRoc: 1, OutPRoc: 1, Broadcasts: 0

InFast: 0, OutFast: 0, InAS: 94964, OutAS: 95062

InPktDrops: 0, OutPktDrops: 0

CrcErrors: 0, SarTimeOuts: 0, OverSizedSDUs: 0, LengthViolation: 0, CPIErrors: O
Out CLP=1 Pkts: O

OAM cells received: 0

F5 InEndloop: 0, F5 InSegloop: 0, F5 InAIS: 0, F5 InRDI: O
F4 InEndloop: 0, F4 InSegloop: 0, F4 InAIS: 0, F4 InRDI: O
OAM cells sent: 0

F5 OutEndloop: 0, F5 OutSegloop: 0, F5 OutRDI: 0

F4 OutEndloop: 0, F4 OutSegloop: 0, F4 OutRDI: O

OAM cell drops: 0

Status: UP

Note  To verify the configuration and current status of all PVCs on a particular interface, you can also use the
show atm vc interface atm command.

Configuring RFC 1483 Bridging for PVCs

RFC 1483, Multiprotocol Encapsulation over ATM Adaptation Layer 5, specifies the implementation of
point-to-point bridging of Layer 2 PDUs from an ATM interface. Figure 7-1 shows an example in which
the two routers receive VLANSs over their respective trunk links and then forward that traffic out through
the ATM interfaces into the ATM cloud. In this example, the device with the ATM SPA is shown as a
router, but it can also be a Catalyst 6500 series switch.

Figure 7-1 Example of RFC 1483 Bridging Topology
Trunk ports RFC 1483 Trunk ports
) ports
Switch 1 Router 1 / \ Router 2 Switch 2

- S .S

e

Tip RFC 1483 has been updated and superseded by RFC 2684, Multiprotocol Encapsulation over ATM
Adaptation Layer 5.

117341 Lm
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RFC 1483 Bridging for PVCs Configuration Guidelines

When configuring RFC 1483 bridging for PVCs, consider the following guidelines:
e PVCs must use AALS Subnetwork Access Protocol (SNAP) encapsulation.

e To use the Virtual Trunking Protocol (VTP), ensure that each main interface has a subinterface that
has been configured for the management VLANs (VLANSs 1 and 1002-1005). VTP is not supported
on bridged VCs on a Cisco 7600 SIP-200.

e RFC 1483 bridging in a switched virtual circuit (SVC) environment is not supported.
e The 1-Port OC-48c/STM-16 ATM SPA does not support RFC 1483 bridging.

RFC 1483 Bridging for PVCs Configuration Task

To configure RFC 1483 bridging for PVCs, perform this task beginning in global configuration mode:

Command Purpose

Step1  Router(config)# interface atm (Optional) Creates the specified point-to-point subinterface
slot/subslot/port.subinterface point-to-point \oj the given port on the specified ATM SPA card, and enters
subinterface configuration mode.

Note  Although it is most common to create the PVCs on
subinterfaces, you can also omit this step to create
the PVCs for RFC 1483 bridging on the main
interface.

Step2  Router(config-subif)# pve [name] vpi/vei [ilmi |Configures a new ATM PVC by assigning its VPI/VCI
| qsaal] numbers and enters ATM VC configuration mode. The valid
values for vpi/vci are:

e vpi—Specifies the VPI ID. The valid range is 0 to 255.

e vci—Specifies the VCI ID. The valid range is 1 to
65535. Values 1 to 31 are reserved and should not be
used, except for 5 for the QSAAL PVC and 16 for the
ILMI PVC.

You can also configure the following options:

e name—(Optional) An arbitrary string that identifies
this PVC.

¢ ilmi—(Optional) Configures the PVC to use ILMI
encapsulation (default).

e gsaal—(Optional) Configures the PVC to use QSAAL
encapsulation.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Step 3

Step 4

Step 5

Command

Purpose

Router (config-if-atm-vc) #bridge-domain vlan-id
[access | dotlqg | dotlg-tunnel]
[ignore-bpdu-pid] | {pvst-tlv CE-vlan}
[increment] [split-horizon]

Binds the PVC to the specified vian-id. You can optionally
specify the following keywords:

dotl1q—(Optional) Includes the IEEE 802.1Q tag,
which preserves the VLAN ID and class of service
(CoS) information across the ATM cloud.

dotlq-tunnel—(Optional) Enables tunneling of IEEE
802.1Q VLANS over the same link. See the
“Configuring RFC 1483 Bridging for PVCs with IEEE
802.1Q Tunneling” section on page 7-15.

ignore-bpdu-pid—(Optional) Ignores bridge protocol
data unit (BPDU) packets, to allow interoperation with
ATM customer premises equipment (CPE) devices that
do not distinguish BPDU packets from data packets.
Without this keyword, IEEE BPDUs are sent out using
a PID of 0x00-0E, which complies with RFC 1483.
With this keyword, IEEE BPDUs are sent out using a
PID of 0x00-07, which is normally reserved for RFC
1483 data.

pvst-tlv—When transmitting, the pvst-tlv keyword
translates PVST+ BPDUs into IEEE BPDUs. When
receiving, the pvst-tlv keyword translates IEEE
BPDUs into PVST+ BPDUs.

split-horizon—(Optional) Enables RFC 1483 split
horizon mode to globally prevent bridging between
PVCs in the same VLAN.

Router (config-if-atm-vc)# encapsulation
aalS5snap

(Optional) Configures the ATM adaptation layer (AAL) and
encapsulation type. The default and only supported type is
aalSsnap.

Note  Repeat Step 1 through Step 4 for each interface

on the ATM SPA to be configured.

Router (config-if-atm-vc)# end

Exits ATM VC configuration mode and returns to privileged
EXEC mode.

Verifying the RFC 1483 Bridging Configuration

To verify the RFC 1483 bridging configuration and status, use the show interface atm command:

Router# show interface atm 6/1/0.3

ATM6/1/0.3
Hardware

is up, line protocol is up

is SPA-4X0OC3-ATM

Internet address is 10.10.10.13/24

MTU 4470 bytes, BW 149760 Kbit,
reliability 255/255,

Encapsulation ATM

5 packets input, 566 bytes

5 packets output, 566 bytes

1445 OAM cells input,

txload 1/255,

DLY 80 usec,
rxload 1/255

1446 OAM cells output
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Layer 2 Protocol Tunneling Topology CLI Configuration Task

To enable BPDU translation for the Layer 2 Protocol Tunneling (L2PT) topologies, use the following
command:

bridge-domain PE-vian dotlqg-tunnel ignore-bpdu-pid pvst-tlv CE-vlan

Configuring RFC 1483 Bridging for PVCs with IEEE 802.1Q Tunneling

Note

Note

RFC 1483 bridging (see the “Configuring RFC 1483 Bridging for PVCs” section on page 7-12) can also
include IEEE 802.1Q tunneling, which allows service providers to aggregate multiple VLANSs over a
single VLAN, while still keeping the individual VLANSs segregated and preserving the VLAN IDs for
each customer. This tunneling simplifies traffic management for the service provider, while securing the
customer networks.

Also, the IEEE 802.1Q tunneling is configured only on the service provider switches, so it does not
require any additional configuration on the customer-side switches. The customer side is not aware of
the configuration.

For complete information on IEEE 802.1Q tunneling on the Catalyst 6500 series switch, see the Catalyst
6500 Series Cisco I10S Software Configuration Guide, 12.25X at the following URL:

http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/guide/book.htm
1

RFC 1483 has been updated and superseded by RFC 2684, Multiprotocol Encapsulation over ATM
Adaptation Layer 5.

RFC 1483 Bridging for PVCs with IEEE 802.1Q Tunneling Configuration Guidelines

When configuring RFC 1483 bridging for PVCs with IEEE 802.1Q tunneling, consider the following
guidelines:

e (Customer equipment must be configured for RFC 1483 bridging with IEEE 802.1Q tunneling, using
the bridge-domain dotlq ATM VC configuration command. See the “Configuring RFC 1483
Bridging for PVCs” section on page 7-12 for more information.

e PVCs must use AALS encapsulation.

e RFC 1483 bridged PVCs must terminate on the ATM SPA, and the traffic forwarded over this
bridged connection to the edge must be forwarded through an Ethernet port.

e To use the Virtual Trunking Protocol (VTP), each main interface should have a subinterface that has
been configured for the management VLANs (VLANSs 1 and 1002-1005).

e RFC 1483 bridging in a switched virtual circuit (SVC) environment is not supported.
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RFC 1483 Bridging for PVCs with IEEE 802.1Q Tunneling Configuration Task

Step 1

Step 2

Step 3

Step 4

Step 5

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide

To configure RFC 1483 bridging for PVCs
global configuration mode:

with IEEE 802.1Q tunneling, perform this task beginning in

Command

Purpose

Router (config)# interface atm
slot/subslot.port.subinterface point-to-point

(Optional) Creates the specified point-to-point subinterface
on the given port on the specified ATM SPA, and enters
subinterface configuration mode.

Note  Although it is most common to create the PVCs on
subinterfaces, you can also omit this step to create
the PVCs for RFC 1483 bridging on the main

interface.

Router (config-subif)# pve [name] vpi/vci [ilmi

| gsaal]

Configures a new ATM PVC by assigning its VPI/VCI
numbers and enters ATM VC configuration mode. The valid
values for vpi/vci are:

e vpi—Specifies the VPI ID. The valid range is 0 to 255.

e vci—Specifies the VCI ID. The valid range is 1 to
65535. Values 1 to 31 are reserved and should not be
used, except for 5 for the QSAAL PVC and 16 for the
ILMI PVC.

You can also configure the following options:

e name—(Optional) An arbitrary string that identifies
this PVC.

e ilmi—(Optional) Configures the PVC to use ILMI
encapsulation (default).

e ¢saal—(Optional) Configures the PVC to use QSAAL
encapsulation.

Note

When using the pve command, remember that the vpi/vci combination forms a unique identifier for the

interface and all of its subinterfaces. If you specify a vpi/vci combination that has been used on another
subinterface, the Cisco IOS software assumes that you want to modify that PVC’s configuration and
automatically switches to its parent subinterface.

Router (config-if-atm-vc)# bridge-domain vian-id
dotlg-tunnel

Binds the PVC to the specified vlan-id and enables the use
of IEEE 802.1Q tunneling on the PVC. This preserves the
VLAN ID information across the ATM cloud.

Router (config-if-atm-vc)# encapsulation
aalS5snap

(Optional) Configures the ATM adaptation layer (AAL) and
encapsulation type. The default and only supported type is
aalSsnap.

Note  Repeat Step 1 through Step 4 for each interface

on the ATM SPA to be configured.

Router (config-if-atm-vc)# end

Exits ATM VC configuration mode and returns to privileged
EXEC mode.
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Verifying the RFC 1483 for PVCs Bridging with IEEE 802.1Q Tunneling Configuration

Note

To verify the IEEE 802.1Q tunneling on an ATM SPA, use the show 12-protocol-tunnel command:

Router# show l2protocol-tunnel

COS for Encapsulated Packets: 5

Port Protocol Shutdown Drop Encapsulation Decapsulation Drop
Threshold Threshold Counter Counter Counter

Gid/2 cdp —-——= -——— 0 0 0
stp ——— ——— 0 0 0
vtp -———- -——- 0 0 0

ATM6/2/1 cdp -——— -——— n/a n/a n/a
stp —-—— —-—— n/a n/a n/a
vtp - -———= n/a n/a n/a

The counters in the output of the show 12protocol-tunnel command are not applicable for ATM
interfaces when IEEE 802.1Q tunneling is enabled.

Use the following command to display the interfaces that are configured with an IEEE 802.1Q tunnel:

Router# show dotlg-tunnel
LAN Port(s)

ATM6/2/1

Configuring ATM RFC 1483 Half-Bridging

The ATM SPA supports ATM RFC 1483 half-bridging, which routes IP traffic from a stub-bridged ATM
LAN over bridged RFC 1483 Ethernet traffic, without using integrated routing and bridging (IRB). This
allows bridged traffic that terminates on an ATM PVC to be routed on the basis of the destination IP
address.

For example, Figure 7-2 shows a remote bridged Ethernet network connecting to a routed network over
a device that bridges the Ethernet LAN to the ATM interface.

Figure 7-2 ATM RFC 1483 Half-Bridging

S |
- ATM 4/1/0.100 - —
172.31.5.9

Ethernet subnet
172.31.5.0

117339

When half-bridging is configured, the ATM interface receives the bridged IP packets and routes them
according to each packet’s IP destination address. Similarly, when packets are routed to this ATM PVC,
it then forwards them out as bridged packets on its bridge connection.
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This use of a stub network topology offers better performance and flexibility over integrated routing and
bridging (IRB). This also helps to avoid a number of issues such as broadcast storms and security risks.

In particular, half-bridging reduces the potential security risks that are associated with normal bridging
configurations. Because the ATM interface allocates a single virtual circuit (VC) to a subnet (which
could be as small as a single IP address), half-bridging limits the size of the nonsecured network that can
be allowed access to the larger routed network. This makes half-bridging configurations ideally suited
for customer access points, such digital subscriber lines (DSL).

Note  RFC 1483 has been updated and superseded by RFC 2684, Multiprotocol Encapsulation over ATM
Adaptation Layer 5. However, to avoid confusion, this document continues to use the previously-used
terminology of “RFC 1483 ATM half-bridging.”

To configure a point-to-multipoint ATM PVC for ATM half-bridging, use the configuration task in the
following section.

Note  Use the following configuration task when you want to configure point-to-multipoint PVCs for
half-bridging operation. Use the configuration task in the next section, “Configuring ATM Routed
Bridge Encapsulation,” to configure a point-to-point PVC for similar functionality.

ATM RFC 1483 Half-Bridging Configuration Guidelines

When configuring ATM RFC 1483 half-bridging, consider the following guidelines:
e Supports only IP traffic and access lists.
e Supports only fast switching and process switching.

e Supports only PVCs that are configured on multipoint subinterfaces. SVCs are not supported for
half-bridging.

e A maximum of one PVC can be configured for half-bridging on each subinterface. Other PVCs can
be configured on the same subinterface, as long as they are not configured for half-bridging as well.

e The same PVC cannot be configured for both half-bridging and full bridging.

ATM RFC 1483 Half-Bridging Configuration Task

To configure ATM RFC 1483 half-bridging, perform this task beginning in global configuration mode:

Command Purpose
Step1  Router(config)# interface atm Creates the specified point-to-point subinterface on the
slot/subslot/port.subinterface multipoint given port on the specified ATM SPA, and enters

subinterface configuration mode.

Step2 Router(config-subif)# ip address address mask Assigns the specified IP address and subnet mask to this
[secondary] subinterface. This IP address should be on the same subnet
as the remote bridged network (the Ethernet network).
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Command

Purpose

Router (config-subif)# pve
| gsaal]

Step 3 [name] vpi/vci

[ilmi

Configures a new ATM PVC by assigning its VPI/VCI
numbers and enters ATM VC configuration mode. The valid
values for vpi/vci are:

e vpi—Specifies the VPI ID. The valid range is 0 to 255.

e vci—Specifies the VCI ID. The valid range is 1 to
65535. Values 1 to 31 are reserved and should not be
used, except for 5 for the QSAAL PVC and 16 for the
ILMI PVC.

You can also configure the following options:

e name—(Optional) An arbitrary string that identifies
this PVC.

e ilmi—(Optional) Configures the PVC to use ILMI
encapsulation (default).

e gsaal—(Optional) Configures the PVC to use QSAAL
encapsulation.

Note

When using the pve command, remember that the vpi/vci combination forms a unique identifier for the

interface and all of its subinterfaces. If you specify a vpi/vci combination that has been used on another
subinterface, the Cisco I0S software assumes that you want to modify that PVC’s configuration and
automatically switches to its parent subinterface.

Step 4

Router (config-if-atm-vc)# encapsulation
aalS5snap bridge

(Optional) Configures the ATM adaptation layer (AAL) and
encapsulation type, and specifies that half-bridging should
be used.

Step 5

Router (config-if-atm-vc)# end

Exits ATM VC configuration mode and returns to privileged
EXEC mode.

Verifying the ATM RFC 1483 Half-Bridging Configuration

To verify the ATM RFC 1483 half-bridging configuration, use the show atm ve command:

Router# show atm vc 20

ATM4/0/0.20: VvCD: 20, VPI: 1, VCI:
UBR, PeakRate: 149760
AAL5-LLC/SNAP, etype:0x0, Flags: 0xC20, VCmode: 0x0

OAM frequency: 0 second(s)
InARP frequency:
Transmit priority 6
InPkts: 2411, OutPkts:
InPRoc: 226, OutPRoc: 0
InFast: 0, OutFast: 0, InAS:
InPktDrops: 1, OutPktDrops:
InByteDrops: 0, OutByteDrops:
CrcErrors: 139, SarTimeOuts:
Out CLP=1 Pkts: O

OAM cells received: 0

OAM cells sent: 0

Status: UP

2347,

15 minutes(s),

InBytes:

2185,

0
0,

OutAS:

OverSizedSDUs: 0,

1483-half-bridged-encap

2242808, OutBytes: 1215746

2347

LengthvViolation: 0, CPIErrors: O
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Configuring ATM Routed Bridge Encapsulation

Note

The ATM SPAs support ATM Routed Bridge Encapsulation (RBE), which is similar in functionality to
RFC 1483 ATM half-bridging, except that ATM half-bridging is configured on a point-to-multipoint
PVC, while RBE is configured on a point-to-point PVC (see the “Configuring ATM RFC 1483
Half-Bridging” section on page 7-17).

The 1-Port OC-48c/STM-16 ATM SPA does not support RBE.

Use the following configuration task to configure a point-to-point subinterface and PVC for RBE
bridging.

RFC 1483 has been updated and superseded by RFC 2684, Multiprotocol Encapsulation over ATM
Adaptation Layer 5.

ATM Routed Bridge Encapsulation Configuration Guidelines

When configuring ATM RBE, consider the following guidelines:

e Supported only on ATM SPAs in a Cisco 7600 SIP-200. RBE is not supported when using a
Cisco 7600 SIP-400.

¢ Supports only AALSSNAP encapsulation.

e Supports only IP access lists, not MAC-layer access lists.

e Supports only fast switching and process switching.

e Supports distributed Cisco Express Forwarding (dCEF).

e Supports only PVCs on point-to-point subinterfaces. SVCs are not supported for half-bridging.

e The bridge-domain command cannot be used on any PVC that is configured for RBE, because an
RBE PVC acts as the termination point for bridged packets.

¢ The atm bridge-enable command, which was used in previous releases on other ATM interfaces, is
not supported on ATM SPA interfaces.

e The IS-IS protocol is not supported with point-to-point PVCs that are configured for RBE bridging.

RBE Configuration Limitation Supports Only One Remote MAC Address

On the Catalyst 6500 Series switch with the Supervisor Engine 720 and the following port adapters, an
ATM PVC with an RBE configuration can send packets to only a single MAC address:

e ATM SPA on the Cisco 7600 SIP-200 line card

This restriction occurs because the Catalyst 6500 Series switch keeps only one MAC address attached
to an RBE PVC. The MAC address-to-PVC mapping is refreshed when a packet is received from the
host. If there are multiple hosts connected to the PVC, the mapping will not be stable and traffic
forwarding will be affected.

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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The solution to this problem is as follows:
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1. Configure the ATM PVC for RFC 1483 bridging using the bridge domain v/ian x command line

interface.

2. Configure an interface vlan vian x with the IP address of the RBE subinterface.

ATM Routed Bridge Encapsulation Configuration Task

To configure ATM routed bridge encapsulation, perform this task beginning in global configuration

mode:

Command Purpose
Step1  Router(config)# interface atm Creates the specified multipoint subinterface on the given
slot/subslot/port.subinterface point-to-point |,t on the specified ATM SPA, and enters subinterface
configuration mode.
Step2  Router(config-subif)# atm route-bridge ip Enables ATM RFC 1483 half-bridging (RBE bridging).
Note The atm route-bridge ip command can be given
either before or after you create the PVC.
Step3  Router(config-subif)# ip address address mask  |Assigns the specified IP address and subnet mask to this
[secondary] subinterface. This IP address should be on the same subnet
as the remote bridged network (the Ethernet network).
Step4  Router (config-subif)# pve [name] vpi/vei [ilmi |Configures a new ATM PVC by assigning its VPI/VCI
| qsaal] numbers and enters ATM VC configuration mode. The valid
values for vpi/vci are:
e ypi—Specifies the VPI ID. The valid range is O to 255.
e vci—Specifies the VCI ID. The valid range is 1 to
65535. Values 1 to 31 are reserved and should not be
used, except for 5 for the QSAAL PVC and 16 for the
ILMI PVC.
You can also configure the following options:
e name—(Optional) An arbitrary string that identifies
this PVC.
¢ ilmi—(Optional) Configures the PVC to use ILMI
encapsulation (default).
e gsaal—(Optional) Configures the PVC to use QSAAL
encapsulation.

Note  When using the pve command, remember that the vpi/vci combination forms a unique identifier for the
interface and all of its subinterfaces. If you specify a vpi/vci combination that has been used on another
subinterface, the Cisco IOS software assumes that you want to modify that PVC’s configuration and
automatically switches to its parent subinterface.

Step5 Router(config-if-atm-vc)# encapsulation (Optional) Configures the ATM adaptation layer (AAL) and
aal5snap encapsulation type. The only supported encapsulation for
an RBE PVC is aalSsnap.
Step6 Router (config-if-atm-vc)# end Exits ATM VC configuration mode and returns to privileged
EXEC mode.
Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Note

The atm route-bridge ip command, like other subinterface configuration commands, is not
automatically removed when you delete a subinterface. If you want to remove a subinterface and recreate
it without the half-bridging, be sure to manually remove the half-bridging configuration, using the no
atm route-bridge ip command.

Verifying the ATM Routed Bridge Encapsulation Configuration

To verify the RBE bridging configuration, use the show ip cache verbose command:

Router# show ip cache verbose

IP routing cache 3 entries, 572 bytes
9 adds, 6 invalidates, 0 refcounts

Minimum invalidation interval 2 seconds, maximum interval 5 seconds,
quiet interval 3 seconds, threshold 0 requests

Invalidation rate 0 in last second, 0 in last 3 seconds

Last full cache invalidation occurred 00:30:34 ago

Prefix/Length Age Interface Next Hop
10.1.0.51/32-24 00:30:10 Ethernet3/1/0 10.1.0.51 14
0001C9F2A81D00600939BB550800

10.8.100.50/32-24 00:00:04 ATM1/1/0.2 10.8.100.50 28
00010000AA030080C2000700000007144F5D201C0800

10.8.101.35/32-24 00:06:09 ATM1/1/0.4 10.8.101.35 28

00020000AA030080C20007000000E01E8D3F901C0800

Configuring RFC 1483 Bridging of Routed Encapsulations

Note

Bridging of routed encapsulations (BRE) enables the ATM SPA to receive RFC 1483 routed
encapsulated packets and forward them as Layer 2 frames. In a BRE configuration, the PVC receives the
routed PDUs, removes the RFC 1483 routed encapsulation header, and adds an Ethernet MAC header to the
packet. The Layer 2 encapsulated packet is then switched by the supervisor engine to the Layer 2 interface
determined by the VLAN number and destination MAC.

The 1-Port OC-48c/STM-16 ATM SPA does not support bridging.

Figure 7-3 shows a topology where an interface on an ATM SPA receives routed PDUs from the ATM
cloud and encapsulates them as Layer 2 frames. It then forwards the frames to the Layer 2 customer
device. In this example, the device with the ATM SPA is shown as a Cisco 7600 series router, but it can
also be a Catalyst 6500 series switch.

Figure 7-3 Example BRE Topology
CPE, Cisco 7600 Edge router CPE,
.. = [
frames .
RFC 1483 2
Routed Encapsulated -
ATM PDUs
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RFC 1483 Bridging of Routed Encapsulations Configuration Guidelines

When configuring RFC 1483 bridging of routed encapsulations, consider the following guidelines:
e BRE requires that the ATM SPAs are installed in a Cisco 7600 SIP-200.

e PVCs must use AALS encapsulation.

e RFC 1483 bridged PVCs must terminate on the ATM SPA, and the traffic forwarded over this
bridged connection to the edge must be forwarded through an Ethernet port.

e To use the Virtual Trunking Protocol (VTP), each main interface should have a subinterface that has
been configured for the management VLANs (VLANs 1 and 1002-1005).

¢ BRE is not supported when using a Cisco 7600 SIP-400.
e Concurrent configuration of RFC 1483 bridging and BRE on the same PVC and VLAN is not

supported.

e Bridging between RFC 1483 bridged PVCs is not supported.

e RFC 1483 bridging in a switched virtual circuit (SVC) environment is not supported.

RFC 1483 Bridging of Routed Encapsulations Configuration Task

To configure RFC 1483 bridging of routed encapsulations, perform this task beginning in global

configuration mode:

Command Purpose
Step1  Router(config)# interface atm slot/subslot/port |Enters interface configuration mode for the indicated port
on the specified ATM SPA.
Step2  Router(config-if)# no ip address Assigns no IP address to the interface.
Step3  Router(config-if)# spanning-tree bpdufilter (Optional) Blocks all Spanning Tree BPDUs on the ATM
enable interface. This command should be used if this ATM
interface is configured only for BRE VLAN:S.

Note If this ATM interface is configured for both BRE
and RFC 1483 bridged VLANS, do not enter this
command unless you want to explicitly block
BPDUs on the interface.

Step4  Router(config-if)# no shutdown Enables the interface.
Step5 Router(config-if)# interface atm Creates the specified point-to-point subinterface on the
slot/subslot/port.subinterface point-to-point given port on the specified ATM SPA, and enters
subinterface configuration mode.
Step6 Router(config-subif)# no ip address Assigns no IP address to the subinterface.
Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Step 7

Step 8

Step 9

Step 10

Step 11

Step 12
Step 13

Command

Purpose

Router (config-subif)# pve [name] vpi/vci [ilmi
| gsaal]

Configures a new ATM PVC by assigning its VPI/VCI
numbers and enters ATM VC configuration mode. The valid
values for vpi/vci are:

e vpi—Specifies the VPI ID. The valid range is 0 to 255.

e vci—Specifies the VCI ID. The valid range is 1 to
65535. Values 1 to 31 are reserved and should not be
used, except for 5 for the QSAAL PVC and 16 for the
ILMI PVC.

You can also configure the following options:

e name—(Optional) An arbitrary string that identifies
this PVC.

e ilmi—(Optional) Configures the PVC to use ILMI
encapsulation (default).

e gsaal—(Optional) Configures the PVC to use QSAAL
encapsulation.

Note  When using the pve command, remember that the vpi/vci combination forms a unique identifier for the
interface and all of its subinterfaces. If you specify a vpi/vci combination that has been used on another
subinterface, the Cisco I0S software assumes that you want to modify that PVC’s configuration and
automatically switches to its parent subinterface.

Router (config-if-atm-vc)# bre-connect vlan-id
[mac mac-address]

Enables BRE bridging on the PVC, where:

* mac mac-address—(Optional) Specifies the hardware
(MAC) address of the destination customer premises
equipment (CPE) device at the remote end of the VLAN
connection.

Router (config-if-atm-vc)# interface
gigabitethernet slot/port

Enters interface configuration mode for the specified
Gigabit Ethernet interface.

Router (config-if)# switchport

Configures the Gigabit Ethernet interface for Layer 2
switching.

Router (config-if)# switchport access vlan
vlan-id

(Optional) Specifies the default VLAN for the interface.
This should be the same VLAN ID that was specified in the
bre-connect command in Step 8.

Router (config-if)# switchport mode access

Puts the interface into nontrunking mode.

Router (config-if)# end

Exits interface configuration mode and returns to privileged
EXEC mode.

Verifying the RFC 1483 Bridging of Routed Encapsulations Configuration

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide

Use the following commands to verify the RFC 1483 bridging of routed encapsulations configuration:

Router# show running-config interface atm 5/0/2.1

interface ATM5/0/2.1 point-to-point

pvce 0/100

bre-connect 100 ip 10.1.1.2
|

Router# show running-config interface gigabitethernet 1/2
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interface GigabitEthernetl/2
no ip address

switchport

switchport access vlan 100
no cdp enable

Router# show vlan id 100

VLAN Name Status Ports

100 viawotoo active  Gilj2, ats/02
VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans?2

100 emet 100100 1500 - - - - o o

Router# show atm vlan

Interface Bridge VCD Vlan ID

ATM4/5/0/2.1 1 100

Configuring MPLS over RBE

The ATM SPAs support MLPS over RBE on a Cisco 7600 SIP-200. For more information on RBE, see
the “Configuring ATM Routed Bridge Encapsulation” section on page 7-20. To configure both RBE and
MPLS on the ATM subinterface, perform this task:

Command

Purpose

Step 1

Router (config) # interface atm slot/subslot/port

Enters interface configuration mode for the indicated port
on the specified ATM SPA.

Step 2

Router (config-if)# ip address

Assigns an IP address to the interface.

Step 3

Router (config-if) #atm route-bridge ip

Configures RBE.

Step 4

Router (config-if)# mpls ip

Configures MPLS.

Verifying MPLS over RBE Configuration

Use the following commands to verify MPLS over RBE configuration:

Router#show running interfaces a4/1/0.200
interface ATM4/1/0.200 point-to-point

ip address 3.0.0.2 255.255.0.0
atm route-bridged ip
tag-switching ip

pve 10/200

|

Router#sh mpls interfaces

Interface P Tunnel Operational
ATM4/1/0.200 Yes (1ldp) No Yes
Routert#show mpls 1ldp bindings
tib entry: 5.0.0.0/16, rev 2
local binding: tag: imp-null
tib entry: 6.0.0.0/16, rev 4

| oL-8655-04
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local binding: tag: imp-null
remote binding: tsr: 3.0.0.1:0, tag: imp-null

Routert#show mpls 1ldp neighbor
Peer LDP Ident: 3.0.0.1:0; Local LDP Ident 3.0.0.2:0
TCP connection: 3.0.0.1.646 - 3.0.0.2.11001
State: Oper; Msgs sent/rcvd: 134/131; Downstream
Up time: 01:51:08
LDP discovery sources:
ATM4/1/0.200, Src IP addr: 6.0.0.1
Addresses bound to peer LDP Ident:
6.0.0.1

Router#show mpls forwarding

Local Outgoing Prefix Bytes tag Outgoing Next Hop

tag tag or VC or Tunnel Id switched interface

16 Pop tag 3.0.0.0/16 0 AT4/1/0.200 6.0.0.1

17 Pop tag 16.16.16.16/32 0 AT4/1/0.200 6.0.0.1

18 19 13.13.13.13/32 134 AT4/1/0.200 6.0.0.1 <<<<<
19 Pop tag 17.17.17.17/32 0 PO8/0/0.1 point2point

Configuring Aggregate WRED for PVCs

Weighted Random Early Detection (WRED) is the Cisco implementation of Random Early Detection
(RED) for standard Cisco IOS platforms. RED is a congestion-avoidance technique that takes advantage
of the congestion-control mechanism of TCP to anticipate and avoid congestion before it occurs. By
dropping packets prior to periods of high congestion, RED tells the packet source (usually TCP) to
decrease its transmission rate. When configured, WRED can selectively discard lower priority traffic and
provide differentiated performance characteristics for different classes of service.

The Aggregate WRED feature provides a means to overcome limitations of WRED implementations that
can only support a limited number of unique subclasses. When an interface enables support for aggregate
WRED, subclasses that share the same minimum threshold, maximum threshold and mark probability
values can be configured into one aggregate subclass based on their IP precedence value or differentiated
services code point (DSCP) value. (The DSCP value is the first six bits of the IP type of service [ToS]
byte.) You can also define a default aggregate subclass for all subclasses that have not been explicitly
defined.

For more complete information on WRED, refer to the Cisco I0S Quality of Service Solutions
Configuration Guide.

Aggregate WRED Configuration Guidelines

When configuring aggregate WRED on an ATM SPA interface, consider the following guidelines:

e The Aggregate WRED feature requires that the ATM SPAs are installed in a Cisco 7600 SIP-200 or
a Cisco 7600 STP-400.

e With the Aggregate WRED feature, the previous configuration limitation of a maximum of 6
precedence values per class per WRED policy map is no longer in effect.

e When you configure a policy map class for aggregated WRED on an ATM interface, then you cannot
also configure the standard random-detect commands in interface configuration or policy-map class
configuration mode.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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e Specifying the precedence-based keyword is optional, precedence-based is the default form of
aggregate WRED.

e The set of subclass values (IP precedence or DSCP) defined on a random-detect precedence
(aggregate) or random-detect dscp (aggregate) CLI will be aggregated into a single hardware
WRED resource. The statistics for these subclasses will also be aggregated.

e Defining WRED parameter values for the default aggregate class is optional. If defined, WRED
parameters applied to the default aggregate class will be used for all subclasses that have not been
explicitly configured. If all possible IP precedence or DSCP values are defined as subclasses, a
default specification is unnecessary. If the optional parameters for a default aggregate class are not
defined and packets with an unconfigured IP precedence or DSCP value arrive at the interface, these
undefined subclass values will be set based on interface (VC) bandwidth.

o After aggregate WRED has been configured in a service policy map, the service policy map must be
applied at the ATM VC level (as shown in Step 5 through Step 8 of “Configuring Aggregate WRED
Based on IP Precedence”).

e The Aggregate WRED feature is not supported in a switched virtual circuit (SVC) environment.

Configuring Aggregate WRED Based on IP Precedence

To configure aggregate WRED to drop packets based on IP precedence values, perform this task
beginning in global configuration mode:

Command Purpose

Step1  Router(config)# policy-map policy-map-name Creates or modifies a policy map that can be
attached to one or more interfaces to specify a
service policy.

e policy-map-name—Name of a service policy
map to be created. The name can be a maximum
of 40 alphanumeric characters.

Step2  Router(config-pmap)# class {class-name Specifies the class policy to be configured.
class-default}
e class-name—Name of class you want to

configure. Note that WRED can be defined for a
user-defined class only if the class has the
bandwidth/shape feature enabled.

¢ class-default—Default class.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Command Purpose
Step3  Router (config-pmap-c)# random-detect Enables aggregate WRED based on IP precedence
[precedence-based] aggregate [minimum-thresh values. If optional parameters for a default aggregate

min-thresh maximum-thresh max-thresh

mark-probability mark-prob] class are not defined, these parameters will be set

based on interface (VC) bandwidth.

¢ precedence-based—(Optional) Specifies that
aggregate WRED is to drop packets based on IP
precedence values. This is the default.

e min-thresh—(Optional) Minimum threshold in
number of packets. The value range of this
argument is from 1 to 12288.

e max-thresh—(Optional) Maximum threshold in
number of packets. The value range of this
argument is from the value of the minimum
threshold argument to 12288.

* mark-prob—(Optional) Denominator for the
fraction of packets dropped when the average
queue depth is at the maximum threshold. The
value range is from 1 to 255.

Stepd  Router (config-pmap-c)# random-detect precedence Configures the WRED parameters for packets with
values sub-class-vall [...[sub-class-val8]] one or more specific IP precedence values.
minimum-thresh min-thresh maximum-thresh max-thresh
[mark-probability mark-prob] e sub-class-vall [...[sub-class-val8]] —One or

more specific IP precedence values to which the
following WRED profile parameter
specifications are to apply. A maximum of 8
subclasses (IP precedence values) can be
specified per CLI entry. The IP precedence
value can be a number from 0 to 7.

* min-thresh—Minimum threshold in number of
packets. The value range of this argument is from
1 to 12288.

e max-thresh—Maximum threshold in number of
packets. The value range of this argument is from
the value of the minimum threshold argument to
12288.

e mark-prob—Denominator for the fraction of
packets dropped when the average queue depth is
at the maximum threshold. The value range is
from 1 to 255.

Repeat this command for each set of IP precedence
values that share WRED parameters.
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Step5 Router(config-pmap-c)# interface atm Creates the specified point-to-point subinterface on
slot/subslot/port.subinterface point-to-point the given port on the specified ATM SPA, and enters
subinterface configuration mode.

* slot—Chassis slot number where the SIP is
installed.

e subslot—Secondary slot of the SIP where the
SPA is installed.

e port —Number of the individual interface port
on the SPA.

e _subinterface—Subinterface number. The
number that precedes the period must match the
number to which this subinterface belongs. The
range is 1 to 4,294,967,293.

Step6 Router(config-subif)# ip address address mask Assigns the specified IP address and subnet mask to
the interface.

* address—IP address.

e mask—Subnet mask.

Step7  Router(config-subif)# pve [name] vpi/vci [ilmi | Configures a new ATM PVC by assigning an
gsaal] optional name and its VPI/VCI numbers.

e name—(Optional) An arbitrary string that
identifies this PVC.

e vpi—VPI ID. The range is 0 to 255.

e vci—VCI ID. The valid range is 1 to 65535.
Values 1 to 31 are reserved and should not be
used, except 5 for the QSAAL PVC and 16 for
the ILMI PVC.

Step8 Router(config-subif)# service-policy output Attaches the specified policy map to the

policy-map-name

subinterface.

e policy-map-name—Name of a service policy
map to be attached. The name can be a
maximum of 40 alphanumeric characters.

Verifying the Precedence-Based Aggregate WRED Configuration

To verify a precedence-based aggregate WRED configuration, use the show policy-map interface
command. Note that the statistics for IP precedence values 0 through 3 and 4 and 5 have been aggregated

into one line each.

Router# show policy-map interface a4/1/0.10

ATM4/1/0.10: VC 10/110 -

Service-policy output: prec-aggr-wred

Class-map: class-default (match-any)

0 packets, 0 bytes
5 minute offered rate 0 bps,
Match: any

Exp-weight-constant: 9 (1/512)

drop rate 0 bps

| oL-8655-04
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Mean queue depth: 0

class Transmitted Random drop Tail drop Minimum Maximum Mark
pkts/bytes pkts/bytes pkts/bytes thresh thresh prob

0 2 3 0/0 0/0 0/0 10 100 1/10

4 5 0/0 0/0 0/0 40 400 1/10

6 0/0 0/0 0/0 60 600 1/10

7 0/0 0/0 0/0 70 700 1/10

Configuring Aggregate WRED Based on DSCP

To configure aggregate WRED to drop packets based on the differentiated services code point (DSCP)
value, perform this task beginning in global configuration mode:

Command Purpose

Step1  Router(config)# policy-map policy-map-name Creates or modifies a policy map that can be
attached to one or more interfaces to specify a
service policy.

e policy-map-name—Name of a service policy
map to be created. The name can be a maximum
of 40 alphanumeric characters.

Step2  Router (config-pmap)# class {class-name Specifies the class policy to be configured.
class-default}
e class-name—Name of class you want to

configure. Note that WRED can be defined for a
user-defined class only if the class has the
bandwidth/shape feature enabled.

¢ class-default—Default class.

Step3  Router (config-pmap-c)# random-detect dscp-based Enables aggregate WRED based on DSCP values. If
aggregate [minimum-thresh min-thresh maximum-thresh |optional parameters for a default aggregate class are
max-thresh mark-probability mark-prob] not defined, these parameters will be set based on

interface (VC) bandwidth.

e min-thresh—(Optional) Minimum threshold in
number of packets. The value range of this
argument is from 1 to 12288.

* max-thresh—(Optional) Maximum threshold in
number of packets. The value range of this
argument is from the value of the minimum
threshold argument to 12288.

e mark-prob—(Optional) Denominator for the
fraction of packets dropped when the average
queue depth is at the maximum threshold. The
value range is from 1 to 255.
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Command

Purpose

Step4 Router (config-pmap-c)# random-detect dscp values
sub-class-vall [...[sub-class-val8]] minimum-thresh
min-thresh maximum-thresh max-thresh
[mark-probability mark-prob]

Configures the WRED parameters for packets with
one or more specific DSCP values.

o sub-class-vall [...[sub-class-val8]] —One or
more DSCP values to which the following
WRED parameter specifications are to apply. [A
maximum of 8 subclasses (IP precedence
values) can be specified per CLI entry.] The
DSCP value can be a number from O to 63, or it
can be one of the following keywords: ef, afl1,
af12, af13, af21, af22, af23, af31, af32, af33, af41,
afd42, af43, csl, cs2, cs3, cs4, cs5, or ¢cs7

e min-thresh—Specifies the minimum threshold in
number of packets. The value range of this
argument is from 1 to 12288.

e max-thresh—Specifies the maximum threshold
in number of packets. The value range of this
argument is from the value of the minimum
threshold argument to 12288.

* mark-prob—Specifies the denominator for the
fraction of packets dropped when the average
queue depth is at the maximum threshold. The
value range is from 1 to 255.

Repeat this command for each set of DSCP values
that share WRED parameters.

Step 5 Router (config-pmap-c)# interface atm
slot/subslot/port.subinterface point-to-point

Creates the specified point-to-point subinterface on
the given port on the specified ATM SPA, and enters
subinterface configuration mode.

¢ slot—Chassis slot number where the SIP is
installed.

e subslot—Secondary slot of the SIP where the
SPA is installed.

e port—Number of the individual interface port
on the SPA.

e _.subinterface—subinterface number. The
number that precedes the period must match the
number to which this subinterface belongs. The
range is 1 to 4,294,967,293.

Step6 Router (config-subif)# ip address address mask

Assigns the specified IP address and subnet mask to
the interface.

¢ address—IP address.

¢ mask—Subnet mask.
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Command Purpose
Step7  Router(config-subif)# pve [name] vpi/vci [ilmi | Configures a new ATM PVC by assigning an
gsaal] optional name and its VPI/VCI numbers.

e name—(Optional) An arbitrary string that
identifies this PVC.

e vpi—VPI ID. The range is 0 to 255.

e vci—VCI ID. The valid range is 1 to 65535.
Values 1 to 31 are reserved and should not be
used, except 5 for the QSAAL PVC and 16 for
the ILMI PVC.

Step8 Router(config-subif)# service-policy output Attaches the specified policy map to the
policy-map-name subinterface.

e policy-map-name—Name of a service policy
map to be attached. The name can be a
maximum of 40 alphanumeric characters

Verifying the DSCP-Based Aggregate WRED Configuration

To verify a DSCP-based aggregate WRED configuration, use the show policy-map interface command.
Note that the statistics for DSCP values O through 3, 4 through 7, and 8 through 11 have been aggregated
into one line each.

Router# show policy-map interface a4/1/0.11
ATMA4/1/0.11: VvC 11/101 -

Service-policy output: dscp-aggr-wred

Class-map: class-default (match-any)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: any
Exp-weight-constant: 0 (1/1)
Mean queue depth: 0

class Transmitted Random drop Tail drop Minimum Maximum Mark
pkts/bytes pkts/bytes pkts/bytes thresh thresh prob

default 0/0 0/0 0/0 1 10 1/10

0o 1 2 3

4 5 6 7 0/0 0/0 0/0 10 20 1/10

8 9 10 11 0/0 0/0 0/0 10 40 1/10

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Creating and Configuring Switched Virtual Circuits

Note

A switched virtual circuit (SVC) is created and released dynamically, providing user bandwidth on
demand. To enable the use of SVCs, you must configure a signaling protocol to be used between the
Catalyst 6500 Series switch and the ATM switch. The ATM SPA supports versions 3.0, 3.1, and 4.0 of
the User-Network Interface (UNI) signaling protocol, which uses the Integrated Local Management
Interface (ILMI) to establish, maintain, and clear the ATM connections at the UNI.

The Catalyst 6500 Series switch does not perform ATM-level call routing when configured for
UNI/ILMI operation. Instead, the ATM switch acts as the network and performs the call routing, while
the Catalyst 6500 Series switch acts only as the user end-point of the call circuit and only routes packets
through the resulting circuit.

The 1-Port OC-48c/STM-16 ATM SPA does not support SVCs,

To use UNI/ILMI signaling, you must create an ILMI PVC and a signaling PVC to be used for the SVC
call-establishment and call-termination messages between the ATM switch and Catalyst 6500 Series
switch. This also requires configuring the ATM interface with a network service access point (NSAP)
address that uniquely identifies itself across the network.

The NSAP address consists of a network prefix (13 hexadecimal digits), a unique end station identifier
(ESI) of 6 hexadecimal bytes, and a selector byte. If an ILMI PVC exists, the Catalyst 6500 Series switch
can obtain the NSAP prefix from the ATM switch, and you must manually configure only the ESI and
selector byte. If an ILMI PVC does not exist, or if the ATM switch does not support this feature, you
must configure the entire address manually.

To create and configure an SVC, perform this task beginning in global configuration mode:

Command

Purpose

Step1  Router(config)# interface atm slot/subslot/port |Enters interface configuration mode for the indicated port

on the specified ATM SPA.

Step2  Router(config-subif)# pve [name] 0/5 gsaal Configures a new ATM PVC to be used for SVC signaling:

e name—(Optional) An arbitrary string that identifies
this PVC.

e vpi—Specifies the VPI ID. The valid range is 0 to 255,
but the recommended value for vpi for the signaling
PVCis 0.

e vci—Specifies the VCI ID. The valid range is 1 to
65535, but the recommended value for vci for the
QSAAL signaling PVC is 5.

Note The ATM switch must be configured with the same
VPI and VCI values for this PVC.

e ¢saal—Configures the signaling PVC to use QSAAL
encapsulation.

| oL-8655-04
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Step 3

Step 4

Step 5

Step 6

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide

Command

Purpose

Router (config-subif)# pve [name] 0/16 ilmi

Creates a new ATM PVC to be used for ILMI signaling:

e name—(Optional) An arbitrary string that identifies
this PVC.

e ypi—Specifies the VPI ID. The valid range is 0 to 255,
but the recommended value for vpi for the ILMI PVC
is 0.

e vci—Specifies the VCI ID. The valid range is 1 to
65535, but the recommended value for vci for the ILMI
PVCis 16.

¢ ilmi—Configures the PVC to use ILMI encapsulation.

Note

The signaling and ILMI PVCs must be set up on the main ATM interface, not on a subinterface.

Router (config-if-atm-vc)# exit

Exits ATM PVC configuration mode and returns to interface
configuration mode.

Router (config-if)# atm ilmi-keepalive [seconds]
[retry counts]

(Optional) Enables ILMI keepalive messages and sets the
interval between them. ILMI keepalive messages are
disabled by default.

e seconds—(Optional) The amount of time, in seconds,
between keepalive messages between the Catalyst 6500
Series switch and the ATM switch. The valid range is 1
to 65535, with a default of 3 seconds.

e retry counts—(Optional) Specifies the number of
times the Catalyst 6500 Series switch should resend a
keepalive message if the first message is
unacknowledged. The valid range is 2 to 5, with a
default of 4.

Router (config-if) # atm esi-address esi.selector

or

Specifies the end station ID (ESI) and selector fields for the
local portion of the ATM interface’s NSAP address, and
configures the interface to get the NSAP prefix from the
ATM switch.

e esi—Specifies a string of 12 hexadecimal digits, in
dotted notation, for the ATM interface’s ESI value. This
value must be unique across the network.

e selector—Specifies a string of 2 hexadecimal digits for
the selector byte for this ATM interface.

To configure the ATM address, you need to enter only the
ESI (12 hexadecimal digits) and the selector byte

(2 hexadecimal digits). The NSAP prefix (26 hexadecimal
digits) is provided by the ATM switch.

or
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Command Purpose

Router (config-if)# atm nsap-address Assigns a complete NSAP address (40 hexadecimal digits)

nsap-address to the ATM interface. The address consists of a network
prefix, ESI, and selector byte, and must be in the following
format:
XX . XXXX . XX . XXXX . . . . . XXXX . XXXX . XX

Note The above dotted hexadecimal format provides
some validation that the address is a legal value. If
you know that the NSAP address is correct, you may
omit the dots.

Note The atm esi-address and atm nsap-address commands are mutually exclusive. Configuring the Catalyst
6500 Series switch with one of these commands automatically negates the other. Use the show interface atm
command to display the NSAP address that is assigned to the interface.

Step7  Router(config-if)# interface atm (Optional) Creates the specified subinterface on the
slot/subslot/port.subinterface [multipoint | specified ATM interface, and enters subinterface
point-to-point] . .

configuration mode.

Note  You can create SVCs on either the main ATM
interface or on a multipoint subinterface.

Step8  Router(config-subif)# sve [name] nsap address Creates an SVC and specifies the destination NSAP address
(40 hexadecimal digits in dotted notation). You can also
configure the following option:

e name—(Optional) An arbitrary string that identifies

this SVC.
Step9 Router(config-if-atm-vc)# oam-sve [manage] Enables end-to-end Operation, Administration, and
[frequency] Maintenance (OAM) loopback cell generation and

management of the SVC.

¢ manage—(Optional) Enables OAM management of the
SVC.

e frequency—(Optional) Specifies the delay between
transmitting OAM loopback cells. The valid range is 0
to 600 seconds, with a default of 10 seconds.

Step10 Router (config-if-atm-vc)# protocol protocol Configures the SVC for a particular protocol and maps it to
{protocol-address | inarp} [[no] broadcast] a Specific prOtOCOl—address.

e protocol—Typically set to either ip or ppp, but other
values are possible.

e protocol-address—Destination address or virtual
interface template for this SVC (if appropriate for the
protocol).

e inarp—Specifies that the SVC uses Inverse ARP to
determine its address.

¢ [no] broadcast—(Optional) Specifies that this
mapping should (or should not) be used for broadcast
packets.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Command Purpose
Step11 Router(config-if-atm-vc)# encapsulation (Optional) Configures the ATM adaptation layer (AAL) and
aal5snap encapsulation type. The default and only supported type is
aalSsnap.

Note  Repeat Step 7 through Step 11 for each SVC to be created.

Step12 Router(config-if-atm-vc)# end Exits SVC configuration mode and returns to privileged
EXEC mode.

Verifying the SVC Configuration

Use the show atm svc and show atm ilmi-status commands to verify the configuration of the SVCs that
are currently configured on the Catalyst 6500 Series switch.

Router# show atm svc

VCD / Peak Avg/Min Burst
Interface Name VPI VCI Type Encaps SC Kbps Kbps Cells Sts
4/0/0 1 0 5 SvC SAAL UBR 155000 UP
4/0/2 4 0 35 SvC SNAP UBR 155000 UP
4/1/0 16 0 47 SvC SNAP UBR 155000 UP
4/1/0.1 593 0 80 SVC SNAP UBR 155000 UP

o

To display all SVCs on a particular ATM interface or subinterface, use the show atm svc interface atm
command.

To display detailed information about a particular SVC, specify its VPI and VCI values:

Router# show atm svc 0/35

ATM5/1/0.200: VCD: 3384, VPI: 0, VCI: 35, Connection Name: SVC00
UBR, PeakRate: 155000

AAL5-MUX, etype:0x800, Flags: 0x44, VCmode: 0x0

OAM frequency: 10 second(s), OAM retry frequency: 1 second(s)
OAM up retry count: 3, OAM down retry count: 5

OAM Loopback status: OAM Received

OAM VC status: Verified

ILMI VC status: Not Managed

VC is managed by OAM.

InARP DISABLED

Transmit priority 6

InPkts: 0, OutPkts: 4, InBytes: 0, OutBytes: 400

InPRoc: 0, OutPRoc: 4, Broadcasts: 0

InFast: 0, OutFast: 0, InAS: 0, OutAS: 0

InPktDrops: 0, OutPktDrops: 0

CrcErrors: 0, SarTimeOuts: 0, OverSizedSDUs: 0, LengthViolation: 0, CPIErrors: O
Out CLP=1 Pkts: O

OAM cells received: 10

F5 InEndloop: 10, F5 InSegloop: 0, F5 InAIS: 0, F5 InRDI: 0

F4 InEndloop: 0, F4 InSegloop: 0, F4 InAIS: 0, F4 InRDI: O

OAM cells sent: 10

F5 OutEndloop: 10, F5 OutSegloop: 0, F5 OutRDI: 0

F4 OutEndloop: 0, F4 OutSegloop: 0, F4 OutRDI: O

OAM cell drops: 0

Status: UP

TTL: 4

interface = ATM5/1/0.200, call locally initiated, call reference = 8094273
venum = 3384, vpi = 0, veci = 35, state = Active(U1l0)

, point-to-point call

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Retry count: Current = 0

timer currently inactive, timer value = 00:00:00

Remote Atm Nsap address: 47.00918100000000107B2B4B01.111155550001.00
, VC owner: ATM_OWNER_SMAP

To display information about the ILMI status and NSAP addresses being used for the SVCs on an ATM
interface, use the show atm ilmi-status command:

Router# show atm ilmi-status atm 4/1/0

Interface : ATM4/1/0 Interface Type : Private UNI (User-side)

ILMI VCC : (0, 16) ILMI Keepalive : Enabled/Up (5 Sec 4 Retries)
ILMI State: UpAndNormal

Peer IP Addr: 10.10.13.1 Peer IF Name: ATM 3/0/3
Peer MaxVPIbits: 8 Peer MaxVCIbits: 14

Active Prefix(s)

47.0091.8100.0000.0010.11b8.c601

End-System Registered Address(s)
47.0091.8100.0000.0010.11b8.c601.2222.2222.2222.22 (Confirmed)
47.0091.8100.0000.0010.11b8.c601.aaaa.aaaa.aaaa.aa(Confirmed)

To display information about the SVC signaling PVC and ILMI PVC, use the show atm pvc 0/5 and
show atm pvc 0/16 commands.

Configuring Traffic Parameters for PVCs or SVCs

After creating a PVC or SVC, you can also configure it for the type of traffic quality of service (QoS)
class to be used over the circuit:

¢ Constant Bit Rate (CBR)—Configures the CBR service class and specifies the average cell rate for
the PVC or SVC.

¢ Unspecified Bit Rate (UBR)—Configures the UBR service class and specifies the output peak rate
(PCR) for the PVC or SVC. This is the default configuration. SVCs can also be configured with
similar input parameters.

¢ Unspecified Bit Rate Plus (UBR+)—Configures the UBR+ service class and specifies the output
peak cell rate (PCR) and minimum cell rate (MCR) for the SVC. SVCs can also be configured with
similar input parameters.

a~

Note  The 1-Port OC-48c/STM-16 ATM SPA does not support UBR+.

e Variable Bit Rate—Nonreal Time (VBR-nrt)—Configures the VBR-nrt service class and specifies the
output PCR, output sustainable cell rate (SCR), and output maximum burst size (MBS) for the PVC
or SVC. SVCs can also be configured with similar input parameters.

e Variable Bit Rate—Real Time (VBR-rt)—Configures the VBR-1t service class and the peak rate and
average rate burst for the PVC or SVC.

Each service class is assigned a different transmit priority, which the Catalyst 6500 Series switch uses
to determine which queued cell is chosen to be transmitted out of an interface during any particular cell
time slot. This ensures that real-time QoS classes have a higher likelihood of being transmitted during
periods of congestion. Table 7-1 lists the ATM QoS classes and their default transmit priorities.

| oL-8655-04
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Table 7-1 ATM Classes of Service and Default Transmit Priorities

Service Category Transmit Priority’
Signaling, Operation, Administration, and Maintenance (OAM) 0 (highest)
cells, and other control cells

CBR when greater than 5 percent of the line rate 1

CBR when less than 5 percent of the line rate 2

Voice traffic 3

VBR-1t 4

VBR-nrt 5

UBR 6

Unused and not available or configurable 7 (lowest)

1. The default priorities can be changed for individual VCs using the transmit-priority VC configuration
command.

When using a CBR VC that exceeds half of the interface line rate, it is possible in some cases that the
shaping accuracy for the CBR traffic can drop from 99 percent to 98 percent when the interface is also
configured for UBR VCs that are oversubscribed (that is, the UBR VCs are configured for a total line
rate that exceeds the interface line rate). If this small drop in accuracy is not acceptable, then we
recommend using VBR-rt or VBR-nrt instead of CBR when oversubscribing UBR traffic.

You can configure a PVC or SVC for only one QoS service class. If you enter more than one type, only
the most recently configured QoS class takes effect on the circuit.

To configure the traffic parameters for a PVC or SVC, perform this task beginning in global
configuration mode:

Command

Purpose

Step1 Router(config)# interface atm slot/subslot Enters interface or subinterface configuration mode for the

or

Router (config)# interface atm
slot/subslot/port.subinterface [multipoint |
point-to-point]

indicated port on the specified ATM SPA.

Step2 Router(config-if)# pve [name] vpi/vci Specifies the PVC or SVC to be configured, and enters

or

Router (config-if)# sve [name] nsap-address

PVC/SVC configuration mode.

Note  When using the pve command, remember that the vpi/vci combination forms a unique identifier for the
interface and all of its subinterfaces. If you specify a vpi/vci combination that has been used on another
subinterface, the Cisco IOS software assumes that you want to modify that PVC’s configuration and
automatically switches to its parent subinterface.

Step3  Router(config-if-atm-vc)# cbr rate Configures constant bit rate (CBR) quality of service (QoS)

and average cell rate for the PVC or SVC:

e rate—Average cell rate in kbps. The valid range is 48
to 149760 (OC-3) or 599040 (OC-12).

or

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Router (config-if-atm-ve)# ubr output-pcr Configures unspecified bit rate (UBR) quality of service
[input-pcr] (QoS) and peak cell rate (PCR) for the PVC or SVC:

e output-pcr—Output PCR in kbps. The valid range is 48
to 149760 (OC-3), 599040 (OC-12), or 2396160
(1-Port OC-48c/STM-16 ATM SPA).

e input-pcr—(Optional for SVCs only) Input PCR in
kbps. If omitted, input-pcr equals output-pcr.

or or

Router (config-if-atm-vec)# vbr-nrt output-pcr Configures the variable bit rate—nonreal time (VBR-nrt)

‘[D?tpUt‘;Zr] output-mbs [input-pcr] [input-scr] QoS, the peak cell rate (PCR), sustainable cell rate (SCR),
input-mbs

and maximum burst cell size (MBS) for the PVC or SVC:

e output-pcr—Output PCR in kbps. The valid range is 48
to 149760 (OC-3), 599040 (OC-12), or 2396160
(1-Port OC-48c/STM-16 ATM SPA).

e output-scr—Output SCR in kbps. The valid range is 48
to PCR, and typically is less than the PCR value.

e output-mbs—Output MBS in number of cells. The valid
range is 1 to 65535, depending on the PCR and SCR
values. If the PCR and SCR are configured to the same
value, the only valid value for MBS is 1.

e input-pcr—(Optional for SVCs only) Input PCR in
kbps.

e input-scr—(Optional for SVCs only) Input SCR in
kbps.

e input-mbs—(Optional for SVCs only) Input MBS in
number of cells.

or or

Router (config-if-atm-vc)# vbr-rt pcr scr burst |Configures the variable bit rate-real time (VBR-rt) QoS,
and the PCR, average cell rate (ACR), and burst cell size
(BCS) for the PVC or SVC:

e pcr—PCR in kbps. The valid range is 48 to 149760
(0OC-3), 599040 (OC-12), or 2396160 (1-Port
OC-48c/STM-16 ATM SPA).

e scr—SCR in kbps. The valid range is 48 to PCR, and
typically is less than the PCR value.

e burst—Burst size in number of cells. The valid range is
1 to 65535, depending on the PCR and SCR values. If
the PCR and SCR are configured to the same value, the
only valid value for burst is 1.

Step4  Router (config-if-atm-vc)# transmit-priority (Optional) Configures the PVC for a new transmit priority
level level.

e Jevel—Priority level from 1 to 6. The default value is
determined by the PVC’s configured service class (see
Table 7-1 on page 7-38 for the default levels).

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Step 5

Command

Purpose

Note Repeat Step 2 through Step 4 for each PVC or SVC to be configured.

Router (config-if-atm-vc)# end Exits PVC/SVC configuration mode and returns to

privileged EXEC mode.

Verifying the Traffic Parameter Configuration

To verify the configuration of the traffic parameters for a PVC or SVC, use the show atm ve command:

Router# show atm vc 20

ATM1/1/0.200: VvCD: 20, VPI: 2, VCI: 200

UBR, PeakRate: 44209

AAL5-LLC/SNAP, etype:0x0, Flags: 0xC20, VCmode: 0x0
OAM frequency: 0 second(s)

InARP frequency: 5 minutes(s)

Transmit priority 4

InPkts: 10, OutPkts: 11, InBytes: 680, OutBytes: 708
InPRoc: 10, OutPRoc: 5, Broadcasts: 0

InFast: 0, OutFast: 0, InAS: 0, OutAS: 6
InPktDrops: 0, OutPktDrops: 0

CrcErrors: 0, SarTimeOuts: 0, OverSizedSDUs: 0

OAM cells received: 0

OAM cells sent: 0

Status: UP

To verify the configuration of all PVCs or SVCs on an interface, use the show atm vc interface atm
command:

Router# show atm vc interface atm 2/1/0

ATM2/1/0.101: vCD: 201, VPI: 20, VCI: 101

UBR, PeakRate: 149760

AAL5-LLC/SNAP, etype:0x0, Flags: 0xC20, VCmode: 0x0
OAM frequency: 0 second(s)

InARP frequency: 15 minutes(s)

Transmit priority 4

InPkts: 3153520, OutPkts: 277787, InBytes: 402748610, OutBytes: 191349235
InPRoc: 0, OutPRoc: 0, Broadcasts: 0

InFast: 211151, OutFast: 0, InAS: 0, OutAS: O
InPktDrops: 0, OutPktDrops: 17

CrcErrors: 0, SarTimeOuts: 0, OverSizedSDUs: 0

OAM cells received: 0

OAM cells sent: 0

Status: UP

Configuring Virtual Circuit Classes

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide

When multiple PVCs or SVCs use the same or similar configurations, you can simplify the Catalyst 6500
Series switch’s configuration file by creating virtual circuit (VC) classes. Each VC class acts as a
template, which you can apply to an ATM interface or subinterface, or to individual PVCs or SVCs.

When you apply a VC class to an ATM interface or subinterface, all PVCs and SVCs created on that
interface or subinterface inherit the VC class configuration. When you apply a VC class to an individual
PVC or SVC, that particular PVC or SVC inherits the class configuration.
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You can then customize individual PVCs and SVCs with further configuration commands. Any
commands that you apply to individual PVCs and SVCs take precedence over those of the VC class that
were applied to the interface or to the PVC/SVC.

To create and configure a VC class, and then apply it to an interface, subinterface, or individual PVC or
SVC, perform this task beginning in global configuration mode:

Command Purpose

Step1 Router(config)# vc-class atm vc-class-name Creates an ATM virtual circuit (VC) class and enters
VC-class configuration mode.

* vc-class-name—Arbitrary name to identify this
particular VC class.

Step2  Router(config-vc-class)# configuration-commands |Enter any PVC or SVC configuration commands for this VC
class. See the “Creating a Permanent Virtual Circuit”
section on page 7-6 and “Creating and Configuring
Switched Virtual Circuits” section on page 7-33 for
additional information.

Note  You can specify both PVC and SVC configuration
commands in the same VC class. If a command is
not appropriate for a PVC or SVC, it is ignored
when the VC class is assigned to the PVC or SVC.

Step3  Router(config-vc-class)# interface atm Enters subinterface configuration mode for the specified

slot/subslot/port ATM interface or subinterface.
or

Router (config-vc-class)# interface atm

slot/subslot/port.subinterface [multipoint |

point-to-point]

Stepd  Router(config-if)# class-int vc-class-name (Optional) Applies a VC class on the ATM main interface
or subinterface. This class then applies to all PVCs or SVCs
that are created on that interface.

e vc-class-name—Name of the VC class that was created
in Step 1.
Step5  Router(config-if)# pve [name] vpi/veci Specifies the PVC or SVC to be configured, and enters ATM
VC configuration mode.
or
Router (config-if)# sve [name] nsap-address
Note  When using the pve command, remember that the vpi/vci combination forms a unique identifier for the
interface and all of its subinterfaces. If you specify a vpi/vci combination that has been used on another
subinterface, the Cisco IOS software assumes that you want to modify that PVC’s configuration and
automatically switches to its parent subinterface.
Step6  Router(config-if-atm-vc)# class-ve Assigns the specified VC class to this PVC or SVC.
vc-class-name
e vc-class-name—Name of the VC class that was created
in Step 1.
Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Step7 Router (config-if-atm-vc)# Any other VC configuration commands to be applied to this

configuration-commands particular PVC or SVC. Commands that are applied to the
individual PVC or SVC supersede any conflicting
commands that were specified in the VC class.

Step8  Router(config-if)# end Exits interface configuration mode and returns to privileged
EXEC mode.

Verifying the Virtual Circuit Class Configuration

To verify the virtual circuit class configuration, use the show atm ve command:

Router# show atm vc

VvCD / Peak Avg/Min Burst
Interface Name VPI VCI Type Encaps SC Kbps Kbps Cells Sts
6/1/0 1 0 5 PVC SAAL UBR 155000 UP
6/1/0 2 0 16 PVC ILMT UBR 155000 UP
6/1/0.1 3 1 32 PVC-D SNAP UBR 155000 upP
6/1/0.2 4 2 32 PVC-D SNAP UBR 155000 UP

Configuring Virtual Circuit Bundles

Virtual circuit bundles are similar to VC classes because they allow you to configure a large group of
PVCs by configuring a template (the VC bundle). The main difference between a VC bundle and a VC
class is that the VC bundle management allows you to configure multiple VCs that have different QoS
characteristics between any pair of ATM-connected switches.

Using VC bundles, you first create an ATM VC bundle and then add VCs to it, and each VC in the bundle
can have its own ATM traffic class and ATM traffic parameters. You can configure the VCs collectively
at the bundle level, or you can configure the individual VC bundle members. You can also apply a VC
class to a bundle to apply the VC class configuration to all of the VCs in the bundle.

You can create differentiated service by mapping one or more MPLS EXP levels to each VC in the
bundle, which enables individual VCs in the bundle to carry packets marked with different MPLS EXP
levels. The ATM VC bundle manager determines which VC to use for a particular packet by matching
the MPLS EXP level of the packet to the MPLS EXP levels assigned to the VCs in the bundle. The bundle
manager can also use Weighted Random Early Detection (WRED) or distributed WRED (dWRED) to
further differentiate service across traffic that has different MPLS EXP levels.

Virtual Circuit Bundles Configuration Guidelines
e VC bundles are supported only on ATM SPAs in a Cisco 7600 SIP-200. Bundles are not supported
for ATM SPAs in a Cisco 7600 SIP-400.
e VC bundles can be used only for PVCs, not SVCs.

e VC bundles require ATM PVC management, as well as Forwarding Information Base (FIB) and Tag
Forwarding Information Base (TFIB) switching functionality.

e The Catalyst 6500 Series switch at the remote end of the network must be using a version of
Cisco IOS that supports MPLS and ATM PVC management.
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To create and configure a VC bundle and then apply it to an ATM interface or subinterface, perform this
task beginning in global configuration mode:

Command Purpose
Step1  Router(config)# ip cef [distributed] Enables Cisco Express Forwarding (CEF) Layer 3
switching on the Catalyst 6500 Series switch. The Catalyst
6500 Series switch enables CEF by default.
e distributed—(Optional) Enables distributed CEF
(dCEF).
Step2  Router(config)# mpls label protocol ldp Specifies the default label distribution protocol for a
platform.
Step3  Router(config)# interface atm slot/subslot/port |Enters interface configuration mode for the specified ATM
interface or subinterface.
or
Router (config)# interface atm
slot/subslot/port.subinterface [multipoint |
point-to-point]
Step4 Router(config-if)# mpls ip Enables MPLS forwarding of IPv4 packets along normally
routed paths for the interface.
Step5  Router(config-if)# bundle bundle-name Creates an ATM virtual circuit (VC) bundle and enters
bundle configuration mode.
* bundle-name—Arbitrary name to identify this
particular VC bundle.
Step6 Router(config-if-atm-bundle)# class-bundle (Optional) Applies a VC class to this bundle. The class
ve-class-name configuration is then applied to all VCs in the bundle.
e vc-class-name—Name of the VC class to be applied to
this bundle and its PVCs or SVCs. See the “Configuring
Virtual Circuit Classes” section on page 7-40 for
information on creating VC classes.
Step7  Router(config-if-atm-bundle)# Enter any other PVC or SVC configuration commands for
configuration-commands this VC bundle. See “Creating a Permanent Virtual Circuit”
section on page 7-6 and “Creating and Configuring
Switched Virtual Circuits” section on page 7-33 for
additional information.
Note  Configuration commands applied directly to the VC bundle supersede a configuration that is applied through
a VC class.
Step8 Router(config-if-atm-bundle)# pvc-bundle [name] |Creates a member PVC of the bundle and enters PVC
vpi/ved bundle configuration mode.
Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Step 9

Step 10

Step 11

Step 12

Step 13

Command

Purpose

Router (config-if-atm-member) # mpls experimental
[Ievel | other | range]

(Optional) Configures the MPLS EXP levels for the PVC
bundle member.

¢ Jevel—MPLS EXP level for the PVC bundle member.
The valid range is 0 to 7.

e other—Any MPLS EXP levels in the range from 0 to 7
that are not explicitly configured (default).

e range—A range of MPLS EXP levels between 0 and 7,
separated by a hyphen.

Router (config-if-atm-member)# bump {implicit |
explicit precedence-level | traffic}

(Optional) Configures the bumping rules for the PVC
bundle member.

e implicit—Bumped traffic is carried by a VC with a
lower precedence (default).

e explicit precedence-level—Specifies the precedence
level of the traffic that should be bumped when the PVC
member goes down. The precedence-level can range
from 0 to 9.

e traffic—The PVC member accepts bumped traffic
(default). Use no bump traffic to specify that the PVC
member does not accept bumped traffic.

Router (config-if-atm-member) # protect {group |
ve}

(Optional) Specifies that the PVC bundle member is
protected.

e group—Specifies that the PVC bundle member is part
of a protected group. When all members of a protected
group go down, the bundle goes down.

e vc—Specifies that the PVC bundle member is
individually protected. When a protected VC goes
down, it also takes the bundle down.

By default, PVC bundle members are not protected.

Router (config-if-atm-member) #
configuration-commands

Any other VC configuration commands to be applied to this
particular VC bundle member. Commands that are applied
to a bundle member supersede any conflicting commands
that were specified in the VC class or VC bundle.

Note

Repeat Step 8 through Step 12 for each PVC member of the bundle to be created.

Router (config-if-atm-member)# end

Exits interface configuration mode and returns to privileged
EXEC mode.

Verifying the Virtual Circuit Bundles Configuration

To verify the configuration of the virtual circuit bundles, display the configuration for its interface or
subinterface, use the show running-config interface atm command, as in the following example:

Router# show running-config interface atm 4/1/0.2

interface ATM4/1/0.2 point-to-point
ip address 10.10.10.1 255.255.255.0
no ip directed-broadcast
no atm enable-ilmi-trap
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bundle ABC
class-bundle bundle-class
pvc-bundle ABC-high 1/107
class-vc high
pvc-bundle ABC-med 1/105
class-vc med
pvc-bundle ABC-low 1/102

class-vc low
|

To verify the operation and current status of a virtual circuit bundle, specify the bundle name with the
show atm bundle command:

Router# show atm bundle ABC

ABC on ATM4/1/0.2: UP

Config Current Bumping PG/ Peak Avg/Min Burst
VC Name VPI/ VCI Prec/Exp Prec/Exp PrecExp/ PV Kbps kbps Cells Sts
Accept
ABC-high 1/107 7 7 - / Yes PV 10000 5000 32 UP
ABC-med 1/105 6 6 - / Yes PV 10000 upP
ABC-low 1/102 5-0 5-0 - / Yes - 10000 uP

Configuring Multi-VLAN to VC Support

For information on configuring multi-VLAN to VC support, see the “Configuring QoS for ATM VC
Access Trunk Emulation” topic at http://www.cisco.rw/univercd/cc/td/doc/product/
core/cis7600/cfgnotes/flexport/combo/flexqos.htm#wp1162305.

Configuring Link Fragmentation and Interleaving with Virtual Templates

The ATM SPA supports Link Fragmentation and Interleaving (LFI) with the distributed Compressed
Real-Time Protocol (dCRTP). This allows the ATM interfaces, which are cell-based, to efficiently
transport packet-based IP traffic without an excessive amount of bandwidth being used for packet
headers and other overhead.

The LFI/dCRTP feature requires the use of multilink PPP (MLP), which can be implemented either by
using virtual templates or dialer templates.

Link Fragmentation and Interleaving with Virtual Templates Configuration Guidelines

e The 1-Port OC-48c/STM-16 ATM SPA does not support LFI.

¢ A functional multilink PPP (MLP) bundle requires one virtual access interface operating as a PPP
interface, and a second virtual access interface operating as a multilink PPP bundle interface.

e The Cisco IOS software supports a maximum of 1,000 virtual template interfaces per Catalyst 6500
Series switch.

e When LFI is configured on a PVC, the output packets counter in the show atm pvce command counts
all fragments of a packet as a single packet, and does not display the actual number of fragmented
packets that were output. For example, if a packet is fragmented into four fragments, the output
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packets counter shows only one packet, not four. The output bytes counter is accurate, however, and
you can also display the total number of fragmented packets on all PVCs on the interface with the

show interface atm command.

e LFI supports three protocol formats: AALSCISCOPP, AAL5SMUX, and AAL5SSNAP

e For fragmentation to function, a QoS service policy having a minimum of two QoS queues must be
applied to the virtual template interface.

Link Fragmentation and Interleaving with Virtual Templates Configuration Task

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide

To configure LFI with virtual templates, perform this task beginning in global configuration mode:

Command

Purpose

Router (config)# interface virtual-template
number

Creates a virtual template and enters interface configuration
mode.

e number—Arbitrary value to identify this virtual
template.

Router (config-if)# bandwidth value

Specifies the bandwidth, in kbps, for the interfaces that use
this virtual template:

¢ value—Bandwidth, in kilobits per second, for the
interface.

Router (config-if)# service-policy input
policy-name

Attaches the specified policy map to the input interface that
uses this virtual template:

e policy-name—Name of the policy map that was created
by the policy-map command to be used.

Router (config-if)# service-policy output
policy-name

Attaches the specified policy map to the output interface
that uses this virtual template:

e policy-name—Name of the policy map that was created
by the policy-map command to be used.

Router (config-if)# ppp multilink [bap]

Enables multilink PPP (MLP) on the interfaces that use this
virtual template:

e bap—(Optional) Enables bandwidth allocation control
negotiation and dynamic allocation of bandwidth on a
link, using the bandwidth allocation protocol (BAP).

Router (config-if)# ppp multilink fragment delay
max-delay

(Optional) Configures the maximum delay for the
transmission of a packet fragment on an MLP bundle.

* max-delay—Maximum amount of time, in
milliseconds, that should be required to transmit a
fragment. The range is from 1 to 1000, with a default
value of 30 for MLP bundles.

Router (config-if)# ppp multilink interleave

Enables interleaving of the fragments of larger packets on
an MLP bundle.

Router (config-if)# interface atm
slot/subslot/port.subinterface point-to-point

Creates the specified point-to-point subinterface and enters
interface configuration mode.
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Command

Purpose

Step 9

Router (config-if)# pve [name] vpi/vci [ilmi |
gsaal]

Configures a new ATM PVC by assigning its VPI/VCI
numbers and enters ATM VC configuration mode. The valid
values for vpi/vci are:

e vpi—Specifies the VPI ID. The valid range is 0 to 255.

e vci—Specifies the VCI ID. The valid range is 1 to
65535. Values 1 to 31 are reserved and should not be
used, except for 5 for the QSAAL PVC and 16 for the
ILMI PVC.

You can also configure the following options:

e name—(Optional) An arbitrary string that identifies
this PVC.

e ilmi—(Optional) Configures the PVC to use ILMI
encapsulation (default).

e gsaal—(Optional) Configures the PVC to use QSAAL
encapsulation.

Note  When using the pve command, remember that the vpi/vci combination forms a unique identifier for the
interface and all of its subinterfaces. If you specify a vpi/vci combination that has been used on another
subinterface, the Cisco I0S software assumes that you want to modify that PVC’s configuration and
automatically switches to its parent subinterface.

Step 10

Router (config-if-atm-vc)# protocol ppp
virtual-template number

Configures the PVC for PPP with the parameters from the
specified virtual template.

Step 11

Router (config-if-atm-vc)# end

Exits interface configuration mode and returns to privileged
EXEC mode.

Verifying the Link Fragmentation and Interleaving with Virtual Templates Configuration

To verify a virtual template configuration, display the running configuration for the configured ATM and

virtual interfaces:

Router# show running-config interface virtual-template 1

|

interface Virtual-Templatel
Current configuration : 373 bytes
|

interface Virtual-Templatel
bandwidth 300

ip address 23.0.0.1 255.255.255.0
ppp chap hostname templatel

ppp multilink

ppp multilink fragment-delay 8
ppp multilink interleave

service-policy output 1lfigos
|

Router# show running-config interface atm 6/0/1

|

interface ATM6/0/1

atm idle-cell-format itu

atm enable-payload-scrambling
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no atm ilmi-keepalive
pvc 32/32

vbr-rt 640 640 256
encapsulation aal5snap
protocol ppp Virtual-Templatel

To display run-time statistics and other information about the currently configured multilink PPP
bundles, use the show ppp multilink command:

Router# show ppp multilink

Virtual-Access3, bundle name is north-2
Bundle up for 00:01:51
Bundle is Distributed
0 lost fragments, 0 reordered, 0 unassigned
0 discarded, 0 lost received, 1/255 load
0x0 received sequence, 0x0 sent sequence
Member links: 1 (max not set, min not set)
Vil, since 00:01:38, no frags rcvd, 62 weight, 54 frag size

dLFI statistics:

DLFI Packets Pkts In Pkts Out
Fragmented 4294967288 3129990
UnFragmented 1249071 0
Reassembled 1249071 1564994
Reassembly Drops 0
Fragmentation Drops 0
Oout of Seq Frags 0

Note  The show ppp multilink command displays only the packet counters, and not byte counters, for a dLFI
configuration on an ATM SPA interface. Also, the number of fragmented packets shows the number of
fragments sent to the SAR assembly, not the number of fragments that are placed on the ATM line. It is
possible that the SAR assembly might drop some of these fragments on the basis of Layer 3 QoS limits.

Configuring the Distributed Compressed Real-Time Protocol

The distributed Compressed Real-Time Protocol (dCRTP) compresses the 40 bytes of the IP/UDP/RTP
packet headers down to between only two and four bytes in a distributed fast-switching and distributed
Cisco Express Forwarding (dCEF) network. This compression reduces the packet size, improves the

speed of packet transmission, and reduces packet latency, especially on cell-based interfaces, such as
ATM interfaces.

Distributed Compressed Real-Time Protocol Configuration Guidelines

When configuring dCRTP, consider the following guidelines:
e Distributed CEF switching or distributed fast switching must be enabled on the interface.

e PPP must be used on the interface or subinterface.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Distributed Compressed Real-Time Protocol Configuration Task

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

To enable and configure dCRTP on an ATM interface, virtual template interface, or a dialer template
interface, perform this task beginning in global configuration mode:

Command Purpose

Router (config)# interface atm slot/subslot/port |Enters interface configuration mode for an interface on the

or ATM SPA, or for a virtual template or dialer template
Router (config)# interface virtual-template

number interface.

or

Router (config)# interface dialer number

Router (config-if)# ip rcp header-compression Enables RCP header compression.
[passive]

e passive—(Optional) Compresses outgoing RCP
packets only if incoming RCP packets on the same
interface are compressed. The default compresses all
RCP packets on the interface.

Router (config-if)# ip tcp header-compression Enables TCP header Compression.
[passive]

e passive—(Optional) Compresses outgoing TCP
packets only if incoming TCP packets on the same
interface are compressed. The default compresses all
TCP packets on the interface.

Note By default, RCP and TCP header compression are enabled on ATM interfaces when they are configured with
an IP address. You do not need to give the ip rcp header-compression and ip tcp header-compression
commands unless you have previously disabled these features, or you want to use the passive options.

Router (config-if)# ip rcp Specifies the total number of RCP header compression
compression-connections number connections that can be supported on the interface.

e number—Number of RCP header compression
connections. The valid range is 3 to 1000, with a default
of 32 connections (16 calls).

Router (config-if)# ip tecp Specifies the total number of TCP header compression
compression-connections number connections that can be supported on the interface.

e number—Number of TCP header compression
connections. The valid range is 3 to 1000, with a default
of 32 connections (16 calls).

Router (config-if)# end Exits interface configuration mode and returns to privileged
EXEC mode.

Verifying the Distributed Compressed Real-Time Protocol Configuration

To verify the dCRTP of an ATM interface, use the show running-config interface interface
virtual-template command:

Router# show running-config interface interface virtual-template 1

|

interface Virtual-Templatel
bandwidth 2320

ip unnumbered Loopback2
max-reserved-bandwidth 100
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ip tcp header-compression

ppp multilink

ppp multilink fragment delay 4
ppp multilink interleave

ip rtp header-compression

Configuring Automatic Protection Switching

Note

Note

Tip

The ATM SPAs support 1+1 Automatic Protection Switching (APS) on PVCs as described in section 5.3
of the Telcordia publication GR-253-CORE SONET Transport Systems: Common Generic Criteria. APS
redundancy is supported at the line layer, so that when an OC-3c, OC-12c, or OC-48c link fails, all of
the PVCs that are carried by that link are switched simultaneously.

APS is not supported for SVCs.

In an APS configuration, a redundant ATM interface (the Protect interface) is configured for every active
ATM interface (the Working interface). If the Working interface goes down, the Protect interface
automatically switches over and continues communication over the interface’s PVCs.

The APS Protect Group Protocol (PGP), which runs on top of User Datagram Protocol (UDP), provides
communication between the Working and Protect interfaces. This communication occurs over a separate
out-of-band (OOB) communication channel, such as an Ethernet link.

In the case of degradation, loss of channel signal, or manual intervention, the APS software on the
Protect interface sends APS PGP commands to activate or deactivate the Working interface as necessary.
If the communication channel between the Working and Protect interfaces is lost, the Working interface
assumes full control, as if no Protect interface existed.

In the following figures, the devices with the ATM SPAs are shown as Cisco 7600 series routers, but they
can also be Catalyst 6500 series switches.

Figure 7-4 shows a very simple example of a pair of Working and Protect interfaces on a single router.

Figure 7-4 Basic Automatic Protection Switching Configuration

ATM3/0/0
WorkinW
SONET

Router A @ network

equiptment
ATM4/0/0
Protect interface

Add Drop Multiplexer (ADM)

117852

If possible, use separate SPAs to provide the Working and Protect interfaces, as shown in Figure 7-4.
This removes the SPA as a potential single point of failure, which would be the case if the same SPA
provided both the Working and Protect interfaces.
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Multiple switches can be using APS at the same time. For example, Figure 7-5 shows a simple example
of two routers that each have one pair of Working and Protect interfaces. In this configuration, the two
routers are independently configured.

Figure 7-5 Sample Automatic Protection Switching Configuration with Multiple Routers
RouerA  xTM 4/0/0 ATM 310 e ®
S (working) —| (working) ST
ADM —
mATMMOH : ATM 3/1/1 m 5
(protect) (protect) &

You can also configure multiple routers with APS so that interfaces on one router can provide protection
for the interfaces on another router. This provides protection in case a router experiences a major system
problem, such as a processor fault.

Figure 7-6 shows a basic example of two routers that each have one Working ATM interface. Each router
also has one Protect interface that provides protection for the other router’s Working interface. Note that
this configuration requires a separate out-of-band (OOB) communication link between the two routers,
which in this case is provided by the Ethernet network.

Figure 7-6 Sample Multiple Router Protection with Automatic Protection Switching
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An APS configuration requires the following steps:

e Configure the Working interface with the desired IP addresses, subinterfaces, and PVCs. Also assign
the interface to an APS group and designate it as the Working interface.

e Create a loopback circuit for communication between the Working and Protect interfaces. This is
optional, because you can also use any valid IP address on the router. However, we recommend using
a loopback interface because it is always up and provides connectivity between the two interfaces
as long as any communication path exists between them.

e Configure the Protect interface with the same subinterfaces and PVCs that were configured on the
Working interface. The Protect interface should also be configured with an IP address that is on the
same subnet as the Working interface.

Je

Tip Always configure the Working interface before the Protect interface, so as to prevent the Protect
interface from becoming active and disabling the circuits on the Working interface.
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Automatic Protection Switching Configuration Guidelines

When configuring APS, consider the following guidelines:

The Working and Protect interfaces must be compatible (that is, both OC-3c or both OC-12c¢
interfaces). The interfaces can be on the same SPA, different SPAs in the same router, or different
SPAs in different routers.

If using interfaces on different routers, the two routers must have a network connection other than
the ATM connection (such as through an Ethernet LAN). Because the APS PGP is UDP traffic, this
network connection should be reliable with a minimum number of hops.

Configure the Working ATM interface with the desired IP addresses and other parameters, as
described in the “Required Configuration Tasks” section on page 7-2 and the “Configuring SONET
and SDH Framing” section on page 7-56.

Configure the desired PVCs on the Working interface, as described in the different procedures that
are listed in the “Creating a Permanent Virtual Circuit” section on page 7-6.

e The IP addresses on the Working and Protect interfaces should be in the same subnet.

e APS is not supported on SVCs.

Automatic Protection Switching Configuration Task

To configure the Working and Protect interfaces on the ATM SPAs for basic APS operation, perform this
task beginning in global configuration mode. For complete information on APS, including information
on additional APS features, refer to the “Configuring Serial Interfaces” chapter in the Cisco I10S
Interface Configuration Guide, Release 12.2.

Command or Action

Purpose

Step 1

Router (config)# interface loopback
interface-number

Creates a loopback interface and enters interface
configuration mode:

e interface-number—An arbitrary value from O to
2,147,483,647 that uniquely identifies this loopback
interface.

Step 2

Router (config-if)# ip address ip-address mask
[secondary]

Specifies the IP address and subnet mask for this loopback
interface. If the Working and Protect interfaces are on the
same router, this IP address should be in the same subnet as
the Working interface. If the Working and Protect interfaces
are on different routers, this IP address should be in the
same subnet as the Ethernet interface that provides the
connectivity between the two routers.

Repeat this command with the secondary keyword to
specify additional IP addresses to be used for this interface.

Step 3

Router (config-if)# interface atm
slot/subslot/port

Enters interface configuration mode for the Working
interface on the ATM SPA.

Router (config-if)# ip address ip-address mask
[secondary]

Step 4

Specifies the IP address and subnet mask for the Working
interface.

Repeat this command with the secondary keyword to
specify additional IP addresses to be used for the interface.
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Command or Action

Purpose

Router (config-if)# aps group group-number

Enables the use of the APS Protect Group Protocol for this
Working interface.

e group-number—Unique number identifying this pair of
Working and Protect interfaces.

Note The aps group command is optional if this is the
only pair of Working and Protect interfaces on the
router, but is required when you configure more
than one pair of Working and Protect interfaces on

the same router.

Router (config-if)# aps working circuit-number

Identifies the interface as the Working interface.

e circuit-number—Identification number for this
particular channel in the APS pair. Because only 1+1
redundancy is supported, the only valid values are O or
1, and the Working interface defaults to 1.

Router (config-if)# aps authentication
security-string

(Optional) Specifies a security string that must be included
in every OOB message sent between the Working and
Protect interfaces.

e security-string—Arbitrary string to be used as a
password between the Working and Protect interfaces.
This string must match the one configured on the
Protect interface.

Router (config-if)# interface atm
slot/subslot/port

Enters interface configuration mode for the Protect
interface on the ATM SPA.

Router (config-if)# ip address ip-address mask
[secondary]

Specifies the IP address and subnet mask for the Protect
interface.

Note  This should be the same address that was configured

on the Working interface in Step 4.

Repeat this command with the secondary keyword to
specify additional IP addresses to be used for the interface.
These should match the secondary IP addresses that are
configured on the Working interface.

Router (config-if)# aps group group-number

Enables the use of the APS Protect Group Protocol for this
Protect interface.

e group-number—Unique number identifying this pair of
Working and Protect interfaces.

Note The aps group command is optional if this is the
only pair of Working and Protect interfaces on the
router, but is required when you configure more
than one pair of Working and Protect interfaces on

the same router.

| oL-8655-04

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide g



Chapter7  Configuring the ATM SPAs |

W Configuration Tasks

Command or Action Purpose
Step11 Router(config-if)# aps protect circuit-number Identifies this interface as the Protect interface:
ip-address . . o . .

e circuit-number—Identification number for this
particular channel in the APS pair. Because only 1+1
redundancy is supported, the only valid values are O or
1, and the Protect interface defaults to 0.

e ip-address—IP address for the loopback interface that
was configured in Step 2. The Protect interface uses
this IP address to communicate with the Working
interface.

Note If you do not want to use a loopback interface for
this configuration, this IP address should be the
address of the Working interface if the Protect and
Working interfaces are on the same router. If the
Working and Protect interfaces are on different
routers, this should be the IP address of the Ethernet
interface that provides interconnectivity between
the two routers.

Step12 Router(config-if)# aps authentication (Optional) Specifies a security string that must be included

security-string in every OOB message sent between the Working and

Protect interfaces.

e security-string—Arbitrary string to be used as a
password between the Working and Protect interfaces.
This string must match the one configured on the
Working interface.

Step13 Router(config-if)# aps revert minutes (Optional) Enables the Protect interface to automatically
switch back to the Working interface after the Working
interface has been up for a specified number of minutes.

e minutes—Number of minutes until the interface is
switched back to the Working interface after the
Working interface comes back up.

Note  If this command is not given, you must manually
switch back to the Working interface using either
the aps force circuit-number or the aps manual
circuit-number command.

Step14 Router(config-if)# end Exits interface configuration mode and returns to privileged

EXEC mode.

Verifying the Automatic Protection Switching Configuration

To verify the APS configuration on the router, use the show aps command without any options. The
following example shows a typical configuration in which the Working interface is the active interface:

Router# show aps

ATM4/0/1 APS Group 1l: protect channel 0 (inactive)
bidirectional, revertive (2 min)
PGP timers (default): hello time=1; hold time=3

state:
authentication = (default)

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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PGP versions (native/negotiated): 2/2
SONET framing; SONET APS signalling by default
Received K1K2: 0x00 0x05
No Request (Null)
Transmitted K1K2: 0x20 0x05
Reverse Request (protect)
Working channel 1 at 10.10.10.41 Enabled
Remote APS configuration: (null)
ATM4/0/0 APS Group 1l: working channel 1 (active)
PGP timers (from protect): hello time=3; hold time=6
state: Enabled
authentication = (default)
PGP versions (native/negotiated): 2/2
SONET framing; SONET APS signalling by default
Protect at 10.10.10.41
Remote APS configuration: (null)
The following sample output is for the same interfaces, except that the Working interface has gone down
and the Protect interface is now active:
Router# show aps
ATM4/0/1 APS Group 1l: protect channel 0 (active)
bidirectional, revertive (2 min)
PGP timers (default): hello time=1; hold time=3
state:
authentication = (default)
PGP versions (native/negotiated): 2/2
SONET framing; SONET APS signalling by default
Received K1K2: 0x00 0x05
No Request (Null)
Transmitted K1K2: 0xCl 0x05
Signal Failure - Low Priority (working)
Working channel 1 at 10.10.10.41 Disabled SF
Pending local request(s):
0xC (, channel(s) 1)
Remote APS configuration: (null)
ATM4/0/0 APS Group 1l: working channel 1 (Interface down)
PGP timers (from protect): hello time=3; hold time=6
state: Disabled
authentication = (default)
PGP versions (native/negotiated): 2/2
SONET framing; SONET APS signalling by default
Protect at 10.10.10.41
Remote APS configuration: (null)
e
Tip To obtain APS information for a specific ATM interface, use the show aps atm slot/subslot/port
command. To display information about the APS groups that are configured on the router, use the show
aps group command.
Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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Configuring SONET and SDH Framing

The default framing on the ATM OC-3c and OC-12c SPAs is SONET, but the interfaces also support

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide

SDH framing.

~

Note

In ATM environments, the key difference between SONET and SDH framing modes is the type of cell

transmitted when no user or data cells are available. The ATM forum specifies the use of idle cells when
unassigned cells are not being generated. More specifically, in Synchronous Transport Module-X
(STM-X) mode, an ATM interface sends idle cells for cell-rate decoupling. In Synchronous Transport
Signal-Xc (STS-Xc) mode, the ATM interface sends unassigned cells for cell-rate decoupling.

To change the framing type and configure optional parameters, perform this task beginning in global

configuration mode:

Command

Purpose

Router (config)# interface atm slot/subslot/port

Enters interface configuration mode for the indicated port
on the specified ATM SPAs.

Router (config-if)# atm clock internal

(Optional) Configures the interface to use its own internal
(onboard) clock to clock transmitted data. The default (no
atm clock internal) configures the interface to use the

transmit clock signal that is recovered from the receive data
stream, allowing the switch to provide the clocking source.

Router (config-if)# atm framing {sdh | sonet}

(Optional) Configures the interface for either SDH or
SONET framing. The default is SONET.

Router (config-if)# [no] atm sonet report {all
bl-tca | b2-tca | b3-tca | default | lais |
lrdi | pais | plop | pplm | prdi | ptim | puneq
| sd-ber | sf-ber | slof | slos}

(Optional) Enables ATM SONET alarm reporting on the
interface. The default is for all reports to be disabled. You
can enable an individual alarm, or you can enable all alarms
with the all keyword.

Note  This command also supports a none [ignore]
option, which cannot be used with any of the other
options. See the “Configuring for Transmit-Only

Mode” section on page 7-57 for details.

Router (config-if)# no] atm sonet-threshold
{bl-tca value | b2-tca value | b3-tca value |
sd-ber value | sf-ber value}

(Optional) Configures the BER threshold values on the
interface. The value specifies a negative exponent to the
power of 10 (10 to the power of minus value) for the
threshold value. The default values are the following:

e bl-tca =06 (10e-6)
e b2-tca =6 (10e-6)
e b3-tca =6 (10e-6)
¢ sd-ber = 6 (10e-6)
o sf-ber =3 (10e-3)

Router (config-if)# end

Exits interface configuration mode and returns to privileged
EXEC mode.
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Verifying the SONET and SDH Framing Configuration

To verify the framing configuration, use the show controllers atm command:

Router# show controllers atm 5/0/1

Interface ATM5/0/1 is up
Framing mode: SONET OC3 STS-3c

SONET Subblock:

SECTION

LOF = 0 LOS =0 BIP(B1) = 603
LINE

AIS = 0 RDI =2 FEBE = 2332 BIP(B2) = 1018
PATH

AIS = 0 RDI =1 FEBE = 28 BIP(B3) = 228

LOP = 0 NEWPTR = O PSE =1 NSE =2

Active Defects: None
Active Alarms: None
Alarm reporting enabled for: LOF LOS B1-TCA B2-TCA SF LOP B3-TCA

ATM framing errors:
HCS (correctable): 0
HCS (uncorrectable): 0

APS
COAPS = 0 PSBF = 0
State: PSBF_state = False
Rx(K1/K2): 00/00 Tx(K1/K2): 00/00
Rx Synchronization Status S1 = 00
S1s0 = 00, C2 = 00

PATH TRACE BUFFER : STABLE

BER thresholds: SF = 10e-3 SD = 10e-6
TCA thresholds: Bl = 10e-7 B2 = 10e-6 B3 = 10e-6

Clock source: line

Configuring for Transmit-Only Mode

~

Note

The ATM SPAs support operation in a transmit-only mode, where a receive fiber does not need to be
connected. This mode is typically used for one-way applications, such as video-on-demand.

By default, the lack of a receive path generates continuous framing errors, which bring the ATM
interface down. To prevent this, you must configure the ATM interface to disable and ignore all ATM
SONET alarms. The 1-Port OC-48c/STM-16 ATM SPA default framing is sonet

This configuration violates the ATM specifications for alarm reporting.

Transmit-Only Mode Configuration Guidelines

When an ATM interface has been configured to ignore ATM SONET alarms, you cannot configure an [P
address (or other Layer 3 parameter) on the interface. Similarly, you must remove all IP addresses (and
all other Layer 3 parameters) from the interface before beginning this procedure.

| oL-8655-04
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Transmit-Only Mode Configuration Task

To configure the ATM interface to disable and ignore all ATM SONET alarms, perform this task
beginning in global configuration mode:

Command Purpose

Step1  Router(config)# interface atm Enters interface (or subinterface) configuration mode for
slot/subslot/port[.subinterface] the indicated port on the specified ATM SPA.

Step2 Router(config-if)# no ip address ip-address Removes the IP address that is assigned to this interface (if
mask one has been configured). All IP and other Layer 3

configurations must be removed from the interface before
ATM SONET alarms can be ignored.

Step3  Router(config-if)# atm sonet report none ignore |Disables the generation of all ATM SONET alarms, and
instructs the ATM interface to remain up and operational
when such alarm conditions exist.

Step4d  Router (config-if)# end Exits interface configuration mode and returns to privileged
EXEC mode.

Saving the Configuration

To save your running configuration to nonvolatile random-access memory (NVRAM), use the following
command in privileged EXEC configuration mode:

Command Purpose

Router# copy running-config startup-config Writes the new configuration to NVRAM.

Note  To permanently save your configuration changes, you must write them to the nonvolatile RAM
(NVRAM) by entering the copy running-config startup-config command in privileged EXEC mode.

For more information about managing configuration files, refer to the Cisco I0S Configuration
Fundamentals Configuration Guide, Release 12.2 and Cisco 10S Configuration Fundamentals
Command Reference, Release 12.2 publications.

Shutting Down and Restarting an Interface on a SPA

Shutting down an interface puts it into the administratively down mode and takes it offline, stopping all
traffic that is passing through the interface. Shutting down an interface, though, does not change the
interface configuration.

As a general rule, you do not need to shut down an interface if you are removing it and replacing it with
the same exact model of SPA in an online insertion and removal (OIR) operation. However, we
recommend shutting down an interface whenever you are performing one of the following tasks:

e When you do not need to use the interface in the network.

e Preparing for future testing or troubleshooting.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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e Changing the interface configuration in a way that would affect the traffic flow, such as changing
the encapsulation.

¢ Changing the interface cables.
¢ Removing a SPA that you do not expect to replace.

¢ Replacing the SIP with another type of SIP (such as replacing a Cisco 7600 SIP-200 with a
Cisco 7600 SIP-400.

¢ Replacing an interface card with a different model of card.

Shutting down the interface in these situations prevents anomalies from occurring when you reinstall the
new card or cables. It also reduces the number of error messages and system messages that might
otherwise appear.

If you are planning on physically removing the SPA from the SIP, also shut down the SPA, using the
procedure given in the “Shutting Down an ATM Shared Port Adapter” section on page 7-60.

If you plan to replace an existing ATM port adapter with an ATM SPA in the Catalyst 6500 Series switch
and want to use the same configuration, save the slot’s configuration before physically replacing the
hardware. This is because all slot configuration is lost when you replace one card type with another card
type, even if the two cards are functionally equivalent. You can then reenter the previous configuration
after you have inserted the ATM SPA.

To shut down an interface, perform this task beginning in global configuration mode:

Command

Purpose

Step1  Router(config)# interface atm slot/subslot/port |Enters interface configuration mode for the indicated port

on the specified ATM SPA.

Step2  Router(config-if)# shutdown Shuts down the interface.

Repeat Step 1 and Step 2 for each interface to be shut down.

Step3  Router(config-if)# end Exits interface configuration mode and returns to privileged

EXEC mode.

Pe
Tip

When you shut down an interface, the show interface command indicates that the interface is
administratively down until the SPA is physically removed from the chassis or until the SPA is
re-enabled.

The following shows a typical example of shutting down an ATM SPA interface:

Router> enable

Router# configure terminal

Router (config)# interface atm 4/0/0
Router (config-if)# shutdown

Router (config-if)# end

Router# show interface atm 4/0/0

ATM4/0/0 is administratively down, line protocol is down
Hardware is SPA-4XOC3-ATM, address is 000d4.2959.d5ca (bia 000d4.2959.d5ca)
Internet address is 10.10.10.16/24

| oL-8655-04
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MTU 4470 bytes, sub MTU 4470, BW 599040 Kbit, DLY 80 usec,
reliability 255/255, txload 42/255, rxload 1/255
Encapsulation ATM, loopback not set
Encapsulation(s): AALS5
4095 maximum active VCs, 1 current VCCs
VC idle disconnect time: 300 seconds
0 carrier transitions
Last input 01:01:16, output 01:01:16, output hang never
Last clearing of "show interface" counters 01:10:21
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
30 second input rate 0 bits/sec, 0 packets/sec
30 second output rate 702176000 bits/sec, 1415679 packets/sec
1000 packets input, 112000 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
2948203354 packets output, 182788653886 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped out

Shutting Down an ATM Shared Port Adapter

Shutting down an ATM SPA shuts down all ATM interfaces on the SPA, and puts the SPA and its
interfaces into the administratively down state. This takes all interfaces offline, stopping all traffic that
is passing through the SPA. Shutting down an ATM SPA, though, does not change the configuration of
the SPA and its interfaces.

As a general rule, you do not need to shut down an ATM SPA if you are removing it and replacing it with
the same exact model of SPA, in an online insertion and removal (OIR) operation. However, you should
shut down the ATM SPA whenever you are performing one of the following tasks:

e Removing an interface that you do not expect to replace.

¢ Replacing the SIP with another type of SIP (such as replacing a Cisco 7600 SIP-200 with a
Cisco 7600 SIP-400).

e Replacing the ATM SPA with a different model of SPA.

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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To shut down the ATM SPA, perform this task beginning in global configuration mode:

Command

Purpose

Step 1 Router (config)# hw-module subslot slot/subslot |Shuts down the ATM SPA.

shutdown [powered | unpowered]

e powered—(Optional) Shuts down the ATM SPA and
leaves it in the reset state. This is the default and is
typically done when you want to shut down the SPA but
leave it physically installed and cabled in the Catalyst
6500 Series switch.

e unpowered—(Optional) Shuts down the ATM SPA and
leaves it in the unpowered state. Typically, this is done
before removing the ATM SPA card from the chassis.

Note  Repeat this step for each ATM SPA to be shut down.

The hw-module subslot shutdown command can be given in both the global configuration and privileged EXEC
modes. If this command is given in global configuration mode, it can be saved to the startup configuration so that it
is automatically executed after each reload of the switch. If given in privileged EXEC mode, the command takes
effect immediately, but it is not saved to the configuration. In either case, the hw-module subslot shutdown
command remains in effect during the current session of the Catalyst 6500 Series switch until it is reversed using
the no form of the command.

Step2 Router (config)# end Exits configuration mode and returns to privileged EXEC

mode.

Tip

The following shows a typical example of shutting down ATM SPAs. In this example, the SPA in subslot
0 is put into the reset mode, while the SPA in subslot 1 is powered down.

Router> enable

Router# hw-module subslot 4/0 shutdown powered
Router# hw-module subslot 4/1 shutdown unpowered
Router#

The ATM SPA remains shut down, even after a new card is installed or after a reset of the Catalyst 6500
Series switch, until you re-enable the SPA using the no hw-module subslot shutdown command.

Verifying the Interface Configuration

See the following sections to obtain configuration and operational information about the ATM SPA and
its interfaces:

e Verifying Per-Port Interface Status, page 7-62
e Monitoring Per-Port Interface Statistics, page 7-62

For additional information on using these and other commands to obtain information about the
configuration and operation of the ATM SPA and interfaces, see Chapter 8, “Troubleshooting the ATM
Shared Port Adapter.”
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Verifying Per-Port Interface Status

Use the show interfaces atm command to display detailed status information about an interface port in
an ATM SPA that is installed in the Catalyst 6500 Series switch. The following example provides sample
output for interface port 1 (the second port) on the ATM SPA that is located in subslot O (the left-most
subslot), of the SIP that is installed in slot 3 of a Catalyst 6500 Series switch:

Router# show interface atm 3/0/1

ATM3/0/1 is up, line protocol is up

Hardware is SPA-4X0OC3-ATM, address is 000a.f330.7dc0 (bia 000a.f330.7dca)

Internet address is 10.13.21.31/24

MTU 4470 bytes, sub MTU 4470, BW 599040 Kbit, DLY 80 usec,
reliability 255/255, txload 140/255, rxload 129/255

Encapsulation ATM, loopback not set

Encapsulation(s): AALS5

4095 maximum active VCs, 1 current VCCs

VC idle disconnect time: 300 seconds

0 carrier transitions

Last input never, output never, output hang never

Last clearing of "show interface" counters 00:45:35

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0

Queueing strategy: fifo

Output queue: 0/40 (size/max)

5 minute input rate 304387000 bits/sec, 396342 packets/sec

5 minute output rate 329747000 bits/sec, 396334 packets/sec
1239456438 packets input, 118987818048 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicast)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
1239456287 packets output, 128903453848 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped out

Monitoring Per-Port Interface Statistics

i Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide

Use the show controllers atm command to display detailed status and statistical information on a
per-port basis for an ATM SPA. The following example provides sample output for interface port O (the
first port) on the ATM SPA that is located in subslot O (the left-most subslot) of the SIP that is installed
in slot 4 of a Catalyst 6500 Series switch:

Router# show controllers atm 4/0/0

Interface ATM4/0/0 is up
Framing mode: SONET OC3 STS-3c

SONET Subblock:

SECTION

LOF = 0 LOS =0 BIP(Bl1) = 603
LINE

AIS = 0 RDI =2 FEBE = 2332 BIP(B2) = 1018
PATH

AIS = 0 RDI =1 FEBE = 28 BIP(B3) = 228

LOP = 0 NEWPTR = 0 PSE =1 NSE =2

Active Defects: None
Active Alarms: None
Alarm reporting enabled for: SF SLOS SLOF B1-TCA B2-TCA PLOP B3-TCA

ATM framing errors:
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HCS (correctable): 0
HCS (uncorrectable): 0
APS
COAPS = 0 PSBF = 0

State: PSBF_state = False
Rx(K1/K2): 00/00 Tx(K1/K2): 00/00
Rx Synchronization Status S1 = 00
S1s0 = 00, C2 = 00

PATH TRACE BUFFER : STABLE

Remote hostname : fecao7609_2
Remote interface: ATM9/0/0
Remote IP addr : 0.0.0.0

Remote Rx(K1/K2): 00/00 Tx(K1/K2): 00/00

BER thresholds: SF = 10e-3 SD = 10e-6
TCA thresholds: Bl = 10e-6 B2 = 10e-6 B3 = 10e-6
Clock source: line

Configuration Examples

This section includes the following configuration examples for the ATM SPAs:
¢ Basic Interface Configuration Example, page 7-64
e MTU Configuration Example, page 7-64
e Permanent Virtual Circuit Configuration Example, page 7-65
e PVC on a Point-to-Point Subinterface Configuration Example, page 7-65
¢ PVC on a Multipoint Subinterface Configuration Example, page 7-66
e RFC 1483 Bridging for PVCs Configuration Example, page 7-67
e RFC 1483 Bridging for PVCs with IEEE 802.1Q Tunneling Configuration Example, page 7-68
e ATM RFC 1483 Half-Bridging Configuration Example, page 7-68
¢ ATM Routed Bridge Encapsulation Configuration Example, page 7-68
e ATM RFC 1483 Half-Bridging Configuration Example, page 7-68
¢ ATM Routed Bridge Encapsulation Configuration Example, page 7-68
e Precedence-Based Aggregate WRED Configuration Example, page 7-69
e DSCP-Based Aggregate WRED Configuration Example, page 7-70
e Switched Virtual Circuits Configuration Example, page 7-70
e Traffic Parameters for PVCs or SVCs Configuration Example, page 7-71
e Virtual Circuit Classes Configuration Example, page 7-72
e Virtual Circuit Bundles Configuration Example, page 7-72
e Link Fragmentation and Interleaving with Virtual Templates Configuration Example, page 7-73
e Distributed Compressed Real-Time Protocol Configuration Example, page 7-74

e Automatic Protection Switching Configuration Example, page 7-75

Catalyst 6500 Series Switch SIP, SSC, and SPA Software Configuration Guide
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e SONET and SDH Framing Configuration Example, page 7-75

e Layer 2 Protocol Tunneling Topology with a Cisco 7600, Catalyst 5500, and Catalyst 6500
Configuration Example, page 7-76

e Layer 2 Protocol Tunneling Topology with a Cisco 7600 and Cisco 7200 Configuration Example,
page 7-77

e (Cisco 7600 Basic Back-to-Back Configuration Example, page 7-78

e (Catalyst 5500 Switch and Cisco 7600 Series Routers in Back-to-Back Topology Configuration
Example, page 7-78

e Cisco 7600 and Cisco 7200 in Back-to-Back Topology Configuration Example, page 7-79

Basic Interface Configuration Example

interface ATM5/1/0

mtu 9216

no ip address

atm clock INTERNAL

|

interface ATM5/1/0.1 point-to-point
mtu 9216

ip address 70.1.1.1 255.255.0.0
pvce 52/100

|

1

interface ATM5/1/1

mtu 9216

no ip address

atm clock INTERNAL

|

interface ATM5/1/1.1 point-to-point
mtu 9216

ip address 70.2.1.1 255.255.0.0
pvce 53/100

|

1
interface ATM5/1/2

no ip address

atm clock INTERNAL

|
interface ATM5/1/3

no ip address

atm clock INTERNAL
|

MTU Configuration Example

|

interface ATM4/1/0

ip address 192.168.100.13 255.255.255.0
mtu 9216

ip mtu 9188

mpls mtu 9288

atm clock INTERNAL
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Permanent Virtual Circuit Configuration Example

PVC on a Point-to-Point Subinterface Configuration Example

interface ATM5/0/0

no ip address

pvce 1/100
protocol ip 1.1.1.3
protocol ip 20.1.1.1
broadcast

|

!

interface ATM5/0/1

no ip address

|

interface ATM5/1/1

ip address 1.1.1.1 255.255.255.0
load-interval 30

pvce 1/100
protocol ip 1.1.1.3
protocol ip 20.1.1.1
cbr 140000
broadcast
oam-pvc manage

|

pvce 1/101
protocol ip 9.9.9.2

encapsulation aal5ciscoppp Virtual-Templatel
|

Configuration Examples

The following example shows a simple configuration of several PVCs that are configured on

point-to-point subinterfaces:

interface ATM3/1/0
no ip address
|
interface ATM3/1/0.1 point-to-point
pvc 4/44 l2transport
mpls l2transport route 22.22.22.22 400
|
!
interface ATM3/1/0.2 point-to-point
pvc 5/55 l2transport
encapsulation aal0
mpls l2transport route 22.22.22.22 500
|
!
interface ATM3/1/0.3 point-to-point
ip address 99.0.0.2 255.0.0.0
pvc 9/99
|
!
interface ATM5/0/0
description flexwan_6_0_0
no ip address
logging event link-status
atm clock INTERNAL
|

interface ATM5/0/0.1 point-to-point

| oL-8655-04
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ip address 50.1.1.1 255.255.255.0
pvce 50/11
!
!
interface ATM5/0/0.2 point-to-point
ip address 50.2.2.1 255.255.255.0
pvc 50/12
|
!
interface ATM5/0/0.3 point-to-point
ip address 50.3.3.1 255.255.255.0
pvc 50/13
|
!
interface ATM5/0/0.4 point-to-point
ip address 50.4.4.1 255.255.255.0
pvc 50/14
!
!
interface ATM5/0/0.5 point-to-point
ip address 50.5.5.1 255.255.255.0
pvc 50/15
|
1
interface ATM5/1/0.1 point-to-point
ip address 2.0.0.2 255.255.255.0
1
interface ATM5/1/0.2 point-to-point
ip address 2.0.1.2 255.255.255.0
!
interface ATM5/1/0.3 point-to-point

ip address 39.0.0.1 255.0.0.0
!

interface ATM4/1/0

no ip address

atm clock INTERNAL

|

interface ATM4/1/0.2 multipoint
ip address 1.1.1.1 255.0.0.0
pve 0/121
protocol ip 1.1.1.23 broadcast
vbr-nrt 2358 2358
encapsulation aal5snap

|

pvce 0/122
protocol ip 1.1.1.24 broadcast
vbr-nrt 2358 2358
encapsulation aal5snap

|

pvce 0/123
protocol ip 1.1.1.25 broadcast
vbr-nrt 2358 2358
encapsulation aal5snap

|

pvce 0/124
protocol ip 1.1.1.26 broadcast
vbr-nrt 2358 2358
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encapsulation aal5snap
|
pvce 0/125

protocol ip 1.1.1.27 broadcast
|

interface ATM5/1/1
ip address 1.1.1.1 255.255.255.0
load-interval 30
pvce 1/100
protocol ip 1.1.1.3
protocol ip 20.1.1.1
cbr 140000
broadcast
oam-pvc manage
|
pvc 1/101
protocol ip 9.9.9.2
encapsulation aal5ciscoppp Virtual-Templatel
|
!
interface ATM5/1/1.200 multipoint
ip address 7.7.7.1 255.255.255.0
bundle bundle
pvc-bundle high 2/100
class-vc high
pvc-bundle med 2/101
class-vc med
pvc-bundle low 2/102
class-vc low
|
1
interface ATM5/1/2
no ip address
|
interface ATM5/1/3

no ip address
|

RFC 1483 Bridging for PVCs Configuration Example

The following shows a simple example of an ATM interface and PVC that have been configured for
RFC 1483 bridging with a Fast Ethernet interface:

vlan 30

|

interface FastEthernet7/1
no ip address

duplex full

speed 100

switchport

switchport access vlan 30
switchport mode access

|

interface ATM9/1/0

no ip address

mtu 4096
bandwidth 2000
pve 0/39

bridge-domain 30
encapsulation aal5snap
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|

interface ATM9/1/0.2 point-to-point
ip address 10.10.12.2 255.255.255.0
ip access-group rbe-list in

atm route-bridged ip

no mls ip

pvce 10/200

!

router rip

network 10.0.0.0

network 30.0.0.0
!

RFC 1483 Bridging for PVCs with IEEE 802.1Q Tunneling Configuration Example

The following shows a simple example of an ATM interface that has been configured for RFC 1483
bridging using IEEE 802.1Q tunneling:

interface ATM6/2/0
no ip address
shutdown
atm clock INTERNAL
atm mtu-reject-call
no atm ilmi-keepalive
pvc 2/101
bridge-domain 99 dotlg-tunnel
|
mls gos trust dscp
spanning-tree bpdufilter enable

ATM RFC 1483 Half-Bridging Configuration Example

The following simple example shows an ATM subinterface configured for half-bridging:
!
interface ATM5/1/0.100 multipoint
ip address 192.168.100.14 255.255.0.0
mtu 1500
pvce 10/200
encapsulation aal5snap bridge

ATM Routed Bridge Encapsulation Configuration Example

The following simple example shows an ATM subinterface configured for RBE, also known as
RFC 1483 half-bridging:

|
interface ATM5/1/0.100 point-to-point
ip address 10.10.10.121 255.255.0.0
mtu 1500
atm route-bridged ip
pvce 100/100
encapsulation aal5snap
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Precedence-Based Aggregate WRED Configuration Example

The following example shows a precedence-based aggregate WRED configuration:

! Create a policy map named prec-aggr-wred.

1

Router (config) # policy-map prec-aggr-wred

|

! Configure a default class for the policy map.

I

Router (config-pmap)# class class-default

1

! Enable precedence-based (the default setting) aggregate WRED for the default class.

|

Router (config-pmap-c)# random-detect aggregate

I

! Define an aggregate subclass for packets with IP Precedence values of 0-3 and assign the
! WRED profile parameter values for this subclass.

I

Router (config-pmap-c)# random-detect precedence values 0 1 2 3 minimum thresh 10
maximum-thresh 100 mark-prob 10

|

! Define an aggregate subclass for packets with IP Precedence values of 4 and 5 and assign
! the WRED profile parameter values for this subclass.

|

Router (config-pmap-c)# random-detect precedence values 4 5 minimum-thresh 40
maximum-thresh 400 mark-prob 10

|

! Define an aggregate subclass for packets with an IP Precedence value of 6 and assign the
! WRED profile parameter values for this subclass.

|

Router (config-pmap-c)# random-detect precedence values 6 minimum-thresh 60 maximum-thresh
600 mark-prob 10

|

! Define an aggregate subclass for packets with an IP Precedence value of 7 and assign the
! WRED profile parameter values for this subclass.

|

Router (config-pmap-c) # random-detect precedence values 7 minimum-thresh 70 maximum-thresh
700 mark-prob 10

|

! Attach the policy map prec-aggr-wred to the interface. Note all ATM SPA service policies
! are applied at the atm vc level.

|

Router (config-pmap-c)# interface ATM4/1/0.10 point-to-point

Router (config-subif)# ip address 10.0.0.2 255.255.255.0

Router (config-subif)# pve 10/110

Router (config-subif)# service policy output prec-aggr-wred
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DSCP-Based Aggregate WRED Configuration Example

The following example shows a DSCP-based aggregate WRED configuration:

! Create a policy map named dscp-aggr-wred.

1

Router (config) # policy-map dscp-aggr-wred

1

! Configure a default class for the policy map.

1

Router (config-pmap)# class class-default

1

! Enable dscp-based aggregate WRED for the default class and assign the

! default WRED profile parameter values to be used for all subclasses that have not been

! specifically configured..
|

Router (config-pmap-c)# random-detect dscp-based aggregate minimum-thresh 1 maximum-thresh

10 mark-prob 10

! Define an aggregate subclass for packets with DSCP values of 0-7 and assign the WRED

! profile parameter values for this subclass
|

Router (config-pmap-c)# random-detect dscp values 0 1 2 3 4 5 6 7 minimum-thresh 10

maximum-thresh 20 mark-prob 10
|

! Define an aggregate subclass for packets with DSCP values of 8-11 and assign the WRED

! profile parameter values for this subclass.
|

Router (config-pmap-c)# random-detect dscp values 8 9 10 11 minimum-thresh 10

maximum-thresh 40 mark-prob 10
|

! Attach the policy map dscp-aggr-wred to the interface. Note all ATM SPA service policies

! are applied at the atm vc level.

|

Router (config)# interface ATM4/1/0.11 point-to-point
Router (config-subif)# ip address 10.0.0.2 255.255.255.0
Router (config-subif) pve 11/101

Router (config-subif)# service policy output dscp-aggr-wred

Switched Virtual Circuits Configuration Example

interface ATM4/0/2
ip address 10.23.33.2 255.255.255.0
atm clock INTERNAL
atm pvp 244
atm esi-address 111111111111.11
pvce 0/5 gsaal
|
pve 0/16 ilmi
|
!
interface ATM4/0/2.1 multipoint
ip address 10.20.0.2 255.0.0.0
atm esi-address 333333333333.33
|
svc nsap 47.009181000000001011B8C601.222222222222.22
protocol ip 10.20.0.1
ubr 1000
|
|

interface ATM4/0/2.2 multipoint
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ip address 10.13.3.1 255.255.255.0

atm esi-address 510211111111.11

!

svc nsap 47.009181000000001011B8C601.410233333333.33
protocol ip 10.13.3.3

!

interface ATM4/0/2.3 multipoint

svc SVC1 nsap 47.009181000000BBBBBB000001.222222222222 .22
protocol ip 33.33.33.1
broadcast
encapsulation aal5snap

Traffic Parameters for PVCs or SVCs Configuration Example

interface ATM5/1/1.100 point-to-point
ip address 10.1.1.1 255.255.255.0
load-interval 30
pve 1/100
protocol ip 1.1.1.3
protocol ip 20.1.1.1
cbr 100
broadcast
|
!
interface ATM5/1/1.110 point-to-point
ip address 10.2.2.2 255.255.255.0
pve 1/110
ubr 1000
|
!
interface ATM5/1/1.120 point-to-point
ip address 10.3.3.3 255.255.255.0
no ip directed-broadcast
pve 1/120
vbr-nrt 50000 50000
encapsulation aal5snap
|
!
interface ATM5/1/1.130 point-to-point
ip address 10.4.4.4 255.255.255.0
pvce 1/130
vbr-rt 445 445
encapsulation aal5snap
|
1
interface ATM5/1/1.140 point-to-point
ip address 10.5.5.5 255.255.255.0
atm arp-server nsap 47.00918100000000107B2B4B01.111155550000.00
atm esi-address 111155550001.00
|
svc SVC00 nsap 47.00918100000000107B2B4B01.222255550001.00
protocol ip 10.5.5.6 broadcast
oam-svc manage
encapsulation aalbmux ip
ubr 1000

Configuration Examples
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Virtual Circuit Classes Configuration Example

vc-class atm high-class
ilmi manage
ocam-pvc manage 5
oam retry 10 7 3
|
vc-class atm low-class
|
interface ATM4/1/0
no ip address
class-int high-class
atm ilmi-pvc-discovery subinterface
pve 0/5 gsaal
|
pve 0/16 ilmi
|
!
interface ATM4/1/0.1 multipoint
pve