Recover Your Password through CLI on CM X
10.5 & Later
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I ntroduction

This document describes the procedure for recovering lost CLI passwords for usernames ‘root’ and
‘cmxadmin’ for CMX 10.5 & above.

Pre-requisites
Requirements
None
Components used
CMX 10.5VM
Procedure

CMX 10.5 (and above) runs on CentOS 7 as shown below:

[cmxadminBglitz etclS cat setc/centos-release

entdS Linux release 7.4.1788 (Core)
[cmxadmin@glitz etcl$

Console accessisrequired for thisprocedure. It could be the VM Console or the physical console
depending on the type of appliance used in the deployment.

Step 1

Restart the CM X server and wait until the GRUB boot screen shows up. Select the highlighted option (for
rescue mode) & press"e" to edit.
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CentDS Linux (B-rescue-3c333661882641Bbbe151a96588abBa8) 7 (Core)

Note:

For CMX 10.6 & above, if prompted for a username and/or password, enter the credentials as username:
root and password: password (not the configured root password on the server).

Step 2

Scroll down to the line which starts with "linux16" and remove the "rhgb quiet" parameter at the end of the
line. (In latest versions, it can be "rhgb quiet rd.shell = 0")

insHod ext?
zet root="hdfl, msdo=l’
if [ x$feature_platform_search_hint = xp 1; then
search ——no—-floppy ——fs-wnid --set=root --hint-bios=hdf, Mzsdosl --hin>
—afi=hdB,msdosl --hint-baremetal=ahciB,msdosl --hint="hdB,m=sdo=sl’ cade6?Be-a™
fAd-4dd6-8f4e-d64538b2ee?f
elze
zearch —-—-no-floppy ——fs—-uwid --set=root cadebZ?Be-afBd-4dd6-8f4e-d645%
38b2ee?f
linux16 ~svMlinuz-B-rescue-3c33366fAA2641Abbe151a96588abBal root=sdev /M~
apper/sug_cHux—ly waat.ren crazshkernel=auto rd. lvm. lu=vg_cHx/1lv_root rd. lum. lu=ugs
_cHxs1lu_suaj_rhgb quiet
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Press Ctrl-x to start, Ctrl-c for a command prompt or Escape to
dizcard edits and return to the menu. Pressing Tab lists
possible completions.

Step 3
After removing the parameter in Step 2, add the option "rd.break enforcing=0" on the same line.

linuxls ~vHlinuz-H-rescue-3c33366fHAZ6418bbel151a96588abBal root=/dev /M~
Appers vy _crxplisssastetasessashlkacnal —auto rd. lum. lv=vg_cHx/lv_root rd. lum. lu=ugs

cHxslv_swap 'rd. break enforcing=8
initrale FInitramMis-v-rescue-3c33366fHAZ26418bbel151a96588abBal. ing

Step 4

Once complete, press CTRL + X to load the system and boot in Emergency mode. Y ou would notice a new
prompt.



senerating “srunsinitramfssrdsosreport . txt”

Entering emergency mode. [Exit the shell to continue.

Igpe—-JourmaIcTr™™to"uTen systen logs.

You might want to save “/runsinitramfs-/rdsosreport.txt” to a USB stick or ~boot
fter mounting them and attach it to a bug report.

cwitch_root:/# [ 109.864205]1 random: crwng init done

switch_root: 4
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uuitch:fuut:/#

Step 5

Remount the file system to be able to writeto it, asit is mounted for read-only using the command below:

mount -o remount, rw /sysroot

switch_root: #
H;.:..-L.-;I_J. l_ll_l:.rlnl"‘;';'

witch_root:-# mount -o remount, rw ~/sysroot

[ 242 .510242Z]1 EXT4-fzs (dm—0): re-mounted. Opts: (null)d
swiltch _root: &
switch_root:-#

Step 6

Change the file system root as shown and you would notice the prompt change once complete.

chroot /sysroot

Step 7

Change the password using the passwd <username> command. In the example below, passwords for both
cmxadmin and root usernames are changed.
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Fh—&.E# passwd cmxadmin
_hnugiug pnaawurﬁ U™ ser cmxadmin.
ew password:

tokens updated successfully.

root.

tokens updated successfully.

Step 8

Remount the filesystem as Read only using this command:

mount -o remount, ro /

(null)d

Type 'exit' two times to get to the CM X login menu

Y ou are now be able to login with your new credentials



