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Nexus Dashboard
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One View

Nexus Dashboard

Any apps | All site types | All form factors
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Nexus Dashboard
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Nexus Dashboard Insights

Nexus Dashboard

Nexus Dashboard Insig/v ¢

ACI Fabric

ACI Fabric
ACI Remote Leaf
- : e

| UPF || IMS | AUSF |
| Gi-LAN | Caching || Policy |

|UPF||VCU|| MEC|| CI\/ITS||SI\/IF|| BNG|

| AMF || Gi-LAN " Caching || Gaming |
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Nexus Dashboard Insights (NDI) — Telemetry Types
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exus Dashboard Insights (NDI)

Telemetry Sources Telemetry Data

NI

APIC Gapachy Flow Record Information
Bridge Domains Cantracts Endgoint Graups Hypervsors . . . .
18 ot 15K 1% 100 1% 18 0 15K 1% 1 . " . o o "
5 Hesiry War 04 2021, 02:38:28.057 P v 4 0 0
PR—
L3 Contes LanL? Devices LanL? Gragns
% ol 1% oot Aggregated Flow Information
I Sy ar BT TINE o L m LATENC XET DR U
cos . Mar 04 2021, 01:42:58.750 Mor 04 2021, 02:38:29.230 o o .
Prouy Database Entres Terants VM Enctpoints 5 Heatmy s kN . 0 o
83t a5 %) Box w0
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Cisco

Nexus Dashboard Insights (NDI)

Network On-prem Data

Provides:
Cloud Data rovides
*  Best practices updates
*  PSIRTs, FNs, EOS/EOL

e Software release notifications

* Digitized signatures of known
= Nexus Insights Time Range (W Feb 28t 2021, 240 PM - Mar Sth 2021, 2:40 P ) Site: on_prem_ACI > View ot stes do [ )] defeCtS

Advisories

Finers

/0

Advisorles By:  Categary

0 0 0
" Eou wLian
Sevmity DuoctonTime  LastSesnTins  RasowcaType AR g Clearsa
. Dec 24 2020 Nar 05 2021 ; Fild Notice: N - 70350 - NSK-CY3455G-7X Might ot Soot Afe Reload - EPLD Upgrate
o Gmical 05:40:37.951 P 02:45:17.000 PM S L mmended - Software Upgrade Arcommended =

T Range (oo 260 2011, 240 P~ 5 2021 40 Pl ) Sk on_srem_ACI> wewsies PO @ @

Anomalies

Fiters  Gategery == Bug *

/0

Anomaies By:  Category [T —

et Ve
Total
m
1 Total Anomalies
Severity DetectionTime~ Last SeenTime  Resource Type Nades. Bescription Cleared
Jan 192021 Mar 05 2021 . . .
Minor Ereteren | feltbe 8 B Loat-FXP-01  CSCUMEAZ3: Zoro MAC IDEas ot created for existing EPs ater upgradin 3.2
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Nexus Dashboard Insights - Overview
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Nexus Dashboard Insights — Flow Analytics

- Hardware Telemetry ZF#IFHLU. &wv 8O —2ODMEEEGEIE - ROwW
JE)rERk(Filter® ) D2z u]fRb 93

« 24KC 500 nodes, 20k flow / sec ZH7R— ~ (8 ACI site)
- 24K 350 nodes, 12k flow / sec Z#H7R— I (6 DCNM site)

P i R

Path Summary

Policy
Drop

N
®
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Nexus Dashboard Insights (NDI) — FT & FTE

Management Configuration Site

Rule Configuration
Name Tenant VRF (] Rule Subnets
I iperf2 SE_ESX_test SE_ESX_test_VRF (x] Subnet

Select m 99.99.99.0/24

Tenant
Select
Subnet

ZDIBE . [SE_ESX_test] Tenant @ [SE_ESX_test_VRF] VRF ®

[99.99.99.0/24] Subnet M &N Flow Telemetry TEFiESNFET,
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Nexus Dashboard Insights (NDI) — FT & FTE

Flow Details from 33.33.33.2 to 66.66.66.2

Flow Record Information

ANOMALY SCORE RECORD TIME FLOW TYPE PROTOCOL LATENCY (us) PACKET DROP INDICATOR FLOW MOVE INDICATOR
< Major Apr 07 2021, 04:27:59.371 PM Pud TCP 14 7227 o
~
Source Destination
ADDRESS PORT ADDRESS PORT
33.33.33.2 48894 66.66.66.2 5201
Ingress
NODES INTERFACES TENANT vRE PG NODES INTERFACES TENANT VRF epe
Leaf-FXP-01 eth1/1 SE_ESX_test SE_ESX_test_VRF SE_test_Ubuntu1 Leaf-TC-FX-01 eth1/19 SE_ESX_test SE_ESX_test_VRF SE_test_Ubuntu2_B.
PACKETS BYTES BURST MAX (Bytes) PACKETS BYTES BURST MAX (By
320212 487361120 42544 312985 494515644 36288

Aggregated Flow Information

ANOMALY SCORE ‘COUNT OF FLOW RECORDS START TIME END TIME FLOW TYPE PROTOCOL LATENCY (ys) PACKET DROP INDICATOR FLOW MOVE INDICATOR
& Major 3 Apr 07 2021, 04:26:34.331 PM Apr 07 2021, 04:28:59.050 PM 1Pva TCP 14 7227 0
Source Destination
ADDRESS PoRT ADDRESS poRT
33.33.33.2 48894 66.66.66.2 5201
Ingress Egress
NODES INTERFACES TENANT VRE EPG noDES INTERFAGES TENANT vRF epe
Leaf-FXP-01 eth1/1 SE_ESX_test SE_ESX_test_VRF SE_test_Ubuntul Leaf-TC-FX-01 eth1/19 SE_ESX_test SE_ESX_test_VRF SE_test_Ubuntu2_B
PACKETS BYTES BURST MAX (Bytes) PACKETS BYTES
1107849 1686140335 42544 1106858 1748830685 37520

Path Summary

ourc stination
.

3333332 Leat-FXP-01 SPINE-GX01 Leat-TG-FX-01 66.66.66.2

11 en 53 1 a3 £tN1453 2112 - 52
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Nexus Dashboard Insights (NDI) — FT & FTE

Time Range (B Mar 7th 2021, 12:58 PM - Mar Bth 2021, 12:58 PM ) Site: on_prem_AGI > View all sites 60 @ o

Filters / °

Anomalies By: | Severity - Top 2 nodes contributing to Anomalies
Leaf-FXP-D1 £ Major
Leaf-TC-FX-01 S Major

/ 0 0

|r.ﬂ,” CRITICAL MAJOR MINOR OTHER
Troubleshoot S
7 Total Anomalies
Severity Detection Time Last Seen Time Resource Type Nodes Description Cleared
N Mar 07 2021 Mar 07 2021 [eth1/51] Receive traffic drop is seen due to QoS drop th1/51. Cumulative drop count
%) RERD 07:41:33743PM  07:41:33.743PM 9O Leal-FXP-01 685938956 frue
N Mar 08 2021 Mar 08 2021 [eth1/1] Ingress Utilizatiol e eth1/1 exceeded 90% of its bandwidth (Current Utilization:
(%] | -
& Major 09:30:18.000 AM  12:55:51.000pM  Merface Leal-FAP-01 98.00%) false
N Mar 07 2021 Mar 07 2021 53] Receive traffic drop is seen due to QoS drops on interface eth1/53. Cumulative drop count
@A TC-FX-
Major 07:22:31.420PM  07:22:31.420PM OO Leal-TC FX 683149670 e
Minor Mar 08 2021 Mar 08 2021 fowEvent ~ Leaf-TC-FX-01 TCP packet retransmission is seen outside the fabric for traffics going to vrf SE_ESX_test_VRF, trus
09:07:31.000 AM 09:12:33.000 AM destination IP 66.66.66.2. Cumulative count for flow record with packet retransmission is 9
Mi Mar 08 2021 Mar 08 2021 fowEvent Leal-FXP-01 TCP packet retransmission is seen outside the fabric for traffics going to vrf SE_ESX_test_VRF, fal
ner 09:07:31.000 AM  12:57:57.000PM  "OWEVET e destination IP 33.33.33.2. Cumulative count for flow record with packet retransmission is 32 ase
M Mar 08 2021 Mar 08 2021 FowEvent Leal-FXP-01 TCP packet retransmission is seen inside the fabric for traffics going to vrf SE_ESX_test_VRF, b
ner 09:08:32.000 AM  09:13:33.000 AM  OWEVER e destination IP 33.33.33.2. Cumulative count for flow record with packet retransmission is 1 e
Jan 19 2021 Mar 08 2021
Minor bug Leaf-FXP-01 CSCvn46423: Zero MAC IDEps not created for existing EPs after upgrade to 3.2 false

06:29:45.047 PM 12:55:57.000 PM
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ND Integrations
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Nexus Dashboard
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LAB QOutline
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