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SRv6 Header (RFC 8754)

)—0—( (9O
O * Native IP
-~ Segment ID (SID) List [&. IPv6~ v 412

e Tva—FERB
- JESRv6/ — RILEE DIPveERiE

[*] draft-filsfils-spring-net-pgm-extension=




SRv6 Network Programming (RFC 8986)

Active e {EEDFunctionTEE I HE
>egment - Declarative SDN

- In-Network Computing
SID List Locator 1 Function/Arg 1

Locator 2 Function/Arg 2

Locator 3 Function/Arg 3

Metadata TLV
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Segment Routing £ % - 122 1L4K;

. Architecture . Use-cases
e Segment Routing Architecture RFC 8402 * SR-MPLS over IP RFC 8663
 Source Packet Routing in Networking (SPRING) Problem * Resiliency Use Cases in SPRING Networks RFC 8355
Statement and Requirements RFC 7855 * Use Cases for IPv6 Source Packet Routing in Networking (SPRING) RFC 8354
»  Segment Routing with MPLS data plane RFC 8660 * BGP Prefix Segment in Large-Scale Data Centers RFC 8670

* Interconnecting Millions Of Endpoints With Segment Routing RFC 8604
* Segment Routing interworking with LDP RFC 8661
* Recommendations for RSVP-TE and Segment Routing LSP co-existence RFC 8426

. Protocol Extensions

ISIS OSPF

* |S-IS Extensions for Segment Routing RFC 8667 * OSPF Extensions for Segment Routing RFC 8665

* Signaling MSD (Maximum SID Depth) using IS-IS RFC 8491 e OSPFv3 Extensions for Segment Routing RFC 8666

* Advertising L2 Bundle Member Link Attributes in IS-IS RFC 8668 e Signaling MSD (Maximum SID Depth) using OSPF RFC 8476

* IS-IS Traffic Engineering (TE) Metric Extensions RFC 7810 * OSPF Traffic Engineering (TE) Metric Extensions RFC 7471

i PCEP

* Segment Routing Prefix SID extensions for BGP RFC 8669 ) )

*  BGP-LS Advertisement of IGP Traffic Engineering * PCEP Extensions for Segment Routing RFC 8664
Performance Metric Extensions RFC 8571

. OAM ,_Performance Measurement

e AScalable and Topology-Aware MPLS Dataplane Monitoring * Packet Loss and Delay Measurement for MPLS Networks RFC 6374
System RFC 8403 e UDP Return Path for Packet Loss and Delay Measurement for

e Label Switched Path (LSP) Ping/Trace for Segment Routing MPLS Networks RFC 7876

Networks Using MPLS Dataplane RFC 8287

cisco EM@
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SRv6 - ZELIK:

RFC 8402 — Proposed Standard
» SR-MPLS with MPLS dataplane and Label SID’s
« SRv6 with SRH and SRv6 SID’s

RFC 8754 — Proposed Standard
« SRv6 DataPlane: SRH and SRv6 SID

RFC 8986 — Proposed Standard
« Network Programming (END, END.X, END.DX/DT, H.E|

RFCE Al

« Control Plane (ISIS, BGP-LS)
+ Policy

« OAM

- BGP

mscoEW

\°
B
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SR

Segment Routing

IPv6 _

RFC 8986 RFC 8754
SRv6 Network IPv6 Segment
Programming Routing Header

T00Mover srve

SIMPLICITY ALWAYS PREVAILS
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IETFIZ35 (T4 Network Slicing #RET4K% (IETF110 202143 A KUY)

 TEAS (Traffic Engineering Architecture and Signaling) WG IZDesign TeamMF EL .
Network SlicingD EZEZ XA KDELTULVD AN, YRR L TLIVAZELY

* “Transport Slice”[&. ”IETF Network Slice” [ZER & SN 1=

Transport Slice > |ETF Network Slice

( ) NSE1l NSE2
( Transport Network ) o XS [ o
DAN1 ( ) DAN2
-------- SRR - e B e
0 |--mmmmn of & | | B |ommm—sb-- Ifo 0 |
| msE1l| = —eee— e | TSE2 |
———————— [« o ===
i I (( ) ) I I NSEm NSEn
[0 o]
| | | |
| | < > | |
| Transport slice realization
| between TSRE1 and TSRE2 |
| | e IETF Network Slice -—-—-————————- >
| |

<

v

between endpoints NSEl to NSEn
Transport slice between TSEl and TSE2 with SLO1
Legend:
NSE: IETF Network Slice Endpoint
0: Represents IETF Network Slice Endpoints

Legend:
DAN: Device, application and/or network function

Figure 1: A transport slice between TSEs and its realization between
TSREs

draft-nsdt-teas-transport-slice-definition-03 draft-ietf-teas-ietf-network-slice-definition-01

cisco EW
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Soft Slicing Hard Slicing

Kt

J— R V=R &
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TE XX ZER(T5H) . Vlan Sub Interface .
FlexAlgo (kRO D—Z51T5) . © ¥R/ —F
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Path Protection
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SR IGP Flexible AlgorithmZ{E 2 1=RX 5 4 AZEEDH

TIAHILEASA R
Algo 0

EEERSA X
Algo 128
(minimize delay metric)

non-encrypted links

cisco EAW
© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



SliceID(SLID) IZ& 5. RT—FLR/TRY TED

X 1 —HI1EN (RTRETE)

- SLID enables the differentiate treatment

— QoS/ DiffServ policy on a per SLID H-Queue (Slid 1)

EXPO .
« SLID construct is like QoS =P .
. ez 60% BW,
— Independent of Routing and Topology =
« Stateless
=
« Backward compatible a1
0, -
— Incremental deployments % 40% BW

H-Queues (Slid 2)

draft-ali-spring-network-slicing-building-blocks
draft-filsfils-spring-srv6-stateless-slice-id

cisco EW

SLID 1

SLID 2

Slicing building blocks
shared among SLIDs example

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Performance Measurement 7 —X%5 49 F «

Mraer | 7347 Ub

Profiles/ Client APIs & MDT/EDT Metrics Computation & PM
Device Yang Telemetry Advertisement AVISARNSIF v

Probe Protocol FSM Probe and Burst History Buffers &
(RFC6374|5357|Y.1731) Scheduling Statistics

Hardware Probe Timestamps & Packet Forwarding TI-FLA | Protection HWIRTFES 1—IL
Offload Punt/Inject Counters (uCode) (uCode) Switchover

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Performance Measurement #8812 &k A2 948

Link De|ay TE SR Policy E2E Active Probes
. Delay IP-UDP | MPLS
Metrics RFC5357 | RFC6374

SR Policy E2E .
Link Loss TE_] Loss/BW Software Inject |

Metric Hardware Offload

SR Policy E2E
Liveness

Link BW TE

Metrics IP/SR Endpoints
with L3VPN

Link Liveness IP/SR-MPLS/ SDN Controller
SRv6/EVPN

Routing/CSPF/TI-LFA SLA Monitoring Performance Measurement




Delay-Profile M &% 5E

config# performance-measurement

delay-profile { interfaces | sr-policy | rsvp-te | evpn | endpoint } {default | name < STRING >}
probe
<..>
advertisement
periodic
<..>
accelerated
<..>

. Delay-profile T, ELEFTHID /=D 7 0—7 A MUY IREDNNTA—R%EZRTET S
- Delay-profile type H(Z. B P ELEETHD XA T7ZIEETE 5
interfaces * sr-policy (SR-MPLS 35 £ U} SRv6 ) * rsvp-te * evpn - endpoint (IP endpoint + VRFXT &)

. DefaultlX. 774/ b7OT7 74
Namef & D Delay-profilelZ & 1) . 5 E DDelay profile typez =& = 7] g

cisco W
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[EZE ST 8145 B {5 FA{5] Traffic Engineering Metric - latency

config# segment-routing traffic-eng

on-demand color <N> < On-demand SR Policy template
dynamic
metric
type { te | igp | latency }
<..>
policy <name> & Local Policy with dynamic segment-list

color <M> end-point { ipv4 <> | ipv6 <> }
candidate-paths
preference <>
dynamic
metric
type { te | igp | latency }
<..>

Metric type latency VIR I 715 & Path computationld. F/AVGELEY v 7 XA b U v 7 %&HFD
IRAZFET 5

cuscoglr?a?@
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E[REDdelaylZEH D < Traffic Engineering

I:1 I: 1
D:3 D: 10
I1: 100
D:1
6
I:1 I:1
D:3 D: 10

mscoEW

I: IGP link metric
D: measured link delay

SR Policy

SR Policy delay bound = 15

min-delay

SR Policy
no delay bound

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 23




|OS-XR 7.2.1

Latency® IEFR1E [1/2]

[[=1=8]

« Latency metricz £ L. SELD
> 7 (1-6,5-2) HEET 5

o U2 712,56 |FEELEY v THAD., sTHENEL D=, ZTDFX XTI
ECMP T Z 72 LY,

cisco EW
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|OS-XR 7.2.1

Latency® IEFR1E [2/2]

[f#R]
« EHAILT=LatencyZ. [LERT BHEIIZ

IEEfRIET D
(=3 — = .
* *E“-‘Ej—é/\7)(_9' router isis 1
e interval interface GigabitEtherneto/2/0/0
. . delay normalize interval 10 offset 3
s Bl—A2A—/N\)LADIEIE. BICIEIZIEFRIE
hd 2023 29 3133 40
» offset I I I I
. AUB—INLELTE |1 |
<l >
offset interval

(3) (10)

cisco W
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Performance Measurement &3&E RFC

RFC 4656 A One-way Active Measurement Protocol (OWAMP)

RFC 5357 A Two-Way Active Measurement Protocol (TWAMP-Light)

REC 7820 UDP Checksum Complement in the One-Way Active Measurement Protocol (OWAMP) and Two-Way Active
Measurement Protocol (TWAMP)

RFC 6936 Applicability Statement for the Use of IPv6 UDP Datagrams with Zero Checksums

RFC 8186 Support of the IEEE 1588 Timestamp Format in a Two-Way Active Measurement Protocol (TWAMP)

RFC 6374 Packet Loss and Delay Measurement for MPLS Networks

RFC 7471 OSPF Traffic Engineering (TE) Metric Extensions

RFC 8570 (RFC 7810) IS-IS Traffic Engineering (TE) Metric Extensions

RFC 8571 BGP - Link State (BGP-LS) Advertisement of IGP Traffic Engineering Performance Metric Extensions

RFC 7876 UDP Return Path for Packet Loss and Delay Measurement for MPLS Networks

REC 8545 Well-Known Port Assignments for the One-Way Active Measurement Protocol (OWAMP) and
the Two-Way Active Measurement Protocol (TWAMP)

RFC 8762 Simple Two-Way Active Measurement Protocol (Simple TWAMP, STAMP)

IEEE 1588 IEEE standard for Precision Time Protocol (PTP)




Performance Measurement E&3EE 1-D

Performance Measurement Using RFC 6374 for Segment Routing Networks

draft-ietf-mpls-rfc6374-sr with MPLS Data Plane

e e el Performance Measurement Using TWAMP Light for Segment Routing

Networks
draft-gandhi-spring-stamp-srpm Performance Measurement Using STAMP for Segment Routing Networks
draft-ietf-ippm-stamp-option-tlv Simple Two-way Active Measurement Protocol Optional Extensions

cisco E/Me
© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 27
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On Demand Nexthop + Automated Steering

SEFEAN—ATIRY 71T

1/8 — default path to 4 (min cost)
Prefix-SID 16004

2/8 —> SR Policy(min-delay, 4)
<16002, 16004>

mscoEW

\

BGP update:
1/8 via Node4 with default path

————————————— 2/8 via Node4 with min delay

Min Cost \

3 @ .

Min Delay

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Forward-Class

« Forward Class (FC):
o JL—R/—FIZB—AIIZEESND
s OMBL7FT
« 5tuple ACL E£7=Id DSCP IZEDZE. Ingress Interface IZERTFESND

class-map type traffic match-any MinDelay policy-map type pbr MyPerFlowPolicy
match dscp 46 class type traffic MinDelay
end-class-map set forward-class 1

! !

class-map type traffic match-any PremiumHosts class type traffic PremiumHosts
match access-group ipv4 PrioHosts set forward-class 2

end-class-map !
] class type traffic class-default

set forward-class ©
I

end-policy-map

C|sco¢£;%%2§u3
© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Per-Flow Automated Steering (AS)

« SEFGEA B —TH, ZA—([Z&H>T/NREZIRY T3

BGP update:
3/8 via Node4 with multi-SLA

-
-
PR
td

N

/7 p
Y3 \
Y3 \

0 » Default to 4 ¢ IGP shortest path
3/8 — SR Policy(multi-SLA, 4
! ) 1 * Min-delay to 4 4

3/&

Min-delay

cisco W
© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 31
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SR Innovations Highlights - IGP

« OSPF: LFA / TI-LFA for Flex-Algo BEIPPED 7.3.

OSPF: Rounding of Min-delay Values SHIPPED 7.3.

OSPF: Conditional Prefix Advertisement SHIPPED 7.3.

ISIS: TI-LFA Protection of Unlabeled IPv6 Prefixes SHIPPED 7.3.

ISIS: Inter-Level SRMS Advertisement Propagation SHIPPED 7.3.

cisco W
© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



SR Innovations Highlights — SR-PM

* SR-PM: Named Profiles
* SR-PM: SR Policy Delay Measurement with Loopback-mode
» SR-PM: SR Policy Liveness Monitoring

cisco EW

SHIPPED 7.3.
SHIPPED 7.3.

SHIPPED 7.3.




SRTE: Cumulative-Metric Bound

Manual SRTE policies

segment-routing
traffic-eng
policy <WORD>
candidate-paths
preference <num>
constraints
bounds
cumulative
type te <num>
type igp <num>
type latency <num>
type hopcount
<num>

mscoE/W

On-demand SRTE policies

segment-routing
traffic-eng
on-demand color <num>
dynamic
bounds
cumulative
type te <num>
type igp <num>
type latency <num>
type hopcount <num>

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SR Innovations Highlights — Multicast

MCAST: Multicast VPNs with Dynamic SR P2MP Policies
MCAST: SR P2MP policy Bud Node support

MCAST: SR P2MP policy TI-LFA support

MCAST: Delay-optimized SR P2MP policy

cisco EW

SHIPPED 7.3.
SHIPPED 7.3.
SHIPPED 7.3.
SHIPPED 7.3.




Other Features in I0S-XR 7.3.1

« NCS 500/5500 - GRE as backup interface enhancements
« SRTE: Prefer Manual Adj-SID in path computation
« SR-PCE: Weighted Anycast-SID aware path computation

« SR-OAM: SR OAM for SR Policy (Policy Name / Binding SID / Custom label
stack)

« SR-PCE — APl — VRF-support
« SR-PCE — max-delay knob

cisco W
© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SRv6 Micro Segments

7
\\

SRv6 Encapsulation

SA:2001::1
DA:2001:db8:0:4:1:0:0:0
NH:RH

Type:4(SRH)
NH:IPv4|SL:1

Segment List:

[0]: 2001:db8:0:5:45:0:0:0
[1]: 2001:db8:0:4:1:0:0:0 G
[2]: 2001:db8:0:3:48:0:0:0
[3]: 2001:db8:0:2:1:0:0:0
[4]: 2001:db8:0:1:42:0:0:0

— SID =

SRv6 uSID Encapsulation
DA:2001:db8:100:200:300:400:500::

NH:IPv4

SA:7.5.4.3
DA:11.6.19.71
Port:UDP

[Locator + Function (+ Args)] UDP Header/Data

Longest
match

Shift &
Forward !!

SA:7.5.4.3
DA:11.6.19.71
Port:UDP

UDP Header/Data

cisco EW

SRv6 uSID Carrier
|

2001 :0db8 : 0100 : 0200 : 0300 : 0400 : 0500 : OOOO

v : B e e — —
SRv6 uSID uSID uSID uSID uSID EoC

6

Block 1 2 3 4

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SRv6 Micro Segments C SRv6

N L
SA:2001::1  SID/uSID ;E7E A BE
DA:2001:db8:100:200:300:400:500:600
NH:RH ™

Type:4(SRH) .
NH:IPv4| SL:1 SRv6 uSID Carrier
Segment List:

[0]: 2001:1:0:1:44::
[1]: 2001:db8:100:200:300:400:500:600
[2]: 2001:1:0:2:1::

[3]: 2001:db8:700:f111::
[4]: 2001:db9:500:800:900::

 ——SRV6SID

SA:7.5.4.3
DA:11.6.19.71
Port:UDP

UDP Header/Data

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



SRv6 Micro Segments SXETZE &

SID Locator 7L XE%E

ascoEIW



IPve 7 F L XE%E

* GUA (Global Unicast Address)

- BRELEYTI/E— 3y
[1SZE R (T D]
LR
(i 1568)
s @
- at
s o (64

mscoEW

48 (ISP 5% U"'_—"i )

I R—Cs

IPVEA o s — b

R

s

s
/ §

é

— 32— 3

2

)

zfsz)

~{58)
~( /60 )
;54)

https://xtech.nikkei. com/lt/free/v65tart/confer v6/20020917/1/

and/or its affiliates. All rights

© 2021 Cis




LA L. SRv6SID Locator DiF&E

* SRv6 SID space =

[Locator + Function + Arguments] (128 bits)

- LA L. HWHIEDT=HIZ, HWALIE 9 A5 [ 1m 5P L=
e USIDDIBEITFIZAR—IADEHMAKRDHENS
- uSID BlockZ KELTNITRILIDELNEZULD, HEEIZTHS

AVT5D=HDTERLRIE,
ZHLZTELEEDGUALITEH
MELD

RFC 6164

/127 for p2p links

RFC 7404

link-local only

P

SRv6 uSID Carrier
)

s —

—
&1 Odb8 010020200 : 0300 : 0400 : 0500 : OOOO

Y
SRv6 uSID
Block

uSID uSID uSID uSID EoC
1 2 3 4 6




SRv6 uSID Locator

« ULA (Unique Local IPv6 Unicast Address, RFC 4193) (D {31 FAZH#f 12
* ULAFCO0::/8 space
« GUATHAIRETH A M. ULAD A H¥spacel ZRBHMNH S

- BRIk, <S5/ — 3 e
e MPLS LabelD15& (& flat space

« AR—ZEHIDT=-OIZT NBIZ KB A 1ZF GO RREE N H S DY, Z2(X
¥t - B &Mk THh/ \—

cisco W
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SRv6 Automation

NSOIZKYTERIJAE S a =V JOEEEZE

Address allocation
- Loopback and interfaces

SID allocation
- Algo 0 and Flex-Algos

Multi-level, Multi-Domain

ISIS summarization and
redistribution between domains

Flex-Algo, TI-LFA, BFD
PM delay measurements

ACLs

uscoEW

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SRv6 Automation
NSOIZKY FEE7OE a=Z Y DEELEEE

Address allocation
- Loopback and interfaces

SID allocation
- Algo 0 and Flex-Algos

Multi-level, Multi-Domain

ISIS summarization and
redistribution between domains

Flex-Algo, TI-LFA, BFD
PM delay measurements

ACLs

ascoEW

Network Information
v Prefix Spaces

Loopback space 2001:db8:aaaa:aaaa::/64
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