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Clean spectrum

Eliminate 
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Enterprise 5G Use Cases and Global Demand

Industrial IoT Oil and Gas Mining EntertainmentHealthcareSporting venues

Mobility
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Global Private Spectrum Landscape

Shared spectrum

Local spectrum for enterprise

Local spectrum managed by SP

United States
150 MHz @3.5 GHz
CBRS

Germany
100MHz @3.7 GHz

United Kingdom
3.8 GHz- 4.2 GHz
(100 MHz, low pwr)

France
40MHz @2.6 GHz

Sweden
100MHz @3.7 GHz

Japan
4.6-4.9 GHz
28.2-29.1 GHz

Taiwan
4.8-4.9 GHz

Hong Kong
24.25-26.55; 27.75-
28.35 GHz

Malaysia
26.5-28.1GHz
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Connectivity
• Core assets wirelessly connected over 4G/5G 

• Enable carrier owned and/or enterprise procured 
spectrum

Consumption
• Cloud service for enterprises to launch and deploy 

services within the enterprise

• Operations and management delivered from the 
cloud

Control and Flexibility

• Allow enterprises to manage network services, 
policies and configuration params

• Enterprises onboard/provision new UEs, SIMs, and 
Edge Radios

Extensibility
• Secure extension into public network when required, 

e.g., for expanded coverage

• Enable voice services to extend into the public 
network when required

Identity
• Enterprises extend SD-LAN policies for 4G/5G devices

• Enterprises define service parameters for QoS, 
application usage, and location

Security
• Keep traffic within the enterprise network for low 

latency and mission critical services

• Extend enterprise data protection and sovereignty 
requirements to the cloud

Enterprise Private 5G Requirements
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Private 5G Deployment Models

5G Edge

Services

Services

Services

Cisco Edge

5G radio and core locally 

deployed in the Enterprise

5G Core as a Service
(Dedicated, Network Slice)

5G radio, user plane and 

some control plane deployed 

in the Enterprise.

Hosted core and radio with 

enterprise slice
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Enterprise Private 5G + SD-LAN Integration

• Private 5G should integrate as another 
access to existing enterprise SD-LANs

• Cisco DNA enables enterprises to manage SD-LAN

• Cisco Control Center provides 4G/5G Enterprise 

• Integration examples:

• Device management and onboarding

• Identity and Policy

• Analytics and Machine Learning

• Radio provisioning and status

Services

4G/5G

WiFI + SD-LAN

Cisco DNA Cisco Control Center

+
APIs
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Simplifying 5G Complexity
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• Private 5G must be simplified for 
enterprise consumption

• 3GPP Network Functions and 
protocols should be hidden from 
the Enterprise when possible

• Enterprise user experience (UX) is 
critical for adoption 

Simplifying 5G Complexity
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Cisco 5G Control Center – Simplifying the Enterprise UX

Service providers
• Enable and configure enterprise accounts for 

onboarding
• Enable cost/rate plan self service 
• Help diagnose issues and proactively detect 

anomalies for customers 

Enterprises
• Onboard/configure 5G Radio and Edge nodes
• Provision UEs/Devices and assign policies
• Track network consumption, usage and KPIs 

automate issue resolution
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Proactive Machine Learning

Anomaly Detection Predictive Cost Management
Deep Visibility Contextual Actionable Highly Automated
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Anomaly Detection Predictive Cost Management

• Uncover contextual and actionable insights across 
multiple asset dimensions 

• Reduce MTTR from weeks to minutes
• Reduce Risk and Total Cost of Ownership

• Put cost/rate plan management on auto-pilot
• Help enterprise focus on core business
• Drastically improve Service Cost, CSAT and 

Customer Loyalty

Deep Visibility Contextual Actionable Highly Automated
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Access
Control Center

Anomaly Stream

Drill down on individual anomalies

Proactively Inform 
Ops on Problems 

Ops user receives 
SMS/e-mail notification
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Enterprise 5G and private networks extend the benefits of 5G 
into the Enterprise

Enterprises require the ability to manage, configure and secure 
their 5G network or slice

Enterprise 5G networks must be simple to deploy, configure and 
operate

At Cisco we are extending our Control Center IOT and Mobility 
technology for SPs to offer end-to-end Enterprise 5G public and 
private solutions

Summary
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