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Operations staff will not be able to keep up with adding
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approximately 10% more devices every year

Nationwide Comcast Outage: Nov. 6, 2017 Amazon Web Services Outage: Feb. 28, 2017
A configuration error led to a nationwide service disruption An incorrect command input removed a large set
which took 90 minutes to restore.* of servers with global impact.*

Comcast outage map Aecant Events Details

Tt

:::-:;-':‘:3-’::"2:;:;‘_"”:’,"““ Owrmt Purtend Chowo. Seatdv, Faw Yok, 560 Prawecn e’ mmm“mvw Incrraned Frror Rums =am ¥
) Amazcn ApoStream 2.0 (N Virgnia) Increaned Error Ames  zom v

e ©  Amazon Altwna (N Visginia) Incrmssed Errcr s mom v

s O Amazon ClaugSeasch (N Virginia) Incmased Emce imes mam v

QIV Amazon CloudWatch (N, Viegiria) Incressed Emcr Ra%s @@ ¥

.» ———o -3 &, Amazca Cogio (N, Vegna) Iecrnaned Errce Flase  som ¥

ﬁm’* &, Amazcn £C2 Cortanor Regisyy IN. Virghnis) Ircreaned Error Aues  mom ¥

‘_ G ) Amazon Elastic Compute Claud (N. Virginia) Incrsased Emor Aes  mom w

S @ Amazon Ekssic Fie Sysem (N, Viegine) Incraased Emce Ames  mom ¥

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public Source: * CNN, * Amazon.com



http://money.cnn.com/2017/11/06/technology/business/internet-outage-comcast-level-3/index.html
https://aws.amazon.com/message/41926/
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Programmable
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Health Insights: Make Your Data Actionable ©
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fA / Change Automation Home / Playbook List
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@[89 o

O Name

Select Sensor Paths seiect a module from the left,

Filter Modules

Delete bgp neighbors on a router
Module

IGP Interface Cost in out
Cisco-0S-XR-controller-otu-oper

Install an optional package or a SMU
Cisco-10S-XR-crypto-macsec-mka-oper

Interface State change
Cisco-10S-XR-crypto-macsec-secy-oper

Cisco-10S-XR-crypto-sam-oper v EE%Q 0) % QE é: ’TE | E

Cisco-10S-XR-crypto-ssh-oper

Maodify TE Tunnel Configuration
Node Cost Out/In

Node State Snapshot
Cisco-10S-XR-dnx-driver-oper
Prefix Set ADD
Cisco-0S-XR-dnx-netflow-oper

Prefix Set Delete
Cisco-10S-XR-dnx-port-mapper-oper A|ert_t| me
Prefix Set Rename
Cisco-0S-XR-drivers-media-eth-oper

_4i Remove interface from Bundle Ether and delete bundle-ether
Cisco-0S-XR-dwdm-ui-oper Clear time

Run arbitrary show command(s) on I0S XR/XE device(s)

TE Tunnel Configuration

isco Public
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Change Automation: Codify Your Workflows A
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AlOps: v T —0FRL —3 3 U AAI%ZE

Incident Management Process Humans AlOps
Analyze Millions of Events Hours Secs
Correlate Millions of Events Hours Secs
Anomaly Detection Hours Secs
Detect Repeat Anomalies Hours Secs
Create/Update Tickets Mins Secs
Troubleshoot Tens of Incidents Mins Assist
Determine Root Cause(s) Mins Assist
Restore Mins Secs
Learn from Failure Mins Secs
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= Natural Language Processing techniques
= Arrival Time similarities
= Topology constraints
= Event arrival rate
= Recipe based approach instead of rules
= Node significance (Vertex Entropy)
= Noise filtering (Entropy)



Crosswork Situation Manager AlOps
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Crosswork Optimization Engine
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Cisco Crosswork Optimization Engine
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Overview

Crosswork Network Controller
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b—bEX7aEEY 3V ERDONSON—XDHY —EX
a—HMmB DY —EXConfig7=vbDH X &Z~ A X L7=NSO FP(Function Pack)

Ul and API

L. 2a—YI3E&ETSSREY =2 EL TCVPNY—E2D7AEY
3=V EEK

2. NSOIFVPNY —E X% E

A
Crosswork Active 3. WER7%z@EH
ﬂ 9 Topology
H—ERTAEY a7 UIIEH —EXETFTILOYANGR F —< %

N

d VPNfgidglonfig O—FLCEEZER. YANGR ¥ —<I3t > 7ILNSO FP TR,
............................ VPN 4~ JLNSO EP
00 Flat L2 VPN* Flat L3 VPN*
« Static PW or EVPN VPWS « VPN, interface,
eerae o B * SR-TE policy association BGP neighbor
p— P—— ﬁ + SR-TE policy association
. i_ﬁ - >

*Flat L2 VPN and Flat L3 VPN are sample function packs to be used as an optional starting point for customization.



S REE

Yb—EXA7O0E> 3= LT, SRR —AnNA R

Ul and API

Crosswork
Optlmlzatlon Englne

I —HIFHEBUIASVPNY —E X & BET HSRRY > —%SLA
i, EIE)

2. NSOIFH—EXESRRY S —AA~Ay RV RO/ — RKTHE

B~ w

. ANY RIVRD/ — RIE/XREEAPCEPZ O k 2L TSR-PCE~NZESK

BERA B A SUHEIZSR-PCEIZ /XX ZCOEA BEE T 5, =iE(C
& Bz EtE| iCOE@DWoD7 v a vy g OEE

5. SR-PCEIZ/XR#FEE~Y FT> F/ — F~PCEP
6. ERIIFEHZEATBYBEO X RORKZZEET 55514, COEIX

7.
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SR policy optimization

Objective Constraints

Latency/IGP/TE metric Affinities, disjoint paths,
minimization bandwidth
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SR policy optimization

Objective Constraints

Latency/IGP/TE metric Affinities, disjoint paths,
minimization bandwidth
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Cisco Crosswork Network Insights

Disclaimer: This map is an
illustrative representation and may
not reflect actual peer locations Route Data Stores Analytics Alarms Event Monitoring Security & Identity
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Mean-Time-To-Repair (MTTR) - Key KPIl impacting customer experience
MTTR Before

Automated Mean-Time-To-ldentify Mean-Time-To-Know Mean-Time- Mean-Time-
Remediation To-Fix To-Validate

+

Real-time
Analytics

+

Streaming
Telemetry

MTTI MTTK MTTF MTTV

Crosswork Network Insight’s Focus

%
MTTR After
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Crosswork Network Insi
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Cisco

CrossworkCloud
Dashboard | Help with this page @

Dashboard Active Alarms

Policy violations occurring now

VIEW | TRIGGER

View 64.104.0.0/18
View 64.104.0.0/18
View 64.104.0.0/18
View 64.104.0.0/16

Viewing 1 - 4 of 12 Records

C

Active Alarms
fix Ac

Quick Jump

ASN or Prefix

POLICY | RULE | #PEERS

Cisco-AS-109-Prefixes ROA Failure 147

Cisco-AS-109-Prefixes AS Path Length Violatior 147
Cisco-AS-109-Prefixes Upstream AS Change 147

Cisco-AS-109-Prefixes ROA Failure 146

Prefix Usage
335 Available
165 Used

Application Shortcuts

ts User Interface

Cisco Marketing | Admin I_ F
Manage Alarms

| SEVERITY ACTIVATED .

+#

11 Dec 19 12:55:42 UTC

Low 11 Dec 19 12:55:42 UTC
Me: 11 Dec 19 12:55:42 UTC

11 Dec 19 12:50:38 UTC

Page10of3 > »

Violation Peers

COUNTRY | PEER COUNT % | &=

Viewing 1 = 1 of 39 Records
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Trustworthy Platform: A Key Differentiator

XR 7: Cloud Enabled

e Visualize and report on trust

Diagnostics

Runtime
Environment

Firmware and Trust begins in the hardware
Processor
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