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Welcome to Cisco Umbrella!

@ © Umbrella Support <umbrella-support@cisco.com> Sunday,

To

‘ases’ Cisco Umbrella

Hi—

Welcome to Cisco Umbrella! Your order has been processed and will be activated shortly. Let's get you up
and running quickly, so you can start protecting your users and devices today. Just follow these quick and

. A—I)LTPRLUREHESR

;:;tlﬁtt: ';'our accounthps //dashboard.umbrella.com I—e 7@ %IJ H# ( - * E L/T'_ = EE% m )( _) LT I: I/ Z
. Yourloglnemm—a 75\ _Eﬁéﬂfb\é;&iéﬁﬁaubij-

« The first time | create a pa y clicking the "Forgot

password" link.
« Note, if you do not receive the email, please check your Spam folder.

[Your login email][ZE2&ish TLVS

Second Step:
Use our Getting Started Guide. Learn how to send traffic from your networks or devices to Umbrella,
create a security policy to protect the traffic, and view the reports to see what's happening.

[Sign Into your account]@iC &
NTWBILDED )Y

Third Step:
Check out our Support Page. You'll find user guides and documentation to get you started with deploying

Umbrella.

Have Questions?
Register for a live onboarding webinar to get a complete walk-through of Umbrella deployment.

There's always email, too. You can reach us at umbrella-support@cisco.com.
A & Y ~ ~ > N o~ N
Thank you, rj - 9 YD — 7 A —_ \
Cisco Umbrella Team 72 -Uzl& )/ 7N I‘O)I:l /r_//\ /75
RINSNFT

‘ases’ Cisco Umbrella
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swu  cisco-secure-client-win-5.1.3.6 X +
& > P C D > 49y0-F > cisco-secure-client-win-5.1.3.62-predeploy-k9.zip > cisco-secure-client-win-5.1.3.62-f Q
3 N ERER O &%~ e snTRE @ =@
) Home ﬂ ﬂ ﬂ ﬂ ﬂ ﬂ ﬂ ﬂ ﬂ “
® ® ® ® ® ® ® ® ® ®
Profiles Setup CiscOo-secur  Cisco-secur  CisCo-Secur  CisCO-Secur  CisCO-Secur  CiscO-Secur  CisCO-Secur  CisCO-Secur  Cisco-secur  Cisco-secur
> @ OneDrive e-client-wi  e-client-wi e-client-wi  e-client-wi e-client-wi  e-client-wi  e-client-wi  e-client-wi  e-client-wi  e-client-wi
n-1.189.1-t n-5.1.3.62- n-5.1.3.62- n-5.1.3.62-i n-5.1.3.62- n-5.1.3.62- n-5.1.3.62- n-5.1.3.62-s n-5.1.3.62- n-5.1.3.617
housand...  core-vpn..  dart-pred.. seposture.. nam-pred.. nvm-pred.. posture-.. bl-predep.. umbrella-... 7-zta-pre...
J Foyo-F # Setup.exe setup.hta
g FFauh #
W 7% »
O -y »
> Rogd »
> [ This PC
- ESTOR
14 ENEE =0
X

© 2024 Cisco and/or its affiliates. ts
e )

1-Y-7hoviEE

COTTINTINARICEEEMABI L EHFALEFT
h?

@ Cisco Secure Client

R EHDRTIT: Cisco Systems, Inc.
TPANVDAFER: A1 VF7-Fy M55y 0-F

FHBERT

AVARN—5%FFET
E&ELI-AVAN—5FRTLET, T7A
LA X [Setup]| (MR FH LT R)F =&
[Setup.exe](¥Li{RFHYKRR)TY , [1—H
THOURAEN T A 70T Ry AMNKRT
SNFEYT,

(XL ED)yo
&Lz )voL AR5 FETLET .
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\ e [Select Al 7)o LR
Select the Cisco Secure Client 5.1.3.62 modules you wish to . . ..
install: | TIHINTIETARTODA U RM—=ILA T3

, U EDAII)DERSNTNET , [Select
m Core & AnyC t VPN
— ANZES )L, BRERBRLET
Start Before Login

Network Access Manager ‘

| @ Cisco Secure Client Install Selector - 0O X ‘

Secure Firewall Posture
Network Visibility Module
Umbrella

ISE Posture
ThousandEyes

[Core & AnyConnect VPN|Z4')v%

[Umbrella]Z2')v%
Umbrella CaVE 1—42%RET 510
W E L7155 [Core& AnyConnect VPN]ZE 1R

LET, ZFOMDARAN—ILA T av &
WEIZIGCTEIRLED,

Zero Trust Access
Select All

Diagnostic And Reporting Tool

m Lock Down Component Services

Install Selected

[Install Selected]%%>')v7,
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3. Cisco Secure ClientZx14 > X —JL

Cisco Secure Client Install Selector

o You selected the following Cisco Secure Client 5.1.3.62

modules to install:
AnyConnect VPN

Diagnostic And Reporting Tool
Umbrella

Do you wish to install these now?

s S

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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3. Cisco Secure ClientZ 1 > X —JL

Cisco Secure Client EULA X

[

Supplemental End User License Agreement

IMPORTANT: READ CAREFULLY

By clicking accept or using the Cisco Technology, you agree that such use is governed by the
Cisco End User License Agreement and the applicable Product Specific Terms (collectively,
the "EULA"). You also acknowledge and agree that you have read the Cisco Privacy
Statement.

If you do not have authority to bind your company and its affiliates, or if you do not agree with
the terms of the EULA, do not click "accept and do not use the Cisco Technology. If you are a
Cisco channel partner accepting on behalf of an end customer ("customer”), you must inform

[Accept]&V')vo
the customer thatthe EULA applies to customer's use of the Cisco Technology and provide

the customer with access to all relevant terms. [Accept]€7 U ‘y7 t R 9“ |-7 :/ 01— F‘jé F}ﬁ tﬁ Lij— o

The latest version of documents can be found at the following locations.
* Cisco End User License Agreement:
https:/iwww.cisco.com/c/en/us/about/legal/cloud-and-
software/end user license agreement.html
Applicable Product Specific Terms: https://lwww.cisco.com/c/en/us/about/leqal/cloud-
and-software/software-terms.html v
Cisco Privacy Statement: hitps://iwww.cisco.com/c/en/us/about/legal/privacy-full html

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29
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3. Cisco Secure ClientZx14 > X —JL

Cisco Secure Client Install Selector X

Installation complete.

@ [OK|Z=2')v%

[Accept]z=/')voé. FHooO—R#FIBLE

oK 3, Cisco Secure ClientO A2 AR—ILMWET
L/il./f:o

é %%+ T. Cisco Secure ClientIZ# & A ENT-

Umbrella® 12— LB ZMELET,

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30
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. Ay aR—KIlzabg 4295 p7

. FAITFAIVEARN—F5ERE 2 O—KT 3 P15

. Cisco Secure ClientZz {2 Ab—)L9 5 P24

. Umbrella® > 2—)LZE XTI 5 P31

e UmbreleE®Ya1—JILZEL
 Umbrella ¥ a1 7WebsT— bV A/ EEZFINL

. JL—hEEBAEZ A/ RX—J)LF 5 P51
. RS —%EXTE T 5 P68

° DNS,‘I’C |J :/_
¢ Web7R)S—
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» Cisco Secure ClientiIC#H A E N /=Umbrella®Y 12 —ILZ B
kL, AVE21—5DREZHIBLET,
« A7 v 7 1:Umbrella®Y 2—I)LZBRNL
e 27w 72:Umbrella F*x 12 7WebT — U 1 EgEZBIN
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4. UmbrellaE® T a—ILZEBIIELT S

AT 7T1:Umbrella®Y 12— ILEFRL

774N RDO7 A )LFICEEE L. Umbrellad

c[2-@) EVa-IIoFOT7FAINESY9yO—K] TYovO—RKULEEY

= a—)LZzaRL

cha-

 Windows: C:\ProgramData\Cisco\Cisco Secure Client\Umbrella

* macOS: /opt/cisco/secureclient/Umbrella/

KHA K IEWindows 11D EEFITFIEZEFHAL X9
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4. Umbrella® o a—ILZHFILT 5

AT v 71:Umbrella®Y 2—ILZBIL

@ FRER N $RER O =5 @ =8
. 1 G JRIrALEIE—
EET] o 2-® ESa—LOFOTPAILEL YL O—K]
mon . TIAIT7AIIWVERELESR(T4HILE)ERE.
0wrr : JO77A/)LEaE—LET,
| 74 ILAIL, [Orginfol LR FELFRR)E =L
v[> }}:D:m a [Orglnfo.json](TI'ﬂE?ﬁJUﬁﬁ‘)—c“j-o
e -5 e [A—AILT 2 RI(C)ZET) D
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& 0N 7427 (C)

<« ~ C

® wRER

> @ OneDrive

o 7RIy T
+ §9v0-F
2 FFaxvh
W 95y
O -7
> Ragd

Umbrella

v [ ThisPC

v & O0-ALFRT(C)

PerfLogs
> Program Files
> Program Files (x86)
Windows
> 1--
TR

SEDEE

QD > ThisPC > O-ALT1RZ(C) >

N HEAEX

&
PerflLogs
Program Files
Program Files (x86)
Windows

1-¥-

» » » » » »

O X711y

O X741V e
Q9 ®741Y i
83 MPAIY ks
== _E File
= =@ i
8= WATER

g 7Y

. (B FHHEIVEY

@ TVEa-74VF9

E-oN >

YRV EVIIE VL)
X IVIIk Ea-

Fa EEFrun Hun?

ERTLBEINTVI TP TIANT-ORT/FERTEY)

YEAZT.

0-Hl T4R7 (C)DIEFR

|

o BLI7IN

-0

AT 7 1:UmbrellaEY 2 —IL 2B

Q

(BEICISCT)RTRIZTZET )V

[ProgramData] 74 /L3 MR RSN GE
L. BLI7AMILERTT HREICERLE
9,

(WEIZISCT)RR] 2097

(BEIZIGCQ)BELI7ZAMIVZ D) VY

BBLI7AMIZI)vILT. RLIFAILER
=0 RY HEREIZEBLEY , [ProgramData] {2,

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AT v 71:Umbrella®Y 2—ILZBIL

< 4P C Q) > ThisPC > O-AlT4RZ(C) > 0-hlb T4R7 (DR Q

= 0N F4RT (C)

® FRER N #AEX = 55 @ =&

> @ OneDrive E01 EFHOE =] $47
File folder

& 7277 File folder
¥ §9v0-F File folder
File folder

=PV

File folder

W E9Fv

File folder

1-%- 2024/05/08 13:27 File folder

e [ProgramData] 7+ /LZ %)y

B [ProgramDatal 7+ /L3 &9y L TREEET,
. B#H(Z. BRIDO[Umbrella]l 74 /)L F £ TE T4
Perflogs )lzf)féﬁﬁl,\fl:\gij_o

Program Files
Program Files (x86)
Windows
1--

> W FvhI-7

7EQES E]Q
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AT Y 7Pl:UmbreIIa:E°/“:L—)l/’ciﬁ§f‘jJ_1|$

ProgramData
= 4 &) Q > ThisPC > O-ALT4A7(C) > ProgramData > ProgramData(D#&%& Q
® #RfER N EAER = &= (B =@
> @ OneDrive & Bt 2= #4X
o FAMT » Microsoft 2024/06/03 11:42 File folder
i F%y0-F » Microsoft OneDrive 2024/05/08 13:11 File folder
5 Raivk > Package Cache 2024/0 File folder
R E75v » Packages File folder
© 2-997 » regid.1991-06.com.microsoft 2024/06/12 12:26 File folder
e SoftwareDistribution File folder - >
- . Cisco] 7+ ILEZED)v7
.y ISCO J
morella
USOPrivate File folder
. This PC USOShared File folder
v is
VMware File folder
v & O 7427 (C)
WindowsHolographicDevices File folder
PerfLogs
> Program Files
> Program Files (x86)
> ProgramData
> Windows
> 1-Y-
- TR
12 ENEE =|0
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37
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AT 71:Umbrella® 1 —)b’&ﬁ?ﬂ_ﬂﬁ

Cisco

& 4P (&] J > ThisPC > O-ALF1AZ(C) > ProgramData > Cisco > Ciscoig R Q

@ FRER % O @D w N #ERER = 55 @ =@

b
il

> @ OneDrive B FOB &8 $4%

ient 2024/06/03 17:30 File folder

2Ty T 2024/06/03 17:30 File folder

+ F9v0-F
g Faivb
W 95
O -y
> Reps

* % % % % »

[Cisco Secure Client] 7+ /LZ %5y

Umbrella

v [l This PC
v & O0-7FAT(C)
Perflogs
Program Files

Program Files (x86)

Windows

>
>
> ProgramData
>
>

1-7-
- ESTR)
2ENEE 1EOEEEER E]—
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AT

Cisco Secure Client

“ + O

® sRnrm

> @ OneDrive

o FA7T
+ 99vo-F
2 FFaAvh
R E9Fv
O 22-vv7
g &7

Umbrella

v [ ThisPC

v e O0-AF4A7(C)

Perflogs
> Program Files
> Program Files (x86)

> ProgramData

> Windows

> 1-¥-
- ESTR
1BENES

© 2024 Cisco and/or its affiliates. All rights reserved.

X

Q

Vi 7Pl:UmbreIIa:E°/“:L—)l/’ciﬁ§f‘jJ_1|ﬁ

>

O0-Al 74A7 (C) > ProgramData

N #AEX

o}

&
CustomerExperienceFeedback
Help

110n

Umbrella

VPN

e ACManifestUmbrella.xml
e AnyConnectLocalPolicy.xml
D AnyConnectLocalPolicy.xsd
3 eula.txt

|=] update.txt

D VPNManifest.dat

€ VPNManifestClient.xml

€ VPNManifestDART.xml

Cisco Public

>

Cisco

>

Cisco Secure Client

File folder
ile folder
File folder
File folder

File folder

> Cisco Secure ClientD1& & Q

@ #a

@

"
=]

[Umbrella] 7+ LA &51)v%

™

5]

[ ] ]

]

([
O
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- AT Y 7LUmbrella® Y 2 —I)LZEBML

Umbrella
& ™ C J > - LlocalDisk(C:) > ProgramData > Cisco > Cisco Secure Client > Umbrella Umbrella)#& %= Q
® #REm N ERER = =53 @ =@
PerfLogs N D dified Typ Si
Program Files
v Program Files (x86) RV
G ENER(O)
v 15CO
IN-TTER(P)
Cisco AnyConnect Secure h EBFOEZBICEFHE)
v Cisco Secure Client ZO7ANI-ONAFIAX(F)...
DART B5Y{H3(P)
Y3~ M1y bDBSYHEHS)
Install
F-FN TR ° o
i o
Pl -
uains PIAEHATHG) 4-@ (G| t L/T— 7 O 77/{}[,%/\ XI\
~—
v FRIERW)
v — Umbrella F0/574(R)
' > o o
Plugins U b ( -_— 4 F
[Umbrella] 74 /LA 2707714 )L ~N—A&
Common Files

Google
> Internet Explorer
Microsof ft
Microsoft.NET
0fENEER

(BEURTT3)TBE. [REDTHILE—~DT
HEREEEESNELEFA7OS Ry ZA
RRESNET,
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AT v 71:.Umbrella®Y 2 =)L

Y HROIANT-NOTIEAREFTShELE =

Z0IANS-NEBTIICFEERBENERIBETT

Umbrella [ﬁﬁ] €7 IJ ‘y7
Date created: 2024/06/03 17:30

2F97(S) ool
SR miERp
dIER
Umbrella X + - 0o X
G 4 C J > -+ ProgramData > Cisco > CiscoSecureClient > Umbrella > Umbrella&3& Q
® #Rtem N EAER = =5 @ =@
Microsoft Update Health Too CL EEl &8 -
ModifiableWindowsApps data 0:46 llefold 7 D 7 7 /r ) L o) EE % EE
. IZIIL,\

:Il::\v;ows Defender [ 0O CS:A;GI fo.j 4 06/03 17:43 r;‘: N ‘“1- L KB

——— ]_@ [Umbrella] 74 /LA [CTAT77MILHEEESN
L=, RENT T T 5&. BERIZ[data]
THILEBEEU[SWGIA4ILE hMERRENE T,

Windows Photo Viewer

WindowsPowerShell
Program Files (x86)
ProgramData

Windows
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AT 7T1:Umbrella®Y 12— ILEFRL
‘ \ ]

R Rk A MDCisco Secure Client[(D)]
TAAVED )Y

Cisco Secure Client G, Umbrella® 21— /)L

EMESnf-CLTRLET,

== Q #% '_?‘ [} - ﬁ G v NG 7 2024/051/:$§ a

@ Cisco Secure Client - X

@ [Umbrella is active.|*yt— % HEER

[Umbrella is active.]*vt— %R LT=5.
UmbrellaE 12— ILOEMIEIXSET TT,

#HULV T, Umbrellatz¥x )T/ Web5—ko x4
BWEeExEIELET,
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4. Umbrella& v
AT 72:Umbrella ‘lz=\=:l.7Web’T‘— MU A EEEZEML

Cisco Umbrella

© i BE

U'Viessages

\\‘

LA~
b Malware: 0 requests blocked in the last 24 hours View Trends / View Details

Investigate
TR
HADRESM
FITATRBEYNT—Y
% 007747

FOFATEERY FTI—=G bR

v M7 =0 DR

INRT

BYIIZ MR
AE13225 - 0% 3B 24K & DL

1600

100%

Botnet: 0 requests blocked in the last 24 hours View Trends / View Details

Cryptomining: 0 requests blocked in the last 24 hours View Trends / View Details

FIT4TRBA-IVII ATV
S
11795747

C@ B sBE2400 v

Settings A7 Ya—Il

PUFATRERBT TSAT VR
% 0/07sF4T

O IRTOEF2UYF1 IRV ERS

pauels ey

1—I)LZHAMET S

/)-f“J:/:L/ —

LEY,
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-
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‘

HRIZES

(BAZ9Uv9

&)oL, [BAEI VD
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AT w J2:Umbrella £F 2 7WebT — b = M #BEX BN

Cisco Umbrella

e alaln Hg @ Bl @24k v

cisco
Settings A7 ¥a—IL

0 Messages

Malware: 0 requests blocked in the last 24 hours View Trends / View Details

RYRIT—IFTNAR net: 0 requests blocked in the last 24 hours View Trends / View Details

O—3y4avPa—% 2 ining: 0 requests blocked in the last 24 hours View Trends / View Details

ERAILTIA R

BADRESM
BREHT T FA TV
FUF4TERY NT—Y FIFATRA—IYIIFATY FU574 TRERBT TFAT YR - o
- 9% ‘
Chromebook—4 % 0/orsFaT 100%) ~ % 0/07sF4T D_NS :S t l_ I IS Y
11705747 ~ -’
ESANCEV ANV
1-HEIN—F
FIT4TRBERYNT—T bRV
BE
RX1 VR
W NT— DT O IRTOEF2 VT IRV ERS =

4 b &Active Directory [0}
2

REBRY hT—2 INT DNS WEB %
3

Jb— hEEAE o

BYIIAME
SAMLEE BET3225 - 0% BE 24 & DLLE

1600
Y—ER7ZHT > hORS

RU>—
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AT w J2:Umbrella £F 2 7WebT'— b U = M #BEX BN

Cisco Umbrella Aol HAATTAT

TATA (D
~ » o =
dasco. O—XIVJAVEa1—% e

O-3v7 547>k BE

O—3YJavEa—% & Umbrellal—= >4 54 7> h &fzi¥Cisco Secure Client Umbrella 2 —JL(IHAnyConnect)ic & > TIREES N3 IV 21— &ELET, Ty
YaR—ROZOEETIE. EBEFELOY VY O—RRYVEFRLTI A7 M2RAL, TOO—IY /Y1 — 92 BRI BT ENTEEXT,

Q ®wR% B

EIAITIA R P = I .
= \J
BREBT TFAF YR
SWG BEDH—/T—
Chromebook1—# () D% a AF—5 A 59 . HEORE v
PETASZ I
7742 ol s e
ER— 0 el KGOS JO-VEE  SHEEE v
BE 3 5
R=Y: 1 v BER-—IYOHERK 10 1-1/

[P -

1 b &Active Directory

ARy h7—2

— NERE

payels 199

SAMLERE

5 N0 TS
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AT w J2:Umbrella £F 2 7WebT'— b U = M #BEX BN

Cisco Umbrella WA AT PAFYFAT1

alaln
© i Global Settings e

Global settings allow for the configuration of globally applied behavioral options for roaming computers. For more information, see Umbrella’s Help.

Y RT—=HFIAR [£#%8&E (General Settings)] [ UmbrellaQ—3 4505147~ ~ ecured—I V57547V ~

et
EIAITIAR #7074 700-IYJ AV E1—5 OEBHIR
BESNEHBERABEATOWENINTOO—I VS IV Ea—y ZEBHICHBRUE T, HIRIEUmbrellasy ¥ 1 R— RTiTbh & 4547V kYT h

[UmbrellaB—322 5 9547 %

BREBT TTAT VR VIZRAVEI-IHSEBNCT VA YA N—LENEEA, O—IVTAVE1—IHNAY I VIERZ & RSN TWTH, BRMETZ Ty aR
—RIEBRRENET, I
Chromebook1—4 O® ® ) ‘y

FYRT—T RV
FOTF4TT4LINY

a-EIN—7
Active Directory 1—#'—& & OV —TRY ¥ —DBEAZEMICLET. DNSOBER. AHEIP7 RLADARMESGEENET, FMICOWTE. T550KRF
BE AXYREBBLTEZ L,
(e +: 1 «O) =
4 k &Active Directory VPNEHE—R )
©
W=y hT—2 Windows 10CDVPNY 51 7> h & DERENE LT ZAEEENSH D £9. O—HILDNSHVPNTRRENBNERE, ZOWEEAVICTHTEHRIDT %]
BEMENBDET, g
L= NERE OB = g

SAMLEE

Y—ER7HV Y~ OB

O—3Xv7avEa1—9kR?
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Cisco Umbrella Al BA/ATFATYTAT4
o © i Global Settings e

BA

Global settings allow for the configuration of globally applied behavioral options for roaming computers. For more information, see Umbrella's Help.
APFPATITATA

*yho—2

ZYRT—=IFIA R [£MH|E (General Settings)] UmbrellaD—= 297547V ~ Cisco Secured—3 Y7547V ~

Y
' . t — T ’ I A\ ?
EIANFIAR Secure Client Settings [ #‘l j Web 5 I‘ 4] Z 4 J %
BRAHBT T AT IPV6DNSU S Lo Y3y 7 I) ‘y7 l TS '— j— E
Chromebook2.—* IPV67% 7 U 1-DNSREE BRI L £ T, DNS64TK— hFEATE £t A0 IPVADEDT KLRERD KXA Y OIPV6Y T U iEUmbrellalc & > TRRENE =
®he TNEDHTUE A—ALDNSY VILNIE & > TRESRBT8, Cisco Umbrellalc & »> TRES NEE A
[ (@K’

%217 Web ¥~k Vx oA ~r
=]

N
~
TF2TWebT—h VA EV2—NEBHICLT, IRTDAYI—RXY M hF 71 v I ICREBWeb 7AF VREZRELE T, /I yony

70 par i o o Compuers e Global Settings|ZH [T AR ELEBD ML, mKR60D MM DHEEH
HYFET,

RX1 v EE

# h & Active Directory

RERY hT—2 Send IPv6 Traffic Through the Secure Web Gateway

Jo— NEEBE Enables the direction of IPv6 traffic through the Secure Web Gateway. Enablement requires a dual stack IPv4/IPv6 network.

®|O) B

pauels 199

SAMLERE
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€9 Cisco Secure Client — X

~ Connect

AR 1TAAETD )Y

Umbrella:
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® Cisco Secure Client

' I [ I ' .
aeler Secure Client
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