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el ovb ldeuwloc uwass ldeuwlo 1U3ds 1U3s sewss eds Jlwsé lJzuwlole [Jbloysé
lJe9z96 gJso.

ouwesd IJlzoj6 bs SSE
IJglo96 1. olds po 1o gulosy URL 030 puwpse wol Bs wsised:
IJeub 86 1Ulp,s3sé

* api-sse.cisco.com
+ eventing-ingest.sse.itd.cisco.com

pub$s Ileh 1ln9ws

* api.eu.sse.itd.cisco.com
» eventing-ingest.eu.sse.itd.cisco.com

pulb 96 Tuu..§|_9Uol>:5 sldsloly

+ api.apj.sse.itd.cisco.com
» eventing-ingest.apj.sse.itd.cisco.com

lJglb9é 2. 9p vowesd 1Us¢9d IUs w9lwé SSE Cluwegsle guglo URL ol
https://admin.sse.itd.cisco.com. 9o oWz IJs grple Iduweled 9o pdse JJl IUgshso euoese
gluwegled wosssle Cisco XDR: Jpel 09 p9 oz WS IUue9)0 IJoldss:

dafra]r Security Services Exchange Devices  Cloud Services  Events  Audit Log
Clsco
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0288 p0 cuwesd Ulesle eds wslus SSE Jpl 09 p3dy, Bis 1J¢loss 4 oo Suwe wuwesd
lJIgojo eJs SSE.

©288 pu LOES ExuP 030 Ipedsele eds Jses pedsele Cisco XDR Iy vz pu uvedle slzos
wped Idobosdlo (APl zos spdud IJlbdlg eds vew Buvd 9lzos e ldobos@le
(API) Idpzepd.

lwod ol IJIzble 9] odlzol

el pupldd 1Jleuold

Sedud IUJUvd gu puildd IUloold 1Jglps oo pJud action_queue.log. Ws zldle 1Jo v
Spdud 4956 030 IJuwedle 1Jpe9z96 Vs 1Jpdus:

ActionQueueScrape.p1[19094]: [SF::SSE::Enrollment] canConnect: System (/usr/bin/curl -s --connect-timeo

WO oo IJzlJs. SEUS JroJ"LJé)ga 28 lywole pods IUgpdsd 952w [Jozgdld pu lUlouold
Cldlocyoe. see lo ers lsuol ses 1Jeise 6 1Uss seus publdd B 586 DNS

oudJle Ilouold wuwoo 396 DNS

IJglo96 1. w288 pu lu IJlouald sepd wuvdd Lozse.

root@ftd0l:~# curl -v -k https://api-sse.cisco.com
* Rebuilt URL to: https://api-sse.cisco.com/

* getaddrinfo(3) failed for api-sse.cisco.com:443
* Couldn't resolve host 'api-sse.cisco.com'

* Closing connection 0

curl: (6) Couldn't resolve host 'api-sse.cisco.com'

S9uoz o3l IJlglz o IJzoly £ B>, eds ed gwslu URL https://api-sse.cisco.com. 9195 o0
IJzlds. veole Ids 1dezldd pu wdssy ehp DNS IJpoluwe: sspdu Idezdd pu uozwo
wluwegslp NSLOOKUP oy 9lzod ywlo, 1JI9le, (CLI) 1Jgws):

root@ftd0l:~# nslookup api-sse.cisco.com
;; connection timed out; no servers could be reached

s9uoe 03l 1JIglz lue Jp swp 1Jsuo9d 1Js DNS IUss wp wdssuo: Joldss leslsle DNS,
Iuwegsp 1Jie, show network:


https://api-sse.cisco.com

> show network

[ System Information ]

Hostname : ftdol
DNS Servers T X.X.x.10
Management port : 8305
IPv4 Default route
Gateway DX x.x.1
[ ethO ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address ToX:IX:iX:x:9D:AS
—————————————————————— [ IPv4 J--——---— oo~
Configuration : Manual
Address T OX.X.X.27
Netmask 1 255.255.255.0
Broadcast T X.X.X.255
—————————————————————— [ IPv6 J----——-==—=—— ===~
Configuration : Disabled

[ Proxy Information ]
State : Disabled
Authentication : Disabled

B 03l IUpelde &p luwedsle 2l3e DNS 1Jgbl spdod oéss, lesble DNS

> configure network dns x.x.x.11

w8 ool o3l IJlouold py6 18,6 9030 1Jpy6: sIou Ileuold wlzel.

root@ftd0l:~# curl -v -k https

://api-sse.cisco.com

* Rebuilt URL to: https://api-sse.cisco.com/

Trying X.x.x.66...

* ALPN, offering http/1.1

Connected to api-sse.cisco.com (x.x.x.66) port 443 (#0)

lgwegsle o3l 1l

* Cipher selection: ALL:!EXPORT:!EXPORT40: !EXPORT56: !aNULL: !LOW: !RC4:@STRENGTH

successfully set certificate
* CAfile: none
CApath /etc/ss1/certs

verify Tocations:

* TLSvl.2 (OUT), TLS header, Certificate Status (22):

* TLSvl.2 (OUT), TLS handshake,
* TLSv1l.2 (IN), TLS handshake,
* TLSv1l.2 (IN), TLS handshake,
* TLSv1l.2 (IN), TLS handshake,
* TLSv1l.2 (IN), TLS handshake,
* TLSv1l.2 (IN), TLS handshake,
* TLSv1l.2 (OUT), TLS handshake,
* TLSv1l.2 (OUT), TLS handshake,
* TLSvl.?2

Client hello (1):

Server hello (2):
Certificate (11):

Server key exchange (12):
Request CERT (13):

Server finished (14):
Certificate (11):

Client key exchange (16):
(0UT), TLS change cipher, Client hello (1):



* TLSv1l.2 (OUT), TLS handshake, Finished (20):

* TLSv1l.2 (IN), TLS change cipher, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSv1.2 / ECDHE-RSA-AES128-GCM-SHA256

* ALPN, server accepted to use http/1.1

Server certificate:

* subject: C=US; ST=California; L=San Jose; 0=Cisco Systems, Inc.; CN=api -sse.cisco.com
* start date: 2019-12-03 20:57:56 GMT

* expire date: 2021-12-03 21:07:00 GMT

* jssuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID S SL ICA G2

* SSL certificate verify result: self signed certificate in certificate c hain (19), continuing anyway.
GET / HTTP/1.1

Host: api-sse.cisco.com

User-Agent: curl/7.44.0

Accept: */*

HTTP/1.1 403 Forbidden

Date: Wed, 08 Apr 2020 01:27:55 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 9

Connection: keep-alive

Keep-Alive: timeout=5

ETag: "5el7b3f8-9"

Cache-Control: no-store

Pragma: no-cache

Content-Security-Policy: default-src 'self'
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=bTlock
Strict-Transport-Security: max-age=31536000; includeSubdomains;

AAANANAANANAANAANAANANAYVY YV V VYV

puvldd lJogwesd IUs w9lusé SSE

seole IJ pu FMC 9 FTD |Jss louold wgusle SSE URLs gJs 9lzos 116 1Jgl o6 wopel:
Jizool) IUlouold. 1gd 030 1Jisle, gJs Firepower CLI pg 1J9 o9J 1z,

<{froot>

curl -v https://api-sse.cisco.com providers/ssel/services/reqistration/api/v2/clients --cacert /ngfw etc/

curl -v https://est.sco.cisco.com--cacert /ngfw etc/ssl/connectorCA pem

curl -v https://eventing-ingest.sse.itd.cisco.com--cacert /ngfw etc/ssl/connectorCA pem

curl -v https://nmx01.sse.itd.cisco.com--cacert /ngfw etc/ssl/connectorCA pem

Sedu eles IJezdd po Idguoelss wosl 1Jie):


https://api-sse.cisco.com/providers/sse/services/registration/api/v2/clients
https://est.sco.cisco.com
https://eventing-ingest.sse.itd.cisco.com
https://mx01.sse.itd.cisco.com

root@ftd0l:~# curl -v -k https://api-sse.cisco.com

Rebuilt URL to: https://api-sse.cisco.com/

Trying Xx.x.x.66...

Connected to api-sse.cisco.com (x.x.x.66) port 443 (#0)

* ALPN, offering http/1.1

* Cipher selection: ALL:!EXPORT:!EXPORT40:!EXPORT56:!aNULL:!LOW: !RC4:@STRENGTH
successfully set certificate verify locations:

* CAfile: none

CApath: /etc/ssl/certs

* TLSv1l.2 (OUT), TLS header, Certificate Status (22):

* TLSv1l.2 (OUT), TLS handshake, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Server hello (2):

* TLSv1l.2 (IN), TLS handshake, Certificate (11):

* TLSv1l.2 (IN), TLS handshake, Server key exchange (12):
* TLSvl.2 (IN), TLS handshake, Request CERT (13):

* TLSv1l.2 (IN), TLS handshake, Server finished (14):

* TLSv1l.2 (OUT), TLS handshake, Certificate (11):

* TLSv1l.2 (OUT), TLS handshake, Client key exchange (16):
* TLSv1l.2 (OUT), TLS change cipher, Client hello (1):

* TLSv1l.2 (OUT), TLS handshake, Finished (20):

* TLSv1l.2 (IN), TLS change cipher, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSv1.2 / ECDHE-RSA-AES128-GCM-SHA256

* ALPN, server accepted to use http/1.1

Server certificate:

subject: C=US; ST=California; L=San Jose; 0=Cisco Systems, Inc.; CN=api -sse.cisco.com
* start date: 2019-12-03 20:57:56 GMT

* expire date: 2021-12-03 21:07:00 GMT

* jssuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID S SL ICA G2

SSL certificate verify result: self signed certificate in certificate c hain (19), continuing anyway.
GET / HTTP/1.1

Host: api-sse.cisco.com

User-Agent: curl/7.44.0

Accept: */*

HTTP/1.1 403 Forbidden

Date: Wed, 08 Apr 2020 01:27:55 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 9

Connection: keep-alive

Keep-Alive: timeout=5

ETag: "5el7b3f8-9"

Cache-Control: no-store

Pragma: no-cache

Content-Security-Policy: default-src 'self'
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=bTlock
Strict-Transport-Security: max-age=31536000; includeSubdomains;

AAANANAANANAANANAANANAYVYV V VYV

~ edlebi: spdoud 1Jeuo9d £ds [uwlJs 403 1Jpelog 6 Jiv Ipedele IJos wp buwldol pu
IJi2ool) Jsuve pl sw9deo SSE 9JJy 03l sewe wel sYBs Jdozdd pu ldloold.

ozl pu gldé SsecConnector

Sedud IJezdd pu euolisue IUpsued Jel 09 psuot.



# more /ngfw/etc/sf/connector.properties
registration_interval=180
connector_port=8989
connector_fqdn=api-sse.cisco.com

JJozdd po IUleuold wse SSContor 9 EventHandler 1Jses spdod luuegsle 03l 1Jiey: 03l peld

eds loyold yusss:

root@firepower:/etc/sf# netstat -anlp | grep EventHandler_SSEConnector.sock
unix 2 [ ACC ] STREAM LISTENING 3022791165 11204/EventHandler /ngfw/var/sf/run/EventHandler_SSEConnecto

VIS pold gds logold eloo: spdud i <)S o 2lJo 1J>0 9 pooJe:

root@firepower:/etc/sf# netstat -anlp | grep EventHandler_SSEConnector.sock
unix 2 [ ACC ] STREAM LISTENING 382276 7741/EventHandler /ngfw/var/sf/run/EventHandler_SSEConnector.soc
unix 3 [ ] STREAM CONNECTED 378537 7741/EventHandler /ngfw/var/sf/run/EventHandler_SSEConnector.soc

IJezdd pu lduslole 1Jpeyuwds [Js wslosé SSE 9 CTR

JLuwld Izsle po zols FTD JJibJle eJs gles logile louold TCP pg https://eventing-
ingest.sse.itd.cisco.com o3l peld gds louold Jp swe louble wsu prgd SSE 9 FTD:

root@firepower:/ngfw/var/log/connector# 1sof -i | grep

connector 60815 www 10u IPv4 3022789647 0tO TCP Tocalhost:8989 (LISTEN)

conn

connector 60815 www 12u IPv4 110237499 0tO TCP firepower.cisco.com:53426->ec2-100-25-93-234.compute-1.a

Vs IJpyuod e dle:

time="2020-04-13T14:34:02.88472046-05:00" level=error msg="[firepower.cisco.com][events.go:90 events:co

time="2020-04-13T714:38:18.244707779-05:00"
time="2020-04-13T14:42:42.564695622-05:00"
time="2020-04-13T14:47:48.484762429-05:00"
time="2020-04-13T14:52:38.404700083-05:00"

~ odlzbs: Jlzb Iy gulosy IP 1Upg 19,06 X.X.X.246 9 1x.X.X.246 oo es |Js hitps://eventing-

Tevel=error
Tevel=error
Tevel=error
Tevel=error

msg="[f1irepower.
msg="[f1irepower.
msg="[f1irepower.
msg="[f1irepower.

cisco

cisco

.com] [events.go
cisco.
cisco.

com] [events.go
com] [events.go

.com] [events.go

190
190
190
190

ingest.sse.itd.cisco.com 9szw wEsS, 0l 9031 09 Iduwow B 1o [Jososs o IJuwpelz
Jods py9) Idoslole |Us w9lwé SSE luweubl JJs URL wadl pu gulssu IP.

events:
events:
events:
events:


https://eventing-ingest.sse.itd.cisco.com
https://eventing-ingest.sse.itd.cisco.com
https://eventing-ingest.sse.itd.cisco.com
https://eventing-ingest.sse.itd.cisco.com

I3l Jp sp logvle o3l IUlouold: BJo sop Lusld 1Jizsle |Us wolus SSE. o3l pold s louold
Slow wsu FTD 9u9lw6 SSE:

root@firepower:# 1sof -i | grep conn
connector 13277 www 10u 1IPv4 26077573 0t0 TCP localhost:8989 (LISTEN)
connector 13277 www 19u IPv4 26077679 0t0 TCP x.x.x.200:56495->ec2-35-172-147-246.compute-1..
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