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def anged Mon Jul 4 14:46:43 2022 Info: M D 139502 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Acti n: URL

def anged Mon Jul 4 14:46:43 2022 Info: M D 139502 URL
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Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the message Link1:
BLOCKEDnal ware[ . Jtesting[.] google[.]test/testing/ mal ware/ BLOCKED and sone text Link2:
http://cisco.comand some text -- 7781793576330041025==
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the href in the nessage? Y indicates that the full rewitten URL will appear in the email body.
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Linkl: http://malware.testing.qgoogle.test/testinag/ malware/ and sone text

Li nk2: CLICK ME sone text
Li nk3: http://ml ware.testing.google.test/testing/ malware/ and sone text

Li nk4: http://cisco.comand sone text
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Li nk2: CLICK ME sone text
Li nk3: http://mal ware.testing.google.test/testing/ malware/ and sone text

Li nk4: http://cisco.comand sone text
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Link2: CLICK ME some gext
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Add Policy. ..
Order Policy Name Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters | Outbreak Filters | Advanced Phishing Protection = Delete
1 URLTest (use default) (use default) | (use default) (use default) Enabled Retention Time: | (use default) I}

(no filters) Virus: 1 day
Other: 4 hours
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Mail Policies: Outbreak Filters

Qutbreak Filtering for Policy: URLTest

Enable Outbreak Filtering (Customize setlings) a

Outbreak Filter Settings
Quarantine Threat Level: (7 28
Maximum Quarantine Retention: | vieal ataehments:  [1 Days B
Gther Threats: v B
Deliver messages without adding tham to quarantine
Bypass Attachment Scanning: b | Nane configured
Message Modification

Enable message modification. Required for non-viral threat detection (excluding attachments)
Message Modification Threat Level: (7 28

Message Subject: | propend @ [[SUSPICIOUS MESSAGE] Insert Variables | Preview Text &8

Include the X-IronPort-Cutbreak-5tatus headers: Enable for all messages

Enable only for threat-based outbreak

0 Disable
Include the X-IronPort-Cutbreak-Description header: Enable

Disable

Alternate Destination Mail Host (Other Threats only): | |
fexamples: example.corn, 10.0.0.1, 2001:420:80:1::5)
URL Rewriting: | Cisco Security proxy scans and rewrites all URLs contained in malicious cutbreak emails.
O Enable only for unsigned messages (recommended)
Enabile for all messages
Disable

Bypass Domain Scanning (7

£
(examples: exampie.com, orm.example.com, 10.0.0.1, 10.0.0.0/24, 2001:420:80:1::5, 2001 :db8::/32)

Threat Disclalmer: | none 8

Disclaimer text will be applied to the top of the message body far Suspicious and Quarantined messages, Ta create custom disclaimers go te Mail Poficies > Text
Resources » Disclaimers

Cancal
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Wed Jul 6 14:09:19 2022 Info: MD 139514 Qutbreak Filters: verdict positive Wed Jul 6 14:09:19
2022 Info: M D 139514 Threat Level =5 Category=Phi sh Type=Phi sh Wed Jul 6 14:09:19 2022 Info: MD
139514 rewitten URL u' http://malware.testing.google. . test/testing/ malware/' Wed Jul 6 14:09:19
2022 Info: MD 139514 rewitten URL u' http://cisco.com Wed Jul 6 14:09:19 2022 Info: M D 139514
rewitten URL u' http://malware.testing.google.test/testing/ malware/' Wd Jul 6 14:09:19 2022
Info: MD 139514 rewitten URL u' http://malware.testing.google.test/testing/malware/' Wed Jul 6
14:09: 19 2022 Info: MD 139514 rewitten to M D 139515 by url-threat-protection filter 'Threat
Protection' Wed Jul 6 14:09:19 2022 Info: Message finished MD 139514 done Wed Jul 6 14:09:19
2022 Info: M D 139515 Virus Threat Level =5 Wed Jul 6 14:09:19 2022 Info: MD 139515 quaranti ned
to "Qutbreak" (Qutbreak rul e:Phish: Phish)
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