
TEAP مادختساب EAP ليصوت نيوكت

تايوتحملا
ةمدقملا

ةيساسألا تابلطتملا

تابلطتملا

ةمدختسملا تانوكملا

ةيساسأ تامولعم

نيوكتلا

Cisco ISE نيوكت

Windows ل يلصألا ليمعلا نيوكت

ةحصلا نم ققحتلا

يليصفتلا ةقداصملا ريرقت

زاهجلا ةقداصم

زاهجلاو مدختسملا ةقداصم

اهحالصإو ءاطخألا فاشكتسا

طشنلا لجسلا ليلحت

زاهجلا ةقداصم

زاهجلاو مدختسملا ةقداصم

ةلص تاذ تامولعم

ةمدقملا

 ةقداصملا لوكوتورب ليصوتل Windows بلاطمو ISE نيوكت ةيفيك دنتسملا اذه فصي
.TEAP عم (EAP) عسوتملا

ةيساسألا تابلطتملا

تابلطتملا

:ةيلاتلا عيضاوملاب ةفرعم كيدل نوكت نأب Cisco يصوت

•(ISE) ةيوهلا فشك تامدخ كرحم

•Windows سمتلم نيوكت

ةمدختسملا تانوكملا

:ةيلاتلا ةيداملا تانوكملاو جماربلا تارادصإ ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

ISE نم 3.0 رادصإلا Cisco•
•Windows 10 Build 2004 ليغشتلا ماظن
•(TEAP) لوكوتوربلا ىلإ دنتسملا عسوتملا ةقداصملا لوكوتورب ةفرعم



 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

ةيساسأ تامولعم

TEAP ذفنيو انمآ اقفن ئشنيو قفن ىلإ دنتسي عسوتم ةقداصم لوكوتورب بولسأ وه 
.نومضملا قفنلا كلذ ةيامح تحت ىرخألا EAP بيلاسأ

 يفو .ةباجتسالا لدابت/يلوألا EAP فرعم بلط دعب نيتلحرم يف TEAP ةقداصم ثدحت
 ريفوتل TLS ةحفاصم يداصتقالا مييقتلاو ايجولونكتلا قيرف مدختسي ،ىلوألا ةلحرملا
 ةلحرملا أدبت ،قفنلا ءاشنإ درجمبو .يمحم قفن ءاشنإو هيلع قدصم حيتافم لدابت
 ةبولطملا ةقداصملا ءاشنإل تاثداحملا نم ديزم يف مداخلاو ريظنلا ةكراشمب ةيناثلا
.ليوختلا تاسايسو

-type-length تانئاك مادختسإ متي .TEAP لوكوتورب ثدحألا تارادصإلاو Cisco ISE 2.7 معدي
value (TLV) ريظن نيب ةقداصملاب ةقلعتملا تانايبلا لقنل قفنلا لخاد EAP مداخو EAP.

.2020 ويام يف هرادصإ مت يذلا Windows 2004 نم 10 رادصإلا يف TEAP معد Microsoft تمدق

 نم الدب ةدحاو EAP/RADIUS ةسلج لالخ زاهجلا ةقداصمو مدختسملل EAP لسلست حمسي
 Cisco AnyConnect ةدحو ىلإ ةجاحب تنك ،كلذ قيقحتل ،قبس اميف .نيتلصفنم نيتسلج
NAM مادختساو ةيطمنلا EAP-FAST بلاط ىلع Windows بلاط نأ ثيح Windows مل يلصألا 
 ISE مادختساب EAP ليصوت ءارجإل يلصألا Windows سمتلم مادختسإ كنكمي ،نآلا .اذه معدي
.TEAP مادختساب 2.7

نيوكتلا

Cisco ISE نيوكت

.EAP و TEAP ليصوت نيكمتل اهب حومسملا تالوكوتوربلا ريرحت ىلإ جاتحت .1 ةوطخلا

 رايتخالا تاناخ ديدحت .ISE > Policy > Policy Elements > Results > Authentication > Allowed Protocols > Add New ىلإ لقتنا

.EAP و EAP ليصوتب ةصاخلا



.ةيوهلا ردصم لسلست ىلإ هتفاضإو صيخرت فيرعت فلم ءاشنإب مق .2 ةوطخلا

.ةداهشلا فيرعت فلم رتخاو ISE > Administration > Identities > identity Source Sequence ىلإ لقتنا



.ةقداصملا جهن يف لسلستلا اذه ءاعدتسإ بجي .3 ةوطخلا

 مت يذلا ةيوهلا ردصم لسلست رتخاو  ISE > Policy > Policy Sets. Choose the Policy Set forDot1x > Authentication Policy ىلإ لقتنا

.2 ةوطخلا يف هؤاشنإ

.dot1x جهن ةعومجم نمض ليوختلا جهن ليدعت ىلإ نآلا جاتحت .4 ةوطخلا

.ISE > Policy > Policy Sets. Choose the Policy Set for Dot1x > Authentication Policy ىلإ لقتنا

 ةيناثلا ةدعاقلا ققحتت .قدصم ريغ مدختسملا نكلو زاهجلا ةقداصم نم ىلوألا ةدعاقلا ققحتت .نيتدعاق ءاشنإ ىلإ جاتحت

.زاهجلاو مدختسملا نم لك ةقداصم نم

.ISE مداخ بناج نم نيوكتلا لامتكا ىلإ اذه يدؤي

Windows ل يلصألا ليمعلا نيوكت



.دنتسملا اذه يف ةيكلسلا ةقداصملا دادعإ نيوكتب مق

 < LAN Connection نميألا سواملا رزب رقناو Control Panel > Network and Sharing Center > Change Adapter Settings ىلإ لقتنا

Properties. قوف رقنا Authentication بيوبتلا ةمالع.

.Microsoft EAP-TEAP رتخاو لدسنملاAuthentication قوف رقنا .1 ةوطخلا



 

 .TEAP راوجب دوجوملا رزلا Settingsىلع رقنا .2 ةوطخلا



 

 
 

 .1 .ةيوهك anonymous نيكمتلا ةيناكمإب Enable Identity Privacy ظافتحالا
 
          

•  مدختست يتلا اهب قوثوملا رذجلا قيدصتلا عجارم تحت رذجلا CA (مداوخ) مداخ راوجب رايتخإ ةمالع عض
.ISE PSN ىلع EAP ةقداصم ةداهش عيقوتل
  
 



 .ىرخأ ةداهشل ةيكذلا ةقاطبلا :Microsoft ىلع ةقداصملل EAP بولسأ رتخأ ،ليمعلا ةقداصم تحت .3 ةوطخلا

.OK رقناو بلطتملا بسح ليدعتلاب مقو رزلاConfigure قوف رقنا ،EAP بولسأل ةلدسنم ةمئاق لكل .4 ةوطخلا




 




 
 

 
 

 .1.ةقداصملا عضو ديدحت نيكمت
 
 
 

 .2 .بسانملا دادعإلا ىلإ ةلدسنملا ةمئاقلا نييعتب مق
 
 

 .OK.3 رقناو امهيلك ىلع قيدصتلا متي ثيحب User or computer authentication رتخأ
 
            
 

 
           
 



ةحصلا نم ققحتلا



 ىلإ لوخدلا ليجست ةشاش ضرع دنع .لوخدلا ليجست مث جورخلا ليجست كنكمي وأ Windows 10 زاهج ليغشت ةداعإ كنكمي

Windows، زاهجلا ةقداصم ليغشت متي. 

 كنأل لوهجم ةيؤر كنكمي .ةيوهلا لقح يف (زاهجلا مسا وه انه) لوؤسم/فيضم ،لوهجم ىرت ،ةرشابملا ليغشتلا تالجس يف

.هالعأ ةيوهلا ةيصوصخل بلطم نيوكتب تمق

 ةرشابملا تالجسلا يف كلذ ىلع عالطالا كنكمي ،دامتعالا تانايب مادختساب رتويبمكلا ىلإ لوخدلا ليجستب موقت امدنع

 مدختسملا نم لك ةقداصم تثدح ثيح EAP لسلستلا وه اذه .لوؤسملا/فيضملا ،Administrator@example.local ناونعلا ىلع

.ةدحاو EAP ةسلج يف زاهجلاو

  يليصفتلا ةقداصملا ريرقت

 زاهجلا ةقداصمو ديقملا مدختسملا نكل طقف ادحاو الاخدإ NACRadiusUsername زاهجلا تاقداصم رهظت ،Live لجس ليصافت يف

 ناك  TEAP (EAP-TLS) يذلا ،مسقلا  Authentication Details تحت ىرت امك ،اضيأ .(زاهجلل دحاوو ،مدختسملل دحاو) نيلاخدإ ضرعت

 TEAP ةقداصملا لوكوتورب رهظي ،مدختسملاو زاهجلا ةقداصمل MSCHAPv2 مدختست تنك اذإ .Authentication Protocol مدختسي

(Microsoft: Secured password (EAP-MSCHAP v2)).

زاهجلا ةقداصم



زاهجلاو مدختسملا ةقداصم



اهحالصإو ءاطخألا فاشكتسا

 :ISE ىلع حيحصت اذه نكمي نأ جاتحت تنأ

• runtime-AAA

• nsf



• nsf-session

• (اهحالصإو AD و ISE ءاطخأ فاشكتسال) Active Directory ةمدخ

 

."ثادحألا ضراع" تالجس نم ققحتلا كنكمي ،Windows يف

طشنلا لجسلا ليلحت

 زاهجلا ةقداصم

 

 
<#root>

11001 Received RADIUS Access-Request 11017 RADIUS created a new session ... ... 11507 Extracted EAP-Response/Identity 

12756 Prepared EAP-Request proposing TEAP with challenge

 ... ... 

12758 Extracted EAP-Response containing TEAP challenge-response and accepting TEAP as negotiated

 12800 Extracted first TLS record; TLS handshake started 12805 Extracted TLS ClientHello message 12806 Prepared TLS ServerHello message 12807 Prepared TLS Certificate message 12808 Prepared TLS ServerKeyExchange message 12809 Prepared TLS CertificateRequest message ... ... 12811 Extracted TLS Certificate message containing client certificate 12812 Extracted TLS ClientKeyExchange message 12813 Extracted TLS CertificateVerify message 12804 Extracted TLS Finished message 12801 Prepared TLS ChangeCipherSpec message 12802 Prepared TLS Finished message 12816 TLS handshake succeeded ... ... 

11559 Client certificate was requested but not received inside the tunnel. Will continue with inner method. 11620 TEAP full handshake finished successfully

 ... ... 

11627 Starting EAP chaining 11573 Selected identity type 'User'

 11564 TEAP inner method started 11521 Prepared EAP-Request/Identity for inner EAP method ... ... 11567 Identity type provided by client is equal to requested 11522 Extracted EAP-Response/Identity for inner EAP method 

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

 11596 Prepared EAP-Request with another TEAP challenge 11006 Returned RADIUS Access-Challenge 11001 Received RADIUS Access-Request ... ... 

11515 Supplicant declined inner EAP method selected by Authentication Policy but did not proposed another one; inner EAP negotiation failed 11520 Prepared EAP-Failure for inner EAP method 11566 TEAP inner method finished with failure

 22028 Authentication failed and the advanced options are ignored 33517 Sent TEAP Intermediate Result TLV indicating failure 11596 Prepared EAP-Request with another TEAP challenge ... ... 

11574 Selected identity type 'Machine' 11564 TEAP inner method started

 11521 Prepared EAP-Request/Identity for inner EAP method ... ... 11567 Identity type provided by client is equal to requested 11522 Extracted EAP-Response/Identity for inner EAP method 

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

 11596 Prepared EAP-Request with another TEAP challenge ... ... 

12523 Extracted EAP-Response/NAK for inner method requesting to use EAP-TLS instead

 12522 Prepared EAP-Request for inner method proposing EAP-TLS with challenge 12625 Valid EAP-Key-Name attribute received 11596 Prepared EAP-Request with another TEAP challenge ... ... 12524 Extracted EAP-Response containing EAP-TLS challenge-response for inner method and accepting EAP-TLS as negotiated 12800 Extracted first TLS record; TLS handshake started 12545 Client requested EAP-TLS session ticket 12546 The EAP-TLS session ticket received from supplicant. Inner EAP-TLS does not support stateless session resume. Performing full authentication 12805 Extracted TLS ClientHello message 12806 Prepared TLS ServerHello message 12807 Prepared TLS Certificate message 12808 Prepared TLS ServerKeyExchange message 12809 Prepared TLS CertificateRequest message 12527 Prepared EAP-Request for inner method with another EAP-TLS challenge ... ... 12571 ISE will continue to CRL verification if it is configured for specific CA - certificate for Users 12811 Extracted TLS Certificate message containing client certificate 12812 Extracted TLS ClientKeyExchange message 12813 Extracted TLS CertificateVerify message 12804 Extracted TLS Finished message 12801 Prepared TLS ChangeCipherSpec message 12802 Prepared TLS Finished message 12816 TLS handshake succeeded 12509 EAP-TLS full handshake finished successfully ... ... 12527 Prepared EAP-Request for inner method with another EAP-TLS challenge 11596 Prepared EAP-Request with another TEAP challenge ... ... 61025 Open secure connection with TLS peer 15041 Evaluating Identity Policy 22072 Selected identity source sequence - forAD1 22070 Identity name is taken from certificate attribute 

22037 Authentication Passed 12528 Inner EAP-TLS authentication succeeded

 

11519 Prepared EAP-Success for inner EAP method 11565 TEAP inner method finished successfully

 ... ... 33516 Sent TEAP Intermediate Result TLV indicating success 11596 Prepared EAP-Request with another TEAP challenge 11006 Returned RADIUS Access-Challenge 11001 Received RADIUS Access-Request 11018 RADIUS is re-using an existing session 11595 Extracted EAP-Response containing TEAP challenge-response 11637 Inner method supports EMSK but the client provided only MSK. Allow downgrade as per configuration 

11576 TEAP cryptobinding verification passed



 ... ... 

15036 Evaluating Authorization Policy

 24209 Looking up Endpoint in Internal Endpoints IDStore - anonymous,host/Administrator 24211 Found Endpoint in Internal Endpoints IDStore 11055 User name change detected for the session. Attributes for the session will be removed from the cache 15048 Queried PIP - Network Access.EapChainingResult 15016 Selected Authorization Profile - PermitAccess 33514 Sent TEAP Result TLV indicating success ... ... 

11597 TEAP authentication phase finished successfully 11503 Prepared EAP-Success 11002 Returned RADIUS Access-Accept

 

 

 زاهجلاو مدختسملا ةقداصم

 
<#root>

11001 Received RADIUS Access-Request 11017 RADIUS created a new session ... ... 

12756 Prepared EAP-Request proposing TEAP with challenge

 ... ... 

12758 Extracted EAP-Response containing TEAP challenge-response and accepting TEAP as negotiated

 12800 Extracted first TLS record; TLS handshake started 12805 Extracted TLS ClientHello message 12806 Prepared TLS ServerHello message 12807 Prepared TLS Certificate message 12808 Prepared TLS ServerKeyExchange message 12809 Prepared TLS CertificateRequest message 11596 Prepared EAP-Request with another TEAP challenge ... ... 12811 Extracted TLS Certificate message containing client certificate 12812 Extracted TLS ClientKeyExchange message 12813 Extracted TLS CertificateVerify message 12804 Extracted TLS Finished message 12801 Prepared TLS ChangeCipherSpec message 12802 Prepared TLS Finished message 12816 TLS handshake succeeded 11559 Client certificate was requested but not received inside the tunnel. Will continue with inner method. 

11620 TEAP full handshake finished successfully

 11596 Prepared EAP-Request with another TEAP challenge ... ... 11595 Extracted EAP-Response containing TEAP challenge-response 

11627 Starting EAP chaining

 

11573 Selected identity type 'User' 11564 TEAP inner method started

 11521 Prepared EAP-Request/Identity for inner EAP method 11596 Prepared EAP-Request with another TEAP challenge ... ... 11567 Identity type provided by client is equal to requested 11522 Extracted EAP-Response/Identity for inner EAP method 

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

 11596 Prepared EAP-Request with another TEAP challenge ... ... 

12523 Extracted EAP-Response/NAK for inner method requesting to use EAP-TLS instead

 12522 Prepared EAP-Request for inner method proposing EAP-TLS with challenge ... ... 11595 Extracted EAP-Response containing TEAP challenge-response 12524 Extracted EAP-Response containing EAP-TLS challenge-response for inner method and accepting EAP-TLS as negotiated 12800 Extracted first TLS record; TLS handshake started 12545 Client requested EAP-TLS session ticket 12546 The EAP-TLS session ticket received from supplicant. Inner EAP-TLS does not support stateless session resume. Performing full authentication 12805 Extracted TLS ClientHello message 12806 Prepared TLS ServerHello message 12807 Prepared TLS Certificate message 12808 Prepared TLS ServerKeyExchange message 12809 Prepared TLS CertificateRequest message 12527 Prepared EAP-Request for inner method with another EAP-TLS challenge ... ... 12526 Extracted EAP-Response for inner method containing TLS challenge-response 12571 ISE will continue to CRL verification if it is configured for specific CA - certificate for Users 12811 Extracted TLS Certificate message containing client certificate 12812 Extracted TLS ClientKeyExchange message 12813 Extracted TLS CertificateVerify message 12804 Extracted TLS Finished message 12801 Prepared TLS ChangeCipherSpec message 12802 Prepared TLS Finished message 12816 TLS handshake succeeded 12509 EAP-TLS full handshake finished successfully 12527 Prepared EAP-Request for inner method with another EAP-TLS challenge ... ... 12526 Extracted EAP-Response for inner method containing TLS challenge-response 61025 Open secure connection with TLS peer 15041 Evaluating Identity Policy 22072 Selected identity source sequence - forAD1 22070 Identity name is taken from certificate attribute 

22037 Authentication Passed

 12528 Inner EAP-TLS authentication succeeded 11519 Prepared EAP-Success for inner EAP method 

11565 TEAP inner method finished successfully

 33516 Sent TEAP Intermediate Result TLV indicating success 11596 Prepared EAP-Request with another TEAP challenge ... ... 11595 Extracted EAP-Response containing TEAP challenge-response 11637 Inner method supports EMSK but the client provided only MSK. Allow downgrade as per configuration 

11576 TEAP cryptobinding verification passed 11574 Selected identity type 'Machine'

 11564 TEAP inner method started ... ... 

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

 11596 Prepared EAP-Request with another TEAP challenge ... ... 

12523 Extracted EAP-Response/NAK for inner method requesting to use EAP-TLS instead

 

12522 Prepared EAP-Request for inner method proposing EAP-TLS with challenge



 ... ... 

12524 Extracted EAP-Response containing EAP-TLS challenge-response for inner method and accepting EAP-TLS as negotiated

 

12800 Extracted first TLS record; TLS handshake started

 12545 Client requested EAP-TLS session ticket 

12546 The EAP-TLS session ticket received from supplicant. Inner EAP-TLS does not support stateless session resume. Performing full authentication

 12805 Extracted TLS ClientHello message 12806 Prepared TLS ServerHello message 12807 Prepared TLS Certificate message 12808 Prepared TLS ServerKeyExchange message 12809 Prepared TLS CertificateRequest message 12527 Prepared EAP-Request for inner method with another EAP-TLS challenge ... ... 12526 Extracted EAP-Response for inner method containing TLS challenge-response 12571 ISE will continue to CRL verification if it is configured for specific CA - certificate for Users 12811 Extracted TLS Certificate message containing client certificate 12812 Extracted TLS ClientKeyExchange message 12813 Extracted TLS CertificateVerify message 12804 Extracted TLS Finished message 12801 Prepared TLS ChangeCipherSpec message 12802 Prepared TLS Finished message 12816 TLS handshake succeeded 12509 EAP-TLS full handshake finished successfully 12527 Prepared EAP-Request for inner method with another EAP-TLS challenge 11596 Prepared EAP-Request with another TEAP challenge 11006 Returned RADIUS Access-Challenge 11001 Received RADIUS Access-Request 11018 RADIUS is re-using an existing session 11595 Extracted EAP-Response containing TEAP challenge-response 12526 Extracted EAP-Response for inner method containing TLS challenge-response 61025 Open secure connection with TLS peer 15041 Evaluating Identity Policy 22072 Selected identity source sequence - forAD1 22070 Identity name is taken from certificate attribute 

22037 Authentication Passed 12528 Inner EAP-TLS authentication succeeded 11519 Prepared EAP-Success for inner EAP method

 11565 TEAP inner method finished successfully 33516 Sent TEAP Intermediate Result TLV indicating success 11596 Prepared EAP-Request with another TEAP challenge 11006 Returned RADIUS Access-Challenge 11001 Received RADIUS Access-Request 11018 RADIUS is re-using an existing session 11595 Extracted EAP-Response containing TEAP challenge-response 11637 Inner method supports EMSK but the client provided only MSK. Allow downgrade as per configuration 11576 TEAP cryptobinding verification passed 

15036 Evaluating Authorization Policy

 24209 Looking up Endpoint in Internal Endpoints IDStore - Administrator@example.local,host/Administrator 24211 Found Endpoint in Internal Endpoints IDStore 11055 User name change detected for the session. Attributes for the session will be removed from the cache 15048 Queried PIP - Network Access.EapChainingResult 15016 Selected Authorization Profile - PermitAccess 33514 Sent TEAP Result TLV indicating success 11596 Prepared EAP-Request with another TEAP challenge 11006 Returned RADIUS Access-Challenge 11001 Received RADIUS Access-Request 11018 RADIUS is re-using an existing session 11595 Extracted EAP-Response containing TEAP challenge-response 

11597 TEAP authentication phase finished successfully 11503 Prepared EAP-Success 11002 Returned RADIUS Access-Accept

 

 

 ةلص تاذ تامولعم

 

• 1 رادصإلا (TEAP) قفنلل عسوتملا ةقداصملا لوكوتورب

• مداخلا بناج نم ةلاح نودب (TLS) لقنلا ةقبط نامأ لمع ةسلج فانئتسإ

• ISE و AnyConnect NAM ىلع ذيفنتلا تايلمع لسلستو EAP-FAST مهف

• Cisco Systems - تادنتسملاو ينقتلا معدلا

https://www.rfc-editor.org/rfc/rfc7170
https://www.rfc-editor.org/rfc/rfc7170
https://www.rfc-editor.org/rfc/rfc7170
https://www.rfc-editor.org/rfc/rfc5077
https://www.rfc-editor.org/rfc/rfc5077
https://www.rfc-editor.org/rfc/rfc5077
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/eap-fast/200322-Understanding-EAP-FAST-and-Chaining-imp.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/eap-fast/200322-Understanding-EAP-FAST-and-Chaining-imp.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/eap-fast/200322-Understanding-EAP-FAST-and-Chaining-imp.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/eap-fast/200322-Understanding-EAP-FAST-and-Chaining-imp.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/eap-fast/200322-Understanding-EAP-FAST-and-Chaining-imp.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/eap-fast/200322-Understanding-EAP-FAST-and-Chaining-imp.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


