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URL Filtering

URL Filtering Overview
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w&>3JY. IQL;9'J 9939 wedsu &9lpd wuoWso IJWsle 9ldwpessd Jg_glg@ﬁo URL. sw_2pu 03l
lUpeld Ssp 1S90od IJepbhuwle Jpeds 1wz g gulssu URL: slUzs IUlSuos Jgss gulssu
URL lJos op Bpuool 9spdu ¢sh ouwesd euslu (eulssu) URL:



Secure Email Gateway is getting a new look. Try it !

alta)in Secure Email

CISCOo Cloud Gateway C300V

A Monitor Mail Policies Security Services Network System Administration

URL Filtering

URL Filtering Overview

Enable URL Category and Reputation Filters
Use a URL allowed list: ? None B
b Web Interaction Tracking: @ Enable Web Interaction Tracking
= Advanced Settings: URL Lookup Timeout @ |5
Maximum Number of URLs scanned in | (300
Message Body
Maximum Number of URLs scanned in | (300
Message Attachments
Rewrite URL text and HREF in Message Yes
Select the "Yes' option to display the
rewritten URL in the message body.
ONe
Select the 'Wo' option to display the
rewritten URL in the HREF part of the
HTML message.
URL Logging () | & grabie
Disable Q
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Content Filter Settings

Name: | |URL_QUARANTINE_UNTRUSTED

Currently Used by Policies: = Default Pelicy

Description: | | Quarantine messages with known Untrusted URLs. (Includes messages with attachments.)
2|

Conditions

Add Condition...
Order Condition Rule Delete
1 | URL Reputation . url-reputation(-10.00, -6.00 , "bypass_urls", 1, 1) . ]

Add Action... I
Order Action Rule Delete
1 Quarantine quarantine("URL_UNTRUSTED") &

P& whbousy glpd ©ouoWs6 IUpzw9s 03l s§9p Cisco Secure Email oz o Jeuwslu URL 35
IJuwpgs &) 1Jp9e9 88 wzs (-10.00 |Js -6.00) 95 o Idruwlds B 9236 &5
URL_UNTRUSTED. Wspl sds peld pu IJle, mail_logs:

<#root>

Tue Jul 5 15:01:25 2022 Info: ICID 5 ACCEPT SG MY_TRUSTED_HOSTS match 127.0.0.1 SBRS None country Unite
Tue Jul 5 15:01:25 2022 Info: ICID 5 TLS success protocol TLSv1l.2 cipher ECDHE-RSA-AES256-GCM-SHA384
Tue Jul 5 15:01:25 2022 Info: Start MID 3 ICID 5

Tue Jul 5 15:01:25 2022 Info: MID 3 ICID 5 From: <test@test.com>

Tue Jul 5 15:01:25 2022 Info: MID 3 SDR: Domains for which SDR 1is requested: reverse DNS host: example.
Tue Jul 5 15:01:25 2022 Info: MID 3 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N/
Tue Jul 5 15:01:25 2022 Info: MID 3 ICID 5 RID O To: <end_user>

Tue Jul 5 15:01:25 2022 Info: MID 3 Message-ID '<20220705145935.1835303@ip-127-0-0-1.1internal>"'

Tue Jul 5 15:01:25 2022 Info: MID 3 Subject "test is sent you a URL => 15504c0618"

Tue Jul 5 15:01:25 2022 Info: MID 3 SDR: Domains for which SDR 1is requested: reverse DNS host:ip-127-0-
Tue Jul 5 15:01:25 2022 Info: MID 3 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N/
Tue Jul 5 15:01:25 2022 Info: MID 3 SDR: Tracker Header : 62c45245_jTikQ2TV2NYfmrGzMwQMBd68fxqFFueNmETw
Tue Jul 5 15:01:25 2022 Info: MID 3 ready 3123 bytes from <test@test.com>

Tue Jul 5 15:01:25 2022 Info: MID 3 matched all recipients for per-recipient policy DEFAULT in the 1inbo
Tue Jul 5 15:01:25 2022 Info: ICID 5 close

Tue Jul 5 15:01:25 2022 Info: MD 3 URL https://ww.ihaveabadreputation.conl has reputation -9.5 mat chec

Tue Jul 5 15:01:25 2022 Info: MD 3 quarantined to "Policy" (content filter: URL_QUARANTI NE_UNTRUSTED)

Tue Jul 5 15:01:25 2022 Info: Message finished MID 3 done

SEUuw e p99¢ IJpedyple (URL) ihaveabadreputation.com g, 098989 wo 9w p wuwzsdo
eds 1y8p 9.5, Juv e w06 URL gunlo URL €5, 09898 wo 985dw p9dgo lJs
URL_UNTRUSTED.
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IJpzess Jouodss gulssy URL Juwsluws 1Jwnss 1sbs. Bl wp cpdsy el luplvss Juoe
IJonss oduwo: pid pdldzs 1w IJguisliss: Buwouing) Iesple IJigs 1Js ol 131 Il @
op ldeunld goslo URL oo odd IUgsple sld@sles 1Jgluos wol. B peld go9le URL

OO wo wp wedsu peyd Cisco Anti-Spam Engine (CASE) Juwsluws [Jwsss 1Jgls 9sep
Oz ULP Iyuwlds 9opasse Jsdsu lszlos! Josss suislss. wop Idluvhé 1Js 3JY lsdlds
mail_logs b, Jio pdldes I IJgubslss os 1Jg208 IJlsds B puv gedsle peldes
e clos e9lpd oupdss Idezoss Jlzdl B puvly gpdsle peldes [Josss:

<#root>

Tue Jul 5 15:19:48 2022 Info: ICID 6 ACCEPT SG MY_TRUSTED_HOSTS match 127.0.0.1 SBRS None country Unite
Tue Jul 5 15:19:48 2022 Info: ICID 6 TLS success protocol TLSvl.2 cipher ECDHE-RSA-AES256-GCM-SHA384
Tue Jul 5 15:19:48 2022 Info: Start MID 4 ICID 6

Tue Jul 5 15:19:48 2022 Info: MID 4 ICID 6 From: <test@test.com>

Tue Jul 5 15:19:48 2022 Info: MID 4 SDR: Domains for which SDR 1is requested: reverse DNS host:ip-127-0-
Tue Jul 5 15:19:49 2022 Info: MID 4 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N/
Tue Jul 5 15:19:49 2022 Info: MID 4 ICID 6 RID O To: <end_user>

Tue Jul 5 15:19:49 2022 Info: MID 4 Message-ID '<20220705151759.1841272@ip-127-0-0-1.1internal>"'

Tue Jul 5 15:19:49 2022 Info: MID 4 Subject "test is sent you a URL => 646acal3b8"

Tue Jul 5 15:19:49 2022 Info: MID 4 SDR: Domains for which SDR 1is requested: reverse DNS host:ip-127-0-
Tue Jul 5 15:19:49 2022 Info: MID 4 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N/
Tue Jul 5 15:19:49 2022 Info: MID 4 SDR: Tracker Header : 62c45695_mgwplhpxGDgtgUp/XTLGFKD60hwNKKsghUKAI
Tue Jul 5 15:19:49 2022 Info: MID 4 ready 3157 bytes from <test@test.com>

Tue Jul 5 15:19:49 2022 Info: MID 4 matched all recipients for per-recipient policy DEFAULT in the 1inbo
Tue Jul 5 15:19:49 2022 Info: ICID 6 close

Tue Jul 5 15:19:49 2022 Info: MD 4 interimverdict using engi ne: CASE spam positive

Tue Jul 5 15:19:49 2022 Info: MD 4 using engine: CASE spam positive

Tue Jul 5 15:19:49 2022 Info: ISQ: Tagging MID 4 for quarantine

Tue Jul 5 15:19:49 2022 Info: MID 4 URL https://www.ihaveabadreputation.com/ has reputation -9.5 matche
Tue Jul 5 15:19:49 2022 Info: MID 4 quarantined to "URL_UNTRUSTED" (content filter:URL_QUARANTINE_UNTRU
Tue Jul 5 15:19:49 2022 Info: Message finished MID 4 done
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Content Filter Settings

Name: | [URL_UNKNOWN

Currently Used by Policies: Default Policy

Description: ' || og messages with Unknown URLS. (Includes messages with attachments.)

Order: 2 @ (of2)

Conditions

Add Condition...
Order Condition Rule Delete
1 URL Reputation url-no-reputation("" , 1, 1) I |

Add Action... l
Order Action Rule Delete
1 Add Log Entry log-entry("<<<=== | OGGING UNKNOWN URL FOR MAIL_LOGS ===>>>") ﬁ

luwepsle glod wLoWdsé 1dpee9s o3l s@9p Cisco Secure Email Lz o weol o gwdlu
URL o upgd £5) rOE)_9k.-96 sJdulus ywb,y ywed w9 mail_logs. Q§p| SJs puld pu lJlp)
mail_logs:

<tfroot>
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Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

I nf o:

I nf o:

Info:
Info:
Info:
Info:
Info:
Info:

ICID 20 ACCEPT SG MY_TRUSTED_HOSTS match 127.0.0.1 SBRS None country Unit
ICID 20 TLS success protocol TLSvl.2 cipher ECDHE-RSA-AES256-GCM-SHA384
Start MID 16 ICID 20

MID 16 ICID 20 From: <test@test.com>

MID 16 SDR: Domains for which SDR 1is requested: reverse DNS host:ip-127-0
MID 16 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N
MID 16 ICID 20 RID O To: <end_user>

MID 16 Message-ID '<20220705165003.1870404@ip-127-0-0-1.1internal>"'

MID 16 Subject "test is sent you a URL => e835eadd28"

MID 16 SDR: Domains for which SDR 1is requested: reverse DNS host:ip-127-0
MID 16 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N
MID 16 SDR: Tracker Header : 62c46c29_vrAgqZZys2Hgk+BFINVrzdNLLn81kuIf/K60
MID 16 ready 3208 bytes from <test@test.com>

MID 16 matched all recipients for per-recipient policy DEFAULT in the inb
ICID 20 close

MID 16 interim verdict using engine: CASE spam negative

MID 16 using engine: CASE spam negative

MD 16 URL http://nytest.exanple.comtest_url_ 2022070503 has reputation nc

M D 16 Custom Log Entry: <<<=== LOGE NG UNKNOWN URL FOR MAI L_LOGS ===>>>

MID 16 queued for delivery

Delivery start DCID 13 MID 16 to RID [O0]

Message done DCID 13 MID 16 to RID [O0]

MID 16 RID [0] Response '2.6.0 <20220705165003.1870404@ip-127-0-0-1.1inter
Message finished MID 16 done

DCID 13 close

euw9lu URL mytest.example.com/test_url_2022070503 Js v Jo wpgd 9o e puuloswo
wluwogsle "noscore”. $lp glod o uoWso IJpze9s URL_UNKNOWN Ldoleus gulo)y Iduwed gud

odysuwoe |Js mail_logs.

o€ 396 luwoguole pu Cisco Secure Email Gateway |Js 1Ugsp6 IJuwzlosé Talos Intelligence
Cloud Service: swpe Wzuo £09lu URL 902383 luo wuwpgsd €5 098996. 95pdu pdlzbo 3JY
Vs ywedle ECS gus puwess "Idog o™



Tue Jul 5 16:54:42 2022 Debug: ECS: Finish polling
Tue Jul 5 16:55:42 2022 Debug: ECS: Remediation service notified.
Tue Jul 5 16:55:42 2022 Debug: ECS: Initiating remediation
Tue Jul 5 16:55:42 20822 Info: ECS: Initiating message remediation:
{'from': ['test@test.com'], 'URL': 'http://mytest.example.com/test_url_2022070503', 'message ID':
'<2@0220705165003.1870404@ip-172-31-43-120.us-east-2.compute.internal>"', 'MID': 16, 'verdict':
'MALICIOUS', 'message UUID': 'e9@dec74-f50b-4a63-9ab2-6addad4fcf422'}
Tue Jul 5 16:55:42 2022 Debug: ECS: Unprocessed Remediation Data : [{'url_hash':
'8c6915e2ebbc92251f8958db@6db33beb4e932ae9e@d8c5b35805a2 Fxxyyxxyy ', 'message_details': '{"mid": 16,
"birth_time": "1657039913", "from_addrs": ["test@test.com"], "recipients": ["wm m = i = mn'"l,
"delivery_status": 1, "remediation_req_status": 3}', 'created_at': '2022-07-05 16:52:42.04515',
‘verdict': '{"url": "http://mytest.example.com/test_url_2022070503", "verdict": "MALICIOUS"}',
'message_uuid': 'e9@dec/4-f50b-4ab3-9ab2-6addadfcf422', 'message_id':
'<20220705165003.1870404@1ip-127-0-0-1. internal>"'}]
Tue Jul 5 16:55:42 2022 Debug: ECS: Remediation records: [

[

16,

"<20220705165003.1870404@ip-127-0-0-1. internal>",

1657039913,

"delete",

3,

"[{\"url\": \"http://mytest.example.com/test_url_202207@8503\", \"conviction_timestamp\":
\"2022-87-05 16:52:42.04515\", \"url_hash\":
\"8c6915e2ebbc9225f8958db@6db33beb4e932ae9e@d8c5b35805a2 f xxyyxxyy\" ",

"test@test.com"
|

Tue Jul 5 16:55:42 2022 Debug: ECS: Remediation initiated.
Tue Jul 5 16:55:42 2022 Debug: ECS: Successfully recorded remediation initiation status into datastore.

9083 3JY wldelds: s mail_logs: guspl swp lgwesgle IJluodlz o wo 9lde pldo:

Tue Jul 5 16:55:42 2022 Info: Message 16 containing URL "http://mytest.example.com/test_url1_2022070503"'
Tue Jul 5 16:55:55 2022 Info: Message 16 was processed due to URL retrospection by Mailbox Remediation !

Sew o $igs IUpuwssdsw Bs Ilgcoly 1oghs [ple wguosue euslu (eolssu URL) £, 1dpg 996
cuve w@dsy0pe. Bl Ul oi,ld gsbe pdeelbo B Huwlisd Idesss IUIJYe, 906 9ld ey 8le
lJeoed$s wldlzesld Ws)zs plzes mail_logs 99,8, £9lpd wuodso [Jpzess. wldluolds
lJs 3JI spdo Jdpuwdsdsu lple Idedsso Jlglhs wozse guslu (eulssw) URL s, 1pe 1996
lJs 306 99sd Ioly Cisco Jodsspe 98w 1Jud). Bs o3l 1dpecld: luedd IJs luals lg)le >
wwpeed gu9lo URL IR glod wuosé Idpeess URL_UNKNOWN IJglLo wuol:



URL Reputation Help

What is the reputation of the URL in the message body, subject or
the message attachments? This rule evaluates the URL using
either the Web Based Reputation Score (WBRS) or using
information from the External Threat Feed engine.

Matching Condition

O URL Reputation
Untrusted (-10.0 to -6.0)

Questionable (-5.9 to -3.1)
Neutral (-3.0 to 0.0)
Favorable (0.1 to 5.9)
Trusted (6.0 to 10.0)
Custom Range (min to max)

© Unknown

External Threat Feeds
This option is currently unavailable because no threat feed

sources have been configured. To create one, go to Mail Policies
> External Threat Feeds Manager.

Use a URL allowed list: MNone a

Check URLs within 7
Message Body and Subject

Attachments
© All (Message Body, Subject and Attachments)

Action on URL within the message body and subject:



S sSuod esb blJs IUpyddle Jos wews IJpuwssdse. sizs plzes Ulple sldodds)
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SS9 IJ1 glpd ©uoWds6 1dpzess [Jpess Jodl IJpeld: pg luols Iz)le lehs Ideszso [Js
Cisco Secure Proxy:

Content Filter Settings

Name: | |URL_UNKNOWN

Currently Used by Policies: = Default Policy

Description: | || og messages with Unknown URLs. (Includes messages with attachments. )

Order: 2 @ (of3)

Add Condition...
Order Condition Rule Delete
1 URL Reputation . url-no-reputation("" , 1, 1) . i
Add Action... I
Order Action Rule Delete
1 | pddt t oo £o aa-ante(" == | OGGING LINKNOWN LIR| FOR MAIL_LOGS ===>>>") @

guslu (eulssw) URL 1Jp v dsd Wesol

pubdsd Bso: ywdsd guglu URL IUss sedu 1o suins) 1Js 9290 el 19 §> sdsu €80 eE9w
Beso. 98 Ioée e 1o 031 1Jlp, Jsuw Tpul Jzpse 1dedowuwle Ul o3l lUede Swpss wpesd
puE o 9lpw wuwes! JJlusble IUlszless IJdbes (FP). sebs 1Jedp £ [dpzls) 1JI9dsss
Jdouwdse eds Uiplo: Ulpy 1Uss &> 98 1Js bog) suwlisd wzess eds gulsso URL ¢lo,s.
Ilole IJpsuos woi ldpuwe Iduosss wepdle Jlizds sldeb, wes IJplzes.

ob)l Jivol Seol vodass gwslu (eolssw) URL &) Idper9ds: spdo Jdpuwdsdse Idees,
eJs luo pu IUpdss hwld guslo (eulsso) URL pvdded Bsol [Js Cisco Security Proxy Ig
lpwesle IUlple JBIJS g, guglo (evlssw) URL olddled.



Content Filter Settings

Name: | [URL_REWRITE_QUESTIONABLE
Currently Used by Palicies: | Default Policy

Description: | |ge-write URLs on the cusp of Untrusted reputation to be scanned again at click time, very small
|subset of URLs

Order: 38 (or3)

Add Condition...
Order Condition Rule Delete
1 l URL Reputation - url-reputation(-5.90, -2.10 , "bypass_urls", 1, 1) l 7}
Add Action... I
Order Action Rule Delete
1 . URL Reputation url-reputation-proxy-redirect-strip(-5.90, -3.10,"",0) . I |

g9l (gulasy) URL IJpelsyé

pelsst URL w90 uwdsd lselos I9 pwdus. 908 3J. BB> Up LISSEL0. wPEUS: lu gwsly URL
Jsow Jo p¢lb) pg1986 eldsl. suldelds: Bosl o9 Igse 110, pu Tedlp Iduwpes.
lole puos woi ldpuwz IJuo9ss vepdlo oldss JJozdd pu 929> p2oss 1) &> sdsu Lol

SpIdu JJpuwdsdsu 1956 euslu URL pelsd o)z gudoss Joosss. §p wodsse £33 Iyuwlisd
9o guslu (gulasw) URL IJpelsss 9083l Jodss,d. eds &b IUb,sds IJos Geol wol
wodse euslo (euldso) URL g, 1dpg 9996 9g sy (eulysw) URL Idpuvdsd Bdsol
JJlgwede pu lp)le huwld guslu (ulssw) URL IJs Cisco Security Proxy. sedy IJowds,
B guslo URL Ipzlss 19 ubl§ pguoue souoev peeses Bess oo lJzlow Iduwdus pu
IJeolosu IJpelsrs. s9uoe 03l IJpeld Weuol Jeulssy URL 1Jezlssé pg oS glod ouods6
lJpewos [Jglys oil:

Content Filter Settings

Name: ' |yRL_NEUTRAL

Currently Used by Policies: | No policies currently use this rule.

Description: | |send questionable Neutral URLs to be scanned again at click time. (Includes messages with
|attachments.)

Order: 4 B (ofd)

Add Condition...
Order Condition Rule Delete
1 . URL Reputation url-reputation(-3.00, -0.50, "", 1, 1) . |7 |

Add Action...

L|

Order Action Rule Delete

1 URL Reputation url-reputation-proxy-redirect-strip(-3.00, -0.50,"",0) I |




Cedw Iyuwlisd

Sz 2sble cedu Iiuwlsd Jeaslo (£olsso) URL Ipdenus wegsrdle 1,ulsd (MIDS).
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—4. Email and Web Manager
M300v

Email = Service Status Monitoring Tracking Quarantine

< Back to Summary
Message Tracking

Message |D Header <20220706024922828218@kncefd.top>

Processing Detai

Summary URL Details

05 Juf 2022

18:49:58 . Message 342164 URL: https://www.mobilesuica.jp-ui.buzz/ , URL reputation: -7.1, Condition: URL Reputation Rule,

18:49:58 . Message 342164 URL: https://www.mobilesuica.jp-ui.buzz/ , URL reputation: -7.1, Action: URL redirected to Cisco Security proxy.

X

S99, wedv luwlsd lsual dsble oz Idpedse Jdyuwlsd oluvedsle zelss gulssy URL

sldevsled pgol:

—, Email and Web Manager

M300V
—

| h Matici I i i
> DLF Violations [} Messages with Malicious URLs 1 in Spam Quaranting
5 D | [ Messages with Neutral URLs I [} Suspect Spam

3 External Threat Feads ~ Ouitbreak Fiters ~ URL Categories

[CJ URL Rewritten by OF Al

(] Adult
[CJ VOF Threat Category ] Arhvertisements
(] Aleahal
(] Animals and Pets
| Arts
[] InOutbreak Quarantine ] Astrology
() Auctions
([ Business and industry

» Forged Email Detection

» Geo Location

> In Palicy or Virus Quaranting — " -
1 Virus Positive

> Remediation
~ Web Interaction Tracking

URL Clicked
Mailflow Direction

(| Inbound
(] Outbound

alvalis
Email = Service Status Monitering Tracking Quarantine F 2 3 ;Illlésl SECURE

JloJIg g0 ewslo (eulssu) URL Es) IJeuouds 9 IUpuoods

eds v ¢lbis



sedo Jewslo URL IJILJIE Tzslol lue pu 290 yuped 9 cupuss. ould ksual sl (eoloso)
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IJpede 8
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(CLI) bbb, Llgvwgsle IJle, websecurityadvabledconfig:

<#root>
myesa.local>

websecurit yadvancedconfi g

Do you want to enable URL filtering for shortened URLs? [N]>


https://talosintelligence.com/reputation_center/support
https://talosintelligence.com/reputation_center/support
https://talosintelligence.com/tickets

For shortened URL support to work, please ensure that ESA 1is able to connect to following domains:
bit.ly, tinyurl.com, ow.ly, tumblr.com, ff.im, youtu.be, tl.gd, plurk.com, url4.eu, j.mp, goo.gl, yfrog

9o Cisco wopdsy ol |.Ji.o_) Jugdse igéu'o.J ppebuwle odssy wuodss gulssy URL.
weer’ wpdsuo cugduw wedle Idossy Bs s 99w sop Sso luvesle guslu URL pgooo,
sled 1yl Jé:

Mon Aug 27 14:56:49 2018 Info: MID 1810 having URL: http://bit.ly/2tztQUi has been expanded to https://

e wpdsy wuoWdss gulysy URL Jel o9 PILAT O 00 lJp8lds: pu pG[J mail_logs:
SpJduul pdlebs ouwesd hoolb bitly. Jel sop lsyol ouvesd IULoolb IUluods 1U3s swpe
wopwseoe ldso.
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- 1bJé w020 9|?oo w020 IJubus.qlu (API) ). Cisco Secure Email Gateway
c ldpuos) lJede9z 1 e, MJu?.)p 9. CISCO Secure Email Gateway
e 5 Cisco (swopu VESA)

9olis 9 Secure Email Cloud Gateway
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> sl gD
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> dJsd | )

- 136 w028 9lz06 Wz lobusdle (API) ). Cisco Secure Email Gateway 9055,
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sulis 9 puwele Cisco Secure
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https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-installation-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-installation-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/cloud-email-security/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/ar_ae/support/security/content-security-management-appliance/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/ar_ae/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-installation-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-installation-guides-list.html
/content/dam/en/us/products/collateral/security/secure-product-naming-qrm.pdf
/content/dam/en/us/products/collateral/security/secure-product-naming-qrm.pdf
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